Fundamental Tradeoffs in Distributionally Adversarial Training

A. Proof of theorems and technical lemmas
A.1. Proof of Proposition 3.2

From the definition of robust surrogate in (9) for the setting
of Proposition 3.2 we have

663 20) i=sup { (vo — 270)* ~ 7w — w07, }

by introducing g, () := (yo — 276)% — v|z — xOHZ, for
every scalar c we get
95 (w0 + ¢8) = g (o) + 2¢(xg 6 — o) 1017,

+e 01z, 16Nz, — ).

this implies if v < ||0||?2, then ¢~ (6; zy) = +o00. Consider
7 > [|6]]7,. then from relation V2g, (z) = 2(66T — +I) we
realize that g, is concave. Writing the first order optimal
condition we have

(yo — 70)0 + y(z — z0) = 0. (34)
Multiplying by 6 and solving for 276, we get

_ 7%9 Yoll0]?

x' 0=
—[10]|?

Substituting for -7 in the stationary condition (34) implies

Replacing x* in g, yields

oo if v < [16]]7, .
Dy (05 2) = ¢ y(wo—aT0)® . 2 (35)
ooy Er =181,

Then, we use dual formulation (8) to compute the Wasser-
stein adversarial risk:

AR(0) := sup E..g[l(6;2)]
QeU:(Pz)
= inf {752 + Ep, [¢4(0; 2)]}

= inf {ye? +Ep,[0,(0;2)]}

v>l6112,
]E .
— inf {ye?4 T2 PZ[E(G’;)]},
v>l16112, v = 1101,

the infimum is achieved at

1
= ~VEe, [(8:2)] 6], + I61]7, -

Finally, this gives us

2
AR(9) = ( Ep, [((0;2)] + ¢ IIHH@)

A.2. Proof of Theorem 3.3

Define R(¢) := ASR(#) + AR(#). Proposition 3.2 implies
AR(0) = SR(0) + 2¢ 0], v/SR(0) + £ [|0]7., then by
expanding adversarial risk relation AR(#) in R(0) we get

R() = (1+ N\)SR(®) + & 10117, + 22 [10]l,, v/SR(6) -

(36)
It is easy to see SR(f) = o2 4+ 07%0 — 2070. Replace
VoSR(6) = 2(X6 — v) in (36) to get

VoR(0) = 2(1 + M) (26 — v) + 2620

191,
VSR(0) + (26 — v) ——2— | ,
(mu smw)
(37)

therefore stationary points (solutions of VyR(6) = 0) and
a critical point # = 0 are candidates for global minimizers.
From equation SR(f) = o2 + 6760 — 20 and adversarial
risk relation in Proposition 3.2 it is clear that for § = 0 we
have SR(#) = AR(#) = o7. Next, we focus on characteriz-
ing stationary minimizers of R () and their corresponding
standard and adversarial risk values. If 0, is a stationary
point, then putting (37) to be zero yields

1+/\+75”9*”‘2 ¥4 (o2 4 V2T SR() ) 1)
SR(6.) 1611, "

- e 16l,,
=142+ —=|v. (38)
SR(6.)
. V/SR(8) . E24eA,
Introduce A, := 0.1, and v, = 1€+/\-E+AL*’ then (38)

can be simplified to 6, = (X + v.I)"'v. By replacing
0. = (X + v.I)"'v in A, along with equation SR(#) =
o2 + 0750 — 2070 we get

VSR(E 2.0 )
I +%0) "l
_ 1

T D) o,

A=

2

<0§ + HZUQ(Z +7.0) "t ,
2

1/2
—QUT(E—i-'y*I)lv) ,

therefore 7, is a fixed point solution of two equations (15)
and (16). Moreover, definition of A, gives us SR(f,) =
AZ||(=+ ”y*f)*lvHZ. Next, from adversarial risk re-

lation in Proposition A.l we know that AR(6,)

(V/SR(6.) + €|6x]l,,)?. This implies AR(6.) = (A. +

2[5+ 7Dty
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A.3. Proof of Corollary 3.4

For linear data model y = 276, + w with isotropic features
E[z2zT] = I and Gaussian noise w ~ N(0,c?) we have

E[ry] = 6p. In addition, we have E[y?] = 0% + ||00||f2.

This gives us 02 = 02 + ||90||§2. Use Theorem 3.3 with

Y
’UZGO,Z

A 4. Proof of Proposition 3.5

We start by proving the expression for standard risk. By
definition we have

SR(0) := E[I(y # )] = P(yz"6 < 0)
P(y (yu+ SM2u)T0 < 0)

IP’(;H-ZUQ T9<0)

P( 1/<0>
L

‘D< uwemz)’ <

with u ~ N(0, I;) and v ~ N(0, 1). To prove the expression
for adversarial risk we use the dual form (8). Our next
lemma characterizes the function ¢, given by (9) for the
binary problem under the Gaussian mixture model.

Lemma A.1. Consider the binary classification problem
under the Gaussian mixture model with 0-1 loss. Then, the
robust surrogate for the loss function ¢, given by (9) with
distance d(-,-) (12) satisfies

B, [6,(0:2)] = @(\/g ~a)
#20 (a0+ iz )e(an— /)

2
— agp(ag) + (ag +1) {‘I’(ae /=
boy
V|2
. _ u'o _ HZ I
with ag = 57, and by = T,

Proof (Lemma A.1). By definition of the ¢, function, for
the setting of Lemma A.1 we have

27.} .

¢(0; 20) = sup{I(yoz "0 < 0)

We let vg := yozp and v = yoz. Given that yy € {£1}, the
function ¢., can be written as

61 (6 20) = sup{I(v70 < 0) = T [jv — vo][} }.

= I,and 02 = 0% + ||6|7, to get Corollary 3.4.

First observe that by choosing * = =z, we obtain
¢+(0,20) > 0. It is also clear that ¢,(0,2z0) < 1. We
consider two cases.

Case 1: (v09 < 0). By choosing v = vy we obtain that
¢~(0; 2z0) > 1 and hence ¢ (0; zp) = 1.

Case 2: (v 6 > 0). Let v, be the maximizer in definition of
b~(0; 20). If 0] 6 > 0, then we have

& (6 20) = 1(v]0 < 0) = - [[on = v,

= —3 o = wollf. <0.

Therefore, ¢~ (6; zp) = 0 in this case. We next focus on the
case that v]# < 0. It is easy to see that in this case, v, is
the solution of the following optimization:

min v —
vERd | O||zr

subject to w0 <0 (40)

Given that v] @ > 0 by assumption, using the Holder in-
equality it is straightforward to see that the optimal value is

: 1 1 _

T
j 0
given by [[v —vo||, = ||Z(\)|gq

The function ¢, is then given by ¢,(0;20) = 1 —

[1ell,
vd 6 > 0 together, we obtain

T, 2
%( Vo0 ) . Putting the two conditions v]§ < 0 and
q

00(0:20) = {1 = 3 ()"0},

in this case.

) - ‘P(ae)} } , Combining case 1 and case 2 we arrive at

b+ (0; 20) = I(vg 6 < 0) 41)
Y T9 T
-+ max ——(Hene ) O) I(vg6 > 0).
(42)

For (xo, o) generated according to the Gaussian mixture
model, we have v[0 = yozl0 = 76 + ||El/20|| v with
~ N(0, 1). Hence,

=261,

vd 6 _ ‘ n
161, 11l,,

Q
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Letting ayg : , (41) can be written as

||E”29||
$5(0;20) = I(v < —ap)

SRk

2 (4 + ag)?, )~]I(V>—a9)

16117,
=I(v < —ap)
(l—bg—ry (v + as) )H(,/l—ag >v > —ag) ,
bg’y
(43)
1=/l : , :
where by := WQ"‘. By simple algebraic calculation,
14
we get !

B, [61(6:2)) = (72 — a0)
+ 220 a0+ iz )ooo—[) - anst

O

The claim of Proposition 3.5 follows readily from
Lemma A.1 and the fact that strong duality holds for the dual
problem (8), where we use the change of variable v — %.

A.5. Proof of Remark 3.7
Recall the objective (25) and define

R(a) :=A®(—a) +ve* + @ (\/3 — a)
Hiar 2o (0-2) -apta
+(@+1) <<I> <a - ﬂ) - <I>(a)> }

+

Then, we get
dR(a) B
da = A=)
{e(yf5 o) -+
© z
~

+a <<I> (\f = a) = <I>(a)> e

Note that

%(@(t —a) —¢la)+a(P(t—a)— <I>(a)))

=¢(t—a)(2a—1), (45)

) -]

and therefore the maximum of ¢(t — a) — ¢(a) +

(<I>(t —a) — ®(a)) is achieved at t = 2a. As a result
dR(a —Ap(—a) < 0, which implies that the objective
(25) is decreasmg in a. Since [a| < [|ull,,. its infimum is
achieved at a = ||pl|, -

Equations (26) follows from (24) by substituting for ag =
l|1ll,, and by = 1.

A.6. Proof of Corollary 3.8

Recall the distance d(-,:) on the space Z {z
(z,y), v € RYy € R} given by d(z,2) = ||z — &[> +
00 - I(y — ). This metric is induced from norm ||z|| =
[z|l,, + oo - I(y = 0) with corresponding conjugate norm
2]« = l|lz||,,- We will use Proposition 2.3 to find the vari-
ation of loss ¢ and derive the first-order approximation for
the Wasserstein adversarial risk. Denoting by u; € R? be
the jth row of matrix U, for j = 1,2, ..., N, we have

)?
N
200To(Uz) — y) Z 00" (u] z)u;

= 20070 (Ux)

ag)

Vo l(0;2)=V,(y—0"o(Ux

—y)UTdiag(o’(Uz))0. (46)

As we work with Wasserstein of order p = 2, we have
conjugate order ¢ = 2. Therefore, Proposition 2.3 gives us

Vp,.,q(0) = (E[||V.4(0; 2)| |2 })1/2. By using (46) we get

9 1/2
52}) '

Finally, relation AR(#) = SR(0) + eVp, 4(¢) + O(?)
from Proposition 2.3 completes the proof. We just need to
verify that the necessary condition in Proposition 2.3 holds
for the loss £(0;2) = (y — 0Ta(Wx))2. By the setting of
the problem, we have » € S (v/d) and u; € S¥=1(1).

Therefore ||z, < Vidand |Ul|ep < /max(N,d).

In the following lemma we show that the solution ), to (14)
is bounded as A varies in [0, 00).

Vp, .q(0) =2 <IEI {(eT (Uz) — HU diag(c’ (Uz))0

Lemma A.2. Under the setting of Corollary 3.8, and for 0
given by (14), there exist constants cy and c;, independent
of \, such that with probability at least 1 — e~ ¢ we have
0], < ca.

Using Lemma A.2 we can restrict ourselves to the ball of
5 radius c¢;. More specifically, we can define a ‘surrogate’
loss for (14) where 6 is constrained to be in ball of radius
c1, without changing its solution. We can then apply Propo-
sition 2.3 to establish a relation between SR and AR. In the
following part we show that the conditions of Proposition
2.3 are satisfied.

We adopt the shorthands D diag(o’(Uz)), D
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diag(o’(U%)), s = o(Ux), and § = o(UZ), and write
SIV-00:2) — 7.46; )]
= 5 IV.006:2) - V.46 )],
@ ‘(9% ~5)UTD8 — (075~ U De|,

QHNwUD—Dw

Lt |o7(s = 5)uT Do

lo
+ HyUT(D —D)s

L+ H(y — U Do

12

(c)
< N¢&2 +\/Nc% s — 3ll, +\/Nc%+\/ﬁcl\yfgﬂ

d)
< (N+VN)e +Né |z — |, + VNeily — 3
< (N +VN)S + Né (|lz — |y, + 00 Iiyzgy)
(e)

< M+L|z—Z2|,

where (a) comes from (46), in (b) we used triangle inequal-
ity, (c) is a direct result of Cauchy inequality and the fact
that o(u) < u, (d) comes from Lipschitz continuity of o,
and in (e) we used C = (N ++/N)c? and L = Nc¢?. There-
fore the necessary condition in Proposition 2.3 is satisfied.
A.6.1. PROOF OF LEMMA A.2

By comparing the objective value (14) at # and 0 and using
the optimality of 6, we get

(14 \)SR(6)
< (1+MSR(6)
+2cE, “(fd(fv) — 030 (Ux))* +0”]
X ||UTdiag(0'/(Ul'))9/\||Z } v
< (14 \SR(0) .

Therefore by invoking (31) we get

E, [(fa(z) — 010(U2))?] < E; [fa(2)?] (47)
Using the inequality (a — b)? > % — b2, we get
E[(010(Ux))?] < 4B [fa(2)?] < c2, (48)

with probability at least 1 — e~ ¢ for some constants
ca,c3 > 0. We next lower bound the eigenvalues of
Elo(Uz)o(Uz)T] from which we can upper bound |0, -

Define the dual activation of o as
5(p) = E(w,w)~n, [0 (v)o (w)]
where N, denotes the two dimensional Gaussian with mean

zero and covariance ({1) ';) . With this definition, we have

E[(c(Ux)o(Ux)")i;] = 6 (u]u;) fori,j=1,...,
{a,}22, denote the Hermite coefficients defined by

1 o0
i = / oo

where h,.(g) is the normalized Hermite polynomial defined
by

N. Let

T dg,

2 dT a2
22 _
dxr

e
Using the properties of normalized Hermite polynomials we
have

&(p) = IE('u,w)NN |: Zar

z—
2

W] = e
)

Writing in matrix form we obtain

E[(o(Uz)o(Uz)")] =6(UUT) =Y aZ(UUT)®"
r=0 (50)

where for a matrix A®" = A ® (A®("~1) with © denoting
the Hadamard product (entrywise product).

We next use the identity (AAT) ® (BBT) = (A% B)(A *
B)T, with  indicating the Khatri-Rao product. By using
this identity and applying induction on 7 it is straightforward
to get the following relation for any matrix A:

(AAT)OT = (A*) (AT, (51)

with A*” = A x (A*("=1)), By using the above identity in
Equation (50) we obtain

E[(c(Uz)o

Za (Uum©

— Z(CLTU*T)(GTU*T)T

r=0

= AU

for any r > 0. Using this bound with » = 2 and the fact
that ag = ﬁ for ReLU activation, we get

E[(o(Uz)o(Uz)T)] = i(U SU) >, (52)

where the last step holds with probability at least 1 — e ~°¢
for some constants ¢4 and c¢5 using the result of (?)Corollary
7.5]soltanolkotabi2018theoretical.

Combining Equations (48) and (52) gives us [|0)[[,, <
\/¢2/cq, which completes the proof.



