Robust Learning for Data Poisoning Attacks

A. Experimental details

Here we give more details about how we generate data poisoning attacks under different noise regimes.

Negated loss vs. the original loss.

Definition (Negated loss). Given dataset (X,y) = {x;,y;}"_;, the learner returns a function f(-; w). For classification
problems, we use the cross entropy loss L(X,y, w) := >, £(y;, f(x;; w)), which we also refer as the original loss. We
define the negated loss as L' (X, y,w) := >0 0__(y;, f(xi3w)) = Doy —C(yi, — [ (53 W)).

In particular for binary classification, we use logistic loss £(y;, f(x;; w)) = log(1+exp(—y; f(xi; w))), whereas the negated
loss is £—_(y;, f(xs;w)) := —log(1 4 exp(y; f(x;;w))). We plot the relationship between original logistic loss, negated
loss and 0-1 loss in Figure 4. Since negated loss is concave, it is a better surrogate loss when we are maximizing the 0-1 loss.
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Figure 4. Compare the original loss with the negated loss

Next, we show an additional companion plot to Figure 1 in the main text. Here we generate poisoned data on the proposed
negated loss against the original cross entropy loss under ResNet18. The left subplot of Figure 5 shows the clean test
accuracy of ResNetl18 trained on poisoned CIFAR10 data. The right subplot shows the histogram of Ly norm of perturbation
vectors generated using the two loss functions. As we discuss in the main text (see Section 5 for more details), using the
negated loss generates more effective data poisoning attacks.
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Figure 5. Data poisoning attacks generated by PGD on the proposed negated loss (orange) against the cross entropy loss (blue). The
left subplot shows the clean test accuracy of the model trained on poisoned CIFAR10 data with C' = 500. The right subplot shows the
histogram of L2 norm of perturbation vectors generated using the two loss functions.

Algorithm Details. We use projected gradient ascent on the negated loss to generate the data poisoning attack. The
projection operator depends on the noise budget in each data poisoning regime. For noise regime A, we need to guarantee that

the set of perturbation vectors satisfy the following norm constraint: A := {{51, c G TR 6ill2 < C\/ﬁ},
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where C'is the corruption rate, d is the dimension, n is the sample size. For noise regime B, we need to satisfy the following

norm constraints: A := {{51, o0y CRA|6] € B, fori = 1,...,n}

For a detailed description we refer the reader to the pseudocode in Algorithm 1.

Algorithm 1 PGA attack using negated loss

Number of iterations S, Sa. Step size 1w, ns. Samples (X,y) = {x;, y; } ;. Perturbation set A. Batchsize bs. P is the
projection operator onto the set A.
Initialize w® randomly.
fors=0,1,...,51 — 1do
for k=0,1,...,[ ] do
Sample a mini-batch of size bs : {(Xi;,¥i, ), > (Xiy. Uiy, ) }- Set (X, 95) = (Xi;,9i;), 7 = 1,2,--- ,bs.
W= w? — Z?‘;l VwL(X;,9;, w®) {mini-batch gradient descent to minimize the original cross entropy loss}
end for
Ws+1 = w°
end for
Random initialize: §Y ~ N(0,14),i =1, ,n.
fors=0,1,...,5 — 1do
fork =0,1,...,[;%] do
Sample a mini-batch of size bs : {(Xi;, ¥, ) > (Xiy,, Ui, ) }- Set (X5, 95) = (Xi;,9i;). 7 = 1,2,--- ,bs.
=0+ P Z;";l VsL'(X; 4 63,7, w"") {Gradient ascent to maximize the negated loss}
0® = min(max(X + §°,0), 1) — X {Clip the pixel value between 0 and 1, then return the perturbation}

end for

5s+1 — (58

55T = Pa(65T1) {Project onto the set A}
end for

return: X + 652

B. Proofs of theorems
B.1. Proofs of Section 2

We first prove that a bounded perturbation in the input domain corresponds to a bounded perturbation in the gradient domain.

Proof of Proposition 2.1. Recall that for each sample (x;,y;) we have X; = x; + ;. Denote the unnormalized margin
p=yf(x;w), p = yf(X;w), where y = £1. Then £(yf(x; w)) = £(p), £(yf (X;w)) = £(p).
¢(p) is L-Lipschitz, i.e. ||V£(p)|| < L for all p. £(p) is a-smooth, i.e. |[V£(p) — VL(p)|| < a|p — p|| for all p, p.

Using the chain rule, we have

IVE(yf (X w)) = VE(yf(x;w))|| = [IVE(yw T x) = Ve(yw )|
=1'(p) - yx = £'(p) - yX||
<|1€(p)-yx =L (p) - yx|| + [1€(p) - yx — €' (p) - yX|
<N () - =@yl + 1€ @) yllx = X
< allyw"x —yw X[|R + Ll|jx = X|
< alylllwl[lx = x'[|[R + L|[x — ||
< (aDR+ L)||x — x|
= (DR + L)||9]|

Now we now prove Theorem 2.2, which shows that SGD is robust against certain bounded adversarial perturbations.
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Proof of Theorem 2.2. We define a projection oracle Pyy, which given a point w € W, returns Pyy(w) := argmin ||w — v||.
vew

Notice that the diameter of W is supy, ey [W — W'|| = supy, e {lIwl| + [[W'||} = 2D. Following the standard analysis
of SGD for convex functions, we start the analysis by bounding the difference of distances between consecutive iterates wy

and wyy; from w,:

L1 =El[[wir — wi|[7]
= E[|| Ty (wi — 7:8(we)) — wa|?]
S E[[|wi — ne@(we) — wa)?]
= E[|lwy — w]|*] = 2E[(g,, Wi — w.)] + 7 E[[[g(we)[|”] W
= Ly = 20 B[(&(We) + G we — wa)] + 7 E[[|&(we) + G |%]
< Ly — 2 E[(g(wy) W] = 20 E[(G, we — wa)] 7 (BlI& (W) |I” + [1GelI* + 2E(8(we), Go))
< Le — 20 E[(&(we), we — i)l + 20| G E[[[we — w [T + 0 (G + [IG])?
< Ly — 2 E[(g(wy) w.)] + 4ne DG + 0 (G + [1GI)?
Extracting the inner product and averaging over all iterates, we get
T T T T
Li— L 2D 1G] (G + [1GelD)?
— < =
TZ: &(Wi), e — W] ;; T T +Z; 2T
_ i Lo~ L 20550 1G] (G+1 B)? -
= 20, T T e
t=1 =1
- M—Lm4+gDzﬁﬂmMjG+B2§i D
= D
ENextem il T 2 VTG +B)
2 T ’
< A0 DTG, DO+ D)
2G| T
12 T
_5DG+B) | 2D [ o
2T T
The result is simply implied by following inequalities:
1
EW@H—FWQ_MHTE:MH—FMQ (by definition of W)
t=1
1 I
< E[ Z F(we)] — F(wy) (by Jensen’s inequality)

1 T
< 7 D E[(E(we), we — w.)]
t=1
D(G+B') DY Il
s—F 7

(by linearity of expectation)

(by convexity of F')

3)

O

We now prove Theorem 2.3, which shows the rate presented in Theorem 2.2 is optimal in an information-theoretic sense.
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.p- 0.5
Proof of Theorem 2.3. Let W = [—1,1] and F(w) = —wz, with z = {+€ WP 0 for some ¢ < 1. Note that the
—€  W.p.
minimum of F'(w) is equal to —|z| = —¢, which is achieved at w, = sgn(x). For simplicity, we denote g, = g(w;), and
g, = g(wy). At time ¢, the oracle returns g, = g, + (;, where §, ~ N (x,1), and {; = —sgn(z)¢ for some 0 < { < e.

Therefore, g, ~ N (x + (s, 1), which is equal to g, ~ N(e—¢,1)and g, ~ N(—e+(, 1) if 2 = e and © = —¢, respectively.

Let ¥ : RT — [—1, 1] be any algorithm that estimates the minimizer of F'(w) based on a sequence of 1" oracle calls. For

the simiplicity of presentation, we denote Wp := W¥(g,,--- , &, ). We show that, as long as T' = O (== Tzl + ) there
is a constant probability that W fails to identify the sign of x. We first upper bound the probability of success as follows:
1 1
P(Sgn(\pT) = bgn(x)) = ipsgn(z):Jrl(sgn(\I’T) = +1)) + §Psgn(:r):71(sgn(‘1/T) = _1)
1 1 1
= 5 - ipsgn(a:):-l-l (Sgn(\IJT) = _1) + §Psgn(a:):—l(8gn(\I’T) = _1)

IN

1 - S -
§+ TV( sgn(z)= +1(g1ag25"' agT)aPsgn(a:)zfl(glag%"' agT))

(Total variation distance definition)

1 1 /1 - - .~ -
< 5 + 2\/2DI(L (Psgn(m)—+l(gl7g2a o 7gT)7PSgn(m):—1(g17g27' T 7gT))

(Pinsker’s inequality)

Let ¢ = [|Gi],---,[¢rl] € [0,1)7 be the vector of (absolute) perturbations. — Therefore, we have that
Psgn(.'c):-‘rl(glv T ng) ~ N(E]lT - CvIT), and -Psgn(x):—l(glv e 7gT) ~ N(_E]lT + CvIT)' Recall that the KL-
divergence between two Gaussian distributions P, = N (u1,Y1) and P, = N (uz,Xs) is given by D (P1||P;) =

i (trace(Ez_lZl) + (p2 — 1) T2 (g2 — 1) — T + In (92 §2 )) Thus, we have that:

T
- - - N 1
Dk, (Psgn(a:)_+1(g17 coe agT)7 Psgn(w)zfl(gla T agT)> 9 (T + 2(26 - 2|<t‘)2 -T+ ln(1)>
T
22 €— |Ct
t=1

§2T62—2EZ|Q\ 0 <Gl <o

t=1

Therefore, we have that P(sgn(Vr) # sgn(z)) > 5 — %\/TeQ — 7 ll¢ile. Choosing T = M + 4z, we have
P(sgn(¥r) # sgn(x)) > %, under which event, the suboptimality gap will at least be f(¥r) — f(w.) > €, and thus

T
Lyl VELIG T syt el
E[F(¥r)] — F(w.) > ; > +
1 8T 8T 16T 16VT
The lower bound holds when the algorithm make at least O(M + }2) queries. O

B.2. Proofs of Section 3

We start by recalling the following notations:

FOW) = <=3 ana((waxi). FW) = <= 30 ano((we. %)

FW) = (V (W), W), FL (W) = (Vfi(W,), W)
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Also, the following is due to the homogeneity of ReL.U:
1 (We) = (VF(We), Wa) = fi(We), F{7 (We) = (VF(We). W) = fi(Wo)

For any ¢ and W, we define the following quantities:

Ri(W) := £(yi(V fi(Wi), W), Qs(W) := ' (y:(V f;(Wy), W))
Ry(W) := L(Gi(V f;(W3), W), Qi(W) := —C'(§:(V f;(W,), W)

Again, due to homogeneity of ReLU, we have R;(W;) = £(y;fi(W;)), Ri(W;) = £(5:f:(W;)), and Q;(W;) =
—U(yi fi(Wi)), Qi(Wi) = =/ (gi fi(W2))-

Given an initialization (Wy, a), for any 1 < s < m, define u, := ﬁasﬁ(wsﬁo), where ¥ is given by Assumption 1.
Collect @i, into a matrix U € R™*%. Tt holds that ||Ts]2 < \/—% and ||U||p < 1. Furthermore, note that |V f;(W,)||r < 1,
IV (W)l < 14118l

B.2.1. PROOF OF THEOREM 3.1

We first discuss clean label attacks. Recall that for clean label attack, we have y; = y;; apd for label flip attack, we have
fi(W;) = f:(W;). Lemma B.1 ensures that with high probability, the margin attained by U (with respect to features given
by the gradient of the network at the initialization) is not much smaller than the margin parameter v in Assumption 1.

Lemma B.1. [Clean label attacks] Under Assumption 1, given any § € (0, 1) and any ¢; > 0, if m > %, then with
probability at least 1 — 34, it holds simultaneously for all 1 <4 < n that

~ _ ~ _ €
yifi(o)(U) =1 (Vfi(Wo),U) > v —e1 — Co||d; |2 — 51(1 + B).

where Cp =1+ 4f+?f 1;]3()mn/5 )

Proof of lemma B.1. By Assumption 1, givenany 1 <17 < n,

t: = Byn(o,10) [4i(0(W), xi) L[(wW,x;)] > 0] >

Let S := {s|1[(Ws,0,%Xi) > 0] = L[(Ws0,%;) > 0] # 0,1 < 5 < m} denote the set of hidden nodes at initialization that
change sign due to i-th perturbation. Based on Lemma B.3, we know that with probability at least 1 — 2§ /n,

18] < (” 2 (4 + 2/ ) + 1||f<i||2)

Thus, we have the following set of inequalities:

|y 7(0) — 5 fO(T)] =

% Zas |:< (WS ()) X; + (5i>]1[<WS,0,XZ‘ + 67,> > 0] — <17(W3}0),Xi>]l[<ws’07xi> > O}:| ’

m m

Zas D(Ws,0), IL[(wso,xz—I—(S >O‘ ’Zas T(Ws0), {1[(w5,0,xi+(5i>>0]—1[<w370,xi>>0}”

IS/ |

(0(ws,0), )|}
| ’

Si,O
< ||6ill2 + —=Ixll2
m

< Colldilla + = (1 +B)



Robust Learning for Data Poisoning Attacks

where Co = 1+ WYE2VI) gince y, 1O () = L 577 i (0(wa0). %)L [(Ws.0.%i) > 0] is the empirical mean
of i.i.d. .v’s supported on [—1, +1] with mean p, using Hoeffdmg s inequality, with probability at least 1 — /n,
0) /1 0) /1 2In(n/d
i fS(0) =~ 2>y fO0) —p > — % > —e. S

Thus, with probability at least 1 — 36/n,
_ €
vifi" (0) = if{” (0) = Coll8ill2 = 5 (1 + B)
=y —e — Col|dill2 — *( + B).

Applying a union bound finishes the proof. O

The following lemma helps later in the proof of Lemma B.3 to bound the size of the set of hidden nodes whose activation
pattern change from initialization.

Lemma B.2. Under Assumption 1, given any 6 € (0,1) and any ¢; > 0, if m > M, then for any €2 > 0, with
€1
probability at least 1 — &, it holds simultaneously for all 1 < i < n that
lzm:]l[|<w Xi)| <€) < 2 6—1\|x- + 0|
ms:l 5,008/ = €2 > ||Xi+5i”2 2 7 2112
Proof of Lemma B.2. Given any fixed €2 and 1 < ¢ < n, we have
E[lin[uw f(>|<e]}—P(|<wf<>|<e)< 22 < @
—_ 5,00 Ai/| = €2 - y A = €2) > = )
m= z Z l[xi + 6l|3v2m — [xi + &ill2

where the expectation is with respect to the randomness in initialization, and the inequality holds since (w, X;) is a Gaussian
r.v. with variance ||x; + &;||3. By Hoeffding inequality, with probability at least 1 — 6/n,

1 «— .
E Z]l[|<ws O;Xz>| < 62}
s=1
1 & §
<E|— Z]l[|<ws)o,ii)| < egﬂ + (n/ )|| i + dill2 (Hoeffding inequality)
m
s=1
<—2 1Dk + 8- (€ > y/2n/o)
Applying a union bound finishes the proof. O

In Lemma B.3, we let S; ; denote the set of neurons at time ¢ that change sign (compared to the initialization) for the i-th
poisoned data. We show that the cardinality of \S; ; is small as long as the weights stay close to initialization. We also
define the set S} ;, which corresponds to the set of neurons that change sign at initialization (time ¢ = 0) due to the ¢-th
perturbations. We prove that with high probability, it holds that 157 ol < O(m||di]|2).

Lemma B.3. For any 1 < i < n, denote

S = {s!ﬂ[(w&t,iz} > 0] — 1[{ws,0,%;) > 0] #0

1<s<m},
Sio = {5[1[(Ws,0,%i) > 0] = 1[{w0,x >>0]7é 1<s<m}

If |Ws.t — Ws 0]l2 < Wha, then the following hold:

[S;i¢] < m(Wz + 61||)ZZ||2> w.p. atleast 1 — ¢ forany 0 < § < 1.

15L,] < <|||| Z||||2 (4\f+ 24/ln 5 ) 621||)~(Z||2> w.p. atleast 1 — 29 forany 0 < § < 0.5.
Xil[2
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Proof of Lemma B.3. Note that s € S; ; implies

[(Ws0,Ki)| < [(We,0, %) | 4+ [(We e, Ki) | = [(Wet — W0, Ki)| < IWer — Waoll2l|Kill2 < Wa|[Xi2 (5)
Let denote eo = Wa||X;||2. Using Lemma B.2, with probability at least 1 — §, we arrive at the following upperbound on the
size of S; +:

m

5001 = {10201 < 2} = D1l 5 |<ez}<m(Wg+xz||2)

Similarly, s € 5] ; implies

[(Ws,0,%i)| < [(Ws0,%; — x)| <

Since wy o ~ N(0, I), using Gaussian concentration inequality, for any 1 < s < m, with probability at least 1 — %, we

have that
HWS,O||2 §4\/&+21/ln % (6)

Letey = (4\/& +2,/In %) ||6;]|2 and use Lemma B.2. Applying a union bound, we conclude that with probability at least
(1 -10)(1—46)>1— 26, the following holds:

s=1

|S 0|< { HWGOsz ‘<62}

Which completes the proof. O

Lemma B.4 upperbounds the network output at initialization, under poisoning attacks.

Lemma B.4. Givenany § € (0,1), if m > 251In(2n/d), then with probability at least 1 — 4, it holds simultaneously for all

1 <4 < n that ~
|fiWo)| = | f(Xi; Wo, a)| < +/2In(4n/6)(1 + ||64]|2)

Proof of Lemma B.4. The proof closely follows Lemma 2.5 in Ji & Telgarsky (2019). The only difference here is that we
bound the norm of X; rather than ||x;||, which introduces a factor of 1 + ||d;|| on the right hand side. Regardless, here, we

include a proof for completeness. Given 1 < i < n, leth; = o(Wo(x; + 6;))/v/m = a(Wy foj; B )/ (Vm/||x; + di]|2)-
1
2

Define h(a) = (Z:ﬁl U(a,;)Q) = ||o(a)

a,b € R™, by the triangle inequality, we have |f(a) — f(b)| = |||lo(a)|l2 — [le(®)]2] < llo(a) — a(b)]|2 = (Z;’il(ai -

2, where o(a) is obtained by applying o coordinate-wise to a. For any

bi)2> = ||a — bl||2. As aresult, A is a 1-Lipschitz continuous function w.r.t. the ¢5 norm, and h(-) is 1-subgaussian and the

. . 2 . oy
bound follows by Gaussian concentration. Thus ||h;||2 is sub-Gaussian with variance proxy %, and with probability at

least 1 — §/2n over Wy,
Iillz = Eflhla] < (/20 5 002 < [ 2 (1 6))

On the other hand, by Jensen’s inequality,

V2 V2 V2
E[|[hill2] < /E[lhi][3] < 7||Xz +aillz < 5=+ - l1dll2.
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As a result, with probability at least 1 — §/2n, it holds that

2 V2 V2
[hil2 < \/%(1 +10ill2) + = + M0l < 1+ (162

Apply a union bound, with probability at least 1 — 6/2 over W, for all 1 < ¢ < n, we have ||h;||2 < 1+ ||0;]|2- Recall that
a is the top layer weights and is uniformly distributed over {—1, +1}. For any W such that the above event holds, and for
any 1 <14 < n, ther.v. (h;,a) is sub-Gaussian with variance proxy ||h;||3 < (1 + ||6;||2)2. By Hoeffding’s inequality, with
probability at least 1 — 0 /2n over a,

(% + 65 Wo,a)] = [{hi,a)| < v/2Tn(@n/0)(1 + [|3i]2).
With a union bound, with probability 1—4/2 over a, forall 1 < i < n, we have | f(x;+0;; Wo,a)| < /21n(4n/d)(1+]d;]2)-
The probability that the above events all happen is at least (1 — §/2)(1 — 6/2) > 1 — 6 over Wy and a. O

Lemma B.5. For any W and any n > 0, using SGD updates with constant step size 1 < aFB? for 0 <4 < n, then

1+B)

(ZR )+||w W|F<||wowF+zn(ZR >

<n 1<n

Proof of Lemma B.5. We have

2
[Wers = W = [Ws = W 200 (Gufs (W) (T 5. (W) Wi = W) 02 (£l W) ) 197wl
L B 2
< |[Wi = W% — 200 (5 f;(Wa)) (yi /(W) — yifi(l)(w)) +7*(1+ B)? <£/(?jifi(wi)))
(Homogeneity of ReLLU)

2
< ||Wi = W||% — 20R;(W;) + 2nR;(W) + 2(1+B)2<e’(giﬁ(wi))> (Convexity of £)

< |IWi = W% = 20Ri(Wi) + 201 (W) + nRi (W)

< |IWi = W[ = nRi(W;) + 2nR;(W)

2 2
where the third inequality is because n?(1+ B)? (e’(ngz(wz))> <7 ( —E’(gjiﬁ,(wi))> < =l (i f; (W) = nR:(W;).

Telescoping gives the result. O

Using Lemma B.1, B.3, B.4, B.5, we prove the following result, which bounds the deviation of iterates from initialization,
as well as the average of the instantaneous loss under poisoning attacks.

Lemma B.6. Under Assumption 1, given any risk target € € (0, 1), and any 6 € (0,1/5), let

In(4/€) + \/21n(4n/6)(1 + B)

A= 0
37/16 — CoB -
My :=4096)*(1 + B)°/~°,
- 0.04~
0.04 + 4Vd + 2y/In(mn/5)’
where Cy = 1 + (4\/3+2(1V_1;()mn/5)). Then for any m > M;, B < Bj, and any constant step size 1 < (1+B)2, with

probability at least 1 — 56 over the random initialization, ifn = ﬁ;\ W we have 1) forany 0 <7 <nandany 1 < s < m,

Iwei = Woollz < 2EED holds; 2) £ 37, _, Ri(W,) < e.

<n
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Proof of Lemma B.6. We follow the proof of Theorem 2.2 in (Ji & Telgarsky, 2019) for data poisoning attack. Let SGD

receive (X;,y;) at step i. Let ny be the first step before n such that there exists some 1 < s < m with ||Ws n, — Ws0ll2 >

%. If such a step does not exist, let n; = n. Let W := Wy + AU, first show that with probability at least 1 — 56, for

any 0 <14 < ngq,

3 (V f;(W;), W) > In (j), and thus R;(W) = £(5;(V f:(W;), W)) < i

Notice that for clean label attack, y; = y;. We will split the left hand side into three terms and control them separately:
yi(VIi(W2), W) = 5i(VFi(Wo), Wo) + 5i(VFi(W2) = VFi(Wo), Wo) + Ays(V fi(W:), 0) @)
e The first term of equation (7) can be controlled using Lemma B.4:
19(V fi(W0), Wo)| = |fi(Wo)| < v/2In(4n/8)(1 + [|6:]]2) < v/2In(4n/6)(1 + B). ®)

e The second term of equation (7) can be written as
UV FA(W2) — VA (Wo), Wo) = g Z (06w R > 0 = 100, 59]) (20,50

Equation (5) and Lemma B.3 ensure that for all s € S ;, the followings hold:

AX(1+ B)
YVm

’<Ws,0aii>| < ‘(Ws,i - Ws,07ii>f < ||Ws,s — Wsoll2]|xi + dill2 < Ixi + &5 1|2

AIN1+B)
|Siil < m<w +5 1+ B))

Lete; = 8(1+B)3 ‘We have,
- _ 1 ~
|y (V fi(W3) — V fi(Wo), Wo) | < = 1S5l |[(Ws,0, %)
AN(1+ B) 4
< 1+ B 1+ B)||x; + 6.
(P2 204 8) 2t B+ b1l
Ay
< —
<5 9)
where the last step is simply plugging into €; = 8(1+2B)3 and m > (4096\%(1 + B)%)/~5
e The third term of equation (7) can be bounded using Lemma B.1,
y2<Vﬁ(Wz),U> =Yi <VfZ(W0) U) +y2<vf1< i) — ( 0),U)
> —e — Colldill2 — *(1 + B) + yi(V fi(Wi) = V fi(Wo), 1)
In addition,
. 1 — -
(VA = TH 0.0 =i (2L6wa70 > 0] = 1t 500> 0] ) (o). + 85
1
> —— - [Sial - 1% + il (10)
m
A2

= 8(1+B)



Robust Learning for Data Poisoning Attacks

Therefore, 9 2 2
_ ~ v b
P v [ Wz 7U = 7T Q1 L n»\3 -G 51 B
yi(Vfi(W:),U) = R(1+ B)? oll9: ]2 16(1+ B)>  8(1+ B) (11)
11
> _—_~—-CyB
=160

Put equation (8), (9) and (11) into equation (7), we have

GV F(W0), W) = gl VW), W) > —/II(an/0)(1 + B) — o + A(157 ~ CoB)

Given \ = ln(4/€)§7”/212:(4cn0§)(1+3) > 0, we have gl<Vﬁ(Wz)7W> > ln(%). Consequently, for any 0 < ¢ < nq, it holds

that R;(W) < /4.

2 .
Next we start proving forany 0 < i < nandany 1 < s < m, —wsoll2 < AALB) ety = [&—‘ The next claim

yVm ne
. . . 2 . . .
is that n; > n. We prove it by contradiction. Suppose n; < n = [%—‘ , we start bounding ||ws ; — W, o||2 using triangle
inequality. For any 1 < s < m, we have
ofr
0w, -
afi

OWs,r

(e fr (W-))ys

s = waoll2 <0

7<%

<n W) |

T<1

fZQT A+ 116]12) (12)

T<1

2

2

Next we start giving the upper bound of 7 ), <ny Q; (W,). To see this, we first use Lemma B.5 to ensure that
— — = €
W, = WIE < [Wo — Wi+ 20( 3 Ri(W) ) <02+ Sos < 202
<ni
We further deduct that

\/5)‘ Z ||W’ﬂ1 _WHF Z <WTL1 _W7U> = <Wn1 _W07ﬁ> - <W_ W056> Z <Wn1 _WOaET) - A
Thus we have (W,,, — Wy, U) < (V2 + 1)\. Moreover, due to equation (11), we arrive at

(V24 DA > (Wo, =Wo,0) =1 Y =L (5 fl(W))yi(V[:(W:), T) = 0 > Qs(W)) 7 CoB)

1<ni <Ny

Since B < Bj gives us Cy B < 0.087v, we get that:

. (VZ+ DA 4
Ny Qi(Wi) < T17/16 — CoB < -

Plugging the above inequality into (12), we arrive at
4X\(1+ B)
Wi — Wepllz £ ———=—
: W
which contradicts the definition of ;. Therefore nq > n.

222

Now consider n := { e -‘ Using Lemma B.5, we can get,
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=e. (13)

O

Recall that Q;(W) := —¢'(y;{V f;(W;), W)) is the derivative of the instantaneous loss R;(W) := £(y;(V f;(W;), W)). An
interesting property of Q;(W) is that it upperbounds the zero-one loss, and is upperbounded by R;(W). Lemma B.7 can be
proved using a martingale concentration argument.

Lemma B.7 (Lemma 4.3 in Ji & Telgarsky (2019)). Define Q(W;) := Ex ,)~p | — ¢ (yf(x; W;,a))]. Given any 6 € (0,1),
with probability at least 1 — 4, it holds that:

S QW) <43 Qi(W,) + 4ln <(15)

i<n i<n

Using Lemma B.6 and Lemma B.7, we are able to prove our Theorem 3.1 and Theorem 3.2. We argue that under the
perturbation budgets considered in our theorems, R;(W;) is closed to R; (W,). In particular, for Theorem 3.1, the crucial
step is to show the difference R;(W;) — R;(W;) can be bounded by O(v/md||d;||2) using the convexity of loss function and
Lipschitzness of the network.

Theorem B.8 (Regime A, Theorem 3.1). Under Assumption 1, for any § € (0, 1), with probability at least 1 — ¢ over
random initialization and the training samples, the iterates of SGD with constant step size n = m satisfy

1 6264(1 + B)? In*(4y/n) + 12528(1 + B)*In(24n/5
L3 sw, < 20 BV 1228011 ) 20n)3)

i<n

(1+B)i;n(n/§) + (1+B)° 1112(n) <

: B (/OB In*(n/8) n g B <

m 5 > 52>

provided that
0.04~

0.04v+4v/d+24/In(6mn/8)’

Proof of Theorem 3.1. We know that

fi(Wi) — £:(W3)|

I
- 3
Msigbﬂs

as (0’(<W5,i, iz>) - 0(<Ws,i7 Xi>))

IN

- 9- 8
NE

o ((Wsis X)) — o (Wi, Xi))|

@
Il
—_

’0(<W5,i7)~(i> - <Ws’i,Xi>)| (o is 1-Lipschitz)

»
Il
_

Mz |

< Wil [[Xs — x| (Cauchy-Schwarz)

s=1

3

1
= ﬁz [[ws,ill2lldi]2
s=1
< V/m||di|2 max [|ws,i 2

where the first inequality is due to Jensen’s inequality, and the second inequality holds because the ReLU function is
1-Lipschitz. Since w, o ~ N(0, I;), we know from (6) that ||w, o2 < 4v/d + 2,/In(1m/§) holds with probability at least
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4N(1+B 2
1-— % forany 1 < s < m. From Lemma B.6, we have ||ws; — Wsgll2 < «S\/% ) < 16(17_,_3)2 < +/d holds for any

1 < s < m. Combine them together, we arrive at with probability at least 1 — %,

Jr
[Wa,illz < [Wsollz + [Ws,i — Weoll2 < (4Vd + 2/In(m/5)) L) I < (5Vd +2y/In(m/3)),  (14)

\/7
Take a union bound, with probability at least 1 — J, we arrive at
Ri(Ws) = Ri(Wi) = L(yi fi(W2) — Ly fi(W:)
> 0 (yi fi(Wa))yi (fs(W2) — fi(W,)) (conveixity of £(-))
> —[fi(Ws) — fi(W3))| (=1<0(-)<0)
> —~(5Vd + 2¢/In(m/8)) m| ;]

. . 2 .
Lemma B.6 indicate that n = {%—‘ . Choose n = 5> We are able to represent € as a function of n:

1
(14B)?2y/n

Lo 20+ B)?A\? _ 348(1+ B)” In?(4/¢) + 696(1 + B)* In(4n/s) _ 348(1+ B)® In*(4y/n) + 696(1 + B)* In(4n/d)

- Vn " Vny? - vny?

. . _ 227 . . 1 . €2n2 .
where the last inequality follows because n = [ne-l implies that ¢ > N Since m < TN ey

o ((1+B)4 In*(4y/n)+(1+B)%In*(n/8) n_
,-Y4 S2

> , combine equation (13), with probability at least 1 — 5, we can get
1 1 1 ~ S

— i(Wi) <= Ri(W;) < —>» Ri(W; 5vVd + 24/1 5= < = %.
2 2o QW) S T3 RiW) < 0 Ri(We) + (VA4 23/ I3 VS e = 26

Further invoking Lemma B.7 gives that with probability at least 1 — 64,

%ZQ( ZQ 1n<(15>§96

i<n 7,<71

From (Cao & Gu, 2020), we know that L(W;) = P ,)~p (yf(x; Wi, a) < 0) < 2Q(W;). Rescale 6 by 1/6, we have

= Z L(W,) < 18¢ < 0204(L+ B)? In(4y/n) + 12528(1 + B)" In(24n/)
Vny? '

z<n

To make the condition of Lemma B.6 hold, we set the parameters as

81n(n 6
M, :Q<(1+B)rysl (n/9) + a —;83) In (n))

B.2.2. PROOF OF THEOREM 3.2

Theorem B.9 (Regime B, Theorem 3.2). Under Assumption 1, for any 6 € (0, 1), with probability at least 1 — ¢ over
random initialization and the training samples, the iterates of SGD with constant step size n = ﬁ satisfy

1 Z LW 6264(1 + B)%In®(4n) 4 12528(1 + B)*In(24n/4)

2 )
n
2<n v

_ (1+B)%In(n/s) , (1+B)°%; 2 . : 0.04~
form = Q< 8 + 78 In (n)) » provided that B < min{ 10\/TT+\/8m In(6m/5)’ 0. 04fy+4\f+2\/ln(mn/6)}
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Now we prove Theorem 3.2. The crucial step here is to show (1 — O(v/md))R;(W;) < R;(W;) using the convexity of the

loss function and the fact that Q;(W;) < R;(W;).

Proof of Theorem 3.2. We have

Ri(W;) — Riy(W;) = €3 fi(Wa)) — €(yi fs(W,))

> ' (y; fi(Wa) i (f: (W) = fi(W3))
= —Qi(Wi) max |fi(wi) — fi(W3)]
> —Ri(W 1< < f

Z —7R,‘(W1),

where the last inequality is because of equation (14) and B <

1
2y/m(5Vd+4/21n(m/$))
Lemma B.6 equation (13), we can get

%ZRZ-( ZQR ) < 2.

<n 7<n

2 .
Choose n = [%W = ﬁ, we are able to represent € as a function of n:

(convexity of £(+))

(Qi(W;) < Ri{(W;))

. Thus, R;(W;) < 2R,(W,). Combine

n n n

where the last inequality follows because n = [K—‘ implies that € > L.
ne n

With probability at least 1 — 56,

%ZQi(Wi) < %ZRi(Wi) < 2e.

i<n <n

The same procedure as the proof of Theorem 3.1, we get

2 2 4
fZL ) < 18¢ < 52641+ B)?In(4n) + 12528(1 + B)*In(24n/3)

2
n
<n 7

To make the condition of Lemma B.6 hold, we set the parameters as

1+ B)®In(n/é 1+B)Y¢_ ,
(B ) , (B ),

m =

B.2.3. PROOF OF THEOREM 3.3

2(1+ B)*A* _ 348(1 + B)® In?(4/€) + 696(1 + B)* In(4n/5) _ 348(1 + B)? In?(4n) 4 696(1 4+ B)*In(4n/5)

)

We now focus on label flip attacks. At the i-th iterate, we receive a sample (X;, 3;), where X; = x; and the label is flipped
with probability 3, that is, §j; = y; with probability 1 — /3, and §; = —y; otherwise. We first introduce some lemmas that

will be used in the proof of the main theorem.
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Lemma B.10. Under Assumption 1, given any risk target € € (0,1) and any § € (0,1/3), let

) e v2In(4n/d) + In( 4/e

v/4

40962
=5

B < min{

)

2-v3)e | _ €y
124/2In(4n/0) + A(12 + 7.5v) " 3(1 +~2/8)A = (48 4 42v)+/21n(4n/8) + (48 + 307) In(4/€)

\F’ with probability at least 1 — 34 over the random initialization, if n := [37%:],
we have 1) [|[ws; — wsoll2 < W forany 0 <i < nandanyl <s <m;and2) 1%, EL(5: f:(W;)) < e. The

expectation is with respect to the randomness of label flips.

Then for any m > M and any step sizen <

Proof of Lemma B.10. Let ny be the first step before n such that there exists some 1 < s < m with ||Ws n, —Ws 0l/2 >

- _ ’Y\/ﬁ
If such a step does not exist, we simply set n; = n. As before, let W := W 4+ AU. We first show that with probability at

least 1 — 39, for any 0 < 4 < nj, the following holds:

€

yi(Vfi(W;),W) > In <4>

Since in label flip attacks X; = x;, it also holds that ¥V fi(Wi) = V f:(W;). We will split the left hand side into three terms
and control them individually:

yi(V fi(Wi), W) = 5i(V fi(Wo), Wo) + 4i(V [i(Wi) — V :(Wo), Wo) + Ayi(V fi(W,), U). 5)
With €; = v2/8, similar to equation (8), (9) and (10) in Lemma B.6 we obtain the following inequalities:

1y (V fi(Wo), Wo)| < v/2In(4n/d).

A
[V F(Wa) = T f:(Wo), Wo)l < 5.
[V Fi(W) = Vi(Wo), U)] < % (16)
Using inequality (4), with probability at least 1 — 24, the third term in Equation (15) can be bounded as follows:
> ( - 61) yz<sz( i) = Vfi( o)»U>
>y~ /4 an
>3
— 4

Therefore, we get the following lower bound

BV 1(W2), W) > —/2(an/5) — o+ 20 < (o)

Thus, by definition of the logistic loss, for the A given in the statement of Lemma B.10, we have that:

Uy f (W) < In(1 + €/4) < €/4.
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We can similarly give an upper bound on 3;(V f;(W,), W), by bounding each term in Equation (15):
. A _ ~
yilVFi(W:), W) < V/2In(dn/3) + 5+ MV £i(Wo), U) 4+ Ay (Vfi(Ws) = V £i(Wo), U)
)\ Ay?
< V2In(4n/8) + - + /\\yzll\VfZ(Wo)llFllUllp + =
< +/2In(4n/d) + (1 + -

(Inequality (16))

It is easy to see that the logistic loss £(z) = In(1 + e~ %) satisfies £(—z) — ¢(z) = z. We leverage this equality to upperbound
the instantaneous loss in expectation:

Ee(i /7 (W) = (1 - B)In(1 + e ¥/ W) 4 BIn(1 4 evils” (W)
=y £ (W) + Bua(V£i(W4), W)

SE 6(\/2111 /o) + A 1+8> (18)
o,

1t 12
€

<77

=3

where the penultimate step follows due to the following assumption on the label flip probabilities:

€
b= 124/21n(4n/8) + (12 + 7.57)

Letn := [%21, we claim that n; > n. We prove this claim by contradiction. Suppose n; < n. Using Lemma B.5 with

19)

B = 0 and taking expectation (with respect to the randomness in label flips) on both side, we have:

_ — o 2
EIW,, ~ Wk < BIWo — Wik + 20 30 BHGLAW) ) <32+ Jamne < 302

1<ni
Further, by Jensen’s inequality, we have that E[|W,,, — W||p < /E||W,, — W||Z < v/3\. Using |[U||r < 1 and the
definition of W,
V3> E|[W,,, — W|[p > (EW,,, — W, U) = E(W,,, — W, U) — E(W — Wy, U) > E(W,,, — Wy, U) — A

The inner product on the right hand side reduces to the following: We have

E<W WO, :_UZ yzfz )szfZ( 2)] U>
=1 > =W yifi(W:) + B)yi(V fi(W2), 0) (20)

where the last equality is due to the following:
B[ (g: fi (W) 7V fi(Wi)] = (1 = B)yil (yi fi(Wi))V s (W) — Byl (—yi fi(W3))V fi(W5)
= yil (yi fi(W:))V fi(Wi) = Byl € (yi (W) + €' (=yi fs (W) |V fi(W2)
= (U'(yi fi(Wa))yi + B)yiV fis(Wi) W(=2)+(2) =-1)

We now rearrange, and lower- and upper-bound the first term in the right hand side of Equation (20):

2

n Z yzfz ))yz<vf1( ) > :]E<Wn1 —WO,U>+775 Z yz<vf1(wz)70> < (\/§+1)>\+ﬁn15(1+%)
i<ni i<ni
n Y = (ifs(Wi))yi(V (W), U) >0 Y —(3’(yzfi(Wi)))??T7 (Using Equation (17))

<ni 1<ni
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where the first inequality follows due to the following:

2

- Y
yi(VfiWi), U) = iV fi(Wo), U) + yi(V fs(Wi) = V[i(Wo), U) < 14 .
Thus, combining the lower- and the upper-bound above, we get the following bound on the negative sum of the derivative of
the instantaneous losses:

2
S Oy (W) < v((f+1)/\+nn1/6’(1+8)>§47/\. @)

i<ni
where the last inequality holds due to following assumption on the magnitude of the label flip probabilities:

(2—V3)e

P 329

Finally, for any 1 < s < m, the distance of the n;-th iterate from initialization is bounded as:

_ Ofr
nyT T))y‘rai

S, T

[Wsm —Wsoll2 <1 Z

2

TNy
_ _ dfi
D CAALAIAN P
7'<nl ST 112
Z —0'(ij- £+ (W7))
‘r<n1
40
< —. (Inequality (21).)
TVm
which contradicts the definition of ;. Therefore, we conclude that n; > n.
Letn := h;\ 1 using Lemma B.5 with B = 0 and taking expectation on both side, we arrive at
1 oz Wy —W|%2 2 i e
= E(§: fi(Wi)) < [Wo — Wik + - ZEe(yifi( (W)
n - m n -
<n <n (22)
< € 2¢
-+ — =e
-3 3
which completes the proof. O

Now we are ready to prove Theorem 3.3.

Theorem B.11 (Regime C, Theorem 3.3). Under Assumption 1, for any § € (0, 1), with probability at least 1 — § over
random initialization and the training samples, the iterates of SGD with constant step size n = 1/4/n satisfy

EZL(W' 17281n(12n/6) + 864 1In*(\/n/4)

2 b
i<n \/>
rovided 8 < 1921n(12n/58)+96 In?(/n/4) candm = Q<ln(n/6) + L 1n%n )
P S ((484-42v)4/21n(16n/8)+(48430~) 1“(481n<12n/3>2+ﬁ1n2<ﬁ/4>))V\/E 78 8 (n)

Proof of Theorem 3.3. For A given by Lemma B.10, n = {3’\ —‘ andn = f’ we have that:

_ 3\ 96In(4n/6) +48 ln2(e/4) 1921n(4n/8) + 96 In*(\/n /4
“ Vo v - 7*Vn
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From Lemma B.10, we need
€7
(48 + 427y)+/21In(4n/d) + (48 4+ 30v) In(4/¢)
1921n(4n/5) + 96 In*(/n/4)
2 n *
(48 + 427)/2Tn(4n/5) + (48 + 307) W s rd oy s )YV

g <

Recall that Q(W;) := Ex ,)wp [ — ¢ (yf (x; W;,))]. Following (Cao & Gu, 2020), we upperbound the zero-one loss by the
negative derivative of the logistic loss, i.e. L(W;) < 2Q(W,). Using Lemma B.10 with § re-scaled by 1/3, the following
holds with probability at least 1 — 6,

% ST LW = %ZPD(yf(Wi) <0)

<n <n
1
= ;%«1 —28)yf(W) < 0)
2
< =Y Eapen| €1 = 20)5f (6 Wi, a))]
i<n
<> 5 (1~ 2V + (Lemma B.7)
8 _
= Z —U'(Egi fi(W;)) + €
<n
8 U ’
sz ;aEyiﬁ(Wi)) +e (—0() <€)
< % ; BL(gi fi(Wi)) + € (Jensen’s inequality.)
< 9e (Lemma B.10)
 1728In(12n/0) + 864 In*(y/n/4)

= 2 .

The width requirement in the statement of the theorem comes from plugging the value of A in the width lower-bound in
Lemma B.10. In particular, we have that m > 4037%)‘2 and A = Y 2 ln(4n,y/ ZHH(M e). Therefore, we get

1y > 2096 + 321n(4n/6) + 4096 + 161n(4/€)
> "

Finally, plugging in € < %f, we get m = ) (1“(,78/6) + % ln2(n)>. O



