CRFL: Certifiably Robust Federated Learning against Backdoor Attacks

Appendix

The Appendix is organized as follows:

* Appendix A provides more details on experimental setups for training, presents the effect of Monte Carlo estimation and
runtime of attacks, and reports the results on backdoored test set.

* Appendix B provides proofs for our Theorem 2 and Lemma 1 related to model closeness.

* Appendix C gives proofs for our Theorem 3 related to the parameter smoothing.

A. Experimental Details
A.1. More Details on Experiment Setup for Training

We focus on multi-class logistic regression (one linear layer with softmax function and cross-entropy loss), which is a convex
classification problem. We train the FL system following our CRFL framework with three datasets: Lending Club Loan Data
(LOAN) (Kan, 2019), MNIST (LeCun & Cortes, 2010), and EMNIST (Cohen et al., 2017). The financial dataset LOAN is a
tabular dataset that contains the current loan status (Current, Late, Fully Paid, etc.) and latest payment information, which
can be used for loan status prediction. It consists of 1,808,534 data samples and we divide them by 51 US states, each of
whom represents a client in FL, hence the data distribution is non-i.i.d. 80% of data samples are used for training and the rest
is for testing. EMNIST is an extended MNIST dataset that contains 10 digits and 37 letters. In the two image datasets, we
split the training data for FL clients in an i.i.d. manner. The data description and other parameter setups are summarized in
Table 1. For these datasets, the local learning rate 7; is 0.001 for all clients. The server performs an adaptive norm clipping
threshold p; that increases by time so that the normal learning ability of the model can be preserved (described in Table 1),
and sets the fixed training noise level oy = 0.01 (¢ < T"). When the clipping threshold is not a fixed value, L z is calculated
based on py,,, following Lemma 1 for our experiment,.

Regarding the attack setting, by default, we set R = 1, and if there are more adversarial clients, we use same parameters
setups for all of them. For the pixel-pattern backdoor in MNIST and EMNIST, the attackers add the backdoor pattern
(see Figure. 10 for an example) in images and swap the label of any sample with such patterns into the target label, which
is “digit 0”. Similarly, for the preprocessed! LOAN dataset, the attackers increase the value of the two features (i.e.,
num_tl_120dpd_2m, num_tl 90g_dpd_24m) as a backdoor pattern, and swap label to “Does not meet the credit policy.
Status:Fully Paid”. Since we adopt Lemma 1 for our experiments, we focus on the backdoor pattern ||d;|| = ||d;, ||. The
magnitude of backdoored pattern in every example is ||0;|| = 0.1 on three datasets. Every attacker’s batch is mixed with
correctly labeled data and such backdoored data with poison ratio ¢p, /np, .

We train the FL global model until convergence and then use our certification in Algorithm 2 for robustness evaluation.

Dataset Classes  #Training samples Features N  qp,/np, T Y tadv Pt

LOAN 9 1446827 91 20 40/800 143 10 6  0.025t+2

MNIST 10 60000 784 20 5/100 30 10 10 0.1t+2

EMNIST 47 697932 784 50 5200 70 20 10 0.25t+4
Figure 10. Backdoor pattern for image datasets Table 1. Dataset description and parameters

A.2. More Experimental Results on Clean Test Set

Effect of Monte Carlo estimation Recall that we use M and o when calculating the lower bound p4 and the upper
bound 7. Figure 11 (left) shows that larger number M of noisy models used for certification can result in larger certified
radius. Figure 11 (middle) presents that the certified radius is smaller when the error tolerance « is smaller but overall the
certified accuracy is not very sensitive to a.

Effect of Attack Timing t,q, For Figure 11 (right), we use a strong attack (y=100, R=2) and report the certified accuracy
with different t,q,. As described in Table 1, py,,, increases with t,q,, and L z is calculated based on py_,,. In order to control

'We preprocess LOAN by dropping the features which are not digital and cannot be one-hot encoded, and then normalizing the rest 90
features and so that the value of each feature is between 0 and 1.



CRFL: Certifiably Robust Federated Learning against Backdoor Attacks

-
o
g
o
-
o

— M =100 —— 99% confidence — tay =10
M = 500 08 99.9% confidence tagy = 20
—— M =1000 —— 99.99% confidence
— M = 2000 ————— _ —— 99.999% confidence
—— M= 5000

4
@
o
®

——  tagy =43
— tagy = 44

o
o
o
o

certified accuracy
certified accuracy
o
IS

certified accuracy

o
IS

=3
N
=)
N
=3
N}

0.0 0.0
0.0 0.5 1.0 15 2.0 25 0.0 0.5 1.0 15 2.0 25 0.000 0.001 0.002 0.003 0.004 0.005

radius radius radius

Figure 11. Left: Certified accuracy on MNIST with different number of smoothed models M for certification. Middle: Certified accuracy
on MNIST with different error tolerance « for certification. Right: Certified accuracy with different t.q, on MNIST.
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Figure 12. Certified accuracy with different attack ability (a)(c)(d) and certified accuracy under robust aggregation RFA (Pillutla et al.,
2019) (b) on MNIST backdoored test set.

variable, we use the same, loose L, which is calculated based on p44 for all t,g, = 10, 20, 40, 43, 44. The results show that
the certified radius is not sensitive to the attack timing t,q, after training sufficient number of rounds with clean datasets
after t,ogy .

A.3. Experimental Results on Backdoored Test Set

In this section, we report the certified accuracy on the backdoored test set. For every test sample, the backdoor pattern is
added to the input while the label is still correct. As shown in Figure 12 and 13, the results are similar to the results on the
clean test set.

B. Proofs of Model Closeness

In this section, we will present preliminaries on f-divergence, define the problem of model closeness and then provide the
detailed proofs for our Theorem 2 and Lemma 1 that are related to model closeness. Let us list the notations used in the
paper and the Appendix in Table 2.

Throughout this paper, “benign training process” is the process that trains with clean dataset D for 7" rounds and outputs
M(D); “backdoored training process” is the process that trains with poisoned dataset D’ at round t,qy, trains with original
clean dataset when ¢ # t,qy, and outputs M(D’).

B.1. Preliminaries on f-divergence

Let f : (0,00) — R be a convex function with f(1) = 0, v and p be two probability distributions. Then f-divergence is
defined as

v(W)
D¢(v||p) = Ew~plf . 3)
o) = Bwlf )
Common f-divergence includes Total variation f(z) = ||z — 1| and Kullback-Leibler (KL) divergence f(z) = xlog .

Lemma 2. For mi,my € R? and 00, let Nyand N denote Gaussian distribution Ni(my,0%I) and Na(my,o%I),
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Figure 13. Certified accuracy with different o (a), N (b) and 7" (c) on MNIST backdoored test set.

Table 2. Table of notations.

Notation Description
M(+) the training protocol in Algorithm 2
24 = {xf, yJ‘} j-th data sample at client ¢ with input ’I‘; and label yJ’

k4 ; = {2} + dig, backdoored version of z;; where d;,, is input backdoor pattern and d;,, is label flipping effect

D := {51, 5,,. Clean lrainihg dataset, the union of clean local dataset of N clients
D' =D+ {{s }j”:l}f?: 1 poisoned training dataset in round t,q, with R attackers and ¢; poisoned samples in i-th attacker’s local dataset
M(D) the clipped global model obtained from M using D
M(D") the clipped global model obtained from M that uses D’ at round t,q, and uses D at round ¢ # t,qy
gi(w) = gi(w; &) local gradients at client ¢ w.r.t w with clean batch &*
g (w) = gi(w; &) local gradients at client ¢ w.r.t w with poisoned batch £'i
B £ ¢ (w) — gi(w) the difference between poisoned local gradient and benign local gradient w.r.t same model parameters w
w client 4’s local model parameters at local iteration s
N

wy 4 Wy—q + Y pi(wi,, — Wi—1) aggregated global model at round ¢

i=
Clip,,, (w;) ¢ w;/ max(1, H‘;—;’”) clipped global model with model parameters norm threshold p; at round ¢
wy <= Clip,, (we) + & global model at round ¢ that is perturbed by noise ¢;
hg the smoothed classifier transferred from the base classifier i
Pe = HE(W; Ttest) = Pweopu(u) MW Ttest) = ] the probability (the majority votes) of class ¢ for the given w and et
hs(W; Tpest) = arg maxeey HE(w; Tyest) the mostly probable label among all classes (the majority vote winner) for the given w and et

respectively. Then,

. 2
D (M|ING) = % )
Drv (M ||N:) = 20 (W) -1, 5)

where ® is the CDF of the Gaussian distribution.

The well-known data processing inequality (Polyanskiy & Wu, 2015) for the relative entropy states that, for any convex
function f and any stochastic transformation (probability transition kernel), i.e., Markov Kernel K, we have

Dy (vK||pK) < D¢ (v||p),

where vK denotes the push-forward of v by K, i.e., vK = [v(dW)K(W). In other words, D¢ (v||p) decreases by
post-processing. (Asoodeh & Calmon, 2020) extends it into machine learning and the operations in a Markov Kernel contain
one step of Stochastic Gradient Descent (SGD).

To capture this effect, the quantity of the noisiness of a Markov operator (Raginsky, 2016) for f-divergence, i.e., contraction
coefficient (Asoodeh & Calmon, 2020), is defined as

D¢(vK||pK
ny(K) := sup 713 e ) (6)
voiDs w20 De(vllp)
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Lemma 3 (Two-point characterization of Total variation (Dobrushin, 1956)). The supremum in the definition of nry (K)
can be restricted to point mass:

nrv(K) = sup Dry(K(y1)|[K(y2)) (7
Y1,Y2€Y

Lemma 4 (77 (K) Upper Bound (Makur, 2019)). For any f-divergence, we have
ns(K) < nrv (K) (8)

B.2. Problem Definition

As described in Algorithm 1, due to the Gaussian noise perturbation mechanism, in each iteration the global model can
be viewed as a random vector with the Gaussian smoothing measure p. We use the f-divergence between (M (D’)) and
w(M(D)) as a statistical distance for measuring model closeness. According to the data post-processing inequality, when
we interpret each round of CRFL as a probability transition kernel, i.e., a Markov Kernel, the contraction coefficient of
Markov Kernel can help bound the divergence over multiple training rounds of FL.

Iteration as Markov Kernel We identify each iteration as a Markov Kernel. At iteration ¢, the central server produces
the new model by w; «— Clip,, (w;) + €; where wy is the aggregated model. We denote w; = W;(w;_1), and

wy <= Clip,, (V¢ (Wi—1)) + €, ©))
where
N tTi
(1) 20— pim Y, gi(wi6y) (10)
i=1 s=(t—1)1;+1
is the federated learning SGD process and the local model is initialized as w? < w;_1. Therefore, iteration ¢ can be

(t=1)7;
realized by K, a Markov Kernel associated with the mapping w;_; — Clip o0 (Uy(wi—1)) + €. K, receives w;—1 and then

generates w;. Let p; denote the distribution of global model w;, and we have wy_1 ~ p—1, then py = [ pi—1(dy) K (y).

Model Replacement Attack at t,q, We define the backdoored federated learning SGD process W', at round ¢ = t,qy as

tT; tT1;

R N
Vy(@1) 2@ =Y pivimi Y, i (w’i_1;§’§_1) = Y, g (wiosgy) A
=1

s=(t—1)1;+1 i=R+1 s=(t—1)1;+1

where the local model is initialized as w’ ’étfl)'ri + w;_1. Then we define the corresponding Markov Kernel K as-
sociated with the mapping w;—1 — Clip,, (¥'¢(w;-1)) + €. Through aggregation, the global model is influenced by
adversarial clients. Let p; denotes the distribution of backdoored global model w;, and we have W1 ~ p—1, then

wy = [ -1 (dy) K{(y).

After Model Replacement Attack After t,q,, all clients use the original clean datasets to update their local model.
However, the global model in the backdoored training process already begins to differ from the one in the benign training
process from round t,g4, so it is difficult to analysis it through distributed SGD. Therefore, we use Markov Kernel to quantify
the poisoning effect. When ¢>t,ay, we have w]_; ~ pj_q, then p; = [ p1j_; (dy) K (y). Because the clean datasets are used
for both clean and backdoored training process when ¢ >t,qy, the Markov Kernel K is the same. We define the contraction
coefficient (Asoodeh & Calmon, 2020) as:

Dy (pre—1 K|l pry 1K)
ny(Ky) = sup
PR Dy (pe—1llpi—1)

Dg(pug_qllny_1)#0

12)

Dy (pellpy)

Therefore, 1 (K;) can serve as the upper bound for the real DrGnle D)
t—111Hy 1

. Then we write the model closeness D ¢ (pur|| 1)
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as:
Df(ﬂtd +1||H§ +1) Df(NT”N/ )
Dy(prlwy) = Dy(pieg, i) - L L
! ’ P [t Df(utadv Moy, Dy (pr—1llpwp_y)
< Dy (p ll1t,,,) H ny(Ky). (13)
t=tagyt+1

We will compute Dy (pus,,, || 1., ) and 1y (/) respectively in the following sections.

B.3. Analysis for ¢ = t,q,

We would like to bound the divergence of the global model at round t,q, between the benign training process and the
backdoor training process, i.e., Dy (ju,,, |11, ). We consider KL divergence. Based on the KL divergence for two Gaussian
distributions in Lemma 2 and Assumption 3, we have

Dicr(pia i) = Dicr, (N (Clip,, | (we,), 02, 1) IV (Clip,,_, (wi, ), 02,1))

(14)

Accumulated Effect in Local Iterations In order to bound ||wy,,, — wy,, H2 we look at the local iterations s = (¢ —
D+ 1,(t— 1)1 + 2, ..., tr; of adversarial client ¢ for the benign training process and the backdoored training process.
Weuse s = s — (taay — 1)7i,8 = 1,2,..., 7; for simplicity. We denote A% £ w! — w';. Note that A} = 0 because in
the start of round t,qy, the initial local model is the same benign global model wétadv_l)Ti = Eta w—1)r; = Wi,,—1 for

all clients ¢ € [IN] in both benign and backdoored training process. For simplicity, we will use g;(w), ¢’;(w) instead of
gi(w; &), gi(w; €') in the rest of this section. We denote B! £ ¢/, (w) — g;(w).

Lemma 5. Under Assumption I and the condition n; < %, for s € [1, 1], we have
i 2 i2 i i 2 || 121 |2
AlyT <AL 420 ||BY| AL+ 207 ||BY” (15)

We defer the proof to Section B.5. Lemma 5 states that the deviation at the current local iteration Aé is added upon the
deviation at the last iteration.

Lemma 6. Based on Lemma 5, under Assumption 1 and the condition n; < %, for s € [1,7;], we have

Ay < 21 ||BY| 5. (16)

Proof. We prove it using induction argument (Zhang et al., 2017). Due to the fact A} = 0, so Af < /22 ||B¢||
21; || B! |- Therefore, AL < 21; || B|| s for s = 1. Suppose the argument A < 27); || B?|| s holds for some s, then we verify

s+1,
b <A (|8 S+ an? |5 s+ 207 || 57
=n? HBzH (45 +8s +4)
<4n? |8 (s +1)%
It turns out that Aé < 2n; HB’H s also holds for s + 1. Thus, the argument is correct. O

Lemma 6 states that the deviation is accumulated over the local iterations. The larger number of local iterations 7;, the larger
deviation A’ . Next, we provide the upper bound for || B*||.
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Lemma 7. Under the Assumption 2 on Lipschitz gradient w.r.t. data, when the adversarial clients have qp; backdoored
samples out of a batch with size np,;, we have

i qB;
1B < 425 1 5. a7
np;
Proof.
1B = g3 (w) = gi(w)]|
1 4B; . nB; 1 nB;
=iz Vel(w; 25+ Y Ve(w; 2 —TBZVg(w;Z;)
fo\s=l Jj=aB,;+1 i =1
1 aB; ‘
_ VAN .
_ nBi;(Vﬁ(w,zj) Vé(w,zj))
1 as;
< ||—L "no_ i
= lng, Z;('Z] Z])

qB;
TLZ 163 -
Bi
O

Scaling and Aggregation Let the scale factor be y; for i-th adversarial client, then the scaled malicious local update is
~i(w' ia wr: — Wiy, —1). We assume in the benign setting (which is a virtual training process for analyzing, and we do not
really train such model), this client also scales its clean local updates as %(wza P Wt,,,—1), Which can be expanded as
-4 Zt;i(zdrl)n 119 (w;_l; f;_l) . This assumption does not hurt the global model performance in the virtual benign
setting since the local learning objectives are benign so scaling the updates is equivalent to scale its local learning rate
i <= Ni%i-

After aggregation, the deviation between global model parameters in benign and backdoored training process can be bounded.
Note that the benign local model updates are cancelled out since they are the same in the two training process.

Lemma 8. The deviation between the aggregated global model in the benign training process and the global model in the
backdoored training process at round t,q, is

R
[weyg, — wi,, 1* = RZ(%piAii)2~ (18)
i1
Proof.
2
[ wess, = wi,,,
R R } 2
= Zpi%‘(wﬁadm —Wi_1) — Zpi%(w/;dm — W)
i=1 i=1

2

R .
_ i "
- z :pi’)/i (wtadvTi —w tadvTi)
=1
R 2
1
E Pi%‘An
=1

R
< RZ (pz'%‘Aii)z )
i=1

where we use the fact from linear algebra that || 31 a2 < R [lai. O
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Lemma 9. Under Assumption 1, 2, 3 and the condition n; < %, we have

2
2R (pivirims 2Lz 5]

Drcr (e, |l1h,,) < — : (19)

tadv

Proof. Plugging Lemma 6 and Lemma 7 into Lemma 8§, we have:

R
2 .
< RZ(QPi%TiTH%LzH(SiH)Q- (20)

i=1 v

Plugging Eq. 20 to. Eq. 14, it is clear that the divergence of noisy global model parameters between the benign and backdoor
training process at round t,q4y, is bounded. O
B.4. Analysis for ¢ > t,q,

Now we focus on the contraction coefficient 7 (K;) when t>taq, .

Lemma 10. Based on Lemma 2 and 3, under Assumption 3, we have

nrv (K;) < 20 (pt) ~ 1 @1)
Ot
Proof.
nry (Ky) := SUPWDTV(Kt(w1)||Kt(w2))
w1, w2 €
< s Drv (N(cnpp,,<ww1>>,afl)|N(cnppxwwg)),afl))

sup )DTV <N(w3, UtzI) H./\/'(w47 UfI))

wsg,waEball(pe
W3 — W4
= sup 29 <|| ”) -1
w3z, waEball(py) 2Ut

=29 (pt) - 1. > the norm of model parameters is bounded by p;

Ot

O

Finally, we obtain the divergence of global model in round 7'. We restate our Theorem 2 here.

Theorem 2. When n; < % and Assumptions 1, 2, and 3 hold, the KL divergence between u(M(D)) and p(M(D')) with
pu(w) = N(w, or?1) is bounded as:

9B

R iYiTiNi —— Lz |05 ’
Dren (UMDY MDY < o=t (oo R i) I1 (2‘1’ (pt)”)

g,
tadv t=tag+1 ¢
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Proof.
D r(pM(D))[[(M ( ")) = Drr(pr||r)
< Drer(feg, l14,,,) H N L (K¢) > because of Eq. 13
t=taqv+1
< Drep(fiege, |4, H nrv (Ky) > because of Lemma 4
t=taav+1
2RYE | (pivirimi |BY]))° 5
< 21_1 (p ; i H H) H (2(13 (pt> — 1) > because of Lemma 9 and 10
Ttagy t=taq+1 It
R 4aB; 2 T
2R}, (pi'YiTiniTBZLZH(Si“) ot
< 5 H (2@ () — 1) . > because of Lemma 7
Ttagy t=tog+1 gt
O
B.5. Proof of Lemma 5

We first introduce a new lemma, which will be used to prove Lemma 5.
Lemma 11. Under Assumption 1 on convexity and smoothness, we have

o (w) =o' ()| <2 (8o (1) -1 (1)) +2

(22)

. . 2
o () o ()

Proof.

<2p <A7 gi (w;) —g ( )> : ‘2 > because of Assumption 1
O
Next we provide the proof of Lemma 5.
Proof of Lemma 5. When n; < %
AéHQé Hwiﬂ w/i-s-l ’
= [t v = fas (u2) - o WD)
sttt o (o) = () -2 i 02) o' (1)
- (o). () 2 o )0 () - )0 ()
< 82422 (o5) = () o ks () =0 () - o =) (= (o) o1 ()
> because of Lemma 11
<AL +217 Hg ( ) (w ) <wi ,w/i e (w';) — (w';)> > because of n; §%
<AL +2n Hg ( ) (w )H + 2 AL Hg (w )—g,- (w';)H > because of {(a,b) < ||al|||b]|

N HB

H . > because of the definition B' = ¢’ ,(w) — g;(w)
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B.6. Proof of Lemma 1

We first restate our Lemma 1 here and then provide the detailed proof.

Lemma 1. Given the upper bound on model parameters norm, i.e., and two data samples z; and zy with
1 # T2 (y1 = y2), for multi-class logistic regression (i.e., one linear layer followed by a softmax function and trained by
cross-entropy loss), its Lipschitz gradient constant w.r.t data is Lz = /2 + 2p + p2. That is,

IVE(w; 21) = VE(w; 22)|| < V24 2p+ p*[l21 — 2.

Proof. Given model parameters W of one linear layer, data samples z = {z,y} and 2’ = {2/, y}, we denote their loss as
¢(W;z) and £(W; 2'), where € R4 W € R%*C Y € R is a one-hot vector for C classes where Y; = 1{i = y}.
For x, we denote T as the output of the linear layer, P;(x) = softmax(zW); as the normalized probability for class 4
(the output of the softmax function). The cross-entropy loss is calculated as

Z Y;log P;(x Z Y; log softmax(zW),. (23)

We define G € R%*C as the gradient for one sample:

al

G(a) = VUW: fy)) = (@) =27 (P(a) ), @)
and we define G’ as
d[ 1T !/
Gy = VW (o' y)) = (@) = 2T (PG~ V), 25)

According to the mean value theorem (Rudin, 1976), for a continuous vector-valued function f : [a,b] — R* differentiable
on (a,b), there exist ¢ € (a, b) such that

I1£(b) = fla)]l
b—a

< |[If' ()| (26)

Because x is normalized to [0, 1] (a common dataset pre-processing method), when we define G;(t) = G(z' +t(x —12')),t €
[0, 1], based on the mean value theorem we have

G~ 6@l = 16u(1) = Glo)]
< [t a-o
= | %) 0 @)
<|E@| 12 -1

where £ = 2’ + to(z — 2'), tg € [0,1], %< (&) is a 3 dimension tenosr and @ is tensor product. We reduce the computation
to 2 dimension matrix for simplification. Let GG; denote the ith colunm of matrix G (the gradient w.r.t W;). Let 1; denote a
row vector where ¢-th element is 1 and the others is 0. We have
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1G(z) = G(2)|
G /
<[] ==
C
-\ 2| E @) he-=
< | daT (P - Vi), |2 ) )
aE 03] el NESEY o a5 G(@) = 2T (Bi(@) — ¥i)
|| daT AP —Y3) |7
= Z E(f)(Pz Yi)+aT Zd v (é) fomlH
C
= \| 22 (PO = YT + 2T (Pi&)Li = POPEWT|? [l — |

> as d(P;—Y;) _ dsoftmax(zW); _ (PL1L _ PLP)WT

dx dx
c
<A DR = Y)I2 + 2)|(P = Ya)|[[lzT (Pl = PLPYWT || + |27 (Pl — BPYWT|? ||z —
> denote P; as P;(£) for simplicity
c
<A NP =Yl +2lleT (Pili = BPYWT || + |27 (Pl — PPYWT|? |z —2'||, bas||(P - Y <1
c
<A D NP = Yol + 2P| (1 = PYWT || + P2[|z ]| (1; = PYWT|2 ||z — /||
c
<A\ DB =Y | + 2P W + P W | ||z — 2|, >as|zl| <1and0 < P <1
c
< SIP =Yl +2Pp+ P22 ||o - o), >as |W] < p

< \/2+2p+p2||x—x/||.

C. Proofs of Parameter Smoothing

In this section, we explain our parameter smoothing for general f-divergence, and give closed-form certification for KL
divergence, which corresponds to the proofs for our Theorems 3.

C.1. General Framework for Robustness Certification

Consider a classifier i : (W, X)) — ). The output of the classifier depends on both the test input and its model parameters
(i.e., model weights) of this classifier. In the testing phase, the model weight w is fixed, just like x5, so it can be seen as
an argument for the classifier h. For example, in a one-linear-layer model, h(w; Ztest) = softmax(w X Tyest), where X is
the multiplication operation; in a one-conv-layer model, h(w; xtcs:) = softmax(w & xtes:) where @ is the convolution
operation. In a model with multiple layers, the expression of model prediction i (w; Z¢es¢) also holds, where w consists of
the weights from all layers. To our best knowledge, this is the first work to study parameter smoothing on w rather than
input smoothing on ;-

We want to verify the robustness of smoothed multi-class classifier. Recall that we smooth the classifier b : (W, X) — Y
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with finite set of label ) using a smoothing measure p : W — P(W). The resulting randomly smoothed classifier A is

hs(w; Tpest) = arg mac Pw ~p(uw) [MW; Ztest) = ] (27)

Our goal is to certify that the prediction hs(w; Z4es¢) is Tobust to model parameters perturbations of size at most e measured
by some distance function d, i.e.,

hs(W'; Ttest) = hs(w; Test) V' such that d(w, w’) < e (28)

We assume VW C R? (a d dimensional model parameters space). Our framework involves a reference measure p = p(w),
the set of perturbed distributions D,, . = {p(w’) : d(w,w’) < €}, and a set of specifications ¢ : W, X) - Z C R.
Specifically, let ¢ = hg(w; Ztest ). Since we are working on the multi-class classification problem, for every pair of classes
{¢,c'} where ¢ € Y\ {c}, we need a ¢, which is a generic function over the model parameters space that we want to
verify has robustness properties. Following (Dvijotham et al., 2020), for every ¢’ € Y \ {c}, we define a specification
Geer : (W, X) = {—1,0,+1} as follows:

+1  if h(w; Trest) = ¢
(bc,c’ (’LU) = -1 if h(w, xtest) = (29)
0 otherwise

where we denote @. o (W; Teest) as Pe, (w) for simplicity.

Proposition 1. The smoothed classifier h is robustly certified, i.e., Eq. 28 holds, if and only if for every ¢’ € Y \ {c}, ¢c.c
is robustly certified at p(w) w.r.t Dy, ¢. Verifying that a given specification ¢ is robustly certified is equivalent to checking if
the optimal value of the following optimization problem is non-negative:

OPT(¢,p,Dy,e) 1= Vg%n Ew'mw (A(W')) (30)

Proof. Note that for any perturbed distribution v € D,, ¢, according to the definition of expectation and Eq. 29, we have
EW/NV[(bC,C/(W/)] = PW/NV[h(W/; xtest) = C] - PW/NV[h(W/; xtest) = Cl]~ (31)

Therefore, Eyy /oy (e, (W')] > 0 forall ¢ € Y\ {c} is equivalent to ¢ = arg maxyecc Pww [R(W'; Z4est) = y]. For
v = p(w'), this means that hs(w'; Tese) = c. In other words, Ey/y[deer(W')] > 0 forall ¢ € Y\ {c} and all
v = p(w') C Dy, if and only if hs(w'; 24ese) = ¢ for all w’ such that d(w,w’) < ¢, proving the required robustness
certificate. O

Then we define the certification problem 2:

Definition 1. Given a reference distribution p € P(W), probabilities pa ,pp that satisfy pa,pg > 0, pa + pp < 1, we
define the class of specifications S:

S={¢: W, X))~ {-1,0,+1} s.t. Pwp[¢(W) = +1] > pa,Pw~,plo(W) = —1] < pp} (32)

Given the above definition of S, we can rewrite Proposition 1 as:

Proposition 2. The smoothed classifier hs is robustly certified, i.e., Eq. 28 holds, if and only if S is robustly certified at
w(w) w.rt Dy, . Verifying that S is robustly certified is equivalent to checking if the condition Eyy:,.,[¢(W')] > 0 holds for
allv € Dy and ¢ € S.

We need to provide guarantees that hold simultaneously over a whole class of specifications (¢, forall ¢ € Y\ {c} ). In
fact, p 4 can be the seen as the “votes” for the top-one class ¢, and pp can be seen as the “votes” for the runner-up class. We
note that the function f(-) used in f-divergence is convex. As shown in (Dvijotham et al., 2020) (but for input smoothing),
for perturbation sets D, . = {pu(w’) : d(w,w’) < €} = {v: Dy(v||u(w)) < €} specified by a f-divergence D bound e,
this certification task can be solved efficiently using convex optimization.

Mt is called information-limited robust certification in (Dvijotham et al., 2020) for input smoothing.
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Theorem 4. Let Dy be f-divergence, € be the divergence constraint, S, pa, pp be as in Definition 1. The smoothed classifier
hs is robustly certified at reference distribution p with respect to Dy, ¢ = {v : D¢(v||p) < €} if and only if the optimal value
of the following convex optimization problem is non-negative:

jmax K — e~ pafa(c=1) =ppfi(k+1) = (1 —pa—pB)fi(k) 20 (33)

Proof. We prove the theorem according to Proposition 2. Let p(WW) be the clean model parameters distribution, v(W') be

the perturbed model parameters distribution, (W) = E%; be likelihood ratio. We have

Ewnr[o(W)] = Ewnp[r(W)p(W)],
Di(v]lp) = Ewnplf(r(W))], (34)
Evrp[r(W)] = 1.

The third condition is obtained using the fact that v is a probability measure. The optimization over v, which is equivalent to
optimizing over r, can be written as

min Evy (V) o(1V) 5
s.t. Ewep[f(r(W))] < €, Ewn,lr(W)] =1
We solve the optimization using Lagrangian duality as follows. We first dualize the constraints on r (Dvijotham et al., 2020)
1o obtain i Ex (W )W) + MErw [ (r(W )] — ) + 5(1 ~ Enesy ()
= min - [r(W)O(W) + AF(r(W)) — kr (W)] + 5 — Ae
= k= Ae — Ewaplmass ar () = r(IW)o() = A (1)) 56
= = e = B plma (W) = 6(11)) = A ()]
= 15— Ae = Eweplmax r(W) (5 = 6(W)) = Jr(r(W)

<k =6 = Bwap[fX(k = o(W))]
where f5(u) = max,>o(uv — fi(v)), fa(v) = Af(v). By strong duality, maximizing the final expression in Eq. 36 with
respect to A > 0, x achieves the optimal value in Eq. 35. If the optimal value is non-negative, the specification S’ is robustly
certified.
ax £~ Ae — EwnplfX (5 — d(W))] (37)

We can plug in p4, pp defined in Definition 1:

Jmax £ — de — pafx(k—=1) —ppfi(+1) = (1 —pa—pp)fi(r) (38)
where pg = Pw,[¢(W) = +1], pp = Pw,[@o(W) = =1], 1 —pa — p = Pw~,[¢p(W) = 0], O

Remark. Note that our differences from (Dvijotham et al., 2020) are in two aspects: (1) Our certification is with respect to
the smoothing scheme on model parameters W; (2) We concretize the corresponding Theorem 2 in (Dvijotham et al., 2020)
by the explicit constraints on p4, pp.

C.2. Closed-form Certificate for KL Divergence

We instantize Theorem 4 with KL divergence.

Lemma 12. Let Dy, be the KL divergence, € be the divergence constraint, S, pa,pp be as in Definition 1. The smoothed
classifier hs is robustly certified at reference distribution p with respect to Dy, . = {v : D (v||p) < €} if and only if:

—10g (1= (vPa — vi5)?) (39)
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Proof for Lemma 12. The function f(u) = ulog(u) for KL divergence is a convex function with f(1) = 0, then we have

() = masx(uv = Af(v)) = max(uv — Avlog(v)).

,U7

Setting the derivative with respect to v to 0 and solving for v, we obtain v = exp (“;/\’\) ,A>0. So we have

Fiw) = xexp (5 1) (40)

Suppose we have a bound on the KL divergence D (v|/p) < €, then we want that the optimal certificate is non-negative:

){r;;(ﬂ)u}ci (H — Xé — palexp <H;1 — 1) — ppAexp (ﬁj\—l — 1> — (1 —pa—pB)Aexp (; — 1) > >0. 41

Setting y = k/\, z = 3 (2>0), we can rewrite Eq. 41 as:

1
max (Z(y —e—paexply—z—1)—ppexply+z—1)— (1 —pa —pp)exp(y — 1))) >0. (42)

Because % is positive, we divide both the LHS and RHS by % and our goal can be rewritten as:

max (y —e—paexply—z—1)—ppexply+2—1)— (1 —pa —pp) exp(y — 1)) > 0. (43)

Setting the derivative of the LHS with respect to z to 0 and solving for z, we obtain

paexp(y—z—1) —ppexp(y+2—1)=0

44
z = log( p—A). 9
pPB
Thus the LHS of Eq. 43 reduces to

m;xx (y —€— (1 — (vpa — ./pB)Q) exp(y — 1)) (45)

Setting the derivative with respect to y to 0 and solving for y, we obtain
1— (1—(\/pA—\/pB)2) exp(y—1)=0 »
(46)

y=1-1log (1~ (vpa - vbB)?).

Now the LHS of Eq. 43 reduces to

—log (1 — (Vpa — \/p3)2> — €. 47
For this number to be positive, we need

e < —log (1— (v/PA —w/pB)Q). (48)
Hence, proved. O

Remark. The challenges are: 1) we divide both the LHS and RHS of Eq. 42 by % to obtain Eq. 43, otherwise the derivative
of the LHS of Eq. 42 cannot be calculated directly. Moreover, setting y = k/\, z = % makes it much easier to solve the
optimization problem. 2) (Dvijotham et al., 2020) does not directly provide proof for KL Divergence. They proves the
certification for Renyi Divergence and then regard KL as a special case of Renyi Divergence.
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Finally, we restate our Theorem 3 here.
Theorem 3. Let hg be defined as in Eq. 1. Suppose cx € Y and pa,pp € [0, 1] satisfy

H§A (wl; xtest) 2 % Z E 2 rr;éax Hsc(w,;xt‘fs’:)’
c#ca

then hs(W'; Tiest) = hs(W; Tiest) = ca for all w such that D, (p(w), p(w’)) <€, where
e=—log (1 —(\/Pa — \/E)Q)

Proof. We use Lemma 12 to prove Theorem 3. In practice, since the server does not know the global model in the current
FL system is poisoned or not, we assume the model is already backdoored and derive the condition when its prediction
will be certifiably consistent with the prediction of the clean model. Therefore, the reference distribution p = p(w’) and
v = p(w). Moreover, HSA (w'; Tyest) > pa is equivalent to Py, [0(W) = +1] > pa, and maxesc, HS(W'; Ttest) < DB
is equivalent to Py ,[¢(W) = —1] < pp. Rewriting Lemma 12 leads to Theorem 3. O



