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Abstract

We analyze the properties of adversarial train-
ing for learning adversarially robust halfspaces
in the presence of agnostic label noise. Denot-
ing OPT,, ,. as the best robust classification error
achieved by a halfspace that is robust to perturba-
tions of P balls of radius r, we show that adversar-
ial training on the standard binary cross-entropy
loss yields adversarially robust halfspaces up
to (robust) classification error O(,/OPT3,,.) for
p = 2, and O(d"/*\/OPT o, + d"/?0PT. )
when p = oo. Our results hold for distributions
satisfying anti-concentration properties enjoyed
by log-concave isotropic distributions among oth-
ers. We additionally show that if one instead uses
a nonconvex sigmoidal loss, adversarial training
yields halfspaces with an improved robust clas-
sification error of O(OPTs,) for p = 2, and
O(d*/*OPT..,) when p = co. To the best of
our knowledge, this is the first work to show that
adversarial training provably yields robust classi-
fiers in the presence of noise.

1. Introduction

Modern deep learning models are powerful but brittle: stan-
dard stochastic gradient descent (SGD) training of deep
neural networks can lead to remarkable performance as
measured by the classification accuracy on the test set, but
this performance rapidly degrades if the metric is instead
adversarially robust accuracy. This brittleness is most ap-
parent for image classification tasks, where neural networks
trained by gradient descent achieve state-of-the-art classifi-
cation accuracy on a number of benchmark tasks, but where
imperceptible (adversarial) perturbations of an image can
force the neural network to get nearly all of its predictions
incorrect (Szegedy et al., 2014; Goodfellow et al., 2015).
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To formalize the above comment, let us define the ro-
bust error of a classifier. Let D be a distribution over
(x,9) € R? x {£1}, and let f : R? — {41} be a hy-
pothesis classifier. For p € [1, co] and perturbation radius
r > 0, the £P robust error for radius r is given by

erty" (f) = Pixyyun [ 3% ¢ [|x—X||, <7, and y # f(x')]

1.1)
The standard accuracy of a classifier f is given by
errp(f) = Pxy)~p(y # f(x)), and is equivalent to the
robust accuracy at radius = 0. That SGD produces neural
networks f with high classification accuracy but low robust
accuracy means that errp(f) &~ 0 but err’" (f) =~ 1, even
when 7 is an extremely small number.

The vulnerability of SGD-trained neural networks to adver-
sarial examples has led researchers to introduce a number
of methods aimed at improving the robustness of neural net-
works to adversarial examples (Kurakin et al., 2016; Madry
et al., 2018; Tramer et al., 2018; Zhang et al., 2019; Wang
et al., 2019a;b). One notable approach is known as adversar-
ial training, where the standard SGD algorithm is modified
so that data samples are perturbed x — x + & with the aim
of increasing the robust accuracy. In the same way that one
minimizes the standard classification error by minimizing a
surrogate loss, adversarial training seeks to minimize
L%r(f) = ]E(x,y)ND sup Z(yf(x/)),

x/t[| /=] p <r

(1.2)

where ¢(-) is some convex surrogate for the 0-1 loss.
Unfortunately, the inner maximization problem is typi-
cally intractable, especially when f comes from a neu-
ral network function class. Indeed, it is often difficult to
calculate any nontrivial upper bound for the robust loss
SUPy:|x—x/ ||, <r {(y.f(x")) for a fixed sample x. A number
of recent works have focused on developing upper bounds
for the robust loss that are computationally tractable, which
enables end-users to certify the robustness of learned classi-
fiers by evaluating the upper bound on test samples (Raghu-
nathan et al., 2018; Wong & Kolter, 2018; Cohen et al.,
2019). Additionally, upper bounds for the robust loss can
then be used as a new objective function to be minimized
as an alternative to the intractable robust loss. This ap-
proach has seen impressive results in improving the ad-
versarial robustness of classifiers, but unfortunately these
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procedures do not come with a provable guarantee that the
learned classifiers will be adversarially robust. To the best
of our knowledge, only two works have been able to show
that the standard gradient-based adversarial training of (1.2)
provably yields classifiers with a guarantee on the robust
(population-level) classification error: Charles et al. (2019)
and Li et al. (2020). Both of these papers considered the hy-
pothesis class of halfspaces x + sign(w ' x) and assumed
that the data distribution is linearly separable by a hard mar-
gin v > 0, so that for some w € R? yw'x > v > 0
holds almost surely over D.

In this work, we show that adversarial training provably
leads to halfspaces that are approximate minimizers for the
population-level robust classification error. In particular,
adversarial training provably yields classifiers which are
robust even when the data is not linearly separable. Let
us denote the best-possible robust classification error for a
halfspace as

OPT,,, = mlin et (w),

[wllg=1

where err;” (w) is the robust error induced by the halfspace
classifier. Our main contributions are as follows.

1. We show that adversarial training on the robust surro-
gate loss (1.2) yields halfspaces with 02 robust error
at most O(,/OPT3,,) when / is a typical convex sur-
rogate loss and D satisfies an anti-concentration prop-
erty enjoyed by log-concave isotropic distributions.
For p = oo, our guarantee is O(d'/*,/OPT, , +
d'20PT o ).

2. When ¢ is a nonconvex sigmoidal loss, the
guarantees for adversarial training improves to
O(difﬁ Hw*||é/2OPTp7T) for ¢, perturbations,
where w* of norm ||w*|, = 1 (for 1/p +1/q = 1)
is the optimal model. This implies that adversarial
training achieves O(OPT3 ,.) robust error for pertur-
bations in the #2 metric, and O(d'/*OPT, ) robust
error when p = oo in the worst case.

To the best of our knowledge, these are the first results that
provide a guarantee that adversarial training will generate
adversarially robust classifiers on noisy data distributions.

1.1. Additional Related Work

Adversarial training and adversarial examples have attracted
significant attention recently due to the explosion of research
in deep learning, but the broader problem of learning de-
cision rules that are robust to perturbations of the data has
appeared in a number of forms. One of the main motivations
for support vector machines is to maximize the margin of

the classifier, which can be understood as a form of robust-
ness to perturbations of the input (Rosenblatt, 1958; Boser
et al., 1992). Robust optimization is a field in its own right
dedicated to the analysis of optimization algorithms that are
robust to perturbations of the algorithms’ inputs (Ben-Tal
et al., 2009).

Following the first paper on adversarial examples in deep
learning (Szegedy et al., 2014), a sequence of works sought
to develop empirical methods for improving the robustness
of neural network classifiers (Goodfellow et al., 2015; Paper-
not et al., 2016). These proposed defenses against adversar-
ial examples were quickly defeated by more sophisticated
attacks (Carlini & Wagner, 2017). This led a number of
authors to develop certifiable defenses against adversarial
attacks, where one can prove that the defense algorithm
will be robust to adversarial perturbations (Wong & Kolter,
2018; Raghunathan et al., 2018). These works typically de-
rive an upper bound for the robust loss that can be computed
exactly and then introduce optimization procedures for min-
imizing the upper bound. This allows for one to certify
whether or not a classifier is provably robust to adversarial
perturbations for a given sample. But since the procedure is
based upon minimizing an upper bound for the desired error,
there is no guarantee that every classifier which is trained
using this procedure will (provably) yield a classifier that
has nontrivial robust classification accuracy.

In terms of provable guarantees for learning adversarially
robust classifiers, adversarial training was shown to yield
provably robust halfspace classifiers by Charles et al. (2019)
and Li et al. (2020) under the assumption that there ex-
ists a robust classifier with perfect accuracy that separates
the data by a large margin. A separate approach for devel-
oping robust classifiers is known as randomized smooth-
ing (Salman et al., 2019; Lécuyer et al., 2019; Cohen et al.,
2019), where one can convert a base classifier into a robust
classifier by smoothing out the predictions of the base clas-
sifier over Gaussian noise perturbations of the input. Nandy
et al. (2021) showed that test-time adaptive batch normal-
ization can lead to certifiably robust classifiers. Gao et al.
(2019) and Zhang et al. (2020) showed that adversarial train-
ing with multilayer neural networks leads to classifiers with
small robust training loss, but were not able to translate these
into guarantees for small test (population-level) robust error.
Montasser et al. (2020) showed that the standard gradient
descent algorithm on the (non-robust) empirical risk using a
convex margin loss yields halfspaces that are robust in the
presence of random classification noise.' Diakonikolas et al.
(2020a) studied the computational complexity of learning

"Random classification noise (RCN) is a generalization of the
realizable setting, where an underlying halfspace y = sign(w ' x)
has labels flipped with probability p. By contrast, in the adver-
sarial label noise setting we consider in this paper, one makes no
assumptions on the relationship between x and y.
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robust halfspaces in the agnostic noise setting.

We wish to emphasize that in this work we are interested in
developing computationally efficient algorithms for learn-
ing adversarially robust halfspaces in the presence of noise.
(Cullina et al., 2018) recently developed a notion of adversar-
ial VC dimension, which allows for a characterization of the
number of samples necessary to learn robust classifiers in
the presence of noise by analyzing the robust empirical risk
minimizer (ERM). However, the non-convexity of the zero-
one loss makes the task of finding a robust ERM a highly
non-trivial task. Indeed, it is known that no polynomial
time algorithm can agnostically learn standard (non-robust)
halfspaces up to risk O(OPT,, ) + € without distributional
assumptions (Daniely, 2016), although standard VC dimen-
sion arguments show that poly(d, e~1) samples suffice for
the ERM to achieve OPT, o + ¢ risk. Thus, in order to
develop computationally efficient algorithms that can ro-
bustly learn up to robust risk O(OPT, ), we must make
assumptions on the distribution.

There are a number of other important questions in adver-
sarial robustness for which a detailed review is beyond the
scope of this paper. We briefly note that some related topics
include understanding the possible tradeoffs between ro-
bust accuracy and non-robust accuracy (Zhang et al., 2019;
Tsipras et al., 2019; Javanmard et al., 2020; Raghunathan
et al., 2020; Yang et al., 2020; Wu et al., 2020); what types
of features robust classifiers depend upon (Ilyas et al., 2019);
and the transferability of robust classifiers (Salman et al.,
2020).

1.2. Notation

We use bold-faced letters to denote vectors. For a scalar
x, we use sgn(x) € {+1,—1} to denote its sign. For p €
[1, 0], we denote B, (x,7) = {x' : ||x — x'||, <} as the
/P ball of radius r centered at x. We use Sg_l to denote the
unit ¢, sphere. Given two vectors w and v, we use Z(w, V)
to denote the angle between these two vectors. We use the
indicator function 1(€) to denote 1 on the event € and 0
elsewhere. We use the standard O(-) and §(-) notations to
hide universal constants, with O(-) and €(-) additionally
ignoring logarithmic factors. The notation g(z) = ©(f(x))
denotes a function with growth rate satisfying both g(x) =

O(f(x)) and g(x) = Q(f(x)).

1.3. Paper Organization

The remainder of the paper is organized as follows. In Sec-
tion 2, we describe our guarantees for adversarial training on
convex loss functions. In Section 3, we show that by using
a nonconvex sigmoidal loss, we can achieve improved guar-
antees for the robust classification accuracy of halfspaces.
We conclude in Section 4.

Algorithm 1 Adversarial Training

1: input: Training dataset S = {(x;, ;) }i=1,....n. Step

size n
2: for k=0,1,..., K do
3: fori=1,...,ndo
4: 6§k) 1= argmaxs| <, ((yiwy, (xi + 9))
5. end for .
6 Wi = Wi — 230 0 (yiw " (x +6))ys(x +
5
7: end for

8: output: {Wk}k=07___7K

2. Adversarial Training with Convex
Surrogates

Our first set of results is for the case that the loss func-
tion ¢ appearing in the definition of the robust loss (1.2)
is a typical decreasing convex surrogates of the zero-one
loss, such as the cross entropy £(z) = log(1 + exp(—2z)) or
hinge loss /(z) = max(0,1 — z). We consider a standard
approach for gradient descent-based adversarial training of
the objective (1.2), which consists of two parts: (1) an inner
maximization, and (2) an outer minimization. For the inner
maximization, we find the optimal perturbation of the input
which maximizes £(yw ' (x + 8)) for § € B,(0,r). For
more complicated model classes, such as neural networks,
the inner maximization procedure can often be very diffi-
cult to optimize. As such, it is usually difficult to derive
provable guarantees for the robustness of adversarial train-
ing procedures. However, in the linear model class that we
consider, we can solve the inner maximization procedure
exactly. When ¢ is decreasing, this maximization problem
is equivalent to
: T
arg ”‘I;lel:r%T yw ' (x +9).

Using calculus we can solve for the exact solution to this
minimization problem. The optimal perturbation is given
by 6* = 6*(w, r, y), with components

65 = —ry - sgn(w;)|w; | /|wl7, @2.1)

where ¢ is the Holder conjugate to p so that 1/g + 1/p =
1. The ability to solve the inner maximization procedure
exactly means that the only remaining part is to solve the
outer minimization. For this, we use the standard gradient
descent algorithm on the perturbed examples. We note that
we do not differentiate through the samples in the gradient
updates—although the perturbed examples depend on the
weights (via 6*), we treat these perturbed samples as if they
are independent of w. The update rule is explicitly given in
Algorithm 1.

Our first result is that Algorithm 1 efficiently minimizes the
robust empirical risk.
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Lemma 2.1. Assume /¢ is convex, decreasing, and 1-
Lipschitz. Let w* € R? be arbitrary. Let p € [1, 0],
and assume that ||x|, < las. Ifp < 2, let H = 4,
and if p > 2, let H = 4d. Let € > 0 and be arbi-
trary. If n < eH~'/4, then for any initialization wo, if
we denote wy, as the k-th iterate of Algorithm 1, by taking
K = e~ 7wy — w*||3, we have there exists a k* < K
such that |w- — w*[|2 < ||lwo — w*||3 and

L% (W) < LE"(w*) +e.

The proof for the above Lemma can be found in Appendix
B.1. To convert the guarantee for the empirical risk into
one for the population risk, we will utilize an argument
based on robust Rademacher complexity (Yin et al., 2019).
This is possible because Lemma 2.1 shows that the weights
returned by Algorithm 1 stay in a norm-bounded region.

Lemma 2.2 (Population robust loss). Assume that ||x||, <
1 a.s. and that ¢ is convex, decreasing, and 1-Lipschitz.
Let w* € R? be such that |[w*||, < p for some p > 0,
and denote B = £(0) + 2d/*/271/2l(1 + r)p and B =
2d1/2=1/2IB. Denote R, = n~'E,[|| 31 0ixilp)-
Then for any € > 0, using the same notation from Lemma
2.1, running Algorithm 1 with wy = 0 ensures that there
exists k* < K = max{1,d"/971/2}n~1=1p? such that
with probability at least 1 — 4,

LE (W) < LE"(W*) + € + 4BpR,

_ pr log(2K/0)
4B— B\| ————=
+ NG +6 o™

The proof for Lemma 2.2 is in Appendix B.2. We note that
the term 2R, is a common complexity term that takes the
form O(1/+/n) for p = 2 and O(log(d)/+/n) for p = oc;
see e.g. Lemmas 26.10 and 26.11 of Shalev-Shwartz &
Ben-David (2014).

Now that we have shown that adversarial training yields
hypotheses which minimize the surrogate robust risk LY",
the next step is to show that this minimizes the robust clas-
sification error err’y”. (Since L5" is only an upper bound
for err’;”, minimizers for L%;" do not necessarily minimize
err’;".) Recently, Frei et al. (2020) introduced the notion of
soft margins in order to translate minimizers of surrogate
losses to approximate minimizers for classification error,
and we will use a similar approach here. Let us first define
soft margin functions.

Definition 2.3. Let g € [1,00]. Let v € R satisfy ||v]|, =
1. We say v satisfies the ¢? soft margin condition with
respect to a function ¢34 : R — Rif for all v € [0, 1], it
holds that

The properties of the ¢9 soft margin function for ¢ = 2 for a
variety of distributions were shown by Frei et al. (2020). We
collect some of these in the examples below, but let us first
introduce the following definitions which will be helpful for
understanding the soft margin.

Definition 2.4. For v,¥' € RY, denote by py v (-) the
marginal distribution of x ~ D, on the subspace spanned by
v and v'. We say D, satisfies U-anti-concentration if there
is some U > 0 such that for any two vectors v, v’ satisfying
[Vll2 = [[V'|l2 = 1, we have py v/ (z) < U for all z € R
We say that D, satisfies (U’, R)-anti-anti-concentration if
there exists U’, R > 0 such that py 3/ (z) > 1/U’ for all
z € R? satisfying ||z||2 < R.

Anti-concentration and anti-anti-concentration have recently
been used for deriving guarantees agnostic PAC learning
guarantees for learning halfspaces (Diakonikolas et al.,
2020b;c; Frei et al., 2020). Log-concave isotropic distri-
butions, such as the standard Gaussian in d dimensions or
the uniform distribution over any convex set, satisfy U-anti-
concentration and (U’, R)-anti-anti-concentration with each
of U, U’, and R being universal constants independent of
the dimension of the input space. Below, we collect some
of the properties of the ¢2 soft margin function.

Example 2.5. 1. Forany g € [1, 0], if v € R? satisfies
[¥]lq = 1and [vx| > 7" as., then ¢y 4(v) = 0 for

v <"
2. If D, satisfies U-anti-concentration, then ¢‘—,72(7) =

O(7).

3. If D, satisfies (U’, R)-anti-anti-concentration, then for
v < R, ¢g.2(7y) = Q(v) holds.

4. Isotropic log-concave distributions (i.e. isotropic dis-
tributions with log-concave probability density func-
tions) satisfy U-anti-concentration and (U’, R)-anti-
anti-concentration for U, U’, R = O(1).

Proofs for these properties can be found in Appendix B.3.
For g # 2, the soft margin function will depend upon the
ratio of the #9 to the £2 norm, since we have the identity, for
any v satisfying ||v||, = 1,

$v.q(7) =P(Iv x| <)

T
p(o <)
[vllz = [I¥ll2

= do/|v)2,2(V/[IV]]2)-

(2.2)

Thus, the ¢¢ soft margin function scales with the ratio of
[I¥1l4/II¥|l2- The case ¢ = 1 corresponds to the ¢ pertur-
bation and is of particular interest. By Cauchy—Schwarz,
%]l < V/d||¥||2, and this bound is tight in the worst case
(take v = 1 € R%). Thus the ¢! soft margin has an unavoid-
able dimension dependence in the worst case. We collect
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the above observations, with some additional properties that
we show in Appendix B.3, in the following example.

Example 2.6. 1. If D, satisfies U-anti-concentration,
and if ¢ € [1, 2], then for any v € R with ||v||, = 1,
11
Pv,q(7) = O(yda™2).

2. If D, satisfies (U’, R)-anti-anti-concentration and if
q € [1,2], then for any v € R? with |||, = 1, for
v < ©(R), it holds that ¢g () = Q(7).

We now can proceed with relating the minimizer of the
surrogate loss L to that of err;” by utilizing the soft
margin. The proof for the following Lemma is in Appendix
B.4.

Lemma 2.7. Letp,q € [1,00] be suchthat 1/p+1/g =1
and assume ||x|[, < 1a.s. Let v := miny,—1 erry’ (w),
so that err’;" (v) = OPT. Assume that ||x||,, < 1 a.s. For
p > 0, denote v := pVv as a scaled version of the population
risk minimizer for err’;” (+). Assume ¢ is 1-Lipschitz, non-
negative and decreasing. Then we have

p,T :
L' (v) < inf {(€(0) + p)OPT,,,

O+ + L)} (@23

Thus, if £(0) > 0

ey’ (v) < [(0)) ™" inf {(€(0) + p)OPT,,,

+ £(0) g +7) + £p7) }-

Using Lemmas 2.7 and 2.2, we can derive the following
guarantee for the robust classification error for classifiers
learned using adversarial training.

Theorem 2.8. Suppose ¢ > 0 is convex, decreasing, and
I-Lipschitz. Let p € [l,00] and ¢ € [1,00] satisfy
1/p+1/qg = 1. Denote H = 4if p < 2and H = 4d
if p > 2. Lete > 0 be arbitrary, and fix n < eH~!/4.
For any v > 0, running Algorithm 1 with wg = 0 for
K = max{1,d7 "}e~1~10=2(1/)y~2 iterations, with
probability at least 1 — &, there exists k* < K such that
erty" (wi+) <

(L[] 7 () ) OPT,,,
o B 7) + [O)) e A[O)) T By (/R
437—1210/6% op 1og<':</s>] |

where B = ((0) + 2d>79/2(1 + )y~ (e), R, =
nilEO_ii_i’;/d i1)H|Z?=1 7% ||p], and B = 2d/>~ ‘1‘/23

+ [€(0)] 7!

“Unif(

Proof. The result follows by using Lemmas 2.2 and 2.7
with the choice of p = y =1/~ 1(1/e). O

In order to realize the right-hand-side of the above bound
for the robust classification error, we will need to analyze
the properties of the soft margin function ¢y , and then
optimize over . We will do so in the following corollaries.
We start by considering hard margin distributions.

Corollary 2.9 (Hard margin). Letp > 2 and g € [1,2] be
suchthat 1/p+1/g = 1. Assume ||x||, < 1a.s. Suppose v*
is such that ||v*||, = 1 and for some o € [0, 1], [(v*,x)| >
Y0, and erry" (v¥) = minjy -1 ey’ (w) = OPT, .
Suppose we consider the perturbation radius = (1 — v)g
for some v € (0,1). Consider the cross entropy loss for
simplicity, and let n < OPT, , H~'/4, where H = 4
if p < 2and H = 4d if p > 2. Then the adversarial
training in Algorithm 1 started from wq = 0 finds clas-
sifiers satisfying errl” (wy,) = O(v 17, 'OPT,,,.) within
K= 6(n’1d%_170721/720PT;11ﬂ
62(70_4V—20PT;3).

) iterations provided n =

Proof. We sketch the proof here and leave the detailed cal-
culations for Appendix B.5. By the definition of soft mar-
gin, ¢g- 4(v0) = 0, and so if we choose v = vy and
¢ = OPT,, in Theorem 2.8, we get a bound for the ro-
bust classification error of the form O(v~ 145 1OPT,,,.) +
o(1) - Ry + O(1//n) by using the fact that £~1(1//¢) =
O(log(1//¢)) for the cross entropy loss. Standard arguments
in Rademacher complexity show that %), = O(1/y/n), com-
pleting the proof. O

The above corollary shows that if the best classifier sepa-
rates the samples with a hard margin of 7y (including when
it makes incorrect predictions), then adversarial training will
produce a classifier that has robust classification error within
a constant factor of the best-possible robust classification
error. This can be seen as a generalization of the results
of Charles et al. (2019) and Li et al. (2020) from distribu-
tions that can achieve perfect robust classification accuracy
(with a hard margin) to ones where significant label noise
can be present.

Our next result is for the class of distributions satisfying the
anti-concentration properties described in Definition 2.4.
Corollary 2.10 (Anti-concentration distributions). Let p €
[2, 0] and assume ||x||, < 1 a.s. Suppose D, satisfies
U-anti-concentration and (U’, R)-anti-anti-concentration
for U,U’, R = ©(1). Consider the cross entropy loss for
simplicity, and let n < OPTp’TH_l/él, where H = 4 if
p < 2and H = 4d if p > 2. Then for perturbations
satisfying » < R, the adversarial training in Algorithm 1
started from w( = 0 finds classifiers satisfying

O(d3~2 \/OPT,, +d? »OPT,,),

within K = O(y~'d? ~10PT;
Q(d'~%OPT,2).

CI‘I‘% (Wk

o 3) iterations provided n =
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Proof. We again sketch the proof here and leave the de-
tailed calculations for Appendix B.5. Example 2.6 shows
that ¢y+ 4(a) = O(adi~2) = O(ad* 7). Anti-anti-
concentration can be shown to imply that r = O(OPT,, ,),
and thus ¢y« 4(y + 1) = O(yd? ™) + O(d? "7 OPT,.,.).
The first term is of the same order as v~ 'OPT,, , when
v = OPT;{Ed%_i, and results in a term of the form

6(d%_% +/OPT,, ,-). The other terms following using an
argument similar to that of Corollary 2.9. O

The above shows that adversarial training yields approxi-
mate minimizers for the robust classification accuracy for
halfspaces over distributions satisfying anti-concentration
assumptions. In particular, this result holds for any log-
concave isotropic distribution, such as the standard Gaussian
or the uniform distribution over a convex set.

Remark 2.11. We note that although the guarantees in this
section are for (full-batch) gradient descent-based adversar-
ial training, nearly identical guarantees can be also derived
for online SGD-based adversarial training. We give the
details on this extension in Appendix C.

3. Adversarial Training with Nonconvex
Sigmoidal Loss

We now show that if instead of using a typical convex loss
function we use a particular nonconvex sigmoidal loss, we
can improve our guarantees for the robust classification error
when using adversarial training. We note that the approach
of using nonconvex loss functions to derive improved guar-
antees for learning halfspaces with agnostic label noise was
first used by Diakonikolas et al. (2020c). Our results in
this section will rely upon the following assumption on the
distribution D,,.

Assumption 3.1. 1. D, is mean zero and isotropic, i.e.
its covariance matrix is the identity.

2. D, satisfies U-anti-concentration and (U’, R)-anti-
anti-concentration, where U, U’, R = ©(1).

The loss function we consider is defined by

Uz)=e 7 A(z>0)+ (2—e*7) - 1(z<0), 3.1)

where o > 0 is a scalar factor to be specified later. In addi-
tion to using the loss function (3.1), we additionally scale
the weight vector, so that the surrogate loss we consider in
this section is is

- w ! x/
L% <W>E(X,W[ sup ﬁ(yﬂ
x’ €B,(x,1) ||W||q

The adversarial training algorithm that we consider for the
loss function (3.1) is a variant of Algorithm 1, where we in-
troduce a projection step to normalize the weights after each

Algorithm 2 Projected Stochastic Adversarial Training
(PSAT (p,7))
1: input: initial model parameter wy with ||wq||, = 1,
learning rate 7, perturbation limit r.
2. fork=1,..., K do
3:  Query data (xg, yx) from data distribution D
! ykW;(xk-‘r(s))

&

0 = argmax| s <, Twills

.

A . 48

Update W1 < Wi — V4 %’:ﬁ:”
Project w1 < arg miny. |wj,=1 [[Wr+1 — W2

end for

output: wi,wo, ...

R AN

y WK

gradient update. We additionally use the online stochastic
gradient descent algorithm as opposed to full-batch gradient
descent. For this reason we call the algorithm we use for
learning halfspaces that are robust to ¢P perturbations of
radius 7 by the name PSAT (p, ), which we describe in Al-
gorithm 2. We note that whenp = occoorp =2 (i.e.,, g =1
or ¢ = 2, resp.), the projection can be done efficiently in
O(d) (Duchi et al., 2008) or O(1) time respectively.

In the below theorem we describe our guarantees for the
robust classification error of halfspaces learned using Algo-
rithm 2.

Theorem 3.2. Suppose the data distribution D satis-
fies Assumption 3.1. Let ¢ = r and w* =
arg minj, =1 errs’ (w) be the optimal model such that
ertyy”(w*) = OPT,,. If errp(w*) = O(rd*?~1) and
r= O(d%_%), then running the adversarial training algo-
rithm PSAT (p, ) for K = O (d|/w —W*||§(5_27“_4d%7%)
iterations, with probability at least 1 — &, there exists a
k* < K such that

r 1_ 1 %1 1/2
ety (wy-) = O(di~ % - [|w*[y/> - OPT,,.).

We note that the robust classification error achieved by adver-
sarial training depends on the /5 norm of the optimizer w*,
which satisfies d'/271/7 < ||w*||y < 1 since ||w*||, = 1
(where 1/p + 1/q = 1). The strongest guarantees arise
when ||w*||o = d*/?~1/P, which results in a robust classi-
fication error guarantee of O(OPT, ), while in the worst
case ||[w*||2 = 1 and the guarantee is O(d%_$OPTP,T)
robust error. Note that for £2 perturbations, ||w*||2 = 1 and
so our guarantee is always O(OPTa ).

In the remainder of this section we will prove Theorem
3.2. A key quantity in our proof is the inner product
w* VL' (w), where w* is the optimal robust halfspace
classifier.> To get an idea for why this quantity is impor-
tant, consider the gradient flow approach to minimizing

“Here we slightly abuse the notation since in fact the gradient
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[w(t) — w*|3,
_ * |2
w — _(w(t) —w*, VIE (w(t)) (.2)

If we denote h(w,x) = w'x/||w
identity

¢» then we have the

VLE (w) = E(x,y) [0/ (yh(w,x+ 8)) yVwh(w,x + )],

where

(3.3)

th(w,x+5):< wwW >x+5

Iwlly’

where we denote the vector w as having components w; =
|w;|9"tsgn(w;). Then we have w' Vyh(w,x + §) = 0

Iwllg

since w'w = ||wl[|2. In particular, substituting this into
(3.2), we get
dl|w(t) — w*|3

=wTVLE (w(t). (34

dt

This implies that the more negative the quantity
w* T VLI (w(t)) is, the faster the iterates of gradient flow
will converge to w*.

The key, then, is to derive bounds on the quantity
w* VL (w)
=W Epy) [0 (yh(w,x + 8)) yVwh(w,x + 5)].

where w is an arbitrary vector which we will take to be
the iterates of Algorithm 2. The challenge here is that the
prescence of agnostic label noise means there are no a priori
relationships between x and y, making it unclear how to deal
with the appearance of both of these terms in the expectation.
To get around this, we will use a similar high-level idea as
did Diakonikolas et al. (2020c), in which we swap the label
y with the prediction of the optimal solution w*. Then
the inner product w*' VLE"(w) can be upper bounded
only using the information of w, w*, the distribution of
x, and the classification error errp(w*). The details of
this calculation become more complicated since adversarial
training introduces perturbations that also depend on the
label: the optimal perturbation for w is —ryw/|wl|Z~!.
This requires additional attention in the proof. Finally, since
we consider general /P perturbations, the normalization by
norms with p # 2 introduces additional complications.

Let us begin with some basic calculations. We first give
some general calculations which will be frequently used in
the subsequent analyses. Let h(w,x) = w ' x/||w||, be the
prediction of the normalized classifier and denote the event

S={(xy):y=sen(w 'x)},

VLE"(w) is defined by VL (W) = E(xy)~n[VEyw ' (x +
d)/||wl|q)], where the gradient is only taken over w and we do
not differentiate through the perturbation 4.

(3.5)

as the data which can be correctly classified by w* without
perturbation. We have

Vwlip' (w)
= Ex,y)~p [ (Yh(w,x + 8))yVwh(w,x + 8) 1(S5)

+ E(x,y)~D [E’(yh(w, x+0))yVwh(w,x + 6) ]l(SC)] .
Note § = —ryw/||w|4~" is the optimal /, adversarial
perturbation corresponding to the model parameter w and

sample (x,y). A routine calculation shows that yh(w,x +
8) = yw'x/||w|, — 7. Then it follows that

sgn(w*'x X x,y) € 5,
yh(w,x+6) = an( T) Ihw ‘T .9) .
—sgn(w*'x) - ”w”q —-r (x,y) €5
where for the data (x,y) € S we use sgn(w*'x) to re-

place the label y while for the data (x,y) € S° we use
—sgn(w*x) to replace y. Define
) -wx/|wllg 1),

*T

gs(w*, w;x) = ' (sgn(w
gse(w*, w;x) = '(=sgn(w* T x) - w ' x/||wll, —7),
(

g(W*, w;x) = gs(W*, w; X) + gse(W", w; x).
Then the gradient Vy, L};" (w) can be rewritten as

Vwlp' (W)

=E[gs(w*, w;x)sgn(w TX)Vwh(w,x + ) 1(9)]
TX)VWh(W,x+6)Il(Sc)]
=E[gs(w*, w;x)sgn(w* ' x)Vyh(w,x + 6)]

—E[g(w*, w;x)sgn(w" TX)Voh(w,x +8)1(S ).

— E[gse(w*, w; x)sgn(w

Then using (3.3) and the fact that § = —ryw/||w||2"1, it
can be shown that

w* VLY (w)
= E[gs(w*, w;x)sgn(w* ' x)w* Vi h(w,x + 8)]

—E[g(w*, w;x)sgn(w* ' x)w* " Voh(w,x + &) 1(5°)],
(3.6)

where we have defined the quantity w = w*/||wl|, —
(wTw*)w/|[w]|4*!. This decomposition allows for the la-
bel to only play a role through the indicator function 1.(5¢).

With this notation in order, we can begin with our proof.
The first step is to show that the key quantity (3.6) is more
negative when w is far from w* and when the non-robust
classification error of the best robust classifier is small.

Lemma 3.3. Let p € [2,00] and ¢ € [1,2] be such that
1/p+1/¢ = 1 and w* = argmin|y,—1 L3 (w) be
the optimal model parameter that achieves minimum £,
robust error and errp(w™) be the clean error achieved by

w*. Suppose the data distribution D satisfies Assumption
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3.1. For any w of £, norm 1, let w = w* — (W'

O(w) = Z(w,w*) and ¢'(w) = Z(—w,w). Let o =
r. Ifr < R|wllysin®2(0'(w))/(100U), errp(w*) <
(2YURY||w|)~*U"?rsin(¢'(w)) and

4r 100r/U /U’ }
w) )’

R|wll2” R||w/|2 sin'/2(0'(

w*)w,

sin(0(w)) > Inax{

hold, then it holds that
R?|| W2 - sin@’(w) - e !

2|lwl2

w*TVIE (w) <

The proof for Lemma 3.3 can be found in Appendix D.1.
Lemma 3.3 shows that w* " VL%"(w) is more negative
when the angle 6(w) is large, which intuitively means that
the distance ||w — w*||3 to the optimal robust classifier
will decrease until we reach a point where the angle 6(w)
becomes small (recall the intuition from gradient flow given
in (3.4)). We formalize this into the following lemma, which
shows that Algorithm 2 leads to a halfspace that is close to
the optimal robust classifier.

Lemma 34. Let § € (0,1) be arbitrary. Then if r =
O(d%_%), set n = O(5r3d%_i) and run Algorithm
PSAT(p,r) for K = O(d||wy — w*||362r~4d'/2=1/P)
iterations, with probability at least 1 — &, there exists a
k* < K such that

1-4
sin(0(w-)) < O(W) Wi [l2 > w2,
k* >~

_r
Wi |2

Wi ll2 < [[w* 2.
The proof for Lemma 3.4 can be found in Appendix D.2.
We can now proceed to complete the proof of Theorem 3.2
based on Lemma 3.4 by showing small 6(wy- ) suffices to
ensure small robust classification error err’;” (wy~). The
completed proof of Theorem 3.2 can be found in Appendix
D.3 and we sketch the crucial part as follows.

Proof of Theorem 3.2. Before characterizing the robust
classification error err’;"” (wy ), we first investigate the op-
timal robust error OPT,, , = err’l;"(w*) and see how it
relates to the perturbation radius r. In particular,

W*T

OPTpJ- = E(x,y)ND |:]1 <y*(X + (S) S 0>:|
Wl
= E(x,y)N'D [ ]l(yW*TX S T)] s
where we use the fact that ||w*||, = 1 in the second equality.
Note that the robust error consists of two disjoint parts of
data: (1) the data satisfies [w* x| < r; and (2) the data
satisfies |w* T x| > r and yw* " x < 0. Therefore, we can
get lower and upper bounds on OPT,, .,

OPT,,, > Ex.p, []l(|w*Tx| <r)]
OPT,, < Exwp, [L(|w* x| <7)] +errp(w*). (3.7)

By Assumption 3.1, we have the data distribution
D, satisfies U-anti-concentration and (U’, R) anti-anti-
concentration with U, R being constants. Therefore, it
follows that Exp, [1(jw* x| < 7)] = O(r[|w*[l3")
since we have 7||w|;* = O(d2d717%||w||2_1) < R. Be-
sides, note that we also have errp(w*) = O(rd*/P~1) <

O(r||lw*||3") due to our assumption. Therefore, it is clear
that OPT,, . = O(r|[w*|5 ).

An argument similar to that used for (3.7) leads to the bound

erthy (Wi ) < Exop, []1(|W,I*x| < 7‘)] + errp(w™)

5 1) + errp (wy- ). (3.8)

= O(r|wp-

We proceed by sketching how we bound each of these
two terms. For O(r||wy-||5 '), we only need to charac-
terize the ¢ norm of wy-. In fact by Lemma 3.4, we
can show that under the assumption that r = O(d%_%)
it holds that ||[wg«||2 = Q(||w*||2) (see Appendix D.3 for
more details), which further implies that O(r||wy- |5 ) =
O(r[w*|lz") = O(OPT,,).

The next step is to characterize errp(wy+). We can do so
by comparing it with the classification error of w*,

errp(wy+) < errp(w*) + |errp (W« ) — errp(w™)|
< 2errp(W*) + Exop, [1(W/.x # w* Tx)]

<O(r|w[3") + ©(0(wy-)), (3.9)

where the last inequality is due to the fact that D,, is isotropic
(see Appendix D.3 for more details). Then by Lemma 3.4 it
is clear that

:0(”14 j/2> :0(”“ 12;2) (3.10)
(Wi || (W]

since we have shown that ||wy-||2 = Q(]|w*||2). Conse-
quently, combining (3.10) and (3.9) and further substituting
into (3.8), we get that err’;” (wy- ) is at most

O(wy-)

1 1

rdi” 2 1_1 w111/2

o7 <ot w1y o,
2

since OPT,, . = O(r||w*||5 ). This completes the proof.
O

4. Conclusion and Future Work

In this work we analyzed the properties of adversarial train-
ing for learning halfspaces with noise. We provided the first
guarantee that adversarial training provably leads to robust
classifiers when the data distribution has label noise. In
particular, we established that adversarial training leads to
approximate minimizers for the robust classification error
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under /P perturbations for many distributions. For typi-
cal convex loss functions like the cross entropy or hinge
loss, we showed that advgrsarial training can achieve ro-
bust classification error O(\/OPTQ’T) when p = 2 and
O(d"/*\/OPT ., + d'/?0PT,,) for £o when p = oo
for distributions satisfying anti-concentration properties. We
showed that the robust classification error guarantees can be
improved if we instead use a nonconvex sigmoidal loss, with
guarantees of O(OPT,.) for p = 2 and O(d'/*OPT.,)
for p = oo in the worst case. For future work, we are
keen on understanding whether or not adversarial training
provably leads to robust classifiers for more complicated
function classes than halfspaces.

Acknowledgement

We would like to thank the anonymous reviewers for their
helpful comments. DZ is supported by the Bloomberg Data
Science Ph.D. Fellowship. SF is supported by the UCLA
Dissertation Year Fellowship. QG is partially supported by
the National Science Foundation IIS-2008981. The views
and conclusions contained in this paper are those of the
authors and should not be interpreted as representing any
funding agencies.

References

Balcan, M.-F. F. and Zhang, H. Sample and computationally
efficient learning algorithms under s-concave distribu-
tions. In Advances in Neural Information Processing
Systems (NeurIPS), 2017.

Ben-Tal, A., El Ghaoui, L., and Nemirovski, A. Robust
Optimization. Princeton Series in Applied Mathematics.
Princeton University Press, October 2009.

Boser, B. E., Guyon, I. M., and Vapnik, V. N. A training
algorithm for optimal margin classifiers. In Conference
on Learning Theory (COLT), 1992.

Carlini, N. and Wagner, D. Towards evaluating the robust-
ness of neural networks. In IEEE Symposium on Security
and Privacy (SP), pp. 39-57, 2017.

Charles, Z., Rajput, S., Wright, S., and Papailiopoulos, D.
Convergence and margin of adversarial training on sepa-
rable data. Preprint, arXiv:1905.09209, 2019.

Cohen, J. M., Rosenfeld, E., and Kolter, J. Z. Certified
adversarial robustness via randomized smoothing. In
International Conference on Machine Learning (ICML),
2019.

Cullina, D., Bhagoji, A. N., and Mittal, P. Pac-learning
in the presence of evasion adversaries. In Advances in
Neural Information Processing Systems (NeurIPS), 2018.

Daniely, A. Complexity theoretic limitations on learning
halfspaces. In ACM Symposium on Theory of Computing
(STOC), pp. 105-117, 2016.

Diakonikolas, 1., Kane, D. M., and Manurangsi, P. The
complexity of adversarially robust proper learning of
halfspaces with agnostic noise. In Advances in Neural
Information Processing Systems (NeurIPS), 2020a.

Diakonikolas, I., Kontonis, V., Tzamos, C., and Zarifis, N.
Learning halfspaces with massart noise under structured
distributions. In Conference on Learning Theory (COLT),
2020b.

Diakonikolas, I., Kontonis, V., Tzamos, C., and Zarifis, N.
Non-convex sgd learns halfspaces with adversarial label
noise. In Advances in Neural Information Processing
Systems (NeurIPS), 2020c.

Duchi, J., Shalev-Shwartz, S., Singer, Y., and Chandra, T.
Efficient projections onto the 1 1-ball for learning in high
dimensions. In Proceedings of the 25th international
conference on Machine learning, pp. 272-279, 2008.

Frei, S., Cao, Y., and Gu, Q. Agnostic learning of halfspaces
with gradient descent via soft margins. arXiv preprint:
2010.00539, 2020.

Gao, R., Cai, T., Li, H., Wang, L., Hsieh, C.-J., and Lee, J. D.
Convergence of adversarial training in overparametrized
neural networks. In Advances in Neural Information
Processing Systems (NeurIPS), 2019.

Goodfellow, 1., Shlens, J., and Szegedy, C. Explaining
and harnessing adversarial examples. In International
Conference on Learning Representations (ICLR), 2015.
URL http://arxiv.org/abs/1412.6572.

Ilyas, A., Santurkar, S., Tsipras, D., Engstrom, L., Tran,
B., and Madry, A. Adversarial examples are not bugs,
they are features. In Advances in Neural Information
Processing Systems (NeurIPS), 2019.

Javanmard, A., Soltanolkotabi, M., and Hassani, H. Precise
tradeoffs in adversarial training for linear regression. In
Conference on Learning Theory (COLT), 2020.

Kakade, S. M., Sridharan, K., and Tewari, A. On the com-
plexity of linear prediction: Risk bounds, margin bounds,
and regularization. In Advances in Neural Information
Processing Systems (NeurIPS), 2009.

Kurakin, A., Goodfellow, 1., and Bengio, S. Adversarial
machine learning at scale. Preprint, arXiv:1611.01236,
2016.

Lécuyer, M., Atlidakis, V., Geambasu, R., Hsu, D., and
Jana, S. Certified robustness to adversarial examples with


http://arxiv.org/abs/1412.6572

Provable Robustness of Adversarial Training for Learning Halfspaces with Noise

differential privacy. In IEEE Symposium on Security and
Privacy, SP 2019, pp. 656-672, 2019.

Li, Y., Fang, E. X., Xu, H., and Zhao, T. Inductive bias of
gradient descent based adversarial training on separable
data. In International Conference on Learning Represen-
tations (ICLR), 2020.

Lovasz, L. and Vempala, S. The geometry of logconcave
functions and sampling algorithms. Random Structures
& Algorithms, 30(3):307-358, 2007.

Madry, A., Makelov, A., Schmidt, L., Tsipras, D., and
Vladu, A. Towards deep learning models resistant to
adversarial attacks. In International Conference on Learn-
ing Representations (ICLR), 2018.

Montasser, O., Goel, S., Diakonikolas, I., and Srebro, N.
Efficiently learning adversarially robust halfspaces with
noise. In International Conference on Machine Learning
(ICML), 2020.

Nandy, J., Saha, S., Hsu, W., Lee, M. L., and Zhu, X. X.
Adversarially trained models with test-time covariate shift
adaptation. Preprint, arXiv:2102.05096, 2021.

Papernot, N., McDaniel, P., Wu, X., Jha, S., and Swami,
A. Distillation as a defense to adversarial perturbations
against deep neural networks. In 2016 IEEE Symposium
on Security and Privacy (SP), pp. 582-597, 2016. doi:
10.1109/SP.2016.41.

Raghunathan, A., Steinhardt, J., and Liang, P. Certified
defenses against adversarial examples. In International
Conference on Learning Representations (ICLR), 2018.

Raghunathan, A., Xie, S. M., Yang, F., Duchi, J., and Liang,
P. Understanding and mitigating the tradeoff between
robustness and accuracy. In International Conference on
Machine Learning (ICML), 2020.

Rosenblatt, F. The perceptron: a probabilistic model for
information storage and organization in the brain. Psy-
chological review, 65(6):386, 1958.

Salman, H., Li, J., Razenshteyn, 1., Zhang, P., Zhang,
H., Bubeck, S., and Yang, G. Provably robust deep
learning via adversarially trained smoothed classifiers.
In Advances in Neural Information Processing Systems
(NeurlIPS), 2019.

Salman, H., Ilyas, A., Engstrom, L., Kapoor, A., and Madry,
A. Do adversarially robust imagenet models transfer
better? In Advances in Neural Information Processing
Systems (NeurIPS), 2020.

Shalev-Shwartz, S. and Ben-David, S. Understanding ma-
chine learning: From theory to algorithms. Cambridge
university press, 2014.

Szegedy, C., Zaremba, W., Sutskever, 1., Bruna, J., Er-
han, D., Goodfellow, 1., and Fergus, R. Intriguing
properties of neural networks. In International Confer-
ence on Learning Representations (ICLR), 2014. URL
http://arxiv.org/abs/1312.6199.

Tramer, F., Kurakin, A., Papernot, N., Goodfellow, I.,
Boneh, D., and McDaniel, P. Ensemble adversarial train-
ing: Attacks and defenses. In International Conference
on Learning Representations (ICLR), 2018.

Tsipras, D., Santurkar, S., Engstrom, L., Turner, A., and
Madry, A. Robustness may be at odds with accuracy. In
International Conference on Learning Representations
(ICLR), 2019.

Wang, Y., Ma, X., Bailey, J., Yi, J., Zhou, B., and Gu, Q. On
the convergence and robustness of adversarial training.
In ICML, volume 1, pp. 2, 2019a.

Wang, Y., Zou, D., Yi, J., Bailey, J., Ma, X., and Gu, Q. Im-
proving adversarial robustness requires revisiting misclas-
sified examples. In International Conference on Learning
Representations, 2019b.

Wong, E. and Kolter, J. Z. Provable defenses against ad-
versarial examples via the convex outer adversarial poly-
tope. In International Conference on Machine Learning
(ICML), 2018.

Wu, B, Chen, J., Cai, D., He, X., and Gu, Q. Does network
width really help adversarial robustness? arXiv preprint
arXiv:2010.01279, 2020.

Yang, Y.-Y., Rashtchian, C., Zhang, H., Salakhutdinov, R.,
and Chaudhuri, K. A closer look at accuracy vs. ro-
bustness. In Advances in Neural Information Processing
Systems (NeurIPS), 2020.

Yin, D., Kannan, R., and Bartlett, P. Rademacher complex-
ity for adversarially robust generalization. In Interna-
tional Conference on Machine Learning, pp. 7085-7094.
PMLR, 2019.

Zhang, H., Yu, Y, Jiao, J., Xing, E. P., Ghaoui, L. E., and
Jordan, M. 1. Theoretically principled trade-off between
robustness and accuracy. In International Conference on
Machine Learning (ICML), 2019.

Zhang, Y., Plevrakis, O., Du, S. S., Li, X., Song, Z.,
and Arora, S. Over-parameterized adversarial train-
ing: An analysis overcoming the curse of dimensionality.
In Advances in Neural Information Processing Systems
(NeurlIPS), 2020.


http://arxiv.org/abs/1312.6199

Provable Robustness of Adversarial Training for Learning Halfspaces with Noise

Cross-entropy loss Sigmoid loss

0.45] —*— Sigmoid
—=— Cross-entropy

Robust error
n

0.00 0.05 0.10 0.15 0.20 0.25 0.30
Perturbation level (r)
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Figure 1. Experimental evidence for a separation between the robust risk when using convex vs. non-convex losses. The distribution is the
one used for the non-robust risk lower bound in Diakonikolas et al. over Gaussian marginals in two dimensions. (a) Sigmoid loss achieves
smaller robust risk. (b), (c) Decision boundaries resulting from £? adversarial training with different losses (r = 0.1). The dashed orange
line is the best halfspace. Using the sigmoid loss improves alignment with the optimal halfspace.

A. Experiments

We have run experiments to compare the population robust error of the models trained using nonconvex sigmoid and convex
cross-entropy loss. In our experiments, the synthetic data are generated according the data distribution constructed in the
lower bound of Diakonikolas et al. (2020c). The results are displayed in Figure A, where a remarkable difference in the
robust classification error when using sigmoid vs. the cross-entropy loss can be observed. In particular, Figure 1(a) shows
that the nonconvex sigmoid loss yields smaller robust error comparing to the convex cross-entropy loss. Figures 1(b)-1(c)
show that using the sigmoid loss can lead to a linear model that is closer to the optimal halfspace.

B. Proofs for Typical Convex Losses
B.1. Proof of Lemma 2.1
Proof of Lemma 2.1. Throughout this proof we assume £ is convex and L-Lipschitz. Following the notation of Algorithm 1,

denote

Jl(k) ‘= argmax £(y;w, (x; + 6)).
lI8]lp<r

Note that 51@) = (Si(k) (Wg, yi, x;) depends on wy. To analyze the convergence of gradient descent on the robust risk, we
introduce a reference vector w* € R%, and consider the decomposition

1 n
Wi = w3 = f[wia — w3 = 2n<n D (wwil (xi + 8)) ik + 81), wi —w*>
=1

1 — 2
2 / T (k) (k)
- Hﬁ ;ﬁ (yiw " (x; + 8, ) yi(x; + 6, )H2

For the first term, note that for every (x;,y;) € Sand k € N,

O (yaw] (i + 0 (W (xi + 6() = w* T (x; +81))
> 0(yiwy (%; + 6)) — £(yw T (x; + 65)))

> f(yiw,j(xi + 55’“’)) — sup f(in*T<Xi + 5)),
8]l,<r
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where the first line follows by convexity of /. This allows for us to bound

1 n
2w+ 81w = w) T e+ 8(7)

i=1

1 n
z = Z [g(in;(xi + 51@)) - |\<Ssl\|ll<) C(y;w* T (xi + 6))
=1 sr

= L (wy) — L& (w™). (B.1)

For the gradient upper bound, under the assumption that ¢ is L-Lipschitz,
1 n 2 1 n
|5 D2 0w i+ 80l 4+ 01 | < =71 (aw i+ 600 (i + 1) 3
i=1

=1
1 n

< > Llxi+ 873
i=1

1 k
<2~ 3 (xll3 + 181 3)

i=1

<2L? sup [x|3 +2L% sup 5]
x~D, 81l <r

I3

513
< 2I? sup ||x||?- 1+ 2% su 52-” 2
<207 sup - e 287 sne 10l -5
o2+, p<2,
=\ 2L2(d +rd), p>2.

In the first inequality, we use Jensen’s inequality. In the second we use that ¢ is L-Lipschitz. The third inequality follows by
Young’s inequality. In the last, we use that ||z||, < 1 and that p — ||x||, is a decreasing function for fixed x, together with
the bound ||x||2/||x]lcc < V/d. Assuming without loss of generality that 7~ < 1, this shows that

412, p<2,

B.2
4I2%d, p> 2. B:2)

[£3 o 8 60 <1 {
i=1

Putting (B.1) and (B.2) together, we have for n < eH /4,
Wi =W g = [[Wk+1 — W |3 Z 20)(Lg (Wg) —Lg (W )) =1 Z 2\lig \Wg) — Lig (W) —¢€/2). .
[ 13 =1 3 = 2n(Lg" (W) — L™ (W*)) —n*H > 2n(Lg" (wi) — Lg" (W) —€/2).  (B.3)

We can use the above to bound the number of iterations until we reach a point with L%" (wy,) < LZ"(w*) 4 e. Let K be the
number of iterations until we reach such a point, so that for k = 1,..., K, it holds that L%Z" (wy) > L%Z"(w*) + ¢. Then
(B.3) implies that foreachof k = 1,..., K,

Wi = w3 = Wit = w*[I3 > ne.

In particular, at every such iteration, ||wj — w*||3 decreases by at least ne. There can only be ||[wo — w*||%/(ne) such
iterations. This shows that there exists some k* < K = |jwy — w*||3n~te ! for which LY" (wy,) < LE"(w*) + ¢, and
this k* satisfies ||wg- — w*[|2 < |[|[wo — W*||2.

O

B.2. Proof of Lemma 2.2

Proof of Lemma 2.2. We will follow the proof of Theorem 2 in Yin et al. (2019). Note that we have ||wp —w* || < [|[wg ||2-
Therefore, we have ||wg«||2 < 2|[w*||2. Therefore we have

5 -max{l,dl/q‘l/z} < 2|w*||2 -max{l,dl/q‘l/Q} < 2||W*||qdll/q—1/2\ < 2dIt/a=1/21 .

[Weellg < 1w
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Then let p’ = 2d/*/9=1/2lp, we define the following function class F C RY¥*{+1},

Fim{ L apin uwoxy: Il < = (ot = rlwl s [l < )

Since ¢ is decreasing and 1-Lipschitz, (yf(x)) < £(0) + ||w]|4l|x]l, + 7||W]lq < €(0) + (1 +7)p’ := B holds for any
f € F. Thus, by Yin et al. (2019, Corollary 1), we know that with probability at least 1 — §, for arbitrary k* < K it holds
that

log(2
LB (W) < LB (W) + 2BR(F) + 3B %

We now want to apply Lemma 2.1. Note that the iteration complexity K depends on the #2 norm of w*. Using Holder’s
inequality, |w*||> < max{1,d7 2 }||w]||, < max{1,d7 2 }p. Thus, by taking K = n~'e~' max{1,da ' }p?, we have
the inequality

log(2/8
LE"(wy) < LE"(W*) + e + 2BR(F) + 3B Lén/ ).

Applying Yin et al. (2019, Corollary 1) once more to w* € F, we get

. . log(2/0
LB (wie ) < LT (W*) + € + 4ABR(F) + 6B % (B.4)

Moreover, applying union bound for all possible k* < K, we can get with probability at least 1 — 4,

log(2K/9)

o (B.5)

LB (wi+) < L™ (w*) + € + 4BR(F) + 6B

Therefore, then rest effort will be made to prove the upper bound of the Rademacher complexity. Based on the definition of
Rademacher complexity, we have

R(F) = 1Eg{ sup idi(lﬁWTXz’ - 7’||Wq)]

Iwlle<p’ ;=4

3

1
E[ sup wTuvnwnq]
lwllq<p’

3

where o; is i.i.d. Rademacher random variable, u = Y "' | o;y;x; andv =7 ., 0;. Then we have

T
sup wiu—v|wly < sup |[[wlg([[ull, —v) < p'l[[ull, - vl.

(Iwllg<p’ Iwllg<p’
Therefore, we have
0
R(F) < “Eo|ull, - v]]
0
< £ [E, il + Eo 1ol
p/ n rp/ n
=—|E iYiXi —E, i
ol DT ARt Dot |
=1 p =1
p, n p,r
= Eg|: 0;X; :l + —

o
Vi

Plugging the above inequality into (B.5) completes the proof. O

= 'R, +
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B.3. Proofs for Example 2.5 and Example 2.6

We first show the properties given in Example 2.5. Part 1 follows by Frei et al. (2020). For Part 2, that ¢ 2(y) = O(7)
follows by Frei et al. (2020). For Part 3, to show that (U’, R)-anti-anti-concentration implies ¢ 2(y) = (), we first note
that if D, satisfies (U’, R) anti-anti-concentration defined in terms of projections onto two dimensional subspaces, then
it also satisfies (U’, ©(R)) anti-anti-concentration onto projections defined in terms of projections onto one dimensional
subspaces, since we have the set of inclusions

{z=(z1,22): |zi| <RJ2,i=1,2} C{z: ||z| <R} C{z=(z1,22): |z:| <R, i=1,2}.
Therefore, denoting py (-) as the marginal density of D, onto the subspace spanned by v € R, we have for v < O(R),
$v,2(7) =P(v x| <)
— [ et 2] < )

> 27,
Z
This shows that ¢g 2(y) = () when v < O(R). Finally, Part 4 of Example 2.5 follows by Balcan & Zhang (2017,

Theorem 11), using the fact that the marginals of any log-concave distribution are again log-concave (Lovasz & Vempala,
2007, Theorem 5.1).

We now show the properties of Example 2.6. For the first part, the general case of ¢ € (1, 2] follows by Holder’s inequality,
since we can write

1/q

q
1 1 1_1
VI = | D gl | < DIy - 1ual® o foa D508 = da 2 V]2
j=1

For the second, we use Example 2.5 and (2.2) to get that
Dv,4(7) = bo01 (V/1]]2) = Q(v/[[V]l2) = Q(7).

In the last equality, we have used that ||v||s < [|v]|,.

B.4. Proof of Lemma 2.7

Proof of Lemma 2.7. We use an argument similar to that used by Frei et al. (2020) for learning halfspaces with noise. We
write the surrogate risk as a sum of three terms,

L%T (V) = E(x7y)

sup  L(yv'x)
x'eBp(x,r)

<E l sup  L(yv'x)1(yv'x' <0)| +E

x'€Bp(x,r)

sup  L(yv'x)1(0<yv'x <7)
x'€Bp(x,7)

sup  L(yv'x) 1 (yv'x' >7)
x'€Bp(x,r)

+E

For the first term, we use that ¢ is L-Lipschitz and decreasing together with Holder’s inequality to get

E

sup  L(yv x)1(yv ¥ < O)] <E l sup  (£(0) + LIv x'|) 1 (yv'x' < 0)]

x'e€Bp(x,r) x'€Bp(x,r)

<E [ sup  (€(0) + L[vllqx'l|) 1(yv ' < 0)]

< (¢(0) + Lp)E sup  L(yv'x <0)
x'€Bp(x,r)

= (¢(0) + Lp)OPT, ;.
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In the last inequality we use that ||x||, < 1 a.s.

For the second term, we first notice that since |(v,x)| < [(v,x — x')| + |(¥,x')|, we have the inclusion
{l(v.,x") € (0.9} IV, x)| < (v, x = X)[ +7}.

Therefore, we can bound

E sup  Lyv' X)L (0<yv'x' <4)| <LOE| sup 1L(0<yv'x' <7)

x'€Bp (x,1) _x’GBp(x,r)
<LOE | sup L[V, x)| < [(v,x —x)[ +7)
_x’EBP(xm)
<UOE| sup L[V, x)] < [[9]lgllx = X[, +7)
_x’EBP(x,r)
<LOE| sup  L([(v,x)[ <7 +7)
_x’GBF(x,r)

COEL([(v,x)[ <7 +7)]
((0)peq(r +7).

where we have used that £ is decreasing in the first inequality and Definition 2.3 in the second. Finally, for the last term, we
can use that £ is decreasing to get

<
<

E sup  L(yv'x)1(yv'x' >7)| =E sup  L(ypv' %) 1 (ypv'x' > pv)
x'eBp(x,r) x'e€Bp(x,r)
<E| sup {py)
x'e€Bp(x,r)
=l(p).

To see the final claim, note that we can write the event defining err’;" (v) as

{ sup  sign({v,x)) # y)} = { sup  y(v,x') < O}

x'€Bp(x,r) x'€Bp(x,r)

= { sup  L(y(v,x)) > K(O)}.

x'€Bp(x,r)

The final equality follows since ¢ is decreasing. This proves (2.3). For the final claim of the Lemma, by Markov’s inequality,

erty" (v) = P(x,y)< sup  y(v,x') < 0)

x'eBp(x,r)

= ]P’(,w)( sup  L(y(v,x")) > ﬁ(O))

x'eBp(x,r)

< [(O)] By | sup tlylv,x))]

x'€Bp(x,r)

= [(0)] 7' L (v).

B.5. Proofs of Corollaries

Proof of Corollary 2.9. First, let us note that £(0) = log2 ~ 0.693 and £~1(1/¢) € [log(1/(2¢)),log(2/¢)] for the cross
entropy loss. Additionally, by standard arguments from Rademacher complexity (see, e.g., Kakade et al. (2009), Theorem
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D,
1

R, = —-E

o 0(&), p e [2,00),
n  oi ~ Unif(£1)

ZUZ'XZ' = ogd\ _ A/ 1 _
i=1 p o \/ﬁ>*0(ﬁ)a p =00,
By the definition of hard margin, the soft margin function satisfies ¢ () = 0 for v < . Thus applying Theorem 2.8
with r = (1 — v)~ and v = vy, we get

(B.6)

+e, (B.7)

eer (Wk) < O(log(l/s)’yo 11/710PTP r) + O (70 1B10g(1/5) 10g(1/5)>

NG

where the 5() in the second term hides the possible logarithmic dependence on d when p = oco. Now set ¢ = OPT,, ;.
and let n = Q(vy *v~2B2/log(1/6) log®(1/OPT,,,)OPT, ?). Since B = £(0) + (1 + r)y~ ¢ (e) = O(y™!), this
completes the proof. O

Proof of Corollary 2.10. Denote q as the Holder conjugate to p, so 1/p + 1/¢ = 1. Since the inclusion {|(w*,x)| < r} C
{y{w,x) < r} holds, we have
Pw,q(r) < P(y(w,x) <7) = errpy’ (w).

Therefore ¢w 4(r) < erry” (w). If D, satisfies (U’, R)-anti-anti-concentration, then ¢y, 4(r) = Q(r) for any ¢ € [1,2]
by Example 2.6 since » < R. This shows that r = O(err’3" (w)) holds for any w satisfying ||w||, = 1, and hence
= O(OPT,_,) holds. When q is the H6lder conjugate to p, ¢ satisfies 1/¢ = 1 — 1/p. Thus, by Example 2.6,

1

bo.a(y+7) <O((y + r)d%—%) < O(yd?~ %)+ O(d2 " »OPT,,). (B.8)

DT

By Theorem 2.8, the robust classification error err’; ) for weights wy« found by Algorithm 1 is at most

(W
O(log(1/e)y 1OPTp r) + dvq(r+7)+0 ( 7B log( 1/5) 10g(1/5)> +0(By™! log(1/e)R,) + .

1

Let now ¢ = OPT,,, and choose v = OPT;],/fdﬁ*Z so that y~"'OPT,,,. and ~vd?>~ 7 (coming from eq. B.8) are of the
same order. This results in

di~% B OPT, /?log(1/OPT
erty” (wi) < O(di~ % OPT!/2log(1/OPT, )+ O(d* popr,)+o< d og(1/ )>. (B.9)

\/ﬁ

Taking n = Q(d%_%B%QOPT;}), and using the fact that B = O(ry~1471(g)) = 6(di_ﬁOPT;ﬂl/2) completes the
proof. O

C. Guarantees of SGD for Convex Losses

Our results for SGD will rely upon the assumption that £(z) is M-smooth, i.e. £”(z) < M. This allows for us to deal with
unbounded Lipschitz activations and also get high-probability guarantees for the output of SGD. In particular, we derive the
robust guarantee of the output of SGD in the following theorem.

Theorem C.1. Assume / is convex, decreasing, L-Lipschitz, and M-smooth. Let p € [1, oo], and assume that ||x||, < 1 a.s.
Ifp<2letH = 412, and ifp>21let H=4L?d. Lete > 0 and be arbitrary. If n < sH*1/4, then for any initialization
w1, if we denote wy, as the k-th iterate of online-SGD based adversarial training and S = {x }r—=1,... x be all observed
data, by taking K = 2¢~1n~1||w; — w*||3, we have,

.....

min ey’ (wi) < [¢'(0)) 7 (32ML%T<W*> 4 16Me o LSM(EO) + Lp(1 £ 7)) +417] - log(2/6) )

K

For simplicity we treat M, £(0), [¢(0)]~!, and L as constants. Then we can set ¢ = O(1/K) and Theorem C.1 implies that

min erry”(w,) = O(LE(w*) + O(p/K).
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Further note that w* is arbitrary. Then similar to Lemma 2.7, let v = minw,=1 err’;” (w), we can define w* = pv, which
satisfies

Lp"(w")) < (£(0) 4+ p)OPTyp + £(0) by o(r +7) + £(py)

for arbitrary v > 0. Then similar to Theorem 2.8, set p = vy~ 1/71(1/e¢), we get

]Icréilr%err%r(wk) <C- [(E(O) + ’)’71671(1/6)) -OPT, , + £(0)pg q(r + ) + e] + 6(’}’71671(1/6)/}'{)

for some absolute constant C'. Then it can be seen that the first term (in the first bracket) is nearly identical to the first three
terms of the bound in Theorem 2.8 up to some constant factors. Then Corollaries 2.9 and 2.10 also hold, implying that
the output of online-SGD adversarial training enjoys the same robustness guarantee as that of full-batch gradient descent
adversarial training.

C.1. Proof of Theorem C.1

We first provide the convergence guarantee of SGD in the following lemma.

Lemma C.2. Assume / is convex, decreasing, and L-Lipschitz. Let w* € R? be arbitrary. Let p € [1, oc], and assume that
Ix|l, <las.Ifp <2/let H=4L? andif p > 2,let H = 4L?d. Let & > 0 and be arbitrary. If n < eH ! /4, then for any
initialization w1, if we denote wy, as the k-th iterate of Algorithm 1 and S = {xj }r=1,.. x be all observed data, by taking
K =2e7"1n71||lwy — w*||3, we have

.....

KZLW < LE"(w*) +e

Proof. Following the notation of Algorithm 1, denote

dy, := argmax £(ypw, (xx + 6)).
8l <r

Note that §;, = 0 (W, yr, X)) depends on wy. To analyze the convergence of gradient descent on the robust risk, we
introduce a reference vector w* € R<, and consider the decomposition

Wi — W15 = [Wr1 — w13 = 20(¢ (yewy, (x5 + 8k))yk (x5 + 6k), Wi, — W*)
— 2| (yew " (%% + Ok)) yr (xi + 5k)“§-

For the first term, note that for every (xx,yx) € S and k € N,

O (yrwy, (x5 + 0k)) (W) (x5 + 0k) — W™ T (xx + 61))
> U(yrwy, (xi + k) — L(yw™ " (x5 + 61))
> €(ykwk Xp, + 0;)) — sup Z(ykw (xi +6)),

I8, <r

where the first line follows by convexity of ¢. This allows for us to bound

U (yewy (xk + 0k))y (Wi — w*) T (x4 + 85)
> Z(ykw,l—(xk + 5k)) — sup E(ykw*T(xk + 6))

léll<r

= LY " (wy) — LY (w™). (C.1)
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For the gradient upper bound, under the assumption that ¢ is L-Lipschitz,

||€/(ykWT(Xk + 5k))yk(xk + 51@)"3 < ||£/(ykWT(Xk + 5k))yk(xk + 51@)”%
< L2[|xx + 013
< 2L2(||x |3 + 165113)

<2L? sup ||x||2 +2L% sup ||0))3
x~Dy 18], <r

I<Il3

813
<2L? sup [|x[?- +2L* sup |6]3- o1l
xDy 0 XIG i< 118113

- 2L2(1+7r), p<2,
~ | 2L%(d+rd), p>2.

In the first inequality, we use Jensen’s inequality. In the second we use that ¢ is L-Lipschitz. The third inequality follows by
Young’s inequality. In the last, we use that ||z||, < 1 and that p — ||x]|, is a decreasing function for fixed x, together with
the bound ||x||2/||x||ec < v/d. Assuming without loss of generality that < 1, this shows that

412, p<2,

C2
4L2d, p>2. €2)

||£/(ykwT(xk + 6k))yr(xk + 51«)”; < H:= {

Putting (C.1) and (C.2) together, we have for n < eH/4,
Wi = w3 = [Wis — w713 > 29(LE" (wi) — LE"(w*) — P H > 29(LY" (wy) — L2 (w*) —¢/2).  (C3)
Telescoping the above sum over k, we get

K K
1 : 1 w1 — w*[|3 w1 — w*[|3
= LV (wp) < — Pr(w)+ +——= 4 ¢/2=LR"(W")+ ——= +¢/2.
2 < g " : "

Taking K = 2~ 1n~!|w; — w*||3, we are able to show that

K

1 T T *

% > L (wi) < LB (W) + e (C.4)
k=1

This completes the proof.
O

Later we will give the following lemma which shows that the empirical robust risk L;"(w*) can be upper bounded by
O(L%"(w*)) + O(1/K).
Lemma C.3. Suppose |[w*||, < pand ||x||, < 1, then for any ¢ € (0, 1) we have with probability at least 1 — J,

(€(0) + Lp(1 + 7)) log(1/6)

L5 (w") < 215 (w*) + —

Proof. We will use Lemma A.5 in Frei et al. (2020) to prove Lemma C.3. In particular, we only need to calculate the upper
bound £(yw* T (x + &)) is upper for any x and y satisfying [|x||, < 1. In fact, we can get

Uyw™ T (x+8)) < L(0) + Liw™" (x + )] < €(0) + L([w*[lgl|x[lp + rllw*[l4) < £(0) + Lp(1 + 7).

where the first inequality is due to £(-) is L-Lipschitz, the second inequality is by Holder’s inequality, and the last inequality
isdue to ||x[|, < 1and ||w*|; < p. Then by Lemma A.5 in Frei et al. (2020), we can get that with probability at least 1 — 6,
[€(0) + Lp(1 + r)] log(1/6)

L™ (w*) <2057 (w*) + e .

This completes the proof.
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Then we will use similar approach in Frei et al. (2020) to get a high-probability guarantees for the output of SGD. In

particular, we will use the following lemma to show that { [¢/(y,w/ (x + 6%))] 2} concentrates at rate O(1/K) for any
fixed stochastic gradient descent iterates {wy, }.

Lemma C.4 (Lemma A.4 in Frei et al. (2020)). Under the same assumption in Lemma C.2, then for any § € (0, 1), with
probability at least 1 — 6,

K
4L2log(1/8
KZE x| (€ wix = rlwil,)]°] < Zz’ yewyl (x5 + 1)) + %

Here we slightly modify the original version of Lemma A.4 in Frei et al. (2020) by introducing the adversarial examples. In
particular, we use the fact that dj, is the optimal perturbation with respect to the data (x, y) and the model wy, (see (2.1)).
Therefore, we have y,w, 8, = —r||wy||, and thus

E e | [ 0] (i + 310)]%] = B g |[¢ (ewd i = rliwill,)) ]

= Eeyyn [[¢(ywlx = rllwil)])].

Then Lemma A.4 in Frei et al. (2020) is applicable since it only requires the Lipschitzness of ¢(-) and the fact that
{ [0 (yrw, (x5 + 61))] - E(x,4)~D “ﬁ’(yw,jx —7llwillq)] 2} } is a martingale difference sequence.

With this, we can show that for any smooth loss function £(-), we are able to get a high-probability bound on the robust error
minkgK CI’I‘%T (Wk)

Now we are ready to complete the proof of Theorem C.1.

Proof of Theorem C.1. Since {(-) is M-smooth, we have [¢/(2)]?> < 4M{(z) for all z € R. Then applying Lemma C.4, we
have with probability at least 1 — §/2,

K
ZE(XJI)ND{ (ywy x — 7||wlq )ﬂ < — Z (ewy (i + 0))]2 + %
< Lo f;m | AL og(2/)
=K & 17 .
Further applying Lemma C.2 gives
4L log(2/0)

ZE(x,y)ND[ (ywyl x — 7wl )ﬂ < 16MLY" (W*) + 16Me + (C.5)

K

where w* € R? and € € (0, 1) are arbitrary.

Since £(-) is convex and decreasing, it is easy to verify that [¢/(z2)]? is decreasing. Applying Markov’s inequality gives

ey (w) = Plyw " x — rl[wlly < 0] = P[[¢'(yw " x — rl[wlly)]* > [C(0)]2] < [¢'(0)] 2 E[[¢/(yw x — rllw],)]”].

Therefore, substituting the above inequality into C.5 gives

LS ey < Wﬁ?‘;ﬂ«:[[a(wx—m|w|q>ﬂ

k=1
2
4L 10g(2/6)>. C.6)

<[0(0)72- (16ML’§T(W*) +16Me + R

Moreover, by Lemma C.3 we have with probability at least 1 — §/2,

(€(0) + Lp(1 4 r)) log(2/6)
I .

Lg"(w") <2Lp"(w") +
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Substituting the above inequality into (C.6) and using the fact that ming < i err’y (wy) < K ! Zszl err’;" (wy,), we have
with probability 1 — § that

16M (£(0) + Lp(1 + 1)) log(1/6) 412 1og(1/6)
e +16Me + K>

%11% errys” (wy,) < [¢'(0)]72- (32ML%”(W*) +

which completes the proof.

D. Proofs for Nonconvex Sigmoidal Loss

We first restate some general calculations which will be frequently used in the subsequent analysis. Let h(w,x) =
wx/|/w|, be the prediction of the model and S = {(x,y) : y = sgn(w* " x)} be the set of data which can be correctly
classified by w* without perturbation, we have

Vw Ll (w) = E(x,y)~D [Kl(yh(w,x +9)) -y Veh(w,x+ 5)]
= E(x,y)~p [( (yh(w,x + 8)) - y - Vih(w,x +8) - (1(S) + 1(5°))].

Moreover, note that d is the optimal ¢,, adversarial perturbation corresponding to the model parameter w, it can be calculated
that yh(w, x + 8) = yw ' x/||w]||, — . Then it follows that

sgn(w*Tx) - o I): —-r xS

yh(w,x+9) = {

—sgn(w* T x) - ‘“’T‘x —r xe€8°

Let gs(w*,wix) = ¢/(sgn(wTx) - w"x/||wll, = r) and gs: (w*, wix) = £'(—sgn(w" %) - w'x/|[w], — 1), the

gradient V, LI3" (w) can be rewritten as
VwLB" (W) = Exy)~p [ (yh(w,x + §)) - sgn(w* TX) - Vyh(w,x +8) - 1g(x )]
— E(x,y)~D [E’(yh(w x +0)) -sgn(w* 'x) - Vyh(w,x + 8) - 1(S¢ )]
= E(x,y)~D [gs w*,w;X) - Vyh(w,x+8) - 1g(x )]
— Ex,p)~p [95e (W*, Wi x) - sgn(w* Tx) - Vwh(w,x +6)-1(S )]
= E(xy)~ [95(W*, Wi X) - Vi (W, x + )]
w;x

= Eey)on [(95(W", Wi x) + gse (W, wix)) - sgn(w™ ' x) - Vigh(w, x + 8) - 1(5)]

Then it follows that

w* T VLB (W) = Ex y)op [95(W*, Wi x) - sgn(w* ' x) - w* T Vi h(w,x + 6)]

I
— E(x,y)~D [(gsc (W*, W;X) + gge(W", w; x)) . sgn(W*TX) . W*vah(w, x+9)- ]l(SC)} (D.1)

I
Note that

Vwh(w,x +6)

I
/—\
%|3
== 4
N———
=&
2+
u:_“o,

(D.2)

where w; = |w;|?'sgn(w;). Therefore, it holds that

w TV h(wox 4 8) = W0  wixtd) wiw
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Consider the optimal adversarial perturbation for the classifier w, we have & = —ryw/||w]||2~". Thus it follows that

W*vah(w,x—HS) _w X Tyw w (wa/||w||q —ry) wTw*

Wil lIwlig Iwllg
* T Ty . v | w*

S e (D3)
l[wllg [wllg

where w = w*/[[w|l, — (WTw*)w/[[w][it!.

D.1. Proof of Lemma 3.3

Proof of Lemma 3.3. We will focus on the 2-dimensional space spanned by the vectors w and w* (or w since these three
vectors lie in the same 2-dimensional space). Without loss of generality, we assume w = ||w||2e2. We further define the set
G = {x : sgn(w*"x) = sgn(w 'x)}, which is marked as the shaded region in Figure 3. According to (D.1), the entire
proof will be decomposed into three parts: upper bounding I, upper bounding |I3|, and combining these two bounds to get

the desired results. In the remaining proof we will the short-hand notations ¢ and ¢’ to denote §(w) and 6’(w) respectively.

Without loss of generality, we consider the case that Z(w, w*) € (0,7/2) and the case of Z(w,w™*) € (0,7/2) follows
similarly by conducting the transformation w <— —w.

Upper bounding /;. Note that within the set G, we have sgn(w* T x) = sgn(W ' x) thus /; can be decomposed as follows
accordingly,
I = E(x y)~p [95 (W, W; ) - |w x| I6(x))] = Exy)~p [95(W*, Wi x) - |W x| - Ige (x))] - (D4)
13 I4
where
- T e—lsen(w* T x)-w T x—r|/o e—lsen(w* T x)-Ul|w||2 sin ¢—r| /o
gs(w*,w;x) =l (sgn(w" ' x)-w x—71)=— = - , (D.5)
o o

where the first equality is due to the assumption that || w||, = 1 and the last inequality is due to the fact that w = ||w||2e2 so
that w ' x = [||w||2 sin ¢.

Let x = (I cos ¢, sin ¢) be the projection of x onto the space spanned by w and w*. Then under Assumption 3.1 we know
that the distribution D, is isotropic, which implies that the probability density function of X, denoted by p(X), can be written
as p(x) = p(l)/(2x), where p(l) is the probability density function with respect to the length of X. Then based on the
formula of gs(w*, w;x) derived in (D.5) and the fact that w " x = ||W||2 sin(f’ — ¢), we have the following regarding I3,

9] 0’
= | (/ PRl sin(8’ — g)le~ I lsm o=/ @i
0

ag

T+’ .
[ P el sine’ - ¢>|e'”w'2sm¢+”“dzd¢)
T—6

[[wll2

0o 0’
= —7/ p(l)lel/ | sin(@’ — ¢)|e~1UIWllzsind=rl/aqy (D.6)
0 —0

I

where the equality holds since sin(m + ¢) = —sin ¢ and | sin(0 — ¢)| = | sin(6 — ¢ — )| for all ¢. Note that when ¢ < 0,
we have

sin(0’ —¢)  sinf cos¢ —singcos

= > sin @’
cos ¢ cos ¢ - ’

where the last inequality holds since sin ¢ cos @’ < 0 for all ¢ € (—7/2,0) and ¢ € (0,7/2). Therefore, we have the
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following lower bound on the term I,
0
15 > / Sin(ﬁ’ _ ¢)€—|l\|w\|2 sin¢—7‘\/ad¢
-6

0
Zsine’/ cos pelllwlzsing=r)/o 4
—0

sin@’ - ge= "/ ! ;
_ —l||wl|2 sin6 /o
_ SO IC T () pmtlwilzsing/o),

Hwll2

where in the second inequality we use the fact that [||w||2 sin ¢ < 0 for all ¢ € (—6,0). Plugging the above bound of I3
into (D.6) gives the following upper bound on I3,

[|[W]l2 - sind’ - e

—r/o ] .
I < - ' / p(DU(L — e Mlzsin0/o)q]
7wl 0
20| Wlz - sin®’ - e="/7 ./Rz2(1 _ e Rliwlasing/r) gy

- [wllsUR 0
21 . —r/o

_ 2U'R?||W|z - sing’ - e / (1 — ¢ BlIwlasino/ay (D.7)

3 wll2

where for the second inequality we use the fact that the function f(z) = (1 — e~ %%) /x is strictly decreasing with respect
to 2 for any a > 0 so that we have 1 — e~!s0/7 > (1 — ¢=Fsin0/7) /R for any | € (0, R], besides we also use the fact
that D, is (U’, R)-anti-anti-concentration so that p(x) = p(l)/(2m) > U’. Then we will focus on lower bounding I,. Let
Omin = min{0, 0, 7/3}, we have

~ 00 T—6
| 1] = LW”2/ P(l)Zle/ |sin(¢ — 0")|e~IWlzsimerl/oqe
o 0 o’
~ 0o T—0Omin
< Il / p(DIPdl / e lHwllzsiné=rl/o g g
™o Jo Omin
2 ~ o0 7'['/2 )
_ IIWllz/ p(1)12dz/ e lliwlzsing—rl/o g (D.8)
To 0 Omin

Ig

where and the inequality follows from the fact that |sin(¢ — 6’)| < 1 and sin(¢) = sin(m — ¢). Note that I can be further
upper bounded as follows,

L
16:/
0

min

3 /2
e*\l\IWI\zsin¢frl/ad¢+/ oItz sin 6-r1/o g
w/3

/3 /2
< 2/ COng)ei‘lelh sin¢7r|/ad¢+/ 67|l|\w\|2sin¢fr|/o—d¢’
Omin m/3

I7 18

where the inequality holds due to the fact that 2cos ¢ > 1 when ¢ € [Oin, 7/3]. Regarding I7, we will consider three
cases: (1)1 < r/(sin(w/3)||wl|2), 2) r/(sin(7/3)||w|l2) <1 < r/(sin(Omin)||W]l2) and (3) I > 7/ (Sin(Omin) || W||2)-

1. Regarding the first case | < r/(sin(7/3)||w||2), it holds that

sin(m/3) —r/o
I < 2/ cUlwllaz—r)/a g5 _ 20e77/7 (clIWllzsinGe/3)/ _ Hiwlz sin(@nin) /o) < 29
sin(Bmin) Uwl|2 Uwl|2
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2. Regarding the second case 7/ (sin(7/3)||w||2) <1 < 7/(sin(0min)||W]2), we have

r/(Ulwll2) 1
I < 2/ Ulwllz==r)/o 4o 1 2/ r=Uwl22)/0
Sin(Omin ) r/(l|wl2)
_ 20 (2 — (Wl sinOmin) =)o _ ((r—tlwlz)o)
Hiwll2
40
< .
Hiwll2

3. Regarding the third case [ > 7/(sin(0min)||W||2), we have

1 r/o
I < 2/ ot/ 4y < 277 (O Iwia/o

in(fmin) ~ wll2

For I3, it is easy to see that

o~ lilwllzsing—ri/o o | 1 , L <r/(sin(m/3)[|wl|2)
emUwlzsino=n/o 1 > v /(sin(r/3)|[w|2),

§{ 1 L<r/(sin(m/3)|[wll2)

eI @/2 010> 1 (sin(m/3) [w]a)

which implies that if [ < r/(sin(7/3)||w]||2).

/2
Is = / e~z sing=rl/o g < 7 /6
/3

andif 1 > r/(sin(7/3)||w|2)

/2
Is < / e~ (Uwll2sin(@/2)=r) /4
/3

w/2
< 2/ COS((]S/Q)@*(IHWM sin(¢>/2)ﬂ~)/(,d(ZS
/3

in(7/4)
< 4/s o= (Ullwllzz—r)/o g,
sin(w/6)

40€77  lwla sin(r/6)/o

IN

Combining the above results, define 0,,;, = min{fi,, 7/6} = min{f, ', 7/6}, we have the following bounds on I,

s T 8 I < r/(sin(r/3)|w]2)
Ir<{ S ) r/(sin(r/3)[Wll2) < 1 < r/(sin(Bumin) || w]2)
Sac” ” e toinCnin) [W2/7 1> 1 /(sin (O || W|2)

Plugging this bound into (D.8), we have

N r/(sin(m/3)||w|2) 4l 12 7/ (sin(Omin)lWll2) 16707/
< 19 (e + 3 o+ [ e
0 mllwllz 30 r/(sin(r/3)wla)  TIWI2

. /oo 121e7/7 e_lsmwmmnw|2/vp(l)dz)

JGin(Oumin) Iw2) TIWIl2

r/(sin(m/3)||wll2) 4] 12 7/ (sin(Omin) lWll2) 167er/0
< [|wllg - _ 0Hdl ———p(l)dl
<1wla- (i 30 Jr0ai | wwlz "

. /oo 1216”"e,lsin<émm>nw||2/ap(1)dz :
o mwla




Provable Robustness of Adversarial Training for Learning Halfspaces with Noise

Note that fooo re~dx = 1/a? for any a > 0. Additionally, by Assumption 3.1 we have p(l) < 27U since D, is
U-anti-concentration. Then we can get that

- 8r2 273 3272er/o 24g2er/o
|I4‘ < U”WH2 : ) 3 + . 3 3 ) 3 . 9.7 3
sin®(n/3)[[wll3 ~ 3sin®(7/3)ol|wll3  sin®(Omin) W5 sin®(Omin)|[[W]|3

473 Jo + 4072 + 240

Sinz(émin)HWH%

< Ulwlze -

where in the last inequality we use the fact that 6,,;, < Ornin- Plugging the above inequality and (D.7) into (D.4), we obtain

2U'R?||W||o - sin @’ - e~"/7 : _ 473 4012 + 2402
=@ -1, < Wl -sind’ -e (1 = e Blwl2sin/oy | 17|(57 e/ - r /02+ r? + 240
3||W||2 sin (6 mm)”WHQ
Then set o = r, we have
1 R21|| : / —1 2 i
I < _2U'R*||wlz -sinf" et (1 — e~ Flwllasing/ry 4 .68267: U||W||23‘
3[wll2 sin®(Omin) [[W||3

Then we have if

_ 1 /!
sin(fmin) > max { dr 1007 v Ul//zU } (D.9)
Rllwll2” R||w]|sin'/2(6")

it holds that

3U'R?||w|o - sin@ - et
5wl

Moreover, note that f,,;,, = min{@, ', 7/6}, thus if the perturbation level satisfies

[ R|wl2 R|wll2sin'/?(¢") R|lwll2sin(6") R|w|l2sin®>(0") 32,0
< = E W
"= m{ 8 7 2000 4 ’ 100U O(Rlwll sin™(6).

the condition (D.9) is equivalent to

1 /
Sm(a)zmax{ dr 00r\/U/U }

R|wll2" R|[w]2 sin'/?(¢")

Upper bounding |75|. In the sequel we will focus on bounding the term I>. By Cauchy-Sharwtz inequality, we have

L] < |Ex[(gs(w* Wi x) + gse(w*, wix))* - (% Tx)%] - VE<[L(S)].

Iy

Similarly, let X = (I cos ¢, sin ¢) be the projection of x onto the 2-dimensional space spanned by w* and w, we have
w 'x < I||W||2. This implies that

< [wli3 ()iEdl w2 sinétrl/o |~ Itz siné—r|/o d¢
9= 912
~ 112
< H;:;Hf/ lgdl/ e—2|l\|w|\251n¢+r|/o+e 2|l]|w]|2 sin ¢p— \/ad(b
Al|w i3

= 5 / (l)l3dl/ e~ 2MIwllz sin g+rl/7 g
TOo 0 /2

I1o
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where the second inequality is based on the Young’s inequality. Then we have

—7r/3 /3 /2
110:/ efz|l|\wu2sin¢+r\/ad¢+/ 672|z|\w\|2sin¢+r\/ad¢+/ e~ 2lwllzsingri/o g,
—m/2 —7/3 /3

/2 /3
S 2/ 672|l||w\|2 Sin(ﬁ*T‘/qus_’_/ ef2|l|\w\|2 sin¢+r\/ad¢
/3 —m/3

/3

m/2
< 2/ 6_2””WH2 sin¢—7‘\/ad¢ + 2/ 6_2””WH2 sin ¢+r|/o cos ¢pd o, (D.10)
/3 —n/3

where the inequality follows from the fact that |I||w||2 sin(—¢) + r| < |I||w]|2 sin ¢ + 7| holds for any ¢ € [0, /2], and

the second inequality holds since 2 cos ¢ > 1 for any ¢ € [—m/3,7/3]. Note that the first term on the R.H.S. of (D.10) is
similar to Ig, thus we have

/2 . /6 1<
—2[l||w]|2 sm¢—r\/0d¢ < ) >

e S 0_627/0
/Tr/:s 2 1>

Ulwll2

(sin(m/3)[[wll2)

r/
r/(sin(m/3)||w|2) (D.11)

Regarding the second term on the R.H.S. of (D.10), we have

w/3 1
/ e—2\l\|w|\2 sin ¢+r|/o cos ¢d¢ < / 6—2|l||w\|2z+r|/adz.
—m/3 -1
If l||wl|2 < r, it holds that

1 1
/ o= 2Mlwllaztrl/o g, _ / o2z ) /o g, _ L(e—w—zuw\h)/o _ e—2<r+znwu2>/o> <% D1
1 1 21 lwl|2 20wl

If I||w]||2 > r we have

1 —r/(Ulwll2) 1
/ o 2Mlwllaztrl/o g, _ / 20lwlaztr) /o g, | / o= 2Ulwlaz4m) /o g,
. 1 —r/wll2)
g
_ 9 _ g=20lwll=r)/o _ e—z(znwum/a)
20wl (
ag
< : (D.13)
Ulwll2

Combining the above results we can immediately get ffﬁs e 2lwlzsinétrl/o cos pdpp < o /(1]|w|2), which yields the
following upper bound on Iy by combining with (D.11),

w/3+ ”ﬁvﬁ 1 <r/(sin(m/3)||w]2)
fo = { s 1> r/(sin(r/3)||wl|2)

6oe
U[wll2

Set o = r, we have

1< o T n <60’62T/U
0= Tlwlle ~ \ 3sin(n/3) lwlz

This further implies the following upper bound on Iy,

Iy <

Al|w |2 /°° 60627’/"p(l)12dl 48e2| w3
0

mo? [[wllo - mofwlz

where the equality is due to the fact that the covariance matrix of x is identity. Note that Ex[1(S)] = errp(w™*). Then it
holds that

Tz [errp(w?)

2 >
NGB o

A
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(wTw*)w

Figure 2. Tllustration of § and §’.

Combining the upper bound of I; and lower bound of /,. Consequently, we have if the angle 6 satisfies

Gnd > max{ 4y 100U ) }7

R|lwll2" R||w||ysin'/2 (¢’
w* T VLE" (w) can be lower bounded by

3U'R?| Wl -sin@ - et Tel|w||2 errp (w*)

5wl Vllwlly'? g

w VLB (W) =L+ L <L + || = —

b

which further leads to

w*TVLE (w) < _U'R*|w|z-sing - e

- 2|lwl2
if we have
. UPgsin?@  Ursin® ¢’
o) S SRt 2w LA
This completes the proof O
D.2. Proof for Lemma 3.4

We will decompose the entire proof into two parts: (1) proving a lower bound of the angle 6'(w); and (2) establishing a
general convergence guarantee for Algorithm 2.

In terms of the first part, we summarize the lower bound of ¢’(w) in the following lemma.

Lemma D.1. Let § = /(w,w*) and ¢ = /(—w, W), we have sinf’ > /2/2 if |w|s < ||[w*|2 and sin§’ >

sorware=7s 1 Wl > (1w |2,

Proof of Lemma D.1. Without loss of generality we consider the case that € (0,7/2), if 0 € (7/2, ) we can simply
apply w — —w. In particular, let v = —w and v = w* — (Vvw*)v, it is easy to see that

T T

—(w,w" — (W' wHw) = (v,w* — (v w*)v),

implying that sin(Z(—v,V)) = sin(£(—w, w*)). Recall that w = w* — (W w*)w. First note that if we have w ' w* < 0,
it is easy to see that —w 'w = —w*'w + (W' w*)||w]||3 < 0 since we have § < 7/2, which implies that ¢ > 7/2. In
the sequel we will focus on the case of w'w* > 0. Note that we have ||w]|, = ||w*||, = 1, which yields W 'w* < 1.

Therefore, as shown in Figure 2, it is clear that

0 =/(-w,w)=2(-w,w" —w) + (W —w, W) > L(-w,w" —w):=0".
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By Sine formula, it is easy to see if ||w||2 < ||[w*||2, we have Z(—w, w* —w) > Z(—w*, w* — w) and thus Z(—w, w* —
w) > (m — 0)/2 > /4, which completes the proof of the first case.

If [w]2 < ||w*||2, we define w’ = ||w||ow™*/||W*||2, as displayed in Figure 2, which clearly satisfies |w’||2 = ||w]||2 >
[lw*||2. Then we will upper bound the length of W' = w* — w. By triangle inequality, it holds that

W2 = [lw = w2 = [w = W' + W' — W[l < [w = w[l2 + W — w"[|,. (D.14)
Note that w and w’ have the same length and Z(w, w’) = 6, we have
lw —w'[l2 < [|w]|20. (D.15)
Additionally, note that w’ and w* are parallel and ||w*||, = 1, we have
w=w'/[[wllq,

and

W —wlls W = wl,

= =(1-1 o). D.16

Plugging (D.15) and (D.16) into (D.14) yields

W2 < [lw = w'l2 + [|w" = W]l

1
[wll26 + w2 - <1 B )

Wl

1
g||w||2-<e+1>,

W' llq

where in the last inequality we use the fact that ||w’||2 = ||w||2. Then note that |w*||2 = ||w||2/||w’||4, by Sine formula,
we have
sin 0|w*||2 sind/||wll, sin 6

sing >0 = al > = .
[W]|2 0+1-1/[w'lly (@+D[w]s—1

Note that || w||, = 1, by triangle inequality we have
IW'llg < lIwllg + lw = w'llg <1+ [lw — w'[|l2d" 972 <1 4 [[w]20a"/174/2.
This further implies that
O+ DIWllg =1 < (1 + [lwll2d™1742) + [lwll2d"97126% < (1 +7/2)0(1 + [lwl2d"171/2),
where the last inequality holds since # < 7/2 < 2. Then note that sin #/0 > 2/x for any § € (0,7/2), we have

sin @ 1 1

ing > > >
SOOI, 17 B [wlkd 712 T T0]wledt /17

where the last inequality holds since ||w||z > d'/2~1/4. Note that this bound also holds for other cases, we are able to
complete the proof. O

Then we provide the following lemma that gives the convergence guarantee of Algorithm 2 if for an arbitrary set G € Sg’l
we have sufficiently negative w* ' VLL;" (w) for any w € G.

Lemma D.2. Let G be a non-empty subset of Sqd’l. Assume r < 1 and W*TVL%T(W) < —eforany w € G, then set
n = edo?d~1/32 and K = 64d||w; — w*||36 72022, with probability at least 1 — d, running Algorithm PSAT (p, r) for
K iterations can find a model wy~ with k* < K such that wy~ € G°.
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Proof of Lemma D.2. We focus on the quantity ||w) — w*||3. In particular, note that the ¢, ball is a convex set and the

gradient V¢ (y,w,. (x; + 6£k))/||wk||q) is orthogonal to wy, we must have Wy stays outside the unit ¢, ball since
[lwg|lq = 1. This further implies that wy1 is also the projection of W1 onto the unit £, ball. Then we have

Wi = W3 < [[Wisr — w3

T T 2
= ||wi — w*[3 — 277<W;C —-w, VK(yka (O + 5k))> +n° V@(ykwk Ok + 6k)>
Iwillq [whllq 2
= [lw, — w* |3 + 2nw*Tw<y’“W’I(x’“ + 6’“)> + 7 w(y’“w’j(x’“ ha 5’“)) 2
1Wllq [Wllq 2

where in the second equality we use the fact that the gradient V¢ (y,w,! (xi + %) /|| wy |q> is orthogonal to wy. Then
taking expectation over (X, yx) conditioned on wy, we have

- w/ (x + 0 2
Bl — w i = s~ [ + 2w VL (o) + 7| e (2L L))
q

wk} . D.17)
2
Recall that

VK(W) =l (yh(w,x+96)) -y Vwh(w,x +6)

o lyw T x/l[wll—rl/o ( wa> X+é
. y .

o Iwllg / lwllg

If |w|l; = 1, we have

e(=75)

[T =ww )+ ), _ 2lx+8ll2 _ 20x]l2+[18]2)
Iwllq -

— — )

2 a g g

where the first inequality is due to e~1¥™ " */IWla=7l / < 1 and the second inequality is due to |[Www " |2 = |w w| = 1.
Since p > 2, we have ||8||» < d'/2~'/Pr. Thus it holds that

(=75

Further note that the covariance matrix of x is the identity matrix, based on Young’s inequality and the assumption that
r < 1, we have

()

Iwillq

~ 2lIxll + 4> Ve

2 g

2
8 8 16d
Wk] < Bxenllxl +d" 7207 = S5 (d+ &) <

2

Plugging the above inequality into (D.17) gives

16n%d
o2

E[|[Wri1 — w*[3wa] < [lwi, — w* |13 + 2pw* T VLE (wy) + (D.18)
Note that if wj, € G we have W*TVL%’T(wk) < —e. Then we can denote ¢, as the event that w, € G for all s < k, which
further leads to L;" (wy,) - 1(€) < —e 1(€,). Thus multiply by 1(&},) on both sides of (D.18) gives us

16n2d

E[lwii1 — w3 - L(€)[wi] < [[we — w3 1(€x) — ne - 1(€) + P

Note that €51 C &, we have 1(€Ej1) < 1(€&}), which implies that

16n%d

E[[[Wikt1 — Ww*|3 - L(Eppr) Wi < [lwi — w3 - 1(Ex) — ne - L(Ex) + o2
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Therefore, taking a total expectation and applying summation from &k = 0 to k = K — 1, we can get

2 2 = 16Kn2d
Efllws = w3 1(€x)] < [[wi = w*[3- 1(€x) — ne- Y E[L(Ex)] + — 5.

s=1

Dividing by K on both sides and rearranging terms, we obtain

K
1 1 [|lwi—w*3 16nd
= STE[L()] < - :
& 2 BLE)] < 2 ( En @ o

s=1

Then we can set

edo? 64d||wy — w*||3
=0 and K= AWM Z W
= 3947 an 0202%€2

such that
| X
I ZE[]I(QEK)] <4
s=1
Then by Markov inequality we have with probability at least 1 — 4,

1 K
=) 1(ek) < L.
K s=1

Therefore we immediately have 1(€x) < 1 since {1(€)}xr=1
k* < K such that wy~ € G°.

x 18 non-increasing, which implying that there exists a

,,,,,

O

Proof of Lemma 3.4. By Lemma D.1 we can get

1
sty 2 { T Il

2 [wllz < Wl

Note that we have
r=0(d% 1) < O(|wl2sin®2(¢ (w)))
and
errp(w*) = O(TdQ/”*l) < O(?"||w||2_1 sin2(0’(w)))

since ||w||2 < 1. Therefore all conditions in Lemma 3.3 can be satisfied and its argument can be applied. In particular, we
have if

4 400U rd!/ 2P —1/4
sin(f(w)) > maX{RHvCHz’ I;HWH;/Z }a [wll2 = [|w*[|2
mae { ey 620" | I[wla < f[w*l2.

we have the following upper bound on the inner product w* ' VLL" (w)

B U R?||W||z sin(f(w))e ™t B U'R?e~|w*||2sin(0(w))
2[|wl|2 2[jwl[2

w*TVIE (w) <

)

where the equality is by Sine rule. Then by Lemma D.2 we can set the step size as n = O (5r3d%_ i ), then with probability
at least 1 — ¢, the algorithm PSAT (p, r) can find a model wy- such that

4r _ 400Urd'/ (P -1/4 *
B Inax{RHw||2, Rlw] 2 }, [wll2 > [[w*||2

| e { ey, 220 Iwil2 < 1wl

sin(f(wp~)) (D.19)

within K = O(d||wy — w*||§5*2r’4d%_%) iterations.
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G

Figure 3. Tllustration of the set G and G°.

D.3. Proof of Theorem 3.2

Proof of Theorem 3.2. We are going to show that the condition (D.19) can imply the desired bound on err;" (wy- ). Note
that the optimal robust error can be written as

OPT,,, = E(x’y)ND[]l(yw*Tx <r)].

Note that the robust error consists of two classes of data: (1) the data satisfies \W*Tx| < r; and (2) the data satisfies
|w* x| > r and yw* "x < 0. Therefore, we can get lower and upper bounds on the optimal robust error OPT,, . as follows,

OPT,, > Ex.p, []l(|w*Tx\ < r)]
OPT,, < Exop, [1(|w* x| < 7)] + errp(w™). (D.20)

By Assumption 3.1, we have the data distribution D,, satisfies U-anti-concentration and (U’, R) anti-anti-concentration with
U, R being constants. Therefore, it follows that Ex.p, [ 1(|w*"x| < 7)] = ©(r||w*|5") since we have r = O(dii%) <
Rd'/P=1/2, Besides, note that we also have errp(w*) = O(rd?/P~1) < O(r||w*||5") due to our assumption. Therefore, it
is clear that OPT,, . = O(r||w*||;!). Moreover, regarding wy- we can similarly get that

ertyy” (Wi ) < Exop, [ L(|Wj.x| < 7)] + errp(wy-). (D.21)

> 1). Additionally, we have the following

Clearly due to Assumption 3.1 we have Exp, [ 1(|w/.x| < r)] = O(r|wy-
regarding |errp (W) — errp(w™)

s

lerrp (i) — errp(w*)| = E[| L(yw.x < 0) — L(yw*'x < 0)]]
E[|[L(ywy-x < 0) = L(yw* 'x < 0)] - [L(yw* "'x < 0) + L(yw*'x > 0)]]]
<E[|[1(ywj.x <0) = L(yw* Tx < 0)] - L(yw* Tx < 0)]]

+ E[|[1(yw/.x <0) — 1(yw*Tx < 0)] - L(yw* x> 0)[]. (D.22)

where the we use the triangle inequality in the last line. Moreover, note that
E[|[1(yw.x <0) — L(yw* x < 0)] - L(yw* 'x < 0)|] < E[1(yw* " x < 0)] = errp(w"), (D.23)
and

E[|[1(yw.x <0) — L(yw* T x < 0)] - 1(yw* ' x > 0)|] = E[1(yw;.x < 0) - L(yw* x > 0)]
= E[1(sgn(w.x) # sgn(wj.x))]. (D.24)

By Claim 3.4 in Diakonikolas et al. (2020c) we have

E[1(sgn(wy.x) # sgn(w* x))] = O(ZL(wy-, w*)) = O(0*) = O(rd"/ P14 |lw..|;1/2). (D.25)
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Using (D.25) and combining the bounds in (D.23) and (D.24), the following holds by (D.22)
errp (W) < errp(wW™) + |errp (W« ) — errp(w™)| = O(rdl/@p)*l/‘lﬂwk* H;l/g), (D.26)

where the first inequality is due to triangle inequality and in the equality we use the fact that errp (w*) = O(rd?/P~1) and
, > dl/P=1/2,

([

Therefore, it remains to lower bound the norm of ||wy- ||2. Note that we only need to consider the case that |[w«||2 < ||[w*||2
since otherwise we can directly use ||w*||2 as a lower bound of ||wys ||2.

When ||wg-||2 < |[w*||2, by (D.19) we can get that § = O(r||wy-||3*). Then we define w’ = wy.-
we can see that w’ and wy,- are parallel, which implies that

W*Hg/”Wk* 2. Then

[wll2_ [[w'llg

= ||W/||Qa

[wiellz— [Iwi- g

where the second equality is due to ||wy-

¢ = 1. Note that ||w*||, = 1, by triangle inequality we have
IW'llg < W™ llg + W = W'llg < 1 [[w* —w'll2d! /P72 < 1 4 [|w*[|20d" /P12,

where the second inequality holds since ||z, < ||z||2d'/?~!/P (where we use the fact that 1/p + 1/¢ = 1) and the last
inequality is due to |[w*||2 = ||w’||2. Consequently, we can get

_ Wl w2
IW'llg = 1+ [[w*[|20d’/2=1/P"

Wi || (D.27)

Note that we have 6* = O(r||wy-||; '), we immediately have § = O(r||wg-||5 ). Note that the perturbation level satisfies
r=0(d% 1) < c-d/2=1/? for some sufficiently small constant ¢, we can get 0d-/P=1/2 < 0.5|/wy,- ||; . Plugging this
into (D.27) and use the fact that gives

ae Wl
= 14 0.5]|w*||2/|| Wi

[[wi-| ,
2

which implies that [|w-[|2 > 0.5]|w* . Plugging this into (D.26) further gives
errp (Wi ) = O(le/(zp)—1/4|‘w*”2—1/2)'

51) = O(r|w.|/;"). Combining these two bounds into

Note that we also have Exp, [1(|w/].x| < )] = O(r||wg-
(D.21) we can get the robust error for wy as follows,

ert” (wi-) < B, [L(IWix| < )] + errp (i) = O(rd!/ 014w ,1/)
where we use the fact that || w*||y > d'/P~1/2. Applying the fact that OPT,, . = O(r||w*||5 ') further gives
erry’ (wy-) = O(d!/ /1wy 3 *OPT, )

which completes the proof.



