A Appendix

A.1 Mathematical miscellany

In many cases we would like to bound a summation using an integral.
Lemma 3. For x > 0, we have
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For x <0 and x # —1, we have
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For x = —1, we have
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The sequence {i*} is increasing when = > 0 and is decreasing when x < 0. The proof follows
directly from applying standard technique of bounding summation with integral.

A.2 Proofs from Section 2

Proof. (Of Theorem 1) Consider an oracle G implemented based on a dataset D of size T'. Given
any sequence wi,ws, ..., wr, the disquised version of D output by G is the sequence of gradients
G(w1),...,G(wr). Suppose that the oracle accesses the data in a (random) order specified by a
permutation 7; for any ¢, any x,2’ € X, y,y' € {1, —1}, we have
P(g(wt) = g’(mﬂ(t)7y7l'(t)) = (x7y)) _ P(Zt =g—w-— Vf(w,x, y))
p(g(wt) = g|($7r(t)7y7r(t)) = ($l> y/)) :O(Zt =g—Aw— vg(wa ', y/))
e~ (e/2)]lg=Aw—Ve(wzy)|

T o (/29 Aw—Ve(wa )]
<exp ((¢/2)(IVE€(w, z,y)|| + [[VLw, 2", y)])))
<exp (€) .

The first inequality follows from the triangle inequality, and the last step follows from the fact that
|Ve(w, z,y)|| < 1. The privacy proof follows.



For the rest of the theorem, we consider a slightly generalized version of SGD that includes
mini-batch updates. Suppose the batch size is b; for standard SGD, b = 1. For a given t, we call
G(wy) b successive times to obtain noisy gradient estimates gj(wy), ..., gy(w:); these are gradient
estimates at w; but are based on separate (private) samples. The SGD update rule is:

wepr = Iy (wr = F(g1(we) + ..+ golwe) )
For any i, E[g;(w¢)] = Aw+E[Vl(w, z,y)], where the first expectation is with respect to the data
distribution and the noise, and the second is with respect to the data distribution; the unbiasedness
result follows.
We now bound the norm of the noisy gradient calculated from a batch. Suppose that the
oracle accesses the dataset D in an order 7. Then, g;(w:) = AMw + VE€(wi, Tr((1—1)b+i)> Yr((t—1)b+4)) T
Z(t—1)p+i- Expanding on the expression for the expected squared norm of the gradient, we have

2
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1 ° i
+ 5k > Zg iy (17)
i=1
We now look at the three terms in (17) separately.
The first term can be further expanded to:
1< ’
E {HAU}HQ} +E |l > VW, (- 1)bi)s Yn((t—1)b41))
i=1
b
+ 2w - (Z E [VO(we, Tr((t—1)b+1)» yw((t—l)b—l—i))]) (18)
i=1

The first term in (18) is at most A% max,eyy ||w||?, which is at most 1. The second term is at most
maxy A|jw|| - maxy ;4 [|VO(w,z,y)|| < 1, and the third term is at most 2. Thus, the first term

in (17) is at most 4. Notice that this upper bound can be pretty loose compare to the average
2

1
Aw + 5 Z?zl Vf(wt,xﬂ((t_l)bﬂ), yﬂ((t_l)bﬂ-)) values seen in experiment. This leads to a loose

estimation of the noise level for oracle GPF.
To bound the second term in (17), observe that for all i, Z(4—1)p+i is independent of any Z;_1)p1y
when i # i/, as well as of the dataset. Combining this with the fact that E[Z;] = 0 for any 7, we

get that this term is 0.

)



To bound the third term in (17), we have:
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where the first equality is from the linearity of expectation and the last two equalities is from the
fact that Z; is independently drawn zeros mean vector. Because Z; follows p(Z; = z) e (/D=

we have
p(|Ze]| = x) o a?tem /D,

which is a Gamma distribution. For X ~ Gamma(k,6), E[X] = kf and Var (X) = k62. Also, by
property of expectation, E [X?] = (E[X])? 4+ Var (X). We then have E [HZM%} = 4(d2€;—d) and
4(d? + d)

€2b
Combining the three bounds together, we have a final bound of 4 4

the whole term equals to

4(d% + d)

. The lemma follows.
€2b

O]

A.3 Proofs from Section 3

Proof. (of Theorem 2) Let the superscripts CF, NF and AO indicate the iterates for the CF, NF and
AO algorithms. Let w; denote the initial point of the optimization. Let (z®,y°) be the data used
under order O = CF, NF or AO to update w at time ¢, ZiO be the noise added to the exact gradient
by Gc or Gy, depending on which oracle is used by O at ¢ and w? be the w obtained under order
O at time ¢. Then by expanding the expression for w; in terms of the gradients, we have

T T T
WS~ [[0 -0 = 3 ( I - 775/\)> (4049 + 79, 19)
=1 t=1 s=t+1
Similarly, if v1 = w1, we have
T T T
IR | R ( I - w) )00, o0)
=1 t=1 s=t+1

Define

.
Ar=m J] @=n).
s=t+1



Taking the expected squared difference between (19) from (20), we obtain

| T T 2
E|[o@ — w@l?] =E | [ Y m ( ITa- ns>\)> z?
st s=t+1
S )
=E [|) Az
| llt=1
T
=Y A (12012, (21)
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where the second step follows because the Zz-o’s are independent.
If n, = ¢/t, then
¢ cA
At = ; H <]. - S> .
s=t+1
Therefore
2 2
c cA 2
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Aiyy | t+1 s B t B 1
A? C T cA N cA N 1—ch |’
= - = — 1
tHszt-‘rl 1 S (t+1) 1 t+1 + t

which is smaller than 1 if ¢ < 1/A, equal to 1 if ¢ = 1/, and greater than 1 if ¢ > 1/\. Therefore
Ay is decreasing if ¢ < 1/ and is increasing if ¢ > 1/\.

If A, is decreasing, then (21) is minimized if E [||ZP||%] is increasing; if A, is increasing, then (21)
is minimized if E [HZtOHﬂ is decreasing; and if A; is constant, then (21) is the same under any
order of E [||Z2|].

Therefore for ¢ < 1/,

‘ 9 9 2
CF CF AO AO NF NF
E HUT+1 - wT+1H <E HUT+1 - wT+1H <E HUTH - wT+1H

For ¢ =1/,

For ¢ > 1/,

A.4 Proofs from Section 4

Recall that we have oracles Gy, Gs based on data sets D1 and Dy. The fractions of data in each

_ __|D4] _ __|Do :
data set are 31 = DrT107] and By = VEIAE respectively.



A.4.1 Proof of Theorem 3

Theorem 3 is a corollary of the following Lemma.

Lemma 4. Consider the SGD algorithm that follows Algorithm 1. Suppose the objective function
is A-strongly convez, and define W = {w : |lw| < B}. If 2Ac1 > 1 and ig = [2c1\], then we have
the following two cases:

1. If2)\02 75 1,

2Ac2—1 2 2 2Ac2—1
i A1 - 1 1
E [[lwes — ] < (ﬂﬂg+uﬂﬂ 1 Q-+O(Tml)

Lox 2Xco — 1 T (2Ac1,2)

2. If 2\ca = 1,

) 2/82>\C2 1 1 1 1
E [[lwitr — w*|?] < 4F12/\7 + 43¢5 log — 5T +0 (1"111111(2)\(:12))

We first begin with a lemma which follows from arguments very similar to those made in Rakhlin
et al. (2012).

Lemma 5. Let w* be the optimal solution to E[f(w)]. Then,

Ept [lweer —w[?] < (1= 22n0)Eq,_ ¢ [[lwe — w* 2] + a7
where the expectation is taken wrt the oracle as well as sampling from the data distribution.

Proof. (Of Lemma 5) By strong convexity of f, we have
/ Ty A /12
fw) 2 fw) +g(w) (W' —w) + 5w —w]. (22)
Then by taking w = w;, w’ = w* we have
T * * A * (|12
gwe) " (wp —w”) 2 f(we) = f(w") + 3 lJwe — w|". (23)
And similarly by taking w’ = w;, w = w*, we have
* >\ * 112
Flwe) = f(w") = Sllwy —w]". (24)

By the update rule and convexity of W, we have

Er,...o [Jlwiss — w[?] = B¢ [Ty (we — mg(we)) — w*]?]
<Eq,.¢ [[lwe — neg(we) — w*||]

=By [l —w I = 20,0 500 (wn = w*)| By, (19w ]

Consider the term E; _; [g(wt)T(wt — w*)], where the expectation is taken over the randomness
from time 1 to t. Since w; is a function of the samples used from time 1 to ¢ — 1, it is independent



of the sample used at t. So we have

Er,..i [lwrsn = w* 2] < B [g(wn) T (we - )]

We have the following upper bound:

Ei,..t [lwier — w*|?] < Bi,g [lwe — w*[|*] — 2n¢Eq,. -1 [g(wt)T(wt - w*)]
+07Eq, e [19(we)|I?] -

By (23) and the bound E [||g(w¢)||*] < ~7, we have

* * * A *
Ei ¢ [lwipr — w] <Ei g [lwr — w*|?] = 20En e [f(wt) = fw) + Sllwe —w H2] + 1277

Then by (24) and the fact that w, is independent of the sample used in time ¢, we have the following
recursion:

Er,...t [[lwees = w|P] < (1= 22n00)B1, ¢ [lwe — w”|*] + 077

-----

O]

Proof. (Of Lemma 4) Let g(w) be the true gradient V f(w) and g(w) be the unbiased noisy gradient
provided by the oracle G; or Go, whichever is queried. From Lemma 5, we have the following
recursion:

Ey,..t [lwerr — w*]?] < (1 —22n)Eq,. ¢ [lwe — w*|?] + 0772

-----

Let ig be the smallest positive integer such that 2\n;, < 1, i.e, ip = [2¢1A]. Notice that for fixed
step size constant ¢ and A, ig would be a fixed constant. Therefore we assume that ¢y < 871. Using
the above inequality inductively, and substituting v; = I'y for ¢t < 51T and v = I’y for t > 51T, we
have

81T T
By [lwre —w ) < [T =23 [ (0 —2xm) By x [lwig — w?|?]
=10 i=61T+1
T /1T BT
+17 [ a—2m)> wf T @ -2xy)
i=B1T+1 i=ip  j=i+1

T T
+T5 Y nf [ (1 —2xm).

i=p1T+1  j=i+1



c c
By substituting n; = ?1 for Dy and 7 = ?2 for Dy, we have

BT T
2 2
Ei,.r [lwre = w'|?] < H <1 - 201) H <1 - 202> Ex...r [l =]

i=ig i=p1T+1
T BT o BT
2A 2\
et I (-22) 2% 1T (-27)
i—ﬁ T+1 i=1p j=i+1

12 Z H( 2)@)

i= 61T+1 ] =i+1
Applying the inequality 1 — 2 < e™® to each of the terms in the products, and simplifying, we get:

B1T 1 T 1
e~ izig Te P Nizg i Ky,

Ei, .7 [wrsr —w*]?] < 7 [lwiy — w*||?]

2 2o ZT 1 ) % 2Xc1 ZBlT
T - i=B1T+1 7 - i+1
+17e 1 Z z2 J J
i=1g
T 02 2\ T 1
+T5 DS e e, (25)
i=p1T+1 L
We would like to bound (25) term by term.
A bound we will use later is:
62>\02/,81T =14+ 2)\62 62)\52/61T' <14+ 2)\02 €2>\62/617 (26)
lT 1T

where the equality is obtained using Taylor’s theorem, and the inequality follows because T” is in
the range [1,00). Now we can bound the three terms in (25) separately.

The first term in (25): We bound this as follows:

_ MT 1 T 1
e 21 Zi:io ie 2Xe2 Zi:ﬁlTJrl i]ELm’

/J‘1

7 [|lwie — w*||?]

1
6—2)\01 log = 2)\02(log By BlT)EL__’

7 [lwip — w*||?]

2\cy
( > 2)\ C2 Cl) 2)\02/61T(4BQ)

21
2Aea=er) (4 2Aep 2ACQ/51> 2
+ ——e¢ 4B

<(7) (5

— 4B P g 2 +(9< : >

T2>\Cl T2>\61 +1

where the first equality follows from (14).The second inequality follows from [|w| < B, [Jw —w'|| <
|w|| + |w'|| < 2B, and bounding expectation using maximum. The third follows from (26).



The second term in (25): We bound this as follows:

AT o L BT o P
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SF%BI)\(CQ Cl)eQACQ/,BHTC%T 2Xc1 Z 4(Z + 1)2)\61 2
=10
o 2Xe B1T+1
341_‘%61 (c2—c1) <1+ 6 - 2)\02/ﬁ1> C%T—Q/\cl Z ,L~2)\01—2,
1 i=ig+1

(27)

where the first inequality follows from (14), the second inequality follows from (1+1)? < (141)% =
4, and the last inequality follows from (26).

Bounding summation using integral following (13) and (11) of Lemma 3, if 2Ac; > 1, the term
on the right hand side would be in the order of O(1/T); if 2A\c; = 1, it would be O(logT/T); if
2)\c1 < 1, it would be O(1/T?*1). Therefore to minimize the bound in terms of order, we would
choose ¢; such that 2Ac¢; > 1. To get an upper bound of the summation in (27), using (13) of
Lemma 3, for 2Ac; < 2,

e 2\e1—2 < 2Ae1—2 ez _ (BIT)P ! 2he1—2

12Ac1—2 _ c1— T 1 Cl—2 < (’) T c1—=).
| E 7 E 7 ,8 + ) = o — 1 + ( )
Jj=ipo+1 Jj=io+1

For 2\¢; > 2, using (11) of Lemma 3,

Br1T+1 BrT—-1 (61T)2)\0171
Z Z-2)\c1—2 — Z Z-2>\c1—2 + (51T)2>\01_2+ (51T+1)2)‘Cl_2 < +O(T2)\Cl_2).

j=io+1 j=ig+1 2hep —1

Finally, for 2Ac; = 2,

B1T+1

> B = (BT +1) =~ (io+ 1) +1= BT + O(1).

j=io+1

Combining the three cases together, we have
BlT"Fl 2)\61—1
2Xe1—-2 (817) O (T2A0172>
> S VR T '

Jj=tio+1



This allows us to further upper bound (27):

BiT+1
4F2 2X(ca—c1) 2)\62 2Xc2 /b1 2m—2)\cy 1§ -2Ac1—2
1/81 1 + ﬁ@ ClT 1
1 .=
i=ig+1

2Xc1—1
< 4F%53)\(cg—c1) <1 n 25)\;2 62/\62/’81> C%T—qu ((,321;) 611 Lo <T2>‘01_2)>
1 c1 —
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The last term in (25): We bound this as follows:

il o A T 1 il c3 T
F% Z i%e 2Xe2 354 i< F% Z Z‘%672)\02 log 7
=B T+1 i=B1T+1

— 22T zT: (i 1) < AT2 2T 2e2 zT: (i + 1)>Ae2
, i2 - , (i +1)2
i=p1T+1 i=p1T+1

T+1
— 4F%C§T72ACQ Z 1-2)\02727
i=B1T+2

where the first inequality follows from (14) and the last inequality from (1 + 1) < 4.
If 2Xc2 # 1 and 2Xc2 < 2, using (13) from Lemma 3,

T+1 1— 2Xco—1

E i2/\cz—2 é 1 T2)\62—1.
. 2)\02 —1
J=p1T+2

If 2X\cp > 2, using (11) from Lemma 3,

T+1 T—1
Z ,L-2)\02—2 — Z ,L-2Acz—2 + T2)\02—2 + (T + 1)2/\02—2 - (ﬁlT + 1)2)\02—2 - (51T>2)\02—2
J=p1T+2 j=HT
1= B et 2Acp—2
1 co— co—
S ety o (1e2).
2)\02 —1 +
If 2/\62 = 2,
T+1 T+1
dooPe?= Y 1=(1-8)T.
J=p1T+2 j=p1T+2
In all three cases we have
T+1 1_ 52)«:2—1
Z 22 < 1 T2e2—1 4 0 (TQACQ—Q) .
. 2)\62 -1
J=p1T+2

Then (28) can be further upper bounded for 2Aca # 1

T+1

2 2-—2A 2Xca—2 205(1 - %\62_1) 1 1
ATEcsT 2 g o2 E AT =+ 0| =.
202 , ! =2 e -1 T ( )

i=p1T+2




If 2Acy = 1, we have

T+1 T 1
dooiPe= N i (BT 1)+ (T+ 1) <log iR
j=p1T+2 Jj=p1T+1 !
and then
AT~ Y~ i <4T3c3log —— - 7
1=51T+2 b

which is basically taking the limit as 2Acy — 1 of the highest order term of (29).
Therefore the summation of the three terms is of order O(#) (from the second and third terms),
and the constant in the front of the highest order term takes on one of two values:

1. If 2Xeq # 1,
2Xca—1 2Aca—1
41—\26% 1 2 +41‘\26%(1 st 2 )
Lodey — 1 2 e —1
2. If 2\¢p =1,
6252/\62_1 1
Ar217l 4 AT22 log —.
Iohe —1 T 2oy

A.4.2 Proof of Lemma 1

Proof. (Of Lemma 1) Omitting the constant terms and setting ki = 2Acy, k2 = 2Ace, we can
re-write (10) as 1/7 times

(1- 8K

F2
+ 2 k2_1 )

(30)

with k] = 2Xc] = 2.
Observe that in this case, k5 > 2. Let x = ko — 1; then x > 1. Plugging in kT = 2, we can
re-write (30) as

Q) = a3t + 130~ 5) (a4 3 +2)). (31)

Taking the derivative, we see that

1 1
Q'(a) =~ ar3ptog(1/60) + T3 - 59) (1= ) +13 (w4 L +2) P losu/). (32)
Suppose
j — 210g(l'1/I'2) + log log(1/51)
log(1/p1)
Observe that 3! log(1/8:1) = ?—é Plugging = = [ in to (32), the first term is —4I'2, the second term
1

4
is at most I'Z, and the third term is at most %(l + % + 2). Observe that for any fixed 1, for large
1

enough T'1 /Ty, I > 1. Thus, the right hand side of (32) is at most: —4I'3 + 'z + ?—%(l + 3). For
1

I'3(143)
i

fixed f31, | grows logarithmically in I'; /Ty, and hence, for large enough I'y /T's, will become



arbitrarily small. Therefore, for large enough I'; /Ty, Q'(1) < 0.

Suppose
_ 2log(4I'y/T'y) + loglog(1/5)

log(1/61)

Plugging in z = u to (32), the first term reduces to —1F§, the

Observe that Bi'log(1/61) = 16r2

second term is T'3(1 — B%)(1 — —) and the third term is > 0. Observe that as Fl/FQ — oo with g1
fixed, B — 0 and 1/u? — 0. Thus, for large enough I'; /T3, T3(1 — 33)(1 — 25) — T'}, and therefore
Q' (u) > 0. Thus, @Q'(x) = 0 somewhere between ! and v and the first part of the lemma follows.

Consider
_ 2log(mlI'y/T'y) + loglog(1/5)
log(1/61)
with 1 < m < 4. The first term of (31) is always positive. As for the second term, z+ 2 +2 > z for

2
positive x and A = ml;%g W is small when I'; /T's is sufficiently large. Therefore for sufficiently

large I'1 /T3, we have I'3(1 — B7)(z + 1 +2) > 2:1; and thus Q(z) > gsc, which gives the lower
bound. And plugging in x = [ gives the upper bound.

U
A.4.3 Proof of Lemma 2
Proof. (Of Lemma 2) Let ka = €; then € > 0. Plugging in k] = 2, we can re-write (30) as
Q(e) = AT3BH +T3(1 — g5 1) (—1+e+ _1+6+2>. (33)
Taking the derivative, we obtain the following;:
Q') = —ATTB] Hog(1/B1) + T3(1 — A1) (1 - (1 3 2> i~ log(1/51)
1 T2 4 e 2(
— - 5 og(1/on) (4t + 2 >+r - (1 )
[2e €
=~ 5 og(1/n) (40 + 12 ) + T35 - )T (5)
I (1- )
For e = 1 <1, using 1 — 37 < (1—e€)log(1/B1) and B — 1= (1 — 81 €)BL, this is at most:

I3

22 T2e(2 -
1—e¢ 1—e¢

— B log(1/61) (4r% + €)> = —2T15; " log(1/51).

Thus, at | = o, Q'(1) < 0.
2
Moreover, for € € [0,1], 1 — 317 > B1(1 — €)log(1/B1). Therefore, Q’(e) is at least:

2.2 _
2 ) + 15t og(1/) 2=
€ €

Q') > — B log(1/81) <4r2

> s g1/ (529 —arg- 20,

— €




8I'2
Let u = —35;

5,025 Suppose that T'y/T'; is large enough such that u < (/4. Then, u(2—u)B; —u? > %,
2

and

3 (u(2 — u)By — u?) S 1503u B, S 1512
1—u _16<1—51)_2(1—61)
Therefore, @Q'(u) > 0, and thus Q(¢) is minimized at some € € [I,u].
For the second part of the lemma, the upper bound is obtained by plugging in € = 11:—; For the

2 2
lower bound, observe that for any e € [I,u], Q(¢) > 4F%ﬂ’f—1 > 4F%5f2/ﬁrl ' O

> 5%,
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