Does Distributionally Robust Supervised Learning Give Robust Classifiers?

A. Proof of Theorem 1

Given 6 (the parameter of the prediction function), we obtain the adversarial risk by the following optimization:

max By ) (2, 9) (g0 (2), )] e
reUs

where Uy = {r(z,y) | Epay [f (r(2,9))] <6, By r(z,y)] =1, r(z,y) >0 (V(z,y) € X x V)}. (25)

Here, we are considering that £(-, -) is the 0-1 loss. Let Q = {(z,y) | l(go(x),y) = 0} C X x Y. Then, we have
Q(l) ={(z,y) | L(go(x),y) =1} = X x Y\ Qq. Let *(-, -) be the optimal solution of Eq. (24).
Note that Eq. (24) is a convex optimization problem. This is because the objective is linear in r(-,-) and the uncertainty

set is convex, which follows from the fact that f(-) is convex. Therefore, any local maximum of Eq. (24) is the global

maximum. Nonetheless, there can be multiple solutions that attain the same global maxima. Among those solutions, we

)

now show that there exists 7* (-, -) such that it takes the same values within Q((,O) and Qél , Tespectively, i.e.,

r*(z,y) =ry for Y(x,y) € Q(O) r*(z,y) =r] for V(z,y) € Qél), (26)

where 7§ and r} are some constant values. This is because for any given optimal solution r'*(-, ) of Eq. (24), we can
always obtain optimal solution r*(-, -) that satisfies Eq. (26) by the following transformation:

16 = By [P (2,9) - H{(2,y) € QY /Ep(ay [1{(2,y) € QY 27)
7t = By [P (2,9) - H{(2,y) € QY / By [1{(z,) € 5V}, (28)

where 1{-} is an indicator function. Egs. (27) and (28) are simple average operations of 7*(-, -) on regions Q((,O) and Qél),
respectively. Utilizing the convexity of f(-), it is straightforward to see that *(-, -) constructed in this way is still in the
feasible region of Eq. (25). It also attains exactly the same objective of Eq. (24) as the original solution 7*/(-, -) does. This

concludes our proof that there exists an optimal solution of Eq. (24) such that it takes the same values within Q(SO) and Q(l),
respectively.

Let P = Ep(ay[1{(z,y) € Q(i)}] for ¢ = 0,1, which is the proportion of data that is correctly and incorrectly

class1ﬁed respectively. We note that P +Pom = 1. Also, we see that pQu) is by definition the misclassification rate;
6 6

thus, it is equal to the ordinary risk, i.e., E,, . [¢(g0 (), y)]. By using Eq. (26) we can simplify Eq. (24) as

SUp - Po(nT1, (29)
(ro,r1)€Us
where  Uj = {(r0,71) | pyo f(r0) + Py f(r1) <6, pooro +pomr =1, 1o > 0, 71 > 0}. (30)
6 6 6 6

In the following, we show that Eq. (29) has monotonic relationship with P - With a fixed value of Po(, We can obtain
0 6
the optimal (79, 71) by solving Eq. (29). Let (r§(p1), r}(p1)) be the solution of Eq. (29) when Pog is fixed to p; with
0<p <1
First, we note that the first inequality constraint in Eq. (30) is a convex set and includes (1, 1) in its relative interior because
pﬂ(o)f(l) + pQ(l)f(l) =0 < ¢ and Po 1+ pom -1 = 1. Note that in a two dimensional space, the number of
6 6 6 6

intersections between a line and a boundary of a convex set is at most two. For 4 > 0, there are always exactly two
different points that satisfies both Py f(ro) + D f(r1) =dand PoT0 + Do = 1. We further see that the optimal
6 6 6 6

solution of 7 is always greater than 1 because the objective in Eq. (29) is an increasing function of r;. Taking these facts
into account, we can see that the optimal solution, (§(p1), 7 (p1)), satisfies either of the following two cases depending
on whether the inequality constraint vy > 0 in Eq. (30) is active or not.

Casel:  po- f(rg(p1)) +p1- f(ri(p1)) =9, po-ro(p1) +p1-7i(p1) =1, 0<7ri(pr) <1<ri(p1). (3D
1
Case 2: rg(p1) =0, ri(p1) = o0 (32)
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where pg = 1 — p;. We now show that there is the monotonic relation between p, 1) and Eq. (29) for both the cases. To

this end, pick any p) such that p; < p} <1, and let (r5(p}), r(p})) be the solution of Eq. (29) when p, ) is fixed to p} .
6

Regarding Case 2 in Eq. (32), the adversarial risk in Eq. (29) is p; - p% = 1. On the other hand, it is easy to see that the
active equality constraint stays o > 0 in Eq. (30) for p,a) larger p;. Hence, we can show that r¢(p}) = 0,77 (p}) = pi,.
6 1
Therefore, the adversarial risk in Eq. (29) stays p] - pi, = 1. This concludes our proof for Eq. (10) in Theorem 1.
1

Regarding Case 1 in Eq. (31), we note that both the ordinary risk p; and the adversarial risk p; - 77(p1) are strictly less
than 1. Our goal is to show Eq. (9) in Theorem 1, which is equivalent to showing

pr-7i(p1) < py-ri(ph)- (33)
To do so, we further consider the following two sub-cases of Case 1 in Eq. (31):

Case 1-a: Py < p1-75(p1) (34)
Case 1-b: Py > p1-ri(p1). (35)

In Case 1-b, we can straightforwardly show Eq. (33) as follows.

p1-7i(p1) < py <pi-ri(py), (36)

where the last inequality follows from 1 < r(p}).
Now, assume Cases 1 and 1-a in Egs. (31) and (34). Our goal is to show that 7 (p}) satisfies 7] (p}) > 5377 (p1) because
then Eq. (33) holds. To this end, we show that

b1
ri=—rri(p) 37
Py
is contained in the relative interior (excluding the boundary) of Eq. (30) with p,1) fixed to p’. Then, because our objective
6
in Eq. (29) is linear in r1, r{ < 77(p}) holds in our setting. Then, we arrive at v} (p}) > 2—,1 - 73 (p1). Formally, our goal is
to show 4 in Eq. (37) satisfies

po- f(ro) + 91 - f(r) <6, poro +piri =1, 15>0, 11 >0, (38)
where p{, = 1 — p). By Egs. (31), (37) and the second equality of Eq. (38), we have

1—pirt  1—p-rk
e L Ll ) (39)
pO po pO

The latter two inequalities of Eq. (38), i.e., 7, > 0 and 7} > 0 follow straightforwardly from the assumptions. Combining
the assumption in Eq. (34) and the last inequality in Eq. (31), we have the following inequality.

0<ry(pr) <ryp <1<y <ri(pr). (40)
Thus, we can write 7, (resp. ;) as a linear interpolation of r(p;) and 1 (resp. 1 and 5 (p;)) as follows.
T():arg)k(pl)+(1_a)1a rllzﬂrik(pl)—’_(l_ﬁ)la (4])

where 0 < «, 8 < 1. Substituting Egs. (37) and (39), we have

1 /o Lok
a=— PP rpy) 42)
1—ri(p1) Do
1 ¥ — 1 / . pX
5: .pl T.l(pl) P1 _ .p() pO/TO(pl). (43)

ri(p1) — 1 P ri(p1) — 1 4



Does Distributionally Robust Supervised Learning Give Robust Classifiers?

Then, we have

po.f(ro) + Pif(rh) = pofla-r5(p) + (1 —a) - 1) + i f(B-ri(p1) + (1= B) - 1)
<po-{a- f(rg(p1) + (L —a)- fF()}+p1 - {8 f(ri(p1)) + (1 = B) - f(1)} (. convexity of f(-))
=poe- f(rg(p1)) + P18 - f(ri(p1)) € f(1)=0)

= b =0 1500) (T F5 ) + o A7) ) B (42)and (49)
= - 7i00) = ) (s TR ) + o 0 )
< i) =) (= 0300 + s F0T)) € > )

=po - f(ro(p1)) +p1- f(ri(p1))
= ¢. (. the first equation of Eq. (31).)

This concludes our proof that Eq. (29) has monotonic relationship with p,1). Recall that p,, ) is by definition equal to the
2] 6
ordinary risk, R (). Therefore, for any pair of parameters 6, and 05, if R,qv(f1) < 1, we have

R(91) < R(ez) — Radv(91) < 'Radv(eg). (44)

To show that the opposite direction of Eq. (44) holds, we need to show that any pair of parameters 6; and 6, the following
holds:

R(el) = R(HQ) - Radv(el) = Radv(92)- (45)

This is obvious from Eq. (29) because the adversarial risk depends on the parameter of the model only through the risk of the
model. This concludes the proof of Theorem 1, in which the adversarial risk and ordinary risk are compared. For the case
of empirical approximations, the same argument can be used by replacing the expectations with empirical averages. [

B. Proof of Theorem 2

We prove by contradiction. Let 2 be the subset of RI¥’I. We consider the multi-class classification and assume that the loss
0(-,-) : 2 x Y — Ry is classification-calibrated. Although we will mainly focus on a multi-class classification scenario,
our proof easily extends to a binary classification scenario, which we will discuss at the end of the proof.

Letg(:): X — RX be prediction function, where K is the number of classes. Assume the prediction function, g, can take
any measurable functions. Then, g* that minimizes the ordinary risk using the classification-calibrated loss, ¢(-, -), i.e.,

g* =argminE,q . [((g(x),y)]
g

9 yeY

is the Bayes optimal classifier'® (Bartlett et al., 2006; Tewari & Bartlett, 2007).

Our goal is to show that ¢(®1V) that minimizes the adversarial risk using classification-calibrated loss is also Bayes optimal

w.r.t. p(x, y). More specifically, we consider

¢g®v) = argmin  sup Eq(zy) [€(9(2),y)] 47)
9 a:Dylqllpl<é
=argmin sup E,q [r(z,y)(g(x),y)] - (48)

g r(o)eus

10The classifier that minimizes the mis-classification rate for the training density p(z, y) (the 0-1 loss is considered), i.e., the classifier
whose prediction on x is equal to arg max, ., p(y|z).
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Recall that ¢(x, y) in Eq. (47) and r(x, y) in Eq. (48) are related by r(x, y) = ¢(x, y)/p(x, y). In the following, with a slight
abuse of notation, we denote r(x) = ¢g(z)/p(x) and r(y|z) = q(y|x)/p(y|z). Obviously, we have r(x,y) = r(x)r(y|z).

Let 7*(+, -) be the solution of the inner maximization of Eq. (48) with g(ad"), i.e.,

() = argmax By ) [r(2,9)(g) (@), )| (49)
T(-,-)Guf

Then, by Danskin’s theorem (Danskin, 1966), Eq. (48) can be rewritten as
g(adV) = arg min IEp(ﬂc,y) [’I“* (JJ, y)e(g(x)a y)]
g

= arggmin IEp(;c) [7”* (x)]Ep(y\L) [7’* (y‘x)f(g(m), y)H

=argminE, ) |7" Zp ylx)r* (ylz)t(g(z),y) | . (50)
9 yey

Now, suppose that (1) is not Bayes optimal almost surely over ¢*(z) = r*(z)p(z). Then, we have

/ q¢" (z)dx > 0, (51
€S

where

s={o

In the following, we denote = € S by ', i.e., whenever we denote ', we implicitly assume 27 € S. We immediately
have r*(z1) = ¢*(z1) /p(zt) > 0. We let y(™m2¥) (1) = arg max, cy p(ylzt) and y@d¥) (27) = arg max, cy g,(fdv)(x ).
Since £(-, -) is classification-calibrated, from Eq. (50) and the definition of the classification-calibrated loss (Bartlett et al.,

2006; Tewari & Bartlett, 2007), we have

yEM) (27) = arg max p(y|z")r* (y|z"). (53)
yeY

x € X, p(x) >0, ¢*(x) >0, arg max p(y|x) # arg maxg(ad")( )} (52)
€y yey

Because we have 2 € S, y(@) (z1) # (M%) (z1) holds. Thus, we have
ply@ @hah)r (y@ ) @h)]at) > p(y™ ) (@) |2 ) (y =) ()2 ). (54)
Combining this with p(y™2¥) (z1)|z) > p(y@) (z1)|2T), we have
r(yC @Nla) > (g™ @Nla’) > 0. (55)

We construct a new ratio function, ryew (-, ), by the following operations. We first set Tpew (z,y) < 7*(x,y) for all
(z,y) € X x Y. Then, for Vz € S, we let

Taew (Y (2)]2) < r* (y ™) (2)|2) + € - p(y V) (2)]2), (56)
Taew (Y (@)]2) <+ 7% (y V) (2)]2) — € - p(y ™™ (2)|2), (57)

where € > 0 is a sufficiently small number. We show that such 76y (-, -) is still in &¢. As shown in Eqs. (56) and (57), the
value of 7yeyw (-, ) changed from 7*(-, -) only in S. Therefore, given that 7*(-,-) € Uy, in order to ShOW e (-, -) € Uy, it
is sufficient to show the following three equality/inequalities:

Ep(m,y) [f (Trlew(x7y))] S 67 Ep(aj7y) [rnew(zyy)] = 17 7dnevv(xa y) Z O (v(l’, y) 6 X X y) (58)
Because we know 7* (-, -) € Uy, it is sufficient to show
Ep(m,y) [f (TneW(l'?y))] < Ep(m,y) [f (T*(‘ra y))] )

Ep(a:,y) [Tncw(xa y)} = Ep(ac,y) [7‘* (:C, y)},
Tnew (2,y) > 0,V(x,y) € X x V. (59
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Furthermore, Tpey (-, -) only differs from 7*(-,-) in (z,y(™*)) € S x ¥ and (x,y®I¥)) € S x Y. Therefore, to show
Eq. (89), all we need to show is

/65 {P@.y (@) - f o (2,50 @) + plat, g (@) - f(raen (2.5 (@))) | da
< [ by @) - 107 (w9 @) + ey @) - S0 g™ @) f o (60)
zeS
/ES {p(ﬂ?, y(adV)(Z)) ’ rncw(x, y(adV) (x)) + p(x, y(max)(x)) : THCW(:E’ y(maX) (x))} dz

= / S{p@c yEM (2)) - r* (2, y ) () + pla, y™™) (2 )>~r*<x,y<max><x>>}dx, (61)
TE
Trew (2, Y@ (2)) > 0, Tpew (2, y ™) (2)) > 0, Vo € S. (62)

First, since 7* (y4¥) (1) |z1) > 0 holds from Eq. (54), myew (¥ (21)|2T) = r* (y@V) (21)|2T) — e p(y™29) (z1)]|2T) >
0 holds for sufficiently small €. Thus, ryuey (2, y@) (21)) = rpew (@) (@) [21)r(2t) > 0. Hence, Eq. (62) holds for
sufficiently small €. Also, Eq. (61) follows because

Integrand of L.H.S. of Eq. (61)
= (a5 (@) - [raew (@) - {r @ @hlat) — € p(y™ =) (@hlah) }

+p(at g @) - [ruew (@l - {r @ @)]aT) + ey @h)lah) } (63)
= plal g (@) - [ @) - {7 (O @hlat) - e ply™ ) @) ]
—|—p(xT,y(max) (ZET)) . {r* (ZET) . {7“* (y(max) (xT)|$T) +e€ 'p(y(adv) (xT)|3«"T)H (64)

= p(at,y ) (@h)) - r* (@t y M (@) + plat, y 0 @h)) (a9 (aT))
e (@hp(h) {py®™ @) 2" )p(y™) (@) 2) — = (@h) 2t py NN} ©9)

=0
= Integrand of R.H.S. of Eq. (61) (66)

Finally, we show Eq. (60). Substituting Egs. (56) and (57) into the L.H.S. of Eq. (60), we have
Integrand of L.H.S. of Eq. (60)

= plaf)- {p<y<adv><x*>x*> (@) — e @ hp(y ™ @) )

+ ™ @lat) - £ (r (@t y™ = @h) + e (@ )(y(adv’(ﬁ)lx*))}- (67)

Because f(-) is differentiable, we can apply the first order Taylor expansion to the two terms involving f(-) in Eq. (67) as
7 (r @y @h) — e @hpy™= @h)ah))
= /(@ y @) = e f (@ y ) @h)) - @hpy = @) + 0(e),
F(r @y @h) + e (@ply) @hlah))
=/ (@™ @h)) + e (@ g9 @) ) o @py @) + 0e). (©8)

Substituting Eq. (68) into Eq. (67), we have
Integrand of L.H.S. of Eq. (60)

=’y (@ ))-f(r*(aﬁ,y“““’(aﬂ)))+p<a:T y<m‘“><x*>>~f( “(al,y ™ (@)
+ 7" (@py™ @l e @Hlah) - {f (@l y " @) - (6 )+ o), ©9)
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Since f(-) is convex, its derivative f’(-) is non-decreasing. Also 7*(zT,y@) (z1)) > r*(zf, y(m29) (2T)) holds because
of Eq. (55). Therefore, we have f'(r*(zt, y(™m2) (1)) — f/(r* (zf, y@¥) (z1))) < 0.

First, assume f/(r*(zt, 5™ (1)) — f/(r*(2f,y@)(z1))) = 0. Then, f(-) is exactly linear in the interval of
[r*(2F, y™a) (1)), 7 (2f, 5@ (21))]; hence, O(€?) term in Eq. (69) is exactly O for sufficiently small . Hence, we
have

Eq. (69) = p(a’, 5™ (a")) - £ (a7, 5 (21)) + p(al, 5™ (@) - f(r* (@, y 9 ()
= Integrand of R.H.S. of Eq. (60). (70)

Next, assume f/(r*(zf, y™a) (1)) — f/(r* (21, y@) (z1))) < 0. In this case, since the coefficient of ¢ in Eq. (71) is
negative, there exits sufficiently small € > 0 such that

e @) p(y ™ @ la (™ @a) - {7 (1 @y @) = (@ @) o) <o ay

<0
Thus, we have
Eq. (69) < p(al,y @™ (")) - £(r (27,5 (2") + p(al, 5™ (@) - f(r* (@, y ™9 (7))
= R.H.S. of Eq. (60). (72)
In both Egs. (70) and (72), by taking an integral in S, Eq. (60) holds.
In summary, since Egs. (60), (61) and (62) all hold, the newly constructed, rpew (-, ), is still in t-

We now show that 70y (-, -) actually gives larger objective of Eq. (49) than r*(-, -), which contradicts Eq. (49). Since the
value of rey (-, -) is mostly the same as that of r*(-, -) except that we have Egs. (56) and (57), we only need to consider
the part they differ. Therefore, it is sufficient to show

[ 2@ @ {6 @) @) @), 5 @) + 0 @0 @) ),y @) | o

(a)

> [ pr @ {p ™ @l 0 @l ). @) + 0 @l (4 @)1 @),y o

(2)) } de.

(b)
(73)

Subtracting (b) from (a) in Eq. (73), and using Egs. (56) and (57), we have

Py @)z g™ (), 5 (@) { raen (™ (@hlat) = 7 (y " (") ") }
oy @) )eg ) ),y (@) {raen (5= @) ") =y @)l }
= e+ py™) @hlahp(y ™) @hlat) {~6(g 0 (@1), 5 (@h) + £(g M (), y @) b 34

We now show (g™ (af), yme) (IT)) > gt (at),y M (@h)).  Suppose £(g@M(aT), ymI(al)) <
£(g@) (z1), y@d¥) (1)), Construct ¢’ € R by swapping the y(™¥)-th and y(®I)-th elements of ¢®V)(z1), while re-
taining other elements to be exactly the same. Then, because of the assumption that (-, -) is invariant to class permutation,
we have £(g/, ™) (1)) = £(g@) (21), (@) (21)) and €(g', 5@ (1)) = £(g*) (z1), ym0) (&1)). Combining this
with Eq. (54), we have

Py @) (Y @) 2") - £lg v @) + py T @) () @) - (g, 5 (@)
< py“ ™ (@)l (" @h)a") - (g @),y (@) + py™ ) (@) |2 (" @) [2T) - (g™ (), y(maX)gsT)»

which is in contradiction with the fact that ¢(®V) achieves the minimal value of Eq. (50). Therefore, we have
0(g@) (1), y(max) (1)) > ¢(g(adv) (g1 y(d¥)(2T)). Hence, Eq. (74) is positive. Multiplying Eq. (74) by p(z)r* (x)
and taking an integral in S, it is still positive because of Eq. (51). Thus, we have Eq. (73).
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In conclusion, using ryew (-, -) gives larger objective of Eq. (49) than r*(-,-). This contradicts the fact that r*(-,-) is the
solution of Eq. (49). Therefore, g(ad"), which is obtained via ARM in Eq. (47), is Bayes optimal and coincides with g*

that is obtained via ordinary RM in Eq. (46).
So far, we showed that (V)| which is any solution of ARM, coincides with the Bayes optimal classifier almost surely

over ¢*(x). We now turn our focus to the region

S'={z|ze X, p(x)>0,q (x)=0}. (76)

Because g(ad") is chosen from all measurable functions, its function value at x is obtained in a point-wise manner:

g(adv) (.’L) = arg min Z p(y|x)r* (y|x)€(§v y) ()

n K
yer yey

For x € &', we immediately have r*(x) = ¢*(z)/p(z) = 0. Then, for all z € &', we have r*(z,y) = 0 for any
r(y|x),y € V. Therefore, for x € S', we can virtually set r*(y|z) = 1 for all y € ). Substituting this to Eq. (77), we have

9™ () = argmin Y _ p(yl)l(F,y), forz €S’ (78)
yeERK yey
If follows from Eq. (78) and the use of the classification-calibrated loss that

(adv)

arg max g,
y

(z) = argmaxp(y|z), forz € S'. (79)
y

This particular ¢(®d¥) coincides with the Bayes optimal classifier for all z € S’. Define

Sai = {m x € X, p(x) >0, argmax p(y|r) # arg max géadv) (gc)} .
yey yey

SU{x

xz € X, p(x) >0, ¢*(x) =0, argmax p(y|z) # arg maxgéadv) (:1:)} . (80)
yeY yeY

—Q/
:Sdiff

Then we have

/
diff

/ p(z)dz = / p(z)de + / p(x)de
TESqiff €S TeS
| —

=0 - Eq. (79).
:/ q*(w)dx
zes T (l‘)
1
< - *(x)dx
T minges r*(x) /xesq (2)
—0. (81)

Therefore, the particular g(®1¥) coincides with the Bayes optimal classifier almost surely over p(x).

Finally, we consider binary classification, where the key differences to multi-class classification are that the prediction
function is X — R, Y = {41, —1}, and the prediction is made based on the sign of the output of the prediction function.
Therefore, we need to replace all ‘argmax’ in the above proof with ‘sign’. In addition, to show £(g(a) (z1), y(max) (zT)) >
0(g@) (21, y@d¥) (21)), we construct ¢’ in Eq. (75) by —g(®4V) (1), With these two modifications, all the arguments for
multi-class classification hold for binary classification. O
Remark 2. Here, we show that if the KL divergence is used for the f-divergence, the prediction of any solution g(®d¥) of
ARM coincides with that of the Bayes optimal classifier almost surely over p(z).

In the following, assume the KL divergence is used. Given prediction function g, the density ratio put by the adversary
becomes

oy L (Ug@).0)
T(I’y)_Z(v) p< v > (82)
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where
260~ By [ (220 (83)
and 7 is chosen so that the following equality holds:
Ep(zy) [r*(z,y) logr*(z,y)] = 0. (84)

From Eq. (82), we see that r*(-,-) is a positive function for any g as long as £(-,-) is bounded. Thus, ¢*(z) =
> ey T (@, y)p(z, y) is also positive for z € X such that p(z) > 0. On the other hand, because we assume ¢ < p,
p(z) = 0 implies ¢(x) = 0. Thus, we have ¢*(x) > 0 iff p(z) > 0.

Now, assume that ¢*(z) > 0 iff p(z) > 0, and g(®I¥) coincides with the Bayes optimal classifier almost surely over ¢* ().
Then, we have

/ ¢*(z)dz = 0, (85)
zeS

where

S'= {SL’
Because 7*(x) = ¢*(x)/p(z) is positive, € = minges r*(z) is also positive. Then, we have
q(z)
p(x)dx :/ dx
»/:;GS ves T4 (T)

1/ ¢*(z)dz

= 0. 87)

x e X, p(x) >0, ¢"(x) >0, arg max p(y|x) # arg maxg(ad")( )} (86)
ey ey

IN

Therefore, g®¥) coincides with the Bayes optimal classifier almost surely over the training density p(x).

C. Proof of Lemma 1

By assumption, £(y,y) is a convex margin loss. Thus, we can let £(3, y) = ¢(yy), where ¢(-) is a convex function. On
the other hand, by Definition 1, for some non-constant, non-decreasing and non-negative function h(-), the steeper loss
Usteep (T, y), satisfies

W = h(l(7, y))ag(a%y)
= h(¢(yY)) 8¢c’§;y)' N

From Eq. (88), it is easy to see that sicep (¥, v) is also a margin loss and can be written as Csieep (Y, Y) = Psteep(yy). Our
first goal is to show that gyeep(-) is convex. To this end, it is sufficient to show that 2222 W0 — (g (yg)) 220D
non-decreasing in g, Y = {+1, —1}.

( )
oy

is

M = 0, if such g, exists.

Since ¢(yy) is convex in g, is non-decreasing in . Let 7, be the smallest 7, such that

In the following, we analyze ¢(yy) 3¢(yJ)

o(yy)
ay

, considering two cases: 1)y < 7, and 2) 7, < 7. Note that 7/, may not always

exist because can be negative for any finite 7, which is the case for the widely-used classification losses such as the
exponential loss and the logistic loss. In such a case, we only consider the first case, letting ,, arbitrarily large.

Case 17 < y,: By convexity of ¢(y7), fory < 7, M < 0 holds and therefore, ¢(yy) is non-increasing in . Since h(-)
¢(yy)

is a non-decreasing function, h(¢(y%)) is non-increasing in 7 for y < . In summary, for § < y,, is a non-positive
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non-decreasing function of 3, and h(¢$(yy)) is a non-negative non-increasing function of y. Thus, for § < ¥, their product
h(o(yy)) > ¢(yy) is a non-decreasing function of .

( )

Case 2 g, < y: By convexity of ¢(yy), for ., < 7, > 0 holds and therefore, ¢(yy) is non-decreasing in 3. Since

h(-) is a non-decreasing function, h(¢(yy)) is non—decreasmg in g for y < 7,. In summary, for g, < 7, %gy) is a non-
negative non-decreasing function of g, and h(¢(yy)) is a non-negative non-decreasing function of y. Thus, for § < y,,

their product 2(4(yy)) “5 (yy) is a non-decreasing function of 7.

Therefore, for any y, h(¢(yy)) ‘My; ) is a non-decreasing function of gy, which directly indicates that the steeper loss,
Gsteep (YY), 1S convex.

We now utilize the fact that a convex margin loss 1(yy) is classification calibrated iff ¢/'(0) < 0 [Theorem 6 in (Bartlett
et al., 2006)]. Using this fact, because ¢(yy) is classification calibrated, we have gi)’(()) < 0. Furthermore, from the
assumption, we have h(¢(0)) > 0. Therefore, we have ¢l;..,(0) = h(4(0))¢'(0) < 0. Using the fact again, we
immediately have that ¢geep (yY) is classification calibrated. O

Remark 3. In the proof, we need to assume h(¢(0)) > 0. From Appendix D, we know that h({) corresponds to the weight
put by the adversary to data points with a loss value of . We see from Eq. (22) that when the KL divergence is used, the
adversary will only assign positive weights to data losses. Therefore, Lemma 1 always holds when the KL divergence is
used.

D. Proof of Theorem 3
Let 6* be the stationary point of Eq. (7). By using a chain rule and Danskin’s theorem (Danskin, 1966), 8* satisfies

N

aeaz
NZ (Y, yi)

where 7* is the solution of inner maximization of Eq. (7) at the stationary point.

- Voge(z:)]g_g- €0, (89)

y=go* (zi)

Now, we analyze 7*, which is the solution of Eq. (7) at the stationary point 6*. For notational convenience, for 1 <1 < N,
let us denote ¢;(6*) by £F. Then, r* is the solution of the following optimization problem.

(90)

;Zf(ri)gé,]lvznﬁ,rzo}, 91)

Note that Eq. (90) is a convex optimization problem because it has a linear objective with a convex constraint; thus, any
local maximum is the global maximum. Nonetheless, there can be multiple solutions that attain the same global maxima.
Among those solutions, we now show that there exists 7* such that elements of r* has the monotonic relationship to the
corresponding data losses, i.e., forany 1 < j # k < N,

<ty =0<7r; <rp, (92)
@;:ﬁk:>0<r;_rz. (93)
To prove this, we assume we obtain one of optimal solutions of Eq. (90), which we denote as »'*. If this r'* satisfies

Eqgs. (92) and (93) for any j and k, then we are done. In the following, we assume 7’* does not satisfy either Egs. (92) or
(93).

First, assume that 7'* does not satisfy Eq. (92). Then, there exist 1 < j # k < N such that £ < £} but 7’3—* > r;*. Define
r'"* such that

roifd £ Gk
ri* = roifi=k forl1 <i<N. %94
riifi = j
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Then, it is easy to see r"’* € U r, and the following holds:

N Z H*E* ’.*K;‘ — % (7,;/*[; + ,r,//*gk _ 7, f ’I“;: Z)
=1
:]:t]( /*€*+TI*£]€_TI*£ /* Z)
1 * * *
=5 (" =) (G = 6)
> 0. (95)

Therefore, the newly defined r”’* attains the larger objective value of Eq. (90), which contradicts the assumption that r'* is

the optimal solution of Eq. (90). Thus, »"* always satisfies Eq. (92).

Second, assume that r"* does not satisfy Eq. (93). Then, there exist 1 < j # k < N such that £ = £ but 7‘3* # ik
Define »"’* such that

forl1 <i<N. (96)

e _ )it i A Gk
G 4r)/2 ifi=gk

1%

Then, it is easy to see """ € Z? 't because

N
%Zf(,r;/*) _ % Z f(?“;/*) + f( //*) + f( //*)
i=1 i#5,k
= % STFEE) |+ £+ /2) + (O ) /2)
i#5,k
< % { Z FOE) |+ F () + £ ) p (. convexity of f(-).)
i,k
1 N
=N Zf (ri")
i=1
<4 ( ' e LAlf) 97)

Also, it is easy to see that /* attain the same maximum value as r'*; thus, »”’* is the optimal solution of Eq. (90), and

notably, we have r//* = r}/* for 07 = (. In general, we can start from any el + and equally distribute the weights to

J
the same losses to obtain "%, which is still in 2/ and attains exactly the same global optimal value in Eq. (90).

In the following, we assume we have r* that satisfies Eqs (92) and (93) for any 1 < j # k < N. Then, there exits a
non-decreasing non-negative function r*(-) : R — R, such that

r*(f)=r;, forl <i<N. (98)
Let us construct a new loss function ¢prsr, (¥, y) by its derivative:

UorsL(@:9) _ e g,y 2L81).

— — 99
5 5 99)
Then, from Egs. (89), (98) and (99), we immediately have
({%DRSL (Y, y:)
v Z . Vogo(2i)|p_g- € 0. (100)
y=go* (Ti

This readily implies that 6* is a stationary point of Eq. (13), i.e., ERM using ¢prsr.(¥, y). Furthermore, from Eq. (99)
and the non-negativeness and non-decreasingness of 7*(-), we see that the newly constructed loss, prst. (Y, ¥), is steeper
than the original loss, £(7, y) (see Definition 1 for the definition of the steeper loss). Here we see that h(-) in Definition 1
exactly corresponds to 7*(-) defined in Eq. (98). O
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E. Derivation of the Decomposition of the Adversarial Risk

Here, we derive Eq. (18) for the PE divergence.

Rsaav(t) = R(O) = sup Epyz) {w(z) — 1}H(gs(2),y)]

wEWPE

= wzg\g) ]Ep(z) [{w(z) - 1}Ep(:r,y\z) [f(gg(x), y)]]

= sup Y p(z){w(z) — 1}R.(6). (101)
wEWPE |~

It follows from Eq. (23) that for z € Z, we have the adversarial weight as''

* _ g _
w*(z) = \/Zz/ezp(zl)(Rz/(g) T (R.(0) — R(9)) + 1. (102)

Hence, Eq. (101) becomes

* o _ 5 Py o
S p ()~ R (6) kzlezp(z')(mw)—RWZp( (R (6) ~ R()R-(6)

z€Z ZEZ

5
B \/szez p(z") (R (6) — R(6))2 > p(2)(R.(0) = R(6))

z2€EZ

=V5- [ p(2)(R.(0) - R(6))%, (103)

zEZ

which concludes our derivation.

F. Comparison between the Use of Different f-divergences

We qualitatively compare the use of different f-divergences. For 1 < z, the f functions for the PE, KL divergences are
(r — 1)%, xlogz, respectively. The function f in Eq.(20) penalizes the deviation of the adversarial weights from the
uniform weights, 1g. With the quadratic penalty of the PE divergence, it is hard for the adversary to concentrate large
weights onto a small portion of latent categories. In contrast, when the KL divergence is used, the adversary tends to put
large weights to a small portion of latent categories. Hence, users can choose the appropriate divergence depending on
their belief on how concentrated the distribution shift occurs.

G. Formal Statement of the Convergence Rate

Denote by p. = p(z) and w. = w(z) for z € Z and define a set-valued function ® : R¥ — 287 a5
(u) = {w e RY | Y (ps + us) f(ws) <6, (ps + us)ws = 1,wy > 0}.

Then, Wy = ®(0) and )7V\f = ®(u) where us = ny/N — p, fors = 1,...,S. Similarly, denote by I. = Ep,4)[p(2 |
x,y)0(ge(x),y)] and define a function Ry : R — R indexed by 6 as

Re(’u/) = Zs ws(ls + u/s)

Then, By (5 .y [w-£(g0(2), y)] = Rp(0) and R(w,0) = Ry(u') where v/, = n,0,(0)/N — I, fors = 1,...,S. Finally,
the perturbed objective function can be defined by

J(0,u,u') = supeq(u) fo(u') + A(u, w)Q(6),

"Here, we need to assume that § is not so large. Then, we can validly drop the non-negativity inequality constraint of W\f, which is
needed to obtain the analytic solution in Eq. (23).
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where the function A(u, ') > 0 serves as the regularization parameter, so that the truly optimal 6* is the minimizer of
J(6,0,0) and the empirically optimal 6 is the minimizer of J (6, u, u’') with the aforementioned perturbations » and w’'.

According to the central limit theorem (Chung, 1968), u; = O,(1/v/N), and v, = O,(1//'N) if the loss ¢ is finite.
Therefore, we only consider perturbations w and w’ such that ||ull2 < € and ||u'|]2 < € in our analysis, where 0 < € <
§/(5v/S|f'(1)]) is a sufficiently small constant.

We make the following assumptions:

(a) go(x) is linear in 6, and for all 6 under consideration, ||Vggs|lco = sup,, ||[Vege(z)|l2 < oo, which implies ||gs||lco =
sup,, |go ()| < 00:"?

(b) 94(t,y)/0t is bounded from below and above for all ¢ such that || < ||gg||oo:"

(c) f(t) is twice differentiable, and this second derivative is bounded from below by a positive number for all ¢ such that
0 <1t < supjy,<ec SUPwes(u) Maxs wg;*

(d) 9(0) is Lipschitz continuous, and \(u, u’) converges to A(0,0) in O(||ul|2 + ||u']]2).

‘We also assume either one of the two conditions holds:

(el) Q(0) is strongly convex in 6 and A(0,0) > 0;

(€2) L(t,y) is twice differentiable w.r.t. t, and 9%((t,y)/0t? is lower bounded by a positive number for all ¢ such that
[t| < |lgo~lloo- If t is vector-valued, &2{(t,y)/Ot? is lower bounded for all dimensions of ¢ such that [|]|,, <
sup, [[go+ ()|oo- "

Theorem 5 (Perturbation analysis). Assume (a), (b), (c), (d), and (el) or (€2). Let 0* be the minimizer of J(0,0,0) and

Ou,u be the minimizer of J(0,w,w'). Then, for all w and v’ such that ||ul|2 < € and ||u'||2 <€,

0 = 6712 = Ol + ],
17 (6u,u,0,0) = 1(6°.0,0)[[> = O(f[ully* + [u]).

The convergence rate of the model parameter and the order of the estimation error are immediate corollaries of Theorem 5.
Theorem 6 (Convergence rate and estimation error). Assume (a), (b), (c), (d), and (el) or (e2). Let 0* be the minimizer of

the adversarial expected risk and 0y be the minimizer of the adversarial empirical risk given some training data of size
N. Then, as N — oo,

1x — 07| = O(N V%),
and

HRs_adv(é\N) - Rs-adv(e*)H2 = O(N~/4

H. Proof of the Convergence Rate

We begin with the growth condition of J(6,0,0) at § = 6*.
Lemma 2 (Second-order growth condition). There exists a constant C' i > 0 such that

J(6,0,0) > J(6",0,0) + Cu||6 — 67]3.

Proof. First consider the assumption (e1). Let C;» = (1/2)A(0,0), so that J(6, 0, 0) is strongly convex with parameter
Cyn,ie.,

"2This makes £(go (), y) convex in @ for all £(t, y) convex in t and V3£(ge(z), y) easy to handle.

3This is a sufficient condition for the Lipschitz continuity of £. In fact, it must be valid given (a) since £ is continuously differentiable
w.r.t. t.

“This is for the Lipschitz continuity of J(0, w, u’) — J(6,0,0). It is satisfied by the KL divergence since f”(t) = 1/t and ®(u) is
bounded and then sup 4|, < SUPawea(u) MaXs ws < 00, and by the PE divergence since f”(t) = 2

>This makes .J(0,0,0) locally strongly convex in 6 around 6. It is satisfied by the logistic loss with the
lower bound as 1/(2 + exp(|lgo+llc) + exp(—]||go=|lss)) and the softmax cross-entropy loss with the lower bound as

ming Ming, —+ sup, g o €XP(ty) Yo isy exp(t) /(3 exp(t))?.
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The lemma follows from the optimality condition which says VyJ(6*,0,0) = 0.

Second consider the assumption (e2) if (el) does not hold. Without loss of generality, assume that A(0,0) = 0. Let
w* = arg supy, ca(0) Ry~ (0), then according to Danskin’s theorem (Danskin, 1966),

VQJ(Q*, 0, 0) = Ep(;c,y,z) [’w:V9€(gg* (.’E), y)]
= Ep(:c,y,z) [wiﬂ'(gg* (IE), y)v999* (I)]
where /' (gg- (), y) means 9¢(t,y)/Ot|;—g,. (»)- The assumption (a) guarantees that Vg~ () is no longer a function of
0, and thus
vg‘](a*v 07 0) = IE;D(z,y,z) [wzv“)gl(g9* ($)7 y)VO.gQ* (I)T]
= Epoy.2) Wil (9o~ (2),y) Vago- () Voge- () ]

where ¢ (go- (), y) means 2(t, y) /0t |;—g,. (2)-

Let Cpr = infjy<|gpn | miny £”(¢,y), and by assumption Cpv > 0. Also let Cy. be the smallest eigen-
value of Ep,.)[Voge()Vago(z)'] at 6 = 6% for = € Z. Note that p(x | z) generates infinite number
of , and E,(;.)[Vage(x)Vege(x) "] as an average of infinitely many independent positive semi-definite matrices

Voge(x)Vege(z)T (they are independent as long as Vggg(x) depends on x) is positive definite. Thus, Cy,. > 0 for
all z € Z, and subsequently,

(0 —0%)TV5J(67,0,0)(0 — 6%)
> <| |<‘i‘nf | minf"(tl/)) (0= 0") "Epay.2) (Wi Voge (2)Voge- () "](0 — 6%)
t<||lgo*||lcc Y ’

=Cpr (0= 0°) "Epa ) [0EVog0- () Voge- (z) T](0 — 67)

s
=Cpr-(0—0)" (Zpst]Ep(zz_s)[vege*(fﬂ)vege*(xfo (0 —07)

s=1

S
=Cw (Z Psw (0 — 0°) "By (a)2=s)[Vogo- () Vage- () (0 — 9*)>
s=1

S
> Cp (Zpsw:cA,SHG - 0*|§>

s=1

S
2 CpminG, (zpsw:> 10— 012

s=1

= Cg// min C)\,sHG - 0*“3
S

This completes the proof by letting Cy» = Cp» ming C . O

We then study the Lipschitz continuity of J (6, u,u’).

Lemma 3 (Lipschitz continuity of the perturbed objective). For all w and u’ such that ||ulls < € and |[u'||2 < ¢
J(0,u,u') is Lipschitz continuous with a (not necessarily the best) Lipschitz constant independent of u and u/'.

Proof. Define F'(0, u,u’) = supypeq ) Ro(u') and let w* = arg supyeqem) Ro(u'). According to Danskin’s theorem
(Danskin, 1966), Vo F (6, u,u’) = > wiVyl, where

Vgls = Ep(r,y)[p(z =S | x,y)ﬁ'(gg(x)7y)vgge(x)}.
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The assumptions (a) and (b) say that || Vggg||eo < 00 and |¢/(gg(x), y)| < oo so that

[tI<llgolls ¥

IVelsll2 < [[Vagalloo ( sup maxf’(tvy)> Epylp(z =5 2,9)]

[tI<llgolls ¥

= (Vg6 ( sup maX”(t@/)) Ds
< 00,

and it is clear that w} < oo. Hence,

S
IVoF (0, )]l < Y wi]|Volsl2 < oo,

s=1
which means F'(6, u, ') is Lipschitz continuous with a Lipschitz constant independent of w and u'.

By the assumption (d), () is Lipschitz continuous and there exists a constant C'y > 0 such that

Au, u') < X(0,0) + Ca([ufl2 + [[u]l2)
< )\(0, 0) + 2C¢
< Q.

As aresult, A(u, u')Q(0) possesses a Lipschitz constant independent of w and u’ as well. O

From now on, we investigate the Lipschitz continuity of the difference function
D(e) = J(07u7 ul) - J(97 07 0)7
which is the most challenging task in our perturbation analysis. Define

D1(0) = F(0,u,u’) — F(0,u,0),
Dy(0) = F(0,u,0) — F(6,0,0),

where F(0,u, u’) = supgyequ) [to(u') defined in Lemma 3, and then D(¢)) can be decomposed as
D(0) = D1(0) + D2(6) + (A(u,u’) — X(0,0))2(0).

Given the assumption (d), the third function (A(u,u') — A(0, 0))$2(0) is Lipschitz continuous with a Lipschitz constant of
order O(||ul]2 + ||u’||2). We are going to prove the same property for D1 (6) and D5 () using the assumptions (a), (b) and
(©).

Lemma 4 (Lipschitz continuity of the difference function, I). For any fixed w and all w' such that |v'|2 < €, D1() is
Lipschitz continuous with a Lipschitz constant of order O(||u']|2).

Proof. According to the chain rule in calculus,

S
0D (0
v @)l = |32 220,
s=1 s 2
S

5. 0D, (0)

0l

o )

since we have proven that ||Vyls||2 < oo given the assumptions (a) and (b) in Lemma 3.

s=1
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By definition,
Di(0) = sup Ryp(u')— sup Ry(0)
wed(u) wed(u)
S
= sup ws(ls + ul) sup wsls.
wed(u) ; 'we<I>('u,) Sz:l

Let w* = argsupyeau) 2os Wsls and v* = argsupyea(u) 2, Ws(ls + uj), then according to Danskin’s theorem
(Danskin, 1966), 0D1(0)/0ls = v¥ — w? and

3D1

<Z|v —wi|
S\FHv —w’ls,

which means O(||VoD1(0)||2) = O(||v* — w*||2).
Consider the perturbation analysis of the following optimization problem

s
- _ I
min z:u)s(lS +uy) stowe P(u), (104)

s=1

whose objective is perturbed and feasible region is unperturbed. Let

s s
L(w,a, o, u') Zwsl +u)+a<2(ps+us)f(ws)—5>
s=1

s=1

S
+ Oé/ (Z(pb —+ us)ws - 1)

s=1

be the Lagrangian function, where o > 0 and o’ are Lagrange multipliers, and for simplicity the nonnegative constraints
are omitted. Note that given the assumption (¢), if o 7 0,

82
8101‘8103'

L(w,a,d | u') = af(wi) >0, i=j,
T 0, i # 7,
namely, L(w, «, o', u’) is locally strongly convex in w. Thus,

e if a* > 0, the second-order sufficient condition (see Definition 6.2 in (Bonnans & Shapiro, 1998)) holds at w* that
implies the corresponding second-order growth condition according to Theorem 6.3 in (Bonnans & Shapiro, 1998);

e if o* = 0, (104) is locally a standard linear programming around w* and it is fairly easy to see |[v* — w*||2 =
O(]|u’||2) according to Theorem 1 in (Robinson, 1977).

In the former case, it is obvious that for (104),

e the objective — ) w,(ls + u}) is Lipschitz continuous with a Lipschitz constant ||I||2 4 € independent of u';
e the difference function — ) w,u/, is Lipschitz continuous with a Lipschitz constant of order O(||u/||2).

Therefore, ||[v* — w*||2 = O(||w’||2) by applying Proposition 6.1 in (Bonnans & Shapiro, 1998). O
In order to prove the same property for D5 (6), we need several lemmas.

Lemma 5. Denote by f'(w) = (f'(w1),..., f'(ws))". There exists a constant Ceos > 0, such that cos(d o f'(w),d) <
1 — Ceos for all w satisfying ||ul|2 < € w satisfying 3 (ps + us) f(ws) = 0 and 3 (ps + us)ws =1, and d > 0.

Proof. Suppose the lemma is false, i.e., for any sufficiently large n, there exists some w,, such that cos(d o f'(w,,),d) =
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1—1/(2n%). Let G = [|[d o f'(wn)|l2 and n,, = G/ d

9, then

ld o f'(wn) —mdl3 = do f'(w,)5 +nalldll5 = 2m(do f'(w,)) " d
= 27 — 2, cos(d o f'(wy), d)||d o [ (wn)||2]ld]2
=207 —2(1—1/(2n%))¢;
= (/.

In other words, fors =1,..., 5,

|f,(wn,s) — 1| = |dsf/(wn,s) — Nnds|/ds
<l do f'(wn) = nadlla/ds
= (Cn/n)/ds
< Gu/m,

where (], = (,/ min, d,. Consequently, forany 1 < ¢,5 < Sand ¢ # j,

| (wni) = ' (wn )| < | (wnyi) = 0l + | (wn,g) = 1l
< 2¢;,/n.

Let Cy» > 0 be the lower bound of f”(¢) mentioned in the assumption (c). This assumption also guarantees that f’(¢) is
continuous, and by the mean value theorem, there is some ¢ between w,, ; and w,, ; such that

‘f Wn, z - f/(wmj)

|wnz wn,]| = f,,( )
< 2G,/(Cyrm).

Letn, = > wys/S, then [w, s —n;,| < 2¢,/(Cyin)fors=1,...,5.
Recall that ) _(ps + us)wy, s = 1, then

S S S
(1 + Zus> 77;; -1= Z(ps + us)% - Z(ps + us)wn,s
s=1 s=1 s=1
S
= Z(ps + us)(n wn,b)a
s=1
and hence
s 2! s
]. - 1 S S
’( +S§::1 )nn Cfmz;(p +uy)

2C’
= 1 s |-
- (1)
This ensures |7, — 1/(1+ >, us)| < 2¢,/(Cyrn) and implies |wy, s — 1/(1+ >, us)| <4¢,/(Cpon)fors =1,...,5.

Since f(t) is twice differentiable and ||w,||2 < oo, we must have ¢/, < oo and then lim,, o wy s = 1/(1 4+ >, u,) for
alls=1,...,5.

The Taylor expansion of f(¢) att = 1is f(t) = f/(1)(t — 1) + O((t — 1)?) since f(1) =0, and if ¢t = 1/(1+ > us),

1 D 55w, )
[ R L=l TS _Las=17S
f<1+Zf_1us> S 1+Z§:1us+ (14—25_1%
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When ||ul|s < Jus| < Jlulli < V/Se, and
1 VSe
—— | ()| —= + O(
f<1+ziwj_mﬂ)l_%% (@)
<2VS|f'(1)e.
As aresult,
s s 1
hm (ps +us wns Ds +us S
nﬁw; ; (1"‘25_1 US>
=(1+ Zu 71
° 1+Zf:1 Us
s( +\Fe 2V/S|f/(1)]e
< 4VS|f'(1)le.
However, this is impossible since >°_ (ps + us) f(wn,s) = & > 5v/S|f/(1)]e. O

Based on Lemma 5, we derive the convergence rate of ®(u) to ®(0).

Lemma 6. Let dy (V, W) be the Hausdorff distance between two sets V and W :

dy(V, W) =max< sup inf |v— w|s, sup inf ||v —w
w(VoI0) = {sup it Jo = wlla, sup iut o~ w2}

Then dy (®(u), ®(0)) = O(||u||2) for all u satisfying ||u||2 < e.

Proof. We are g0ing to prove supy,c ¢(0) infvea ) [[v—w|2 = O(||u||2), and the other direction can be proven similarly.

Pick an arbitrary wg € ®(0). Let 5 = /(6 + || f (wo)]|2||u||2) and consider v1 = Swy + (1 — B)1,

[vi —wollz = [|(B — 1)wo + (1 — B)1]2
= (1= B)llwo — 1|2
< [If (wo)ll2l|ull2[lwo — 1|2/6
= O([|ull2)-

Moreover,

S

Z(ps + us)f('ul,s) =

s=1

(ps + us) f(Bwo,s + (1 = B))

-

»
Il
-

(s +us)(Bf (wos) + (1 — B)f(1))

S
pef(wos) + Y Usf(wo,s)>
s=1 s=1

(64 11/ (wo) 2] ull2)

»
Il
_

AFMO’
‘M(”

IN

I
=) ™

Il
>

where the second line is due to the convexity of f(¢), the third line is because f(1) = 0, and the fourth line is according to
Jensen’s inequality. This means v; belongs to the set Vi = {w € RS | Y _(ps + us) f(ws) < §,ws > 0}.
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However, v; does not belong to the set Vo = {w € RS | Zs(ps + ug)ws = 1, ws > 0}. Since V4 is a hyperplane, we can
easily project v onto V5 to obtain v, and

S

Z(ps + us)vl,s -1

s=1

1
[P+ ul2
5

> " (ps + ) (Bwos +1—B) — 1

s=1

S S S S
< \/E’ﬁzpswo,s +8Y uswos+(1=B)Y pet(1-8)> uc—1
s=1 s=1 s=1 s=1

|[va —vill2 =

< _Z
~ lpll2

S S
=VAS B+ 8D uawo s+ (1= B) + (1= B)> u,—1
s=1

s=1

S
<v4Sp Zuswo,s
s=1

= O([lull2)-

+O(|lull3)

After this projection, vy ¢ Vi again.

Let v3 be the projection of v, onto ®(u) = V4 NV, Ty, Vi (v3) be the tangent hyperplane to V; at vs of S — 1 dimensions,
and T,,(V; N V5)(v3) be that to V4 N Vs at vz of S — 2 dimensions. As a consequence, vz — vy € Vs is one of normal
vectors to Ty, (V1 N'V2)(v3) at vz, which is also the projection of the normal vector to T, V7 (v3) at vs onto V5. This means
the normal vector to T, V1 (v3) at v3 belongs to the 2-dimensional plane determined by v — vo and v; — va, since the
latter is a normal vector to V5 at vs.

Consider the triangle (v, — v2, v3 — v2,v1 — v3). This is a right-angled triangle since v; — vo L V5 and vz — vs € V3,
so that

[v1 — 2|2
sin('u2 — V3,V1 — '03)'

[vi —vsll2 =

Subsequently, let v4 be the intersection of v1 — vo and T, V; (v3), due to the convexity of V7,
sin?(vy — v3, v — v3) > sin*(vy — v3, V4 — v3)
=1 — cos?(vy — v3,v4 — v3)
=1—cos’(p+u,(p+u)o f'(v3)),
where p + w is a normal vector to V5 containing va — vs, (p + u) o f/(v3) is a normal vector to T, V4 (v3) containing

v4 — v3, and both of them belong to the 2-dimensional plane determined by vs —v2 and v; — v as we have proven above.
By definition, v3 is on the boundary of V; such that ) _(ps 4 ) f(v3,s) = J, and according to Lemma 5,

1—cos?(p+u,(p+u)o f(v3) >1— (1= Ceos)?
= Ccos(2 - Ccos>7

which implies

[v1 — valf2
Ccos(2 - Ccos)

([lvr — v2ll2)

[vi — w32 <

Combining [|[v; — wgll2 = O(JJull2) and [[v; — vs|lz2 = O(||lull2) gives us ||lvs — wol|l2 = O(||lu||2), and thus
infyeca) v —woll2 < |lvs —woll2 = O(||ul|2). Since wy is arbitrarily picked from ®(0), the proof is completed. []
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Table 2: Summary of dataset statistics.

| Dataset || #Points | #classes | Dimension |
blood 748 2 4
adult 32561 2 123
fourclass 862 2 2
phishing 11055 2 68
20news 18040 20 50
satimage 4435 6 36
letter 20000 26 16
mnist 70000 10 50

Lemma 7 (Lipschitz continuity of the difference function, Il). For all u such that ||ul|2 < €, D3(6) is Lipschitz continuous

with a Lipschitz constant of order (’)(||u||;/2)

Proof. The proof goes along the same line with Lemma 4. Let w* = arg sUPqp g (0) Yo wsls and v* =
arg suPyca(u) > s Wsls, and consider the perturbation analysis of the following optimization problem

5
min —lesls s.t. w € O(u),
s=

whose objective is unperturbed and feasible region is perturbed. According to Lemma 6, we have dy (®(u), ®(0)) =
O(||u]|2), which ensures that the multifunction w — ®(w) is upper Lipschitz continuous and that dy; ({w*}, ®(u)) =

O(|lu||2). Hence, ||[v* — w*||2 = O(||u||é/2) by applying Proposition 6.4 in (Bonnans & Shapiro, 1998). O

Let us summarize what we have obtained so far:

e a second-order growth condition of J(6, 0, 0) at § = 6*;

e the Lipschitz continuity of J(6, w,u’) with a Lipschitz constant independent of « and u’;

e the Lipschitz continuity of D(6) with a Lipschitz constant of order (’)(||u||§/ 2 |2).

Note that 6 is unconstrained, by applying Proposition 6.1 in (Bonnans & Shapiro, 1998), we can obtain
¥ 1/2
10w — 0|2 = O(lually* + ' [}2)-
This immediately implies
17 (0u,ur,0,0) = J(6%,0,0) [ = O(|[ull"* + []2),

due to the Lipschitz continuity of .J(6, 0, 0). O

I. Datasets

We obtained six classification datasets from the UCI repository'® and also obtained 20newsgroups'’ and MNIST datasets.
We used the raw features for the datasets from the UCI repository. For the 20newgroups dataset, we removed stop words
and retained the 2000 most frequent words. We then removed documents with fewer than 10 words. We extracted tf-idf
features and applied Principle Component Analysis (PCA) to reduce the dimensionality to 50. For the MNIST dataset, we
applied PCA on the raw features to reduce the dimensionality to 50. The dataset statistics are summarized in Table 2.

J. Details of the Subcategory Shift Scenario

In this section, we give details on how we converted the original multi-class classification problems into multi-class classi-
fication problems with fewer classes.

"http://archive.ics.uci.edu/ml/index.html
"http://qwone.com/ jason/20Newsgroups/
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Table 3: Experimental comparisons of the three methods w.r.t. the estimated ordinary risk and the estimated structural
adversarial risk using the surrogate loss (the logistic loss). The lower these values are, the better the performance of the
method is. The KL divergence is used and distribution shift is assumed to be (a) class prior change and (b) sub-category
prior change. Mean and standard deviation over 50 random train-test splits were reported. The best method and comparable
ones based on the t-test at the significance level 1% are highlighted in boldface.

(a) Class prior change.

Dataset Estimated ordinary risk Estimated adversarial risk Estimated structural adversarial risk
ERM AERM Structural AERM ERM AERM Structural AERM ERM AERM Structural AERM

blood 0.52 (0.05) 0.69 (0.0) 0.62 (0.02) 1.04 (0.1) 0.69 (0.0) 0.97 (0.03) 0.86 (0.23) 0.69 (0.0) 0.63 (0.19)
adult 0.33 (0.0) 0.65 (0.03) 0.39 (0.0) 1.28 (0.02) 0.69 (0.01) 1.42(0.01) 0.59 (0.3) 0.67 (0.01) 0.4 (0.38)
fourclass 0.51 (0.05) 0.69 (0.0) 0.54 (0.05) 0.91 (0.04) 0.69 (0.0) 0.88 (0.04) 0.65 (0.13) 0.69 (0.0) 0.56 (0.13)
phishing 0.15 (0.01) 0.41 (0.08) 0.15 (0.0) 0.86 (0.01) 0.59 (0.08) 0.85 (0.01) 0.18 (0.06) 0.41 (0.02) 0.16 (0.05)
20news 1.05 (0.01) 1.49 (0.04) 1.22 (0.02) 3.42 (0.02) 3.0 (0.04) 3.58 (0.03) 1.43(0.1) 1.74 (0.19) 1.32 (0.13)
satimage 1.01 (0.01) 1.26 (0.02) 1.29 (0.01) 2.54 (0.02) 2.15(0.02) 2.86 (0.02) 1.41 (0.05) 1.59 (0.01) 1.38 (0.04)
letter 0.37 (0.01) 0.47 (0.03) 0.51 (0.02) 1.65 (0.02) 1.19 (0.03) 2.27(0.03) 0.77 (0.17) 0.77 (0.09) 0.58 (0.21)
mnist 0.35 (0.0) 0.59 (0.05) 0.45 (0.0) 1.96 (0.01) 1.38 (0.04) 1.85(0.01) 0.49 (0.06) 0.73 (0.02) 0.47 (0.04)

(b) Sub-category prior change.

Dataset Estimated ordinary risk Estimated adversarial risk Estimated structural adversarial risk

ERM AERM Structural AERM ERM AERM Structural AERM ERM AERM Structural AERM
20news 0.61 (0.01) 0.84 (0.06) 0.76 (0.05) 2.76 (0.02) 2.03 (0.05) 2.91(0.03) 1.02 (0.14) 1.08 (0.29) 0.89 (0.21)
satimage 0.63 (0.0) 0.69 (0.0) 0.68 (0.0) 0.99 (0.01) 0.69 (0.0) 0.74 (0.0) 0.81 (0.02) 0.69 (0.0) 0.69 (0.02)
letter 0.47 (0.0) 0.69 (0.0) 0.64 (0.02) 1.05 (0.03) 0.69 (0.0) 0.86 (0.01) 0.93 (0.02) 0.69 (0.0) 0.68 (0.06)
mnist 0.31 (0.0) 0.68 (0.01) 0.39 (0.0) 1.28 (0.01) 0.69 (0.0) 1.25 (0.0) 0.49 (0.05) 0.68 (0.0) 0.42 (0.03)

For the datasets from the UCI repository, we systematically grouped the class labels into binary categories by the following
procedure. First, class labels are sorted by the number of data points in the classes. Then, 1, 3, 5, ... -th labels are assigned
to a positive category and the others are assigned to a negative category. For MNIST, we considered a binary classification
between odd and even numbers and set the original classes as subcategories. For 20newsgroups, we converted the original
20-class classification problem into a 7-class one with each class corresponding to a high-level topic: comp, rec, sci, misc,
alt, soc, and talk. We then set the original classes as subcategories.

K. Experimental Results measured by Surrogate Loss

In this section, we report the experimental results measured by the surrogate loss (the logistic loss). We used the KL and
the PE divergences, where we set § = 0.5. We used the same f-divergence and the same § during training and testing.
The experimental results using the KL and the PE divergences are reported in Tables 3 and 4, respectively. We empirically
confirmed that in terms of the surrogate loss, each method indeed achieved the best performance in terms of the metric it
optimizes for.

L. Experimental Results with the PE divergence

In this section, we report the experimental results using the PE divergence, where we set § = 0.5. The experimental results
are reported in Table 5.
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Table 4: Experimental comparisons of the three methods w.r.t. the estimated ordinary risk and the estimated structural
adversarial risk using the surrogate loss (the logistic loss). The lower these values are, the better the performance of the
method is. The PE divergence is used and distribution shift is assumed to be (a) class prior change and (b) sub-category
prior change. Mean and standard deviation over 50 random train-test splits were reported. The best method and comparable
ones based on the t-test at the significance level 1% are highlighted in boldface.

(a) Class prior change.

Dataset Estimated ordinary risk Estimated adversarial risk Estimated structural adversarial risk

ERM AERM Structural AERM ERM AERM Structural AERM ERM AERM Structural AERM
blood 0.52 (0.05) 0.67 (0.02) 0.61 (0.03) 0.77 (0.04) 0.69 (0.0) 0.81 (0.02) 0.71 (0.07) 0.69 (0.0) 0.62 (0.07)
adult 0.33 (0.0) 0.41 (0.02) 0.39 (0.01) 0.69 (0.01) 0.61 (0.01) 0.77 (0.01) 0.49 (0.02) 0.51 (0.0) 0.4 (0.03)
fourclass 0.52 (0.05) 0.66 (0.02) 0.53 (0.05) 0.73 (0.02) 0.69 (0.01) 0.77 (0.04) 0.6 (0.04) 0.67 (0.0) 0.54 (0.06)
phishing 0.15 (0.01) 0.2 (0.02) 0.15 (0.0) 0.43 (0.01) 0.4 (0.02) 0.43 (0.01) 0.17 (0.02) 0.21 (0.01) 0.15 (0.01)
20news 1.04 (0.01) 1.15 (0.11) 1.17 (0.02) 1.99 (0.01) 1.95 (0.1) 2.2(0.02) 1.29 (0.03) 1.36 (0.06) 1.24 (0.04)
satimage 1.01 (0.01) 1.1 (0.01) 1.1 (0.01) 1.81 (0.01) 1.72 (0.02) 2.0 (0.01) 1.26 (0.02) 1.32(0.01) 1.17 (0.02)
letter 0.36 (0.01) 0.4 (0.01) 0.42(0.02) 0.89 (0.02) 0.81 (0.02) 1.0 (0.02) 0.6 (0.04) 0.59 (0.03) 0.53 (0.05)
mnist 0.35 (0.0) 0.41 (0.01) 0.43 (0.0) 0.96 (0.01) 0.87 (0.01) 1.04 (0.01) 0.45 (0.02) 0.5 (0.01) 0.44 (0.01)

(b) Sub-category prior change.

Dataset Estimated ordinary risk Estimated adversarial risk Estimated structural adversarial risk

ERM AERM Structural AERM ERM AERM Structural AERM ERM AERM Structural AERM
20news 0.61 (0.01) 0.67 (0.01) 0.68 (0.02) 1.34 (0.01) 1.22 (0.01) 1.4 (0.01) 0.86 (0.04) 0.86 (0.03) 0.81 (0.05)
satimage 0.63 (0.0) 0.69 (0.0) 0.68 (0.0) 0.86 (0.01) 0.69 (0.0) 0.73 (0.0) 0.76 (0.01) 0.69 (0.0) 0.69 (0.01)
letter 0.47 (0.0) 0.67 (0.0) 0.57 (0.04) 0.79 (0.01) 0.69 (0.0) 0.73 (0.01) 0.74 (0.01) 0.69 (0.0) 0.66 (0.03)
mnist 0.31 (0.0) 0.4 (0.02) 0.36 (0.0) 0.72 (0.0) 0.6 (0.01) 0.72 (0.0) 0.44 (0.01) 0.48 (0.0) 0.41 (0.01)

Table 5: Experimental comparisons of the three methods w.r.t. the estimated ordinary risk and the estimated structural
adversarial risk using the 0-1 loss (%). The lower these values are, the better the performance of the method is. The PE
divergence is used and distribution shift is assumed to be (a) class prior change and (b) sub-category prior change. Mean
and standard deviation over 50 random train-test splits were reported. The best method and comparable ones based on the
t-test at the significance level 1% are highlighted in boldface.

(a) Class prior change.

Estimated ordinary risk Estimated structural adversarial risk

Dataset ERM AERM Structural AERM ERM AERM Structural AERM
blood 22.2(0.6) | 22.4(0.5) 33.0 (2.0) 47.4(1.6) | 49.1 (1.1) 36.6 (2.4)
adult 15.3 (0.1) | 15.3(0.1) 18.7 (0.2) 24.9 (0.3) | 24.8(0.3) 19.1 (0.3)
fourclass || 23.7 (1.2) | 23.5(1.2) 27.0 (1.3) 32.7(1.7) | 32.6 (1.8) 28.7 (1.7)
phishing 6.0 (0.2) 6.1 (0.2) 5.9(0.2) 7.1(0.3) 7.4 (0.3) 6.4 (0.3)
20news 28.8 (0.3) | 29.7(0.3) 33.7(0.3) 37.9(0.3) | 38.4(0.4) 37.5(0.4)
satimage || 25.1(0.2) | 26.7(0.3) 28.1(0.3) 33.7(0.4) | 35.6 (0.4) 32.0 (0.4)
letter 14.2 (0.5) | 14.5(0.5) 15.5 (0.5) 26.5(0.9) | 25.6 (0.9) 20.8 (0.7)
mnist 10.0 (0.1) | 10.1 (0.1) 12.2 (0.1) 13.3(0.1) | 13.2(0.1) 13.1 (0.1)
(b) Sub-category prior change.

Dataset Estimated ordinary risk Estimated structural adversarial risk

ERM AERM Structural AERM ERM AERM Structural AERM
20news 19.0 (0.3) | 19.6 (0.4) 20.8 (0.4) 29.2(0.4) | 29.7 (0.4) 27.3(0.4)
satimage || 36.4 (0.3) | 41.1(1.9) 39.6 (0.5) 53.90.4) | 56.7(2.7) 47.0 (0.5)
letter 17.4 (0.4) | 18.5(0.5) 23.1(3.3) 38.0 (0.5) | 39.5(0.6) 38.9 (1.0)
mnist 13.3 (0.1) | 13.5(0.1) 15.6 (0.2) 20.0 (0.2) | 20.2 (0.2) 18.6 (0.2)




