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In these appendices, we prove the theoretical results stated in the main article.

A Preliminary Results

In this section, we explicitly compute |7 (z)|, for a linear classifier as described in the main article.

Lemma 1. For all p € [1,00], the {,-distance from any point x to the decision hyperplane H defined by
f(z)=0is:
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Overall, for all p € [1,00], the £,-distance from any point x to the decision hyperplane H : f (z) =0 is:
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Proof. We distinguish between the three cases.

e Suppose p = co. The distance from x to H is equal to the minimum radius « of a ball (i.e., for £,
a hypercube) centered at x that intersects H. This intersection with minimum radius necessarily
contains a vertex of the hypercube. To determine which one, it suffices to determine which vector
T + ae, with € € {1, 1}d, first intersects H when « increases starting at 0. Such an intersection

arises when w” (z + ae) +b =0, 50 a = —Zf?g, and since a must be non-negative:
) _f(=) _ |f(=)
T'oo(m) - Ts ’
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because & € {—1,1}* (simply choose &; = sign (—f (z) w;)).

*Now at DeepMind.



e Suppose p = 1. In this case, the proof is symmetric to the one for p = co, with € € {—1, 1}d having
exactly one non-zero coordinate.

e Suppose p € (1,00). The distance from @ to H is equal to the minimum radius « of an ¢, ball B,
centered at x that intersects H. This ball is described by the following equation (where z is the
variable):

(zi — ;)" < aP.
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For such a minimum radius, the plane described by f (z) = 0 is tangent to 5, at some point x + n.
Let us assume without loss of generality that every coordinate of n is non-negative. We also know
that this hyperplane is described by the following equations (where z is the variable):
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beacuse n belongs to the boundary of B,,. The last equation thus describes the same hyperplane as
w?z = —b. Therefore, there exists A € R\ {0} such that Vi, nf71 = Aw;. Then, since x +n € B,:
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and, since x +n € H:
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we have \ = ~ @) Finally:
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B Robustness of Linear Classifiers to ¢, Noise

B.1 Main Theorem
1

Theorem 1. Letp € [1,00]. Let p’ € [1,00] be such that %—&— o = 1. Then there exist universal constants

C,c,cd > 0 such that, for all e < i—f

llwlp Tp.e() 1/ wllp
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where (1(e) = Cy/e and (a(e) = \/%ﬁ

Theorem [1|is proved by the following lemmas.



Lemma 2. There exists a universal constant C' > 0 such that
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where (1(e) = Cy/e.

Proof. Let us first express conveniently P55, {g (x) # g (x + av)}, where v ~ B, means that v is chosen
uniformly at random in B,:

Pys, {9 (x) # g (z + av)} Pos, (f (2) f (@ + av) <0}

= Pyp, {sign(f (x)) (w'z+b) < —sign (f (z)) cw’ v}

= Puus, {[wl o (@)l < —sign (f (@) aw v} (1)
= Pues, {1, W’szv} 2)
_ ;PDNBP{||w||p/”TP|(O‘Zc|)|p§‘wTU‘}, 3)

where Eq. is given by Lemma |1} and Eq. and follow from v ~ B, = —v ~ B,,.
Markov’s inequality gives, from Eq. :
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In [Barthe et al., 2005, Theorem 7], it is proved that there is a constant Cj > 0 such that:
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Py, {9(x) # g(x+av)} < o
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So, if |a| < ﬁ\/‘%”c “lrfvlh”/ [ry(@)|lp, then Py, {g(x) # g(z +av)} < e. Thus, there is a universal
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constant C' = oTe > ( such that:

Pys, {9 (®) # g (z + av)} <

Therefore:
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Lemma 3. There exist universal constants ¢, ¢’ > 0 such that, for all € < Z—?

Tp,e(T) 1/pr||p
ez, < 2"
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where (2(e) = C_lm.



Proof. We first transform the expression of Py, {g (x) # g (z + av)}:

Pous, (9(@) £ 9(@ +av)} = Pog, {n e ”|(|)” gw%}
1 75 () |,
= §Pv~l@p {||w||p, T < |wT'u|}
1 1 Irs@)lp\*  (wv)?
B §Pv~6p {Var (wTv) <||w||p, o] ) = Var (wTv) }

Paley-Zygmund’s inequality states that, if X is a random variable with finite variance and ¢ € [0, 1],

then: ,
IP’{X > tE[X] > (1 t)QE@] } .
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Note that E, 5, > = 1, because Eyp5, (wv) = 0. So, by using Paley-Zygmund’s inequality
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[Barthe et al., 2005, Theorem 7], there is a universal constant ¢y > 0 such that:
o for Var ('wTv):

2
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So there are universal constants ¢ = 3, ¢’ = 512C¢ > 0 such that:

7pe(T) < ql/p lwllp
e, = 2 '

B.2 Alternative Lower Bound

Actually, the lower bound of Theorem [I| may be improved for most p-norms by the following result.

Lemma 4. There exists a universal constant C' > 0 such that
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Proof. Let ps = min (p,2). We have:

Pos, {9(x) # g (x +av)} = Pwﬁp@WMP“hSMbguﬁv}

p—1

= Pyus, {e” <exp (bw'v)},

I3 @)l
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where t = ||w|| ' , for any € > 0. Markov’s inequality gives:

1 1 o1
PUNBP {g (.13) 7é g (il! + av)} < EEUNBP [eXp (ewT'U)] = E Z EEUNBP [(G’UJT’U) k:| .
k=0

1 = 1
< 2 s 0T
k=0

T

since w' v is symmetric. In [Barthe et al., 2005 Theorem 7], it is proved that:

o ifk<dandp<2:
_ X

k
¢ Cokv
Zwi”i < | = lwlly ) ;
i=1 dr

E’UNBp

e if k<dandp>2:

A

[ a k7 1 k
Cok2
Ev~n, Zwivi <\ = llwlly |
| li=1 dr

o ifk>dand p<2:
k

EUNBP

1 k
Cok?r
< (Colwlly)* < ( ||w||2> :

d
E W; V4
i=1

k 1 k 1 k
Cod?2 Cokz
< — [lwll, < — lwlly |
dp dp

where Cj is a universal constant (the same as in the proof of Lemma . So, overall:
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Thus:




We can bound the following power series using Stirling-like bounds [Robbins, 1955] in and :
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Therefore:
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is a universal constant, and:

So, if |o] <
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B.3 Typical Value of the Multiplicative Factor

Proposition 1. For any p € (1,00], if w is a random direction uniformly distributed over the unit
£o-sphere, then, as d — oo:
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Moreover, for p=1,
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where g = (g1,...,94) are i.i.d. with normal distribution (u = 0,

Proof. w can be written as H:H ,
2
o?=1).
The law of large numbers gives that, for p’ # oo:
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Thus:

and, for p € (1, 00]:
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For p = 1 we use a result proved in [Galambos, 1987, Example 4.4.1] directly implying that
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Using the previous computations for p = 2, we find:
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C Robustness of Linear Classifiers to Gaussian Noise

C.1 Main Theorem

Theorem 2. Fore < %, Gi(e) = ﬁ and () = ﬁ
[[wl|2 s, () / [w]|2
Ci(e) < < Ga(e) :
CUIVEwll T @)l T [V wllz

Theorem [2] is proved by the following lemmas.

Lemma 5. For (j(g) = ﬁ;

[[wll

IV Swll2

s, ()
[r3(@)ll,

> G1(e)
Proof. As in the proof of Lemma

Pyorno) {9 (@ +av) # g(2)} = Pounos) {Ilwll; [73(@)ll; < lajw v}

Since v ~ N (0, Y) follows a multivariate normal distribution with a positive definite covariance matrix

¥, if v/3 is the (symmetric) square root of ¥, then v = v/Xv’ with v’ ~ N (0, 1,). So:
Pontom 19(@+0av) 9@} = Pooniorn {Iwly Ir5@)ll, < ol w” Vo)

T
v

= Postoay { Il I73@), < (jol VEw) 0}

T
If v ~N(0,1;), then (|a| \/iw) v~ N <0,042||\/§'w||§). Therefore:

Porion) {9 (4 av) # 9 (2)) < exp (—; (et ieelle ) ) .



So, if o] < 21111% II%E?HZ [r3(x) ||y, then Py pro,5) {9 (€ 4+ av) # g (x)} < e. Thus,
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O
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C.2 Typical Value of the Multiplicative Factor

Proposition 2. Let ¥ be a d X d positive semidefinite matriz with Tr (¥) = 1. If w is a random direction
uniformly distributed over the unit {2-sphere, then, for t < gd:

(2l Y gl o e () wep () b2 (-l
V3wl ST U R TP e () P\ 20T (7))

where t' = 3t.




Proof. Suppose that w is a random direction uniformly distributed over the unit /5 sphere.

Then w can be written as ﬁ, where g = (¢1,...,94) are i.i.d. with normal distribution (u = 0,
2
2

o = %) By using this representation in the orthogonal basis in which v/T is diagonal, we get

Z?:l gi2
S (g’

lgll,
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where /3 = Diag (()\;)) in the previously mentioned orthogonal basis.
Let us focus on the concentration of Zle ()\igi)z. We have:
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One of Bernstein-type inequalities [Bernstein, 1927] can be applied:
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for t < B4/Tr (X2) where 8 = g is a constan ie., for t < g:

P{‘Iﬁgllz - ;’ > t} < 2exp (—QTJL;QJ :

2||g||2 has a chi-squared distribution, so using a simple concentration inequality for the chi-squared

distribution?}
1 dt?

Overall, for ¢ < Ad and t' = 3t:
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so, using the previous inequalities:
lgll, ) / £ 2 1
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IBecause F(;) =E (|gZ ) E (g2) ( )k72 k! for all k > 1.

2Using the fact that 2||g||3 is a sum of independent sub-exponential random variables (see https://www.stat.berkeley.
edu/~mjwain/stat210b/Chap2_TailBounds_Jan22_2015.pdf, Example 2.5, for instance).



https://www.stat.berkeley.edu/~mjwain/stat210b/Chap2_TailBounds_Jan22_2015.pdf
https://www.stat.berkeley.edu/~mjwain/stat210b/Chap2_TailBounds_Jan22_2015.pdf

D Robustness of LAF Classifiers to /, and Gaussian Noise

Theorem 3. Let p € [1,00]. Let p' € [1,00] be such that 1 1% = 1. Let €9,(1(€),C2(e) be as in
Theorem[1l Then, for all € < &¢, the following holds.
Assume f is a classifier that is (v,n)-LAF at point x and x* be such that ) (x) = * —x. Then:

dl/puvf(w*)Hp’ < Tp.e (@)

=M@ T, < T @,
an (@) V()]
Tp,e(® 1/p p’
e, = VO G,
provided
1= (4G TEEL 13 )], = i

Proof. Let f— and f; be functions such that the separating hyperplanes of, respectively, H (z, ") and
H (z,x*) are described by equations, respectively, f- (z) = 0 and f+( ) =0. By deﬁnltlon we know

that [|r (f-, @), = (1 =) [|r @)[|,, and [} (/+, @[], = @ +) [} @)]],.
From the definition of LAF classifiers, since for all n’ < L_—,ymlm, z € Hy (z,2*) N By(z, ') =

f(z) f(x) >0, we have r, . (f_, &) < rp.(x); indeed, if z + av with o < 1+v L im 1s not misclassified by
f—, then it is not misclassified by f. Therefore, by applying Lemma 2] to f_, we get:

V5@ _ 1pe(a)
Vi@l, = Tr@I,

Since as long as 7' < Nim, 2 € HI (z,2*) N By(z,7') = f(z) f(x) < 0, we can apply a symmetric
reasoning for fi, and get:
e (@) IVl

I3 (@)l IV f ()2

(1="G(e)d”

< (1 +7)¢(e)

O

Theorem 4. Let ¥ be a d X d positive semidefinite matriz with Tr(X) = 1. Let &, (1 (), (4(¢) as in
Theorem |2 Then, for all e < 50, the following holds.
Assume f is a classifier that is (v,m)-LAF at point  and x* be such that r5(x) = x* —x. Then:

ey Vi@ _ rse(@)
=04 (3) vEw s < Tl

and

re.o(@) 36\ [VF(@)]s
@l =T “2( )nf SV (@)l

provided

ey o (35 VI
pz ) (1o E)mt) g (5 )fm S s @)l = i

Proof. This proof can be directly adapted from the proof of Theorem [3] The difference in the Gaussian
case is that v is no longer sampled from the unit ball, and its norm is not limited anymore. However,
its norm can be bounded with high probability, and this enables to adapt the bounds of Theorem [3| to
the Gaussian case.

Indeed, using a Bernstein inequality as in the proof of Proposition [2] we have:

t? 5
P{‘H\/E'UHZ - 1‘ > t} < 2exp TR (22 < >

for t =1(e) =8Tr (¥?)Ind
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Let us focus on the upper bound for this proof; the lower bound follows by a similar reasoning. From
the definition of LAF classifiers, since for all for all 7/ < iim, 2 € HI (@, 2*)NB,(x,7') = f (2) f (x) <0,
we have ryo(®) < ry s (fy,@); indeed, if ® + av with o < 11112;“5) is misclassified by f., then it is
misclassified by f if [[ow||y < Mim. Therefore, by applying Lemma |6 to f:

rpa(@) N
T <06 G )MW M’

E Generalization to Multi-class Classifiers

We present in this section a generalization of Theorem [I| to multi-class linear classifiers, and discuss
about the generalization of the other results to the multi-class case.

A classifier f is said to be linear if for all k¥ € [1, L], there are vector wy, by such that fi (x) =
wlx + by. In this setting, Theorem [1| can be generalized by replacing (1(¢) by (i (ﬁ) in the lower
bound.

Theorem 5. Let p € [1,00]. Let p’ € [1,00] be such that %—i— ﬁ = 1. Let eg,(1(g),C2(e) be the constants
as defined in Theoreml Let k = g (x) (the label attributed to x by f), j be a class such that © + 15 (x)

lies on the decision boundary between classes k and j (i.e., the class of the adversarial pertubation of x)

and j' = argmin, % Then, for all e < gq:

G (L € >d1/p||wk —wjy < Tzl,s(w) < Cz(e)dl/prk —willpy
-1 |wr —wjlla = [lr5(x)], wy —wjll2

Proof. We first define for the sake of the demonstration for any class [ the adversarial perturbation in
the binary case where only classes k and [ are considered:

T (z,1) = arginin lrllp st fu(x+7r) < fi(z+7).
It is then possible to express conveniently Pys, {g (@) # ¢ (% + av)}:
Pyos, {9 (x) #g(x +av)} = Pyup, {3 #E, fr(x) < fi(x + av)}
= Pus, {az £k (wy — wi) " v > M}

o

T *
= ]P)’UNBP{E”#IC (oo — ) vzrp(%l)}.

||'un wi |, |

Let us first prove the inequality on the upper bound, as in Lemma

T * .
— rh(x,
Pous, (9(8) £ g(m+av)} 2 Ppus, | L2005 Tp ()
[w; —wi, ol
_p, . ) (wimwi) rp (@)
»Tlwy —will, = lal
by definition of j. Then using the same reasoning as in Lemma [3]leads to
rp,e () < Gole )dl/prk_wj”p’.
[rp(@)llp — [wi —wjll2

Let us then prove the inequality on the lower bounds, as in Lemma [2] We use the union bound to
derive the inequality:

(wi —wy)” 7y (a])
Pons, {9(2) # g (@ +av)} < Y Pyus, ” oz
Ik Wi — Wy o
T *
r T
< D Pus, —we) s @
Py IIwz W[, o
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ds lwg —w;/ ]|,
lwi—w,/ 2

because r (z) > 73 (z,1) for all . Moreover, for |af < (1 ( £ )

1 |75 ()|, by following
the reasoning of Lemma [2| for each [ # k:

Pos, {9 (@) #g(z+av)} <Y

Therefore:

ri,s(m) >0 ( € >d1/p||wk' - wj’”p’.
5 (@)l L—-1 lwy — w2

O

The proof of this theorem uses the union bound to obtain the lower bound, explaining that (;(¢) in
the binary case becomes (;(+=5) in the multi-class setting. However, this inequality represents a worst
case in the majoration used in the proof, and we observed in our experiments that using the coefficient

C1(e) instead of ¢;(£55) gives a proper lower bound on H:%’(E-S)EIL'

Notice that it is possible to generalize other results that we proved in the binary case (Lemma
Theorems [2| and [3]) to the multi-class problem with a similar transormation of the inequalities (replacing
Ci(e) by ¢1(£55) and using similar definitions of j and j’).
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