Appendix

The appendix is organized as follows. In Section [A] we describe additional preliminaries required for our
technical arguments. In Section [B] we analyze our main algorithm, SEVER. In Section [C] we specialize our
analysis to the important case of Generalized Linear Models (GLMs). In Section @ we describe a variant
of our algorithm which performs robust filtering on each iteration of projected gradient descent, and works
under more general assumptions. In Section [E] we describe concrete applications of SEVER — in particular,
how it can be used to robustly optimize in the settings of linear regression, logistic regression, and support
vector machines. Finally, in Section [F] we provide additional plots from our experimental evaluations.

A Preliminaries

In this section, we formally introduce our setting for robust stochastic optimization.

Notation. For n € Z4, we will denote [n] &of {1,...,n}. For a vector v, we will let ||v||2 denote its
Euclidean norm. For any 7 > 0 and any z € R%, let B(z,r) be the ¢y ball of radius r around z. If M is
a matrix, we will let || M||2 denote its spectral norm and ||M||r denote its Frobenius norm. We will write
X ~, S to denote that X is drawn from the empirical distribution defined by S. We will sometimes use the
notation Eg, instead of Ex.g, for the corresponding expectation. We will also use the same convention for
the covariance, i.e. we let Covg denote the covariance over the empirical distribution.

Setting. We consider a stochastic optimization setting with outliers. Let £ C R? be a space of parameters.
We observe n functions f1,..., f, : H — R and we are interested in (approximately) minimizing some target
function f : H — R, related to the f;’s. We will assume for simplicity that the f;’s are differentiable with
gradient V f;. (Our results can be easily extended for the case that only a sub-gradient is available.)

In most concrete applications we will consider, there is some true underlying distribution p* over functions
f:H — R, and our goal is to find a parameter vector w* € H minimizing f(w) Lef Efp+[f(w)]. Unlike the
classical realizable setting, where we assume that fi,..., f, ~ p*, we allow for an e-fraction of the points
to be arbitrary outliers. This is captured in the following definition (Definition that we restate for
convenience:

Definition A.1 (e-corruption model). Given ¢ > 0 and a distribution p* over functions f : H — R, data is
generated as follows: first, n clean samples f1,..., f, are drawn from p*. Then, an adversary is allowed to
inspect the samples and replace any en of them with arbitrary samples. The resulting set of points is then
given to the algorithm.

In addition, some of our bounds will make use of the following quantities:
e The ly-radius r of the domain H: r = maxey ||w||2-

e The strong convexity parameter § of f, if it exists. This is the maximal & such that f(w) > f(wo) +
(w —wo, VF(wo)) + §lw —wo3 for all w,wy € H.

e The strong smoothness parameter [ of f, if it exists. This is the minimal 3 such that f(w) <
fwo) + (w —wo, Vf(wy)) + §||w — wpl|3 for all w,wy € H.

e The Lipschitz constant L of f, if it exists. This is the minimal L such that f(w)— f(wg) < L|jw —wp|2
for all w,wy € H.
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B General Analysis of Sever

This section is dedicated to the analysis of Algorithm [I} where we do not make convexity assumptions about
the underlying functions fi, ..., f,. In this case, we can show that our algorithm finds an approximate critical
point of f. When we specialize to convex functions, this immediately implies that we find an approximate
minimal point of f.

Our proof proceeds in two parts. First, we define a set of deterministic conditions under which our
algorithm finds an approximate minimal point of f. We then show that, under mild assumptions on our
functions, this set of deterministic conditions holds with high probability after polynomially many samples.

For completeness, we recall the definitions of a y-approximate critical point and a ~-approximate learner:

Definition 2.2 (vy-approximate critical point). Given a function f : H — R, a y-approximate critical point
of f, is a point w € H so that for all unit vectors v where w + v € H for arbitrarily small positive 9§, we
have that v - V f(w) > —.

Definition 2.3 (y-approximate learner). A learning algorithm £ is called v-approzimate if, for any functions
fis-oosfn + H — R each bounded below on a closed domain H, the output w = L(f1.,) of £ is a -
approximate critical point of f(z) :== 23" | fi(z).

Deterministic Regularity Conditions We first explicitly demonstrate a set of deterministic conditions
on the (uncorrupted) data points. Our deterministic regularity conditions are as follows:

Assumption B.1. Fix 0 < € < 1/2. There exists an unknown set Iyooq € [n] With |Igo0a| > (1 — €)n of

“good” functions {fi}icr,.,q and parameters oo, 01 € Ry such that:

H E7,o0a [(Vfl(w) - V?(w)) (Vfi(w) — V?(w))T} H2 < (og + o1]jw* — w||2)2, for allw e H , (1)
and 1
|V f(w) = VF(w)||z < (60 + o1||w* — w||2)VE, for all w € H, where deEf [ Z fi (2)
go0dl e T n0a

In Section we prove the following theorem, which shows that under Assumption our algorithm
succeeds:
Theorem B.2. Suppose that the functions fi,..., fu, f : H — R are bounded below, and that Assump-
tion is satisfied, where o = oo + o1||w* — w|l2. Then SEVER applied to f1,..., fn,0 returns a point
w € H that, with probability at least 9/10, is a (v + O(o+/€))-approzimate critical point of f.

Observe that the above theorem holds quite generally; in particular, it holds for non-convex functions.
As a corollary of this theorem, in Section we show that this immediately implies that SEVER robustly
minimizes convex functions, if Assumption holds:

Corollary B.3. For functions f1,..., fn : H — R, suppose that Assumption[B-1| holds and that H is convex.
Then, with probability at least 9/10, for some universal constant €, if € < g, the output of SEVER satisfies
the following:

(i) If f is convex, the algorithm finds a w € H such that f(w) — f(w*) = O((oor + 0172)\/E + 7).

(ii) If f is &-strongly conve, the algorithm finds a w € H such that

2
Tlw) = Fw) =0 (Floa+ o+ 1)

In the strongly convex case and when o7 > 0, we can remove the dependence on o; and r in the above
by repeatedly applying SEVER with decreasing r:
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Corollary B.4. For functions fi1,..., fn : H — R, suppose that Assumption holds, that H is convex
and that f is &-strongly convex for € > Coy+/e for some absolute constant C. Then, with probability at least
9/10, for some universal constant €y, if € < g9, we can find a W with

(@) - Tw) = 0 (<L)

and

using at most O(log(ré/(y + ov/€))) calls to SEVER.

To concretely use Theorem Corollary and Corollary in Section we show that the
Assumption [B.1]is satisfied with high probability under mild conditions on the distribution over the functions,
after drawing polynomially many samples:

Proposition B.5. Let H ng be a closed bounded set with diameter at most r. Let p* be a distribution over
functions f : H — R with f = Eyp+[f] so that f — f is L-Lipschitz and B-smooth almost surely. Assume
furthermore that for each w € H and unit vector v that E s, [(v - (V f(w) — f(w)))?] < 02/2. Then for

_Q(dﬁthﬂLﬂﬁd)7

o2e

an e-corrupted set of points fi,..., fn with high probability satisfy Assumption[B-1}

The remaining subsections are dedicated to the proofs of Theorem [B:2] Corollary [B-3] Corollary [B-4] and
Proposition [B-5

B.1 Proof of Theorem [B.2

Throughout this proof we let Izo0q4 be as in Assumption We require the following two lemmata. Roughly
speaking, the first states that on average, we remove more corrupted points than uncorrupted points, and
the second states that at termination, and if we have not removed too many points, then we have reached a
point at which the empirical gradient is close to the true gradient. Formally:

Lemma B.6. If the samples satisfy of Assumption and if |S| > 2n/3 then if S’ is the output of
FILTER(S, T, 0), we have that

E[|Zgo0a N (S\S)I] < E[|([n]\Igooa) N (S\S)]].
Lemma B.7. If the samples satisfy Assumption[B.1, FILTER(S,T,0) = S, and n — |S| < 1len, then

Z V fi(w

Before we prove these lemmata, we show how together they imply Theorem

Vf(w < O(ov/¢)

Ifgood\

Proof of Theorem assuming Lemma and Lemma [B.7} First, we note that the algorithm
must terminate in at most n iterations. This is easy to see as each iteration of the main loop except
for the last must decrease the size of S by at least 1.

It thus suffices to prove correctness. Note that Lemma says that each iteration will on average
throw out as many elements not in Igooq from S as elements in Igo0q. In particular, this means that
[([n]\gooa) N S| + |Igo0a\S| is a supermartingale. Since its initial size is at most en, with probability at
least 9/10, it never exceeds 10en, and therefore at the end of the algorithm, we must have that n — |S| <
en + [Igooda \S| < 11len. This will allovv us to apply Lemma [B.7] E to complete the proof, using the fact that w
is a y-approximate critical point of Moo Y icg VSi(w). O
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Thus it suffices to prove these two lemmata. We first prove Lemma

Proof of Lemma [B.6l Let Sgo0qa = S N Igood and Shad = S\Igood. We wish to show that the expected
number of elements thrown out of Spaq is at least the expected number thrown out of Sgooa. We note that
our result holds trivially if FILTER(S, 7,0) = S. Thus, we can assume that E;cg[r;] > 120.

It is easy to see that the expected number of elements thrown out of Spaq is proportional to ), Spuq Tis
while the number removed from Sg0q is proportional to ), Sgood Ti (with the same proportionality). Hence,

it suffices to show that 3 ,cq 70 2> ,cq Ti-
We first note that since Coviey,, ., [V fi(w)] < oI, we have that

(a) 3
Coviesooalt - VIi(w)] < 5 CoVier,poq[v - V fi(w)]
= ; ol CovViel,p0 [V filw)]v < 202,

where (a) follows since [Sgood| > %Igood.
Let ftgood = Eics,,0q[v - Vfi(w)] and g = Eics[v - V fi(w)]. Note that

EicS,000[Ti] = CoVies,ooa[v - VIi(w)] + (1 — pigooa)® < 20 + (1 — figood)”

We now split into two cases.
Firstly, if (1t — figood)® > 40?2, we let ppaa = Eies,.,[v - Vfi(w)], and note that |4 — tnaql|Sbad| =
|t — thgood||Sgooal- We then have that

]EiESbad [Tz] Z (,LL - ,u’bad)Q

Seood| )
> ~ loo 2 |good)
> (1 o) (|Sbad

Soo
22(| & d|) (:U/_,U/g;ood)2

| Shad|

S, ood
> () st

Hence, »icq.  Ti > D ics.  Ti-

good

On the other hand, if (4 — pigooa)? < 407, then Eies,,4[7i] < 60% < Eieg[n]/2. Therefore Y7, g 7 >
D ic Syooq Ti ONCE again. This completes our proof.
We now prove Lemma [B.7}
Proof of Lemma We need to show that
§:= > (Vfi(w) = Vf(w))| =O0(nove).
€S 2
We note that
Y (Vfi(w) = VF(w))
€S 2
<| YD (VH@w) = Vi) +] Y. (V@) -VIw)| +| Y. (Vhi(w) - VF(w))
ieIgood 2 iE(Igood\S) 2 ie(s\lgood) 2
=l > (VHEw =V +| D (Vfiw) - VF(w)|| +O0(nVo).
ie(Igood\S) 2 7:e(S\Igood) 2
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First we analyze

> (Vilw) = VF(w))

ie(Igoud\S) 2
This is the supremum over unit vectors v of
> v (Vii(w) = VF(w)).
1€(Igooa\S)

However, we note that

Y W (Vfi(w) = VF(w)? = O(na?).

1€1g00d
Since |Igo0a\S| = O(ne), we have by Cauchy-Schwarz that
> v (Vfi(w) = V(w)) = O(/(no?)(ne)) = O(nVo%e),
1€ (Igooa\S)

as desired.
We note that since for any such v that

> (- (Vi(w) = VW) => (v (Vfi(w) = Vf(w)))? + 6% = O(no?) + 6°
€S €S

(or otherwise our filter would have removed elements) and since |S\Igo0a| = O(ne), and so we have similarly
that

Y. Vii(w) = Vi(w)| =O0movE+dvne).
1€(S\Igood) 9

Combining with the above we have that

§ = O(ov/e + 6+/e/n),
and therefore, § = O(o+/e) as desired. O

B.2 Proof of Corollary

In this section, we show that the SEVER algorithm finds an approximate global optimum for convex optimiza-
tion in various settings, under Assumption We do so by simply applying the guarantees of Theorem [B.2]
in a fairly black box manner.

Before we proceed with the proof of Corollary [B-3] we record a simple lemma that allows us to translate
an approximate critical point guarantee to an approximate global optimum guarantee:

Lemma B.8. Let f: H — R be a convex function and let x # y € H. Let v =y — x/|ly — x||2 be the unit
vector in the direction of y — x. Suppose that for some § that v- (Vf(z)) > = and —v - (Vf(y)) > =4 .
Then we have that:

Lo[f(x) = )] < llz —yll26.
2. If f is E-strongly convez, then |f(z) — f(y)| < 26%/¢ and ||z — yll2 < 26/€.

Proof. Let r = ||z — yll2 > 0 and g(¢t) = f(z + tv). We have that ¢(0) = f(x),g(r) = f(y) and that g is
convex (or &-strongly convex) with ¢’(0) > —§ and ¢'(r) < §. By convexity, the derivative of g is increasing
on [0,7] and therefore |¢'(t)| < ¢ for all ¢ € [0, r]. This implies that

[f (@) = F(y)l = lg(r) — 9(0)| =

/OT g'(t)dt’ <7d.
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To show the second part of the lemma, we note that if g is -strongly convex that ¢”(t) > £ for all ¢. This
implies that ¢'(r) > ¢’(0) + &r. Since ¢'(r) — ¢’(0) < 24, we obtain that r < 2§/¢, from which the second
statement follows. O

Proof of Corollary[B-3 By applying the algorithm of Theorem we can find a point w that is a +/ def

(7 + O(o+/€))-approximate critical point of f, where ZdZEf o0 + o1]jw* — w||2. That is, for any unit vector v
pointing towards the interior of H, we have that v -V f(w) > —".
To prove (i), we apply Lemma to f at w which gives that

[f(w) = fw")| <7

To prove (ii), we apply Lemma to f at w which gives that

[F(w) — Fw*)| < 29 /¢.

Plugging in parameters appropriately then immediately gives the desired bound. O

B.3 Proof of Corollary

We apply SEVER iteratively starting with a domain H; = H and radius r; = r. After each iteration, we
know the resulting point is close to w* will be able to reduce the search radius.
At stei zl we have a domain of radius r;. As in the proof of Corollary [B-3] above, we apply algorithm of

Theorem we can find a point w; that is a +} o (v + O(o’+/€))-approximate critical point of f, where

o 4 5o + oyri. Then using Lemma we obtain that [|w; — w*|2 < 2v./€.

Now we can define H;4+1 as the intersection of H and the ball of radius r;4; = 27/ around w; and
repeat using this domain. We have that r; 11 = 2v,/€ = 2v/€ + O(o0v/e/& + o1v/eri/§). Now if we choose
the constant C' such that the constant in this O() is C'/4, then using our assumption that & > 207+/¢, we
obtain that

riv1 < 29/€ + Coog\/e /A€ + Cor/er; [4€ < 2v/€ + Cogy/e/4 + 1 /4

Now if 7; > 8v/& + 2Cop+/2/&, then we have r;11 < r;/2 and if r; < 8v/€ 4+ 2C00+/e/¢ then we also have
riv1 < 8v/€ 4+ 2Cog\/e/¢ . When r; is smaller than this we stop and output w;. Thus we stop in at most
O(log(r) —log(8y/& + 2Cap\/c/E)) = O(log(r&/(y + oov/€)) iterations and have r; = O(v/€ + Cog\/e). But

then v} = v+ O(c}/€)) < v+ C(og + 017})v/2/8 = O(v + 09+/€). Using Lemma we obtain that
[F(wi) = F(w*)] < 297%/€ = O(y* /€ + 03¢ /).

as required. The bound on | — w*||2 follows similarly.

Remark B.1. While we don’t give explicit bounds on the number of calls to the approximate learner needed
by SEVER, such bounds can be straightforwardly obtained under appropriate assumptions on the f; (see,
e.g., the following subsection). Two remarks are in order. First, in this case we cannot take advantage of
assumptions that only hold at f but might not on the corrupted average f. Second, our algorithm can take
advantage of a closed form for the minimum. For example, for the case of linear regression considered in
Section [E] f; is not Lipschitz with a small constant if z; is far from the mean, but there is a simple closed
form for the minimum of the least squares loss.

B.4 Proof of Proposition

We let Igo0q4 be the set of uncorrupted functions f;. It is then the case that |Izo0a| > (1 — €)n. We need to
show that for each w € H that
CoVieryooa [V fi(w)] < 30°1/4 (3)
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and

LS v <oeve. (4)
[ Igo0| i€l

good 2

We will proceed by a cover argument. First we claim that for each w € H that and hold with high
probability. For Equation , it suffices to show that for each unit vector v in a cover N of size 204 of the
sphere that

Vf(w)

Eiclyooa[(v- (Vfi(w) = [))?] < 20%/3. (5)
However, we note that B
Ep[(v- (Vf(w) = f))?] < o?/2.

Since |v - (Vf(w) — f)| is always bounded by L, Equation (5 holds for each v,w with probability at least
1—exp(—Q(no?/L?)) by a Chernoff bound (noting that the removal of an e-fraction of points cannot increase
this by much). Similarly, to show Equation 4} it suffices to show that for each such v that

Eielyooal(v - (Vfi(w) = f))] < O(aVe). (6)

Noting that

Ep-[(v- (Vf(w) = f))] =0
A Chernoff bound implies that with probability 1 —exp(—£(no2e/L?)) that the average over our original set
of f’s of (v- (Vf(w)— f)) is O(o+/g). Assuming that Equation (f]) holds, removing an e-fraction of these f’s
cannot change this value by more than O(c+/¢). By union bounding over A/ and standard net arguments,
this implies that Equations (3)) and () hold with probability 1 — exp(2(d — no?c/L?)) for any given w.

To show that our conditions hold for all w € H, we note that by g-smoothness, if Equation holds for
some w, it holds for all other w’ in a ball of radius vo2e /B (up to a constant multiplicative loss). Similarly,
if Equation holds at some w, it holds with bound oI for all w’ in a ball of radius 02/(2Lf3). Therefore,
if Equations and hold for all w in a min(\/ﬁ/ﬁ, o/(2Lp))-cover of H, the assumptions of Theorem
will hold everywhere. Since we have such covers of size exp(O(dlog(r3L/(c%¢)))), by a union bound,
this holds with high probability if

e (dL2 log(rﬂL/UQS)) ’

o2e

as claimed.

C Analysis of Sever for GLMs

A case of particular interest is that of Generalized Linear Models (GLMs):

Definition C.1. Let H C R? and Y be an arbitrary set. Let D,y be a distribution over H x ). For
each Y € Y, let oy : R — R be a convex function. T}le generalized linear mgdel (GLM) over H x Y with
distribution D, and link functions oy is the function f : R? — R defined by f(w) = Ex y[fx.y (w)], where

fxyy(’w) = Uy(’w : X) .
A sample from this GLM is given by fx y(w) where (X,Y) ~ D,,.

Our goal, as usual, is to approximately minimize f given e-corrupted samples from Dgy. Throughout this
section we assume that H is contained in the ball of radius r around 0, i.e. H C B(0,r). Moreover, we will
let w* = argmin, ¢4 f(w) be a minimizer of f in H.

This case covers a number of interesting applications, including SVMs and logistic regression. Unfortu-
nately, the tools developed in Appendix [B] do not seem to be able to cover this case in a simple manner.
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In particular, it is unclear how to demonstrate that Assumption holds after taking polynomially many
samples from a GLM. To rectify this, in this section, we demonstrate a different deterministic regularity
condition under which we show SEVER succeeds, and we show that this condition holds after polynomially
many samples from a GLM. Specifically, we will show that SEVER succeeds under the following deterministic
condition:

Assumption C.1. Fix 0 < ¢ < 1/2. There exists an unknown set Iyooq C [n] With |Igeed| > (1 —€)n

of “good” functions {f;}icr and parameters og,02 € Ry such that such that the following conditions
simultanously hold:

good

e Equation holds with o7 = 0 and the same g, and
e The following equations hold:
IV f(w*) = VF(w*)|2 < o9v/E ,and (7)
If(w) — F(w)| < oav/e, for all w e H , (8)

pdef 1
Where f - |Igood| Zie]good fl

In this section, we will show the following two statements. The first demonstrates that Assumption
implies that SEVER succeeds, and the second shows that Assumption holds after polynomially many
samples from a GLM. Formally:

Theorem C.2. For functions fi,..., fn: H — R, suppose that Assumption[C_] holds and that H is convez.
Then, for some universal constant g, if € < g, there is an algorithm which, with probability at least 9/10,
finds a w € H such that

f(w) = f(w*) = r(y + O(09v/e)) + O(02vE) .

If the link functions are &-strongly convez, the algorithm finds a w € H such that

ﬂ@—f@ﬂ=2”+0f“@y+owm®.

Proposition C.3. Let H C R? and let Y be an arbitrary set. Let f1,..., [, be obtained by picking f; i.i.d.
at random from a GLM f over H x Y with distribution Dy, and link functions oy, where

€
Suppose moreover that the following conditions all hold:
1. Ex.p, [XXT] =1,
2. oy (t)| <1 forallY € Y and t € R, and
3. loy(0)]| <1 forallY € ).

Then with probability at least 9/10 over the original set of samples, there is a set of (1 —e)n of the f; that
satisfy Assumption[C1 on H with op =2, 01 =0 and o =1+ r.and o5 =1+ .
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C.1 Proof of Theorem

As before, since SEVER either terminates or throws away at least one sample, clearly it cannot run for more
than n iterations. Thus the runtime bound is simple, and it suffices to show correctness.
We first prove the following lemma:

Lemma C.4. Let f1,..., f, satisfy Assumption . Then with probability at least 9/10, SEVER applied to
fis-ov, fn,00 returns a point w € H which is a (v + O(oo/€))-approximate critical point of f.

Proof. We claim that the empirical distribution over fi,..., f, satisfies Assumption for the function
f with g as stated and o1 = 0, with the Iyo0q in Assumption being the same as in the definition of
Assumption Clearly these functions satisfy (since the LHS is zero), so it suffices to show that they
satisfy Indeed, we have that for all w € H,

Elooa[(Vfi(w) = VF(w))(Vfi(w) = Vf(w)T] 2 Ep,,.. [(Vfi(w) = VF)(V fi(w) = VF(w))T],

so they satisfy , since the RHS is bounded by Assumption Thus this lemma follows from an application
of Theorem B2 O

With this critical lemma in place, we can now prove Theorem

Proof of Theorem|C.2 Condition on the event that Lemmal[C.4holds, and let w € H be the output of SEVER.
By Assumption We know that f(w*) > f(w*) — 024/2, and moreover, w* is a 7 + 0g+/e-approximate
critical point of f .

Since each link function is convex, so is f. Hence, by Lemma since w is a (y+O(0g+/€))-approximate
critical point of f, we have f(w) — f(w*) < r(y + O(00+/Z)). By Assumption this immediately implies
that f(w) — f(w*) < r(y + O(00v/E)) + O(02/€), as claimed.

The bound for strongly convex functions follows from the exact argument, except using the statement in
Lemma [B-§ pertaining to strongly convex functions. O

C.2 Proof of Proposition
Proof. We first note that Vfx y(w) = X0 (w - X). Thus, under Assumption we have for any v that

Ei[(v- (Vfi(w) = V(w)))’] < Ei[(v- Vfi(w))’] +1 < Ei(v- Xi)?] +1.

In particular, since this last expression is independent of w, we only need to check this single matrix bound.

We let our good set be the set of samples with | X| < 80\/% that were not corrupted. We use Lemma
A.18 of [DKK™17]. This shows that with 90% probability that the non-good samples make up at most an
/2 + £/160-fraction of the original samples, and that E[X XT] over the good samples is at most 2. This
proves that the spectral bound holds everywhere. Applying it to the V fx y(w*), we find also with 90%
probability that the expectation over all samples of V fx y (w*) is within \/z/3 of Vf(w*). Additionally,
throwing away the samples with |V fxy (w*) — Vf(w*)| > 80+/d/e changes this by at most /z/2. Finally,
it also implies that the variance of V fy y(w*) is at most 3/2I, and therefore, throwing away any other
e-fraction of the samples changes it by at most an additional 4/3e/2.

We only need to show that [E; good[fi(w)] — Ex[fx(w)]| < /€ for all w € H. For this we note that since
the fx and f; are all 1-Lipschitz, it suffices to show that |E; gooa[fi(w)] — Ex[fx (w)]| < (1 + |w|)v/e/2 on
an ¢/2-cover of H. For this it suffices to show that the bound will hold pointwise except with probability
exp(—Q(dlog(r/e))). We will want to bound this using pointwise concentration and union bounds, but this
runs into technical problems since very large values of X - w can lead to large values of f, so we will need
to make use of the condition above that the average of X; X! over our good samples is bounded by 2I. In
particular, this implies that the contribution to the average of f;(w) over the good i coming from samples
where |X; - w| > 10|w|/+/€ is at most /e(1 + |w|)/10. We consider the average of f;(w) over the remaining
i. Note that these values are uniform random samples from fx(w) conditioned on |X| < 80\/% and
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| X; - w] < 10jw|/+/e. Tt will suffices to show that taking n samples from this distribution has average within
(1 + |w|)v/2/2 of the mean with high probability. However, since |fx(w)] < O(1 + |X - w|), we have that
over this distribution |fx (w)| is always O(1 + |w|)/+/g, and has variance at most O(1 + |w|)2. Therefore,
by Bernstein’s Inequality, the probability that n random samples from fx (w) (with the above conditions on
X) differ from their mean by more than (1 + |w|)y/€/2 is

exp(—Q(n*(1 + wl)e/((1+ [w])* + n(1 + |w])?))) = exp(—Q(ne)).

Thus, for n at least a sufficiently large multiple of dlog(dr/e)/e, this holds for all w in our cover of H with
high probability. This completes the proof. O

D An Alternative Algorithm: Robust Filtering in Each Iteration

In this section, we describe another algorithm for robust stochastic optimization. This algorithm uses
standard robust mean estimation techniques to compute approximate gradients pointwise, which it then
feeds into a standard projective gradient descent algorithm. This algorithm in practice turns out to be
somewhat slower than the one employed in the rest of this paper, because it employs a filtering algorithm
at every step of the projective gradient descent, and does not remember which points were filtered between
iterations. On the other hand, we present this algorithm for two reasons. Firstly, because it is a conceptually
simpler interpretation of the main ideas of this paper, and secondly, because the algorithm works under
somewhat more general assumptions. In particular, this algorithm only requires that for each w € H that
there is a corresponding good set of functions, rather than that there exists a single good set that works
simultaneously for all w.
In particular, we can make do with the following somewhat weaker assumption:

Assumption D.1. Fix 0 < £ < 1/2 and parameter o € R;. For each w € H, there exists an unknown set
Iso0d= Igood(w) C [n] with |Igood| > (1 —€)n of “good” functions {f;}icr such that:

| Bty [(95:w) = VT (@) (Vfilw) = V)] < ()2 (9)
and )
IV f(w) = VF(w)|2 < oV, where f = T Sor (10)
goo 1€1g00d

We make essential use of the following result, which appears in both [DKK™17, [SCVTS]:

Theorem D.2. Let € R? and a collection of points x; € R?, i € [n] and o > 0. Suppose that there exists

Isood C [n] with |Igooa| > (1 — €)n satisfying the following:

1
‘Igood|

S (@i - @ — ) <0 and [|—— 3 (@ — )|, < oVE. (1)

1
i€lg00a Hgood] 1€1g00d

Then, if € < g¢ for some universal constant g, there is an efficient algorithm, Algorithm A, which outputs
an estimate i € R such that ||fi — pll2 = O(0/2).

Our general robust algorithm for stochastic optimization will make calls to Algorithm A in a black-box
manner, as well as to the projection operator onto H. We will measure the cost of our algorithm by the total
number of such calls.

Remark D.1. While it is not needed for the theoretical results established in this subsection, we note that the
robust mean estimation algorithm of [DKK™17] relies on an iterative outlier removal method only requiring
basic eigenvalue computations (SVD), while the [SCV18] algorithm employs semidefinite programming. In
our experiments, we use the algorithm in [DKK™17| and variants thereof.
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Using the above black-box, together with known results on convex optimization with errors, we obtain
the following meta-theorem:

Theorem D.3. For functions f1,..., fn: H — R, bounded below on a closed domain H, suppose that either
Assumption is satisfied with some parameters €,0 > 0. Then there exists an efficient algorithm that
finds an O(o+/€)-approzimate critical point of f.

Proof. We note that by applying Algorithm A on {Vf;(w)}, we can find an approximation to V f(w) with
error O(o+/g). We note that standard projective gradient descent algorithms can be made to run efficiently
even if the gradients given are only approximate, and this can be used to find our O(o+/e)-approximate
critical point. O

E Applications of the General Algorithm

In this section, we present three concrete applications of our general robust algorithm. In particular, we de-
scribe how to robustly optimize models for linear regression, support vector machines, and logistic regression,

in Sections respectively.
E.1 Linear Regression

In this section, we demonstrate how our results apply to linear regression. We are given pairs (X;,Y;) €
R?xR for i € [n]. The X;’s are drawn i.i.d. from a distribution D,, and Y; = (w*, X;) + e;, for some
unknown w* € R? and the noise random variables e;’s are drawn i.i.d. from some distribution D.. Given
(X;,Y;) ~ Dyy, the joint distribution induced by this process, let f;(w) = (Y; — (w, X;))?. The goal is then
to find a @ approximately minimizing the objective function

f(w) =E(xy)mp,, (Y — (w, X))?] .
We work with the following assumptions:

Assumption E.1. Given the model for linear regression described above, assume the following conditions
for D, and D,:

e E..p,[e] =0;

e Var..p, [e] <¢&;

e Ex.p, [XXT] < 02 for some o > 0;

e There is a constant C' > 0, such that for all unit vectors v, Exp, [(v, X>4] < Co*.
Our main result for linear regression is the following:

Theorem E.2. Let ¢ > 0, and let Dy, be a distribution over pairs (X,Y) which satisfies the conditions of
Assumption , Suppose we are given O (g—z) e-noisy samples from Dyy. Then in either of the following

two cases, there exists an algorithm that, with probability at least 9/10, produces a W with the following
quarantees:

1. IfExp,[XXT] = 71 for v = Q(/3), then F(@) < F(w*) +O (@) and || — w*|s = O (@)

2. If lw*||la < 7, then f(@) < f(w*) + O(((VE + Ve)r + VCr?)y/e).

The proof will follow from two lemmas (proved in Section and [E.1.2] respectively). First, we will
bound the covariance of the gradient, in Lemma
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Lemma E.3. Suppose D, satisfies the conditions of Assumption . Then for all unit vectors v € R?, we
have

v’ Cov(x,y)~D,, [Vfi(w,(X,Y))]v < 40%¢ + 4Co* |w* — w||3 .

With this in hand, we can prove Lemma|[E.4] giving us a polynomial sample complexity which is sufficient
to satisfy the conditions of Assumption

Lemma E.4. Suppose D,, satisfies the conditions of Assumption |E.1 Given O(d®/€?) e-noisy samples
from Dy, then with probability at last 9/10, they satisfy Assumption with parameters oy = 30/€ + /€

and o1 = 18v/C + 1.

The proof concludes by applying Corollary or case (i) of Corollary for the first and second cases
respectively.
E.1.1 Proof of Lemma [E.3]

Note that for this setting we have that f(w,z) = f(w,x,y) = (y — (w, z))?. We then have that V., f(w, z) =
—2({(w* —w, z) + e)x. Our main claim is the following:

Claim E.5. We have that Cov[V,, f(w,2)] = 4Ex.p [(w* — w,z)*(zzT)] + 4 Var[E]S — 45 (w* — w)(w* —
w)T's.
Proof. Let us use the notation A = V,, f(w,2) and u = E[A]. By definition, we have that Cov[4] =
E[AAT] — pu'.

Note that p = E, [V f(w, 2)] = E,[(—2(w* — w,z) + e)z] = —2X(w* — w), where we use the fact that
E.[e] = 0 and e is independent of x. Therefore, pu? = 4% (w* — w)(w* — w)T3.

To calculate E[AAT], note that A = V,, f(w, 2) = —2((w* —w, x) +e)z, and AT = —2({(w* —w,z) +e)zT.
Therefore, AAT = 4((w* — w,z)? + €% + 2(w* — w, z)e)(za’) and

E.[AAT] = 4B, [(w* — w, z)*(z2T)] + 4 Var[e] £ + 0,

where we again used the fact that the noise e is independent of x and its expectation is zero.
By gathering terms, we get that

Cov[Vuf(w,2)] = 4B, [(w* — w,z)?(zzT)] + 4 Var[e]X — 45 (w* — w)(w* — w)TS .
This completes the proof. O

Given the above claim, we can bound from above the spectral norm of the covariance matrix of the
gradients as follows: Specifically, for a unit vector v, the quantity v’ Cov[V,, f(w, z)]v is bounded from
above by a constant times the following quantities:

e The first term is v E,[(w* — w, x)?(x2)|v = E,.[(w* — w,z)? - (v,2)?)]. By Cauchy-Schwarz and our
4th moment bound, this is at most Co?||w* — w||3, where 3 < o?1.

e The second term is at most the upper bound of the variance of the noise ¢ times o2.

e The third term is at most v ¥ (w* — w)(w* — w)? Lv, which by our bounded covariance assumption is
at most o ||w* — wl|3.

This gives the parameters in the meta-theorem.
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E.1.2 Proof of Lemma [E.4]

Let S be the set of uncorrupted samples and I be the subset of S with | X s < 2v/d/e'/*. We will take Igo0q
to be the subset of I that are not corrupted.

Firstly, we show that with probability at least 39/40, at most an e/2-fraction of points in S have || X ||z >
2vd/e!/*, and 50 |Igooal > (1-2)||. Note that Ep[| X [f] = Ep[(S5_, X7)*] < 51 oy /En[XF E[XP] <
Cd?, since Ep [XXT] < I. Thus, by Markov’s inequality, Prp[||X |2 > 2Vd(C/e)'/*] = Prp[||X]||3 >
16d? /] < £/16. By a Chernoff bound, since n > 10&? this probability is at most €/2 for the uncorrupted
samples with probability at least 39/40.

Next, we show that holds with probability at least 39/40. To do this, we will apply Lemma to
Iso0a- Since S consists of independent samples, the variance over the randomness of S of |S|Eg[e?] is at
most |S|¢. By Chebyshev’s inequality, except with probability 1/99, we have that Eg[e?] < 99¢ and since
Igo0d C S, Erppy [€?] < |S|Es[e?]/]I] < 100€. This is condition (i) of Lemma

We note that I consists of Q(d®/e?) independent samples from D conditioned on || X||o < 2v/d/e'/4, a
distribution that we will call D’. Since the VC-dimension of all halfspaces in R? is d+1, by the VC inequality,
we have that, except with probability 1/80, for any unit vector v and T' € R that | Pr;[v-X > T|—Prp/[v- X >
T|| < e/d*. Note that for unit vector v and positive integer m, E[(v.X)™] = [ m(v-X)™ ! Pr[v-X > T]dT.
Thus we have that

E;[(v.X)™] = /Ooo m(v- X)™ ! Pr[v- X > T]dT

2d1/2(C /<) /4
< / m(v - X)m_l(]gl/r[v - X > T] +e/d*)dT
0

= Ep[(v.X)™] + (2d"2(C /)Y *)™(e/d?)
< (1+&)Ep[(v.X)™] +2mC™4 (e /d?)t—m/4

Applying this for m = 2 gives E;[XX7T] < (1 + ¢ + 4V/Ce/d?*)I =< 2I and with m = 4 gives E;[(v.X)*] <
(14 ¢)C +16C. Similar bounds apply to Igo0q, with an additional 1 + € factor.

Thus, with probability at least 39/40, Izo0q satisfies the conditions of Lemmawith £:=100¢, 02 :=2
and C := 5C. Hence, it satisfies with o¢ = 20/€ and o1 = 18y/C + 1.

For , note that V, fi(w) = (w-z; — y;)x; = ((w — w*) - x;)x; — e;z;. We will separately bound
|1, [((w — w*) - X)X] — Epl((w —w") - X)X]|> and |[Ey,,,.,[eX] — Ep[eX]|.

We will repeatedly make use of the following, which bounds how much removing points or probability
mass affects an expectation in terms of its variance:

Claim E.6. For a mixture of distributions P = (1 — 6)Q + éR for distributions P, @, R and a real valued
function f, we have that |Exp[f(X)] — Ex~o[f(X)]| < 2/dEx~p[f(X)?]/(1 =)

Proof. By Cauchy-Schwarz |Exr[f(X)]| < VEx~r[f(X)?] < VEx~p[f(X)2]/5. Since Ex.p[f(X)] =
(1=6) Ex~q[f(X)]+6 Ex~r[f(X)], this implies that | Ex~p[f(X)]/(1-6)—Ex~q[f(X)]| < Vé Ex~p[f(X)?]/(1-
§). However |Ex p[f(X)]/(1 = 6) = Ex~p[f(X)]| = (6/(1 = 0))| Ex~p[f(X)]| < Ex~p[f(X)?]/(1 —0)

and the triangle inequality gives the result. O

We can apply this to P = I and @ = Igo0q with § = /2 and also to P = D and Q = D’ with § = ¢/16,
with error 2v/§/(1 — 6) < 24/¢ in either case.

For the first of term we wanted to bound, we have || Er_ ., [((w —w*) - X)X]| —=Ep[((w — w*) - X)X]||2 =
[(w—w*)" (Er, . [XXT] —Ep[XXT]) |2 < [lw—w*|2|| E,,..[XXT] —Ep[XXT]||2. For any unit vector v,
the VC dimension argument above gave that |E;[(v- X)?] — Ep/[(v- X)?)]| < 4v/Ce/d? and Claim both
gives that | E;[(v-X)4—Ep,..,[(v-X)?)]] < 2/ E;[(v.X)%] < 10v/Ce and that | Ep[(v-X)?]—Ep/[(v-X)?)]| <
2y/eEp[(v.X)4] < 2V/Ce. By the triangle inequality, we have that |Ep[(v-X)?]—E;,,,[(v-X)?)]| < 16V/CE.
Since this holds for all unit v and the matrices involved are symmetric, we have that | E;__ [XX7T] —

good [

cooa |
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Ep[XXT]||ls < 16v/Ces. The overall first term is bounded by || E;
X)X]ll2 < 16v/Ce]lw — wla.

Now we want to bound the second term, || Ey,  ,[eX]—Ep[eX][|2. Note that Ep[eX] = Ep[e] Ep[X] = 0.
So we need to bound Ej, ,[eX]. First we bound the expectation and variance on D’ using Claim It
yields that, for any unit vector v, |Ep/[e(v - X)]| < 2y/eEple2(v- X)?] < 24/&€.

Next we bound the expectation on I. Since I consists of independent samples from D', the covariance
matrix over the randomness on I of |I|E;[eX — Ep/[eX]] is [I|Ep/[(eX — Ep[eX])(eX — Ep/[eX])T] <
[I|Ep/ [XXT] < |I|(1 + €)I and its expectation is 0. Thus the expectation over the randomness of I of
(TP ErfeX] — BprleX]s)? is Te(TEpr[(eX — Epr[eX])(eX — Ep[eX)T]) < [1/(1+ e + de=|T)d. By
Markov’s inequality, except with probability 1/40, Pr[|| E;[eX]|l2 > 2v/&e +¢] < d/|I]e?. Since |I| > 40d /2.
This happens with probability at least 1/40.

Next we bound the expectation on Igo0q which follows by a slight variation of Claim Let J

I — Iyo0a. Then, for any v, Ejle(v - X)] < \/IEJ[62]EJ[(1)-X)2] < \/Es[e2] El[(v-X)2]|J|/\/|SHI|
\/1005(1 + e+ 4V Ce/d?)|J|/\/IS|I] < 20[.7|\/€/]S||I| by bounds we obtained earlier. Now || Ep,._, [eX]|l
[(111/Igo0al) Er[eX] — (|7]/go0al) Es[eX][l2 < 20v/€e + & + (1 +€)1/€e/16 < 30v/Ee +&.

We can thus take o9 = 30v/€ + /€ and oy = 18y/C + 1 > 161/C to get .

To get both and hold with o¢ = 30+/€ + /€ and o1 = 184/C + 1). This happens with probability
at least 9/10 by a union bound on the probabilistic assumptions above.

[((w —w*) - X)X] = Ep[((w — w?) -

good

IA I

E.2 Support Vector Machines

In this section, we demonstrate how our results apply to learning support vector machines (i.e., halfspaces
under hinge loss). In particular, we describe how SVMs fit into the GLM framework described in Section

We are given pairs (X;,Y;) € R x{+1} for i € [n], which are drawn from some distribution D,,. Let
L(w, (z,y)) = max{0,1 — y(w - )}, and f;(w) = L(w,(x;,y;)). The goal is to find a @ approximately
minimizing the objective function

F(w) =Ex,y)~,, [L(w, (X,Y))].

One technical point is that f; does not have a gradient everywhere — instead, we will be concerned with
the sub-gradients of the f;’s. All our results which operate on the gradients also work for sub-gradients. To
be precise, we will take the sub-gradient to be 0 when the gradient is undefined:

Definition E.1. Let Vf; be the sub-gradient of f;(w) with respect to w, where V f; = —y;x; if y;(w-x;) < 1,
and 0 otherwise.

To get a bound on the error of hinge loss, we will need to assume the marginal distribution D, is
anti-concentrated.

Definition E.2. A distribution is §-anticoncentrated if at most an O(d)-fraction of its probability mass is
within Euclidean distance § of any hyperplane.

We work with the following assumptions:

Assumption E.7. Given the model for SVMs as described above, assume the following conditions for the
marginal distribution D,:

° ]EXNDw[XXT] j I,
e D, is el/4 anticoncentrated.

Our main result on SVMs is the following:
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Theorem E.8. Let ¢ > 0, and let Dy, be a distribution over pairs (X,Y), where the marginal distribution
D, satisfies the conditions of Assumption . Then there exists an algorithm that with probability 9/10,
given O(dlog(d/¢e)/e) e-noisy samples from Dy, returns a @ such that for any w*,

E(x ¥y~ Dy [L(@, (X, Y))] < E(x y)~p,, [L(w”, (X, Y))] + O("/4).

Our approach will be to fit this problem into the GLM framework developed in Section [C] First, we will
restrict our search over w to H, a ball of radius r = e~ /4. As we argue in Lemma his restriction
comes at a cost of at most O(e'/4) in our algorithm’s loss. With this restriction, we will argue that the
problem satisfies the conditions of Proposition This allows us to argue that, with a polynomial number
of samples, we can obtain a set of f;’s satisfying the conditions of Assumption [C.I] This will allow us to
apply Theorem concluding the proof.

We start by showing that, due to anticoncentration of D, there is a w’ € H with loss close to w*:

Lemma E.9. Let w' be a rescaling of w*, such that ||w'|s < e /% (i.e. w' = min{l,e=*/||w*|]2}w*).
Then E(X,Y)NDIy [L(U}l, (X, Y))] < E(X’y)Nny [L(w*, (X, Y))] + 0(51/4).

PT'OOf. If ’U}l = ’LU*7 then E(X,Y)NDzy [L(’U}I, (X, Y))] = E(X,Y)NDIy [L(w*, (X, Y))]
Otherwise, we break into case analysis, based on the value of (z,y):

o |w' x| >1: Ify(w x) > 1, then L(v', (x,y)) = L(w*, (z,y)) = 0. fy(w'-x) < —1, then L(v', (z,y)) =
1—y(w z) <1—y(w*-z) = L(w* (x,y)). Both cases use the fact that ||w']j2 < [|w*]2.

e |w' - x| < 1: In this case, we have that L(w', (z,y)) < 2. Since L(w*, (z,y)) > 0, we have that
L(w', (2,y)) < L(w*, (z,y)) + 2.

Note that if [w’ - x| < 1, then 2 is within 1/||w’|s = €'/ of the hyperplane defined by the normal vector
w'. Since D, is e'/*-anticoncentrated, we have that Pry.p, [Jw’ - X| < 1] < /4. Thus, we have that
Ex.,y)~p,, [L(W', (X, Y))] < Ex,y)~p,, [L(w", (X,Y)) + 2 1(Jw" - X| < 1)] < E(x,y)~p,, [L(w”, (X,Y))] +
O(e'4). O

Proof of Theorem[E78 We first show that this problem fits into the GLM framework, in particular, satisfying
the conditions of Proposition The link function is o, (t) = max{0,1 — yt}, giving us the loss function
L(w, (z,y)) = o,(w - x). We let H be the set |Jw|s < e~'/4, giving us the parameter r = ¢~'/4. Condition
1 is satisfied by Assumption For y € {-1,1}, o,(t) = 0 for yt > 1 and o, (t) = —y for yt < 1. Thus
we have that |0 (¢)] <1 for all £ and y, satisfying Condition 2. Finally, one can observe that o,(0) = 1 for
all y, satisfying Condition 3. Thus we can apply Proposition if we take O(dlog(dr/e)/e) e-corrupted
samples, then they satisfy Assumption on H with 09 =2, 01 = 0 and 05 = 1 + ¢~ /4, with probability
9/10.
~ Now we can apply the algorithm of Theorem Since the loss is convex, we get a vector @ with
f(@) — f(w*") = O((oor + 0172 4+ 02)/2) = O((2e =4 47 1/4) /) = O('/*) where w*' is the minimizer of
f onH. 7 B B B

We thus have that f(i) < f(w*')+0(e"/*) < f(w') +O(e"/*) < f(w*)+O(e'/*). The second inequality
follows because w*’ is the minimizer of f on H, and the third inequality follows from Lemma O

E.3 Logistic Regression

In this section, we demonstrate how our results apply to logistic regression. In particular, we describe how
logistic regression fits into the GLM framework described in Section [C]

We are given pairs (X;,V;) € R x{£1} for i € [n], which are drawn from some distribution D,,. Let
o(t) = m. Logistic regression is the model where y = 1 with probability ¢(w - z), and y = —1 with
probability ¢(—w - z). We define the loss function to be the log-likelihood of y given x. More precisely, we
let fi(w, (xs,y;)) = L(w, (zi,y;)), which is defined as follows:

Do) = 5 (G )+ 15 () = 5 (@ 6w ) <o),
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The gradient of this function is VL(w, (z,y)) = 3(¢(w - ) — ¢(—w - ) — y)z. The goal is to find a @
approximately minimizing the objective function

?(w) = E(X,Y)Nny [L(U}7 (X7 Y))}
We work with the following assumptions:

Assumption E.10. Given the model for logistic regression as described above, assume the following con-
ditions for the marginal distribution D,:

° ]EXNDm[XXT] j I;
e D, is e'/*,/log(1/e)-anticoncentrated.

We can get a similar result to that for hinge loss for logistic regression:

Theorem E.11. Let ¢ > 0, and let Dy, be a distribution over pairs (X,Y), where the marginal distribution
D, satisfies the conditions of Assumption|E.1(0. Then there exists an algorithm that with probability 9/10,
gwen O(dlog(d/e)/e) e-noisy samples from Dy, returns a W such that for any w*,

E ()~ [L(@, (X, Y)] < E(x,y)mp,, [L(w", (X, Y))] + O(e/*/log(1/¢)).

The approach is very similar to that of Theorem which we repeat here for clarity. First, we will
restrict our search over w to , a ball of radius r = ¢~1/%,/log(1/e). As we argue in Lemma this
restriction comes at a cost of at most O(c'/*y/log(1/¢)) in our algorithm’s loss. With this restriction, we
will argue that the problem satisfies the conditions of Proposition This allows us to argue that, with a
polynomial number of samples, we can obtain a set of f;’s satisfying the conditions of Assumption This
will allow us to apply Theorem [C.2] concluding the proof.

We start by showing that, due to anticoncentration of D, there is a w’ € H with loss close to w*:

Lemma E.12. Letw' be a rescaling of w*, such that ||w'||a < e~ %/4\/In(1/e) (i.e. w' = min{1,e= Y%\ /In(1/e)/||w*|]2 }w* ).
Then E(x,y)~p,, LW, (X,Y))] < Ex y)p,, [L(w*, (X,Y))] + O(c*/*/In(1/e)).

Proof. We need the following claim:

Claim E.13.

[t < = In(d(t)p(—1)) < [t] + 3exp(—|t])
Proof. Recalling that ¢ = 1/(1 4 exp(—t)), we have that —In(¢(t)p(—t)) = In(exp(t) + exp(—t) + 2). Since
exp(t) +exp(—t)+2 > exp([t]), we have [t| < —In(p(t)d(—t)). On the other hand, In(exp(t) +exp(—t)+2) =
[t] + In(1 + 2 exp(—|t]) + exp(—2Jt])) < |t| + In(1 + 3exp(—|t])) < |t| + 3exp(—|t]). O

For any x € Rd, we have that:

—In(¢p(w’ - 2)d(—w" - z)) —y(w' - x) = 3exp(=3Jw" - z|) < Ju’ - 2] —y(w' - 2)
< Jw 2| —y(w* - x)

< —In(g(w" - 2)¢(~w" - 2)) - y(u" - )

The first and last inequality hold by Claim[E.13] For the second inequality, we do a case analysis on y. When
y = sign(w’-x) = sign(w*-z), then both sides of the inequality are 0. When y = —sign(w’-z) = —sign(w* -z),
then the inequality becomes 2|w’ - x| < 2|w* - z|, which holds since ||w'||2 < ||w*|l2. We thus have that for
any y € {1}, L(w/, (z,y)) < L(w*, (z,y)) + 3 exp(=3Jw’ - z|). If [w’ - x| < $1In(1/e), then L(w', (z,y)) <
L(w*, (m,y))—i—% If jw-z| > %ln(l/s)7 then L(w', (z,y)) < L(w*, (x,y))—i—%s. Since [|w']|2 < g~1/4 In(1/e)
and D, is ¥/*,/In(1/¢)-anticoncentrated, we have that Prp, [ 2| < :In(1/e)] < O('/4\/In(1/e)). Thus,
Exv)~D,, [L(w', (X,Y))] < Ex,y)~D., [L(w*, (X,Y))] + O(e/* In(1/¢)), as desired. O

29



With this in hand, we can conclude with the proof of Theorem [E.11}

Proof of Theorem[E.11 We first show that this problem fits into the GLM framework, in particular, satis-
fying the conditions of Proposition The link function is oy, (t) = 1(— In(@(t)(—t)) — yt), giving us the
loss function L(w, (x,y)) = o, (w - z). We let H be the set ||Jw||2 < e~/4/In(1/¢), giving us the parameter
r=¢e"Y4,/In(1/e). Condition 1 is satisfied by Assumption Fory € {—1,1}, 0, (t) = 3(o(t)—o(—t)—y),
which gives that |oy (¢)| < 1 for all ¢ and y, satisfying Condition 2. Finally, o,(0) =In2 < 1 for all y, satisfy-
ing Condition 3. Thus we can apply Proposition if we take O(dlog(dr/e)/e) e-corrupted samples, then
they satisfy Assumption on H with og = 2, 01 = 0 and o5 = 1 + e~ /%, /In(1/¢), with probability 9/10.

Now we can apply the algorithm of Theorem [C.2] Since the loss is convex, we get a vector w with
F(@) — f(w*') = O((oor + 017% + 09)y/2) = O((2e~ /% /In(1/¢) + e~ V/4/In(1/e))\/E) = O(e'/*\/In(1/¢))
where w*’ is the minimizer of f on H.

We thus have that f(i) < f(w*")+0(e/*\/In(1/¢)) < f(w')+0(e*\/In(1/¢)) < f(w*)+O(e*/*/In(1/e)).

The second inequality follows because w*’ is the minimizer of f on H, and the third inequality follows from
Lemma [E.12) O

F Additional Experimental Results

In this section, we provide additional plots of our experimental results, comparing with all baselines consid-
ered.

Regression: Drug discovery data,

Regression: Synthetic data Regression: Drug discovery data attack targeted against SEVER
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Figure 7: € vs test error for baselines and SEVER on synthetic data and the drug discovery dataset. The left
and middle figures show that SEVER continues to maintain statistical accuracy against our attacks which are
able to defeat previous baselines. The right figure shows an attack with parameters chosen to increase the
test error SEVER on the drug discovery dataset as much as possible. Despite this, SEVER still has relatively
small test error.
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