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A. Theorems and Algorithms

A.1 Vanilla Recurrent Neural Network

Waa’ ba Waa’ ba

Figure 1: Graphical depiction of an m-th layer many-to-one recurrent neural network

Theorem A. 1 (Explicit output bound of recurrent neural network F) Given an m-layer recurrent neural network
F :R™™ 5 R, there exists two explicit functions F jL :R™™ — Rand F JU : R™*™ — R such thatV j € [t] and

VX € R™¥™ where x*) ¢ Bp(xék), €), the inequity F}(X) < F;(X) < FY/(X) holds true, where

FU(X) = A2 + 3" AP warx® 1 3 AW (e 4 AN 4 bl

k=1
Ly o0-0) 1 X= o®)wrare (k) L = o) na . @)y L L F
FFX) =a%a® + > oV werx® + 3 "ol b + o)) + bl
k=1 k=1
() _ [WIr AR i k=m+1; g _ [WEeowl i k=m+1;
i () xracs ~ (E=1) oSy W) gwans ~ (k=1 .
ABWo) 0 XEDif ke ] @PwWe) 0w i ke fm)

andNr € s,

A~ {O‘g,'? if Wit =0 5w _{ o i WEe > 0;
i = =

of" if WEe <o " i WF“ < 0;
L) ol if WEe > 0; om _ o if W > 0;
U \agy if W< o i WF“ <0;

andVr € s,k € [m — 1],

= AW > 0

)\(k) B agjk’l f Waa (k+1) >0 ’
G T W““ (k+1) — A(k“)W““ <0);

(= );

0 ( );

w _ [oifh if Wit >0 (= @I wae > 0);
{ (= Q(k+1)W““ < 0);

agfi, if Waa(k—i—l) <0



A [B i Wit > 0 (e AT W > 0);
rJ (k) if Waa(k—H) <0 (<:> A(k+1)Waa < 0)
L,r Jir Jy: ,r )

w _ (B i Wi >0 (= el wer > o);
" Wi W““(k“) <0 (= Q) wee <o)

and V'r € s, )\(O) J( ) — 1, where © is the Hadamard product.

Proof 1 Given an m-layer recurrent neural network F : R™™ — R with pre-activation bounds 1*) and u*)

for X € R™™ where x*¥) ¢ B (X0 ,€), let the pre-activation inputs for the j-th neuron at the output layer be
F;(X) = Wf :“a(m) + bf The j-th output of the recurrent neural network is the following:

Fj(X) = Wieam 4 bl )

_ZWFa _m)+bF
:ZW v+ bl

= Z Wleo(y™)+ Y Wlto(y!™) + bl @)

Wre>0 Wre<o
Assume the activation function o(y) is bounded by two linear functions h(;;) (y) and hgz) (y), we have
h ™) < oly™) < g (™).
Thus, if the associated weight W to the i-th neuron is non-negative, we have
Wi (™) < WiEe(y(™) < Wi - g (vi™): 3)

otherwise, we have

Z

W hi (™) < Whao(yi™) < Wra . pim) (y(m), )

Upper bound. By using the right-hand side of Inequity (3) and Inequity @) in Equation 2)), we obtain an upper bound

FUmx) = S W alWy™ + 857)
WFa20
+ Z WFa (m) m)+B(LTZ))+bf'
Wre<o

We use variables )‘;?) and AEZL) to denote the slops in front of ygm) and intercepts in the parentheses:

)\(m) - ag]”;) lf WFa > 0;
’ o\ if WF“ <0;

B if WEe >0
b o i W;jg <0;

and obtain

U,m Fa y(m) ) (m) F
F; ZW A (™ 1 A) 4+ bl



We further let A;T) = WFG )\(.”.’) and we have

U,m (m) m,) (m) F
F; ZA + A7)+ b,

7ZA(m) Waaa(m 1)+Wa1: (m)+ba+A(m))+bF

ZA ZW raim Tl 4 ZW,% x™ £ bg + A 4 bE,

gm=1
_ Z ZA m)waa Tm 1) + Z ZA m) Waw X((]::L)
r=1 i=1 gm=1 i=1

=AM ha 4 A L F
+Y ATV (b + AT+ b

i=1

We combine coefficients in Equation (3)) into equivalent weights Waa(m) Waw(m) and bias Bg-m) as defined by

W = 3T AWE = AW

VR

i=1
ax(m) (m) (m) az
.7 dm Z A Z qﬂl - A W m’

B = 3" AL (b + AL + b = AT b+ A%) 4]

=1
and obtain
Um o ¢ aa(m) ax(m) m) (m )
FP(X) = > Wi 3D W B

r=1 qm=1

_ Zwaa(m (m—l))+ Z qu(m)x(m) +B(_m)

J,4m qdm J ’
gm=1

LY W X Wl s 3 W 45

Wj’j,(m)zo W;.l::,(m)<0 qm=1

Assume the activation unction o(y) is bounded by two linear functions h(Ln;_ )( ) and h(m 2 (y), we have

h(7”_1)(y£m71)) < U(yﬁmfl)) < hg’r;—l)(yfﬂmfl))

aa(m)

Thus, if the associated weight W to the r-th neuron is non-negative, we have

wiatm. h(LT,"fl)(YEm’”) < W™ g (y(m=1y < Wl pln=l (y(m=1),

Jr
otherwise, we have

WD (D) < Wiyt < WS BT ().

3,7 U,r L,r T

(&)

(6)

(7

®)

©))

By using the right-hand side of Inequity @) and Inequity Q) in Equation (1), an upper bound can be obtained similarly

as
m— aa(m m— m—1)
FjU’ 1(x): Z W ( ) (,'r )( ( 1)+ﬂ( )
W;f“’;_("”)zo

bYW QI ) 3 W) B,
Wil <o Pt



We use variables )\;7771) and Aﬁ,ﬁ?il) to denote the slops in front of yﬁmfl) and intercepts in the parentheses:

)\(m—l) B ag’; 1) if W?’i(m) >0 ( A(m)Waa > 0)
ar oY i W < (= A(m)W‘m < 0);

Am=1) _ { I(]T,Tl) if W‘“‘ m) >0 (<= A(m)Waa >0);
- (

T, er“_l) if Waa(m) <0 ( A(m)waa < 0)
and obtain
FU,m 1 Zwaa(m) )\(m 1)( (m— 1)+A(m 1) Z Wax(m) m)+b(m)
j yr
qm=1

We further let A;f:_l) = Waelm) )\(m Y and we have

7,7

S

Um—1 o (m—1) m—1 (m—1) ax(m)_ (m (m)
F7 (X) - Z A.77 ( ( ) + Arxj Z W7 qm gm,) + b
r=1 gm=1

_ZAm 1) Waa (m— 2)+W(m (m— 1)+ba+Am 1) Z Wam(m) g::)‘f‘b(m)
gm=1

fZA“” VoW e Y W kD b+ ALY
=1

—177qm—1
Qm—lzl

aa:(m (m) - (m)
Z \\ ™ + b

gm=1

:zs:(zs:Am 1)waa (m 2) + Z ZAm 1)wam )X(m—l)

Tqm—1/""qm—1
i=1 r=1 qm-1=1 r=1

+ Z AT b AL 3D W () (10)
qm=1
We combine coefficients in Equation (10) into equivalent weights Waa(m 1), W;Z(m } Y and bias b( ) as defined
by

aa(m—1) - (m-1) _ A (m—=1)xxraa
W] i Z Aj»T Wgz - Ajv: W:ti ’

r=1
ax(m—1) (m—-1) ar (m 1)
W]:Qm 1 ZA W T5qdm—1 _A Wy‘lm 1’
r=1

7 —1 m— 1 a m-— —1 m m—1 a —1 T
and obtain

FOP00 = YW A 3N W e 3 W B

=1 qm-1=1 gm=1

Notice that Equation (6) and Equation (]1_;1_'? are in similar forms. Thus, we can repeat the above procedure iteratively
until we obtain the final upper bound F;""(X), where F;(X) < F]U’F(X) < FjU’m X)<--- < FjU’l(X). We let
FjU(X) denote the final upper bound FjU’1 (X), and we have

FV(X) = A%a® + 3" AP weex® 1 3 AW (be + AY) 4 bl
k=1 k=1



and (© is the Hadamard product)

(k—1) _
A

andV'r € s,

andVr € s,k € [m — 1],

RO
Ny =1
” aL,r

andVr € s, )\(O)

WP:@Ag’“ Y - if k=m+1;
(A( )Waa) @)\ ) if ke [m];
aom _ Jali) i Wi >0
P i whe <o
Al _ z(ff) if Wi >0;
N VSR ij <0;

aa(k+1) (k+1)
if Wit > g (s AR Do > g);

if W‘“’(“l) <0 (= A(k“)W‘w <0);
lf Waa (k+1) >0 ( A§k+1)wa’g > O)
if W““ B <0 (= AW < 0);

Lower bound The above derivations of upper bound can be applied similarly to derive lower bounds of F;(X),
and the only difference is now we need to use the left-hand side of Inequity (), @), @), ©) (rather than rlght hand
side when deriving upper bound) to bound the terms in () and (I). Thus, following the same procedure in deriving
the upper bounds, we can iteratively unwrap the activation functions and obtain a final lower bound FL ! (X), where

F;(X) > FJL F(x) > FJL "X) > > FJL Y(X). We let FJL (X) denote the final lower bound FJL Y(X), and we
have

0 < E)xxraz - k) a k
FjL (X) = Qg_’:)a(O) + Z Q;,:)W x (k) + Z Q;’:)(b + @:(’j)) + bf,
k=1 k=1
and (© is the Hadamard product)

(k=1) _ Wi ow! ™ if k=m+1;
jp k aa k—1 .
g (@EWe) 0w if ke m);
andNr € s,
my _ Jal" i WEe >0,
wjar - Oé(m) f WFa < 0:
Uz 7,1 ’
ol _ [ B i Wi =
7, BI(JT,'Z) lf WFa < O
andVr € s,k € [m —1],
) Oé(Lkzﬂ lf Waa(k+1) > 0 ( Q(k"rl)waa > O)
w: = ’
o \ag) i W“““““) <0 (<= Q(kH)W‘m <0);
®(k) if Waa (k+1) >0 ( Q(k-i-l)Wa; > O)

lf Waa(k+1)<0 ( Q(k+1)waa<0)

and N'r € s,wj(or) =1



Corollary A. 1 (Closed-form global bounds) Given data X € R™"*™, [,, ball parameters p > 1 and € > 0. For an
m-layer recurrent neural network F' : R"*™ — RY, there exists two fixed values ij and V]U such thatV X € R»*™

where x*¥) € B, (x(()k), €), andV j € [t], 1/q = 1 — 1/p, the inequity v} < F;(X) < ~Y holds true, where

A(O)a(O + Z EHA(k)WamH + ZA(k)Wam (k) + ZA(k) b® + A(k)) + bjFa

= k=1 k=1
0 k ar k azx. (k k a k
= Qa3 el W, + 3 el wers + 30l b + 04 + b
k=1 k=1 k=1

Theorem A. 2 (Closed-form pre-activation bounds of recurrent neural network ¥) For the pre-activation input y§”)

of the v-th layer in a given m-layer (v < m) recurrent neural network, there exists two explicit functions gj]-:’”
R*** — R*® and g?v R™*? — R?® and two fixed values 1§U) and u§v) such thatV j € [s] and ¥ Xv) ¢ R?*v
where x(¥) ¢ B (x(() ) €)and 1/q =1 — 1/p, the inequity l§-”) < gjL’U(X(l:”)) < y;”) < g]U’U(X(l:”)) < ugv) holds
true, where

v 0 k)yxraw k)yxraz o (k k) 1.a k
ul” = Al%a® £ 3" A wer| 3T AP W £ 3T AR b+ AN,

k=1 k=1 k=1
v v v
1 = %2 = 3" cjaPwer|, + Yot werx + 3ol be + e), (12)
k=1 k=1 k=1
e;-r ifk=v+1; e-T ifk=v+1;
ALY = fwea o (571 if k=v; QY= W““ Owh™ if k=uv; (13)
(A(k)W““) oA i ke v —1); (n;}w«w) WY i ke o1

andVr € s,k € [v—1],

k) agﬂ’gﬂ if A(k+1)Waa>0
g oM i A(k+1)W““<O

w _ Jal i @ftwes > 0);
w7 =
7,7 gjk)r lf Q(k+1)waa < 0)7

(k) _{ oy i AW >0
ry

wir Agf““)waa <0).

)

)

®) .o ok+D) aa > ),
(k)_{ L QW _Oi, 14

LY ((sz lf Q(k+1)waa <0 :

J5:

and r € s, \\") = (0) =1, A(v) ®(v) = 0, where © is the Hadamard product.

9 2,7
Proof 2 For a given m—layer (v < m) recurrent neural network, let the pre-activation input for the j-th neuron at the

k-th layer be y;-v), where x¥) ¢ B (x(()k), €),V k € [v]. Then we have the following:

vy = W;-’f?a(“‘” + Wrx() b,

= Sl 4 Y Wi 4, (1)
— qo—1
3 Wie(y ) + 30 W x4 b,
=1 qv=1
Z W?’?«U(yﬁv 1 Z Waa y(v 1) + Z Wa:r v) _'_ba. (16)
Wee >0 W“)‘l <0 =1



Assume the activation unction U(yﬁvil)) is bounded by two linear functions h(;:l) (y) and hg’;l) (y), we have

R D (v D) < o(ylmD) < i (v D).

= U,r r

Thus, if the associated weight W (. to the r-th neuron is non-negative, we have

Woa L pY D (y ) < Wt (y( D) < WL pl D (y D), (17)
otherwise, we have
Wi b v TY) < Wiso (v ) < Wi A D (v ). (18)

By using the right-hand side of Inequity (I7) and Inequity (I8) in Equation (16), an upper bound can be obtained
similarly as

U EOD) = 3 Wi ol Dy 4 BY)
W(l,(l>0

+ Z Waaa(L’Url((v 1)_'_61)1 +Zwax v)+ba
W.“’“<O qv=1

We use variables )\fr_l) and Agf}j_l) to denote the slops in front of yﬁ”‘” and intercepts in the parentheses:

)\(U—l)

g

ag, Vit W > 0;
('U 1) lf Waa <0

T‘

A [H Wi
J Bj('jj;l) lf Waa <0

and obtain
n

gJU’D’U(X(LU)) _ Zwaa )\(Ur 1)( 7(n )+A£1,)j_1)) Z Woae (":”) _|_b?_

J,9v
r=1 qy=1

We further let A(U R = Wjs /\(U Y and we have

U’va(lv ZAU 1) (v 1)+AU 1) Zwax U)+ba

qv=1
_ZAU 1) Waaa(v 2)+Wax (v— 1)+ba Agvj_l))‘F Z W;H;U ((;])"'ba
qo—1
. (v—1) aa . (vV—2) ax v—1 a (v—1)
_ZAj,r ZW’I”’L a; + Z Wan 1x§1v 1)—"_b ATJ )
= =1 Gv—1=1
+ Z W] Qv q’ij)) + ba
qv=1
v—1) (v 2) (v—1) 1
IS AW 3 (AL W s
i=1 r=1 qu-1=1 r=1
+ ZA(v Y ba + A g 1) + Z W] Qv q:j) + ba' (19)
qv=1



We combine coefficients in Equation (19) into equivalent weights W‘m(v b W;”;(v Y and bias b( ) as defined by

Waa(v 1) ZA;)T—l)Wga A(U 1)Waa

7% 510

r=1
az(v—1) _ (v—1) ax (U 1) ax
WJ,% 1 ZA WT% 1 7A Wv% 1)
r=1

(v—1) _ ZA(U 1) ba+A(U 1))+ba quj_l)(ba"_A(Z_l))—’_b?’
and obtain

g]va lv) Zwaa(v 1) Ev 2)+ Z Wazv 1) (v 1) +ZW

79v—1 qv 1
qu—1=1 qv=1

x(") 4 b, (20)

Jqv ¢1v

Notice that Equation (13) and Equation 20) are in similar forms. Thus, we can repeat the above procedure iteratively

until we obtain the final upper bound gU’U’l(X(L”)), where y](-v) < g][-]’U’U(X(L“)) <o < gj[-]’v’l(X(L“)). We let

u;.”) U”(X(1 v)) denote the final upper bound gUU H(X (1)), and we have

u;”) _ g]U’v(X(l:”)) A(O) + ZA(k)WazX(k) + ZA(k) b® + A(k))
k=1 k=1

and (© is the Hadamard product)

eT ifk=v+1;
ALY = W‘m®>\(k Y if k=uv;
(A(k)W‘“)G)\k Voif kev—1];

andVr € s,k € [v—1],

o fal i AFWe s
- 3 lf A(k‘i‘l)waa <0
*) I(J]TZ lf A(’H‘Uwaa > 0)
U i Al <o)

and V'r € s, )\(O)—l AU-)—O

Lower bound The above derivations of upper bound can be applied similarly to derive lower bounds of f;(X),
and the only difference is now we need to use the left-hand side of Inequity (U7), (I8) (rather than right-hand side when
deriving upper bound) to bound the terms in (16). Thus, following the same procedure in deriving the upper bounds,

we can iteratively unwrap the activation functions and obtain a final lower bound gL v 1(X(l‘”)), where y§v) >

Lyvv 1:v L,v,1 1:v (v) _ Lv 1:v L,v,1 1:v
95" . (X@E)) > o> 95" (X)), We let 17 =g (X)) denote the final upper bound g; (X)), and
we have

17 = ) = 20 1 Y w1 Y vt el
k=1 k=1
and (© is the Hadamard product)
e;r ifk=v+1;
QY = dwae o ity if k=u;
(Q(k)W‘“) oW if ke-1];



andVr € s,k € [v —1],

]

afy i W

(k) _ {a(Lk)r if Q§@+1)ng >

w B8 i @ twa >
o k ; k aa
g i Qltwea

and Nr € s,w(o) = 1,(-)5_? =0.

Jsr
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A.2 Algorithms for Recurrent Neural Networks

Algorithm 1 Compute POPQORN robustness bound of recurrent neural network (true label: c, target label: i)
Input: weight matrices W, W W and bias vectors b®, b/ of an m-layer recurrent neural network f, input
sequence (x| ... x(™)], p-norm, €.
Output: a robustness bound €.

1: Replace the last layer weights W <— Wf“ — Wfi“

2: Initialize € + €

3: while ¢ has not achieved a desired accuracy and iteration limit has not reached do

4 Jorv=1,....mdo

forj=1,... sdo

5:
6: 1(_1;), T compute the pre-activation bound for the j-th neuron of the v-th layer according to

Equation , and (T4).

7: a%v)] a%, Bj(:v; ﬁ((}j 3 < compute the two bounding linear function hgjl hg’g
8: end for
9: end for

10: YU, ~L « Corollary A
11: ify" >0 then

12: € is a lower bound; increase € using a binary search procedure

13: else

14: € is not a lower bound; decrease € using a binary search procedure
15: end if

16: €+ €

17: end while

11



A.3 Long Short-term Memory Network
Notations In the derivation of long short-term memory network (LSTM), we define the equations as follows:
Input gate: i) = o(y*'®)) = o(W=x*) 4 Wiealk=b) 4 pi),
Forget gate: £ = g(y/®)) = g(WT2x®)  Wleak=1) 4 pfy;
Cell gate: g = tanh(y?®) = tanh(W9*x*) 4 W9%ak=1) 4 p9);
Output gate: oF) = U(y"(k)) = a(W"Ix(k) + Weeak=1) 4 b?);
Cell state: ¢ = £F) @ =1 4 j(k) o g(k),
Hidden state:  a®) = o®) © tanh(c®).

Wa(k+1)

k
h:)]c( )
hoc(k)

fe(k) Lig(k)
Ay Ay

Afe(k) 2ig(h)
== | pfck) piglh) [== AfAc(k) AiAg(k)
@) iglo

fc(k) 4.ig(k)
hU hU

fe(k) 4 ig(k)
h ™ hy

fe(k) ,ig(k)
Ay Ag

Figure 2: Steps in computing bounds for a long short-term memory network.

Definition 1 (Linear bounds on 2D activation function) For the r-th neuron in k-th layer with pre-activation bounds
ofy?(k), cgk): l?(k), u?(k), lﬁ(k), uﬁ( ) and the activation functions, define two linear functions hoc(k) hoc(k) R2 —
R,

W3 (ye®, ) = afePye® 4 gret o) 447,

T yT
hi O (yo®, e®)) = agrPye® 4 grrie® + o Oc(k)

such that for yo) ¢ [1;3(’“)7 ug(k)]’ c® ¢ [li(k)’ ufa(k)],

hic,(rk)(Y?(k)7C$k)) < o(y?™) tanh(cP) < h([}c,(rk)(yg(k)7c£k))_

Similarly, we can define linear functions hécﬁk , hécik), hngT , and hﬁik) such that for yf(k) S [lf(k), uf(k)], c&kil) S

[li(k_l) ug(k—l)]

c(k c _
B (g1 ®) (1) < o (yf®)elkD) < pfo® (yf () k=),

,T

and for yi®) € [0 i) g9 ¢ 1g® Loy

% i i ig(k i
R (yi®) y90)) < o (yi®)) tanh (y9*)) < bt (yik) ya®)).

Theorem A. 3 (Explicit output bound of long short-term memory network ¥') Given an m-layer long short-term
memory network F' : R™*™ — Rt we can derive two explicit functions F jL :R"™™ — Rand F jU : R™*™ — R such
thatV j € [t] and ¥ X € R™ ™ where x**) € Bp(xék), €), the inequity F}(X) < F;(X) < F/(X) holds true. We
can obtain them through following steps: Starting from k = m, ¥r € s we

12



1. define unified slopes and intercepts of cross terms of the cell state and the output gate;

g R 9 S font g 2o

e Wit co 9 T g g Wikt o
octhy _ [ B if Wil > o k) _ P Wit > o,
7T Zﬁik) lf W‘Z}(f‘:l) <O, 7T [0;7(4]‘) f WZU;‘:U <O

oc(k) _ {%(}7,(«]6) UC W?](k—:l) > 0 dJOC(k)

i Wi >0,
g 7zr;(nk) if WaU(f-irrl) <0; Jr

oc(k (k+1
®) WL]—::)<07

a(m+1) _ yxra(m+1) _ yx7Fa
where WU” —WL)N Wﬂ,

2. collect coefficients in front of the cell state and the output gate pre-activation, and constants;

A0 _ Wfa o )\oc(k) if k=m; oe(k) Wf‘a o w] oc(k) if k=m;
M AW N ke T\ W 0w ® i ke - 1)
Wfa oA?" i k=m Wreoer®™ i k=
oc(k) _ a k+1 oc(k) fe(k+1 oc(k) = a(k+1 oc(k fe k+1
ARE = S Wkt o A ALY ) = EWEETY g @00 1l 5 )
if kelm—1]; if kelm—1];
Aoc(k) WFa © ;C(k) lf k= m; ro(k) WFCL ©) woc lf k= m;
e.dr (k+1) oc(k) . 11, [N (k+1 oc( . 1.
Wi oo™ if ke m—1]; Wil ol if ke m—1);

3. define unified slopes and intercepts of cross terms of the cell state and the forget gate, the input gate and the
cell gate;

M) a}gf«g if AZCE,; Ae® 04;2%? if 9“(:;>0;
ch(n if Ajr<0; o O‘UL7) if Q(Ci)cjr<0.

fe(k . k
’f’ék; 4 AOCE’; CHE { Tt ol _
L,Cr lf A,g,r ; o U,Cr f QOGCJ r < O
fe(k) fe(k)

{ felk) e goet®) 5

/ oc(k

fete) _ ) Ve U Aaye 205 fetk) _ ) VL, f Qg > 0;
EE WO k) Vi = Fe) e qedh) _ g,

fe(k) _
7T

’YL,T lf AOACJW < O’ ryU,T @ 3T 7
ig(k) if AOC((C) >0 ig(k) aiLg,(f) if ro(k) >0,

Nok) _ ) Qo Agr = = g
e i AR <0 T oY i gl <o
ig(k) . oc(k) ig(k) oc(k)
ig(k) U,r lf AA, i, 2 07 ig(k) _ L,r f Q@ r 2 07
Ajor ' ) ©jr =1 giem i

i Q"@C(ﬁ <0;

ig(k . oc(k k oc(
i9(k) _ fyUgi%k) if AA,(‘I; > 0; w?g(k) _ ’YLgirk) if Qg gk
v ARG <05 i gt < 0

U,

4. collect coefficients in front of the cell state, the forget gate pre-activation, the input gate pre-activation, the cell
gate pre-activation, and constants of the two couplings;

AL =A%) @ \L®), Qe = Qu®) o o),
AL — A% o AT, Qi — gu® o @fc

DKo e ouf,
AV = AT o N2 A~ ) 0w,
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AZJ(’?) _ AOAC(F) o A9k, Qig(@ _ ro(k) o @Zg(k

2t 2Jst g ! 0,7,
ig(k) _ A oc(k) ig(k), ig(k) _ OC(k ig(k).
Agi: =Aaj: O Q50 =8 OV

5. define equivalent weight matrices and biases;

V'Vl'(lf) _ A;f](fﬁ)wojclk JrAf\,C](f)me JrAlg(k)Wzm +A29(’f)wg:1: .

U.j.ak N
Wik = AW L Al we 1 AP Wi 4 AR S W,
bir = AL b + AL 4 AY b+ AP 4 Z (AZS) 1 AT A9y,
i=1
xrz(k) _ oc(k) ox fe(k) T ig(k) iz ig(k) T .
WL,J}% - waj,: Wi,Qk + Quhj,: W{Qk + ng-,jﬁ Wiﬂk + Q(ag,j,:wzq,qk’

Wil = et wee ol Mwle eiwia p agwe,

KON

oc(k)p.0 fc(k f o k>7 ig k) Fe(k) ig(k)\y.
Ly =90 b+ Vbl + 90 b+ Qf b9+z Wl +Q + Q)

©$,Jyt
i=1
6. After looping steps 1 to 5 from k£ = m to k = 1, the bounds are given by

FV(X) = Wi a® 4 AL e© 4 Z Wi x® 1N B bl
k=1

FE(X) = Wa(l)a(o) Jrch(l)c(o +Zwr(k) (k) +Zb(k) +bE.
k=1 k=1

Though we exemplify by an m-layer many-to-one long short-term memory network, the above steps can also be used
to derive bounds for the k-th output W¥%a®) + b¥ in a many-to-many long short-term memory network.

Proof 3 Given an m-layer long short-term memory network F : R"*™ — R with pre-activation bounds 1°F) u°(¥),
1600 o), 17 (k) g f () 1) 44ih) 1900) gnd w9®) for X € R™*™, where x®) € B, (x", ¢), let the pre-activation
inputs for the j-th neuron at the output layer be F;(X) = W]lifla(m) + bf. The j-th output of the recurrent neural
network is the following:

Fj(X) =Wieatm 4 pl,

—ZWF“ bl
ZWF“ [lo!™ tanh(c{™)] + b,

ZWFG o(nz)) tanh( (nL) )} + b]F,

Z WL (y?™ ) tanh(c!™)] + Y WIe[o(y{"™) tanh(c{™)] + bT".
wle>0 Wre<0

Assume the activation function o (y) tanh(x) is bounded by two linear functions hoL(Em) (y,x), h?fgm) (y,x), we have

Hi 7. e™) < o (yi™) banh(ef™) < B (570, €™,

i e
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Upper bound. We can then obtain

< ) Wi

WFa. ZO

+ ) Wl (o]

Wie<o

(o™ v 855 e™ ™)

32

(m) o(m)+ﬂoc(m) (m)+’yoc(m))+bF

We then define )\;;(m), A% and @;fi(m) in the parentheses:

757
e _ [ W=
7,2 a‘z%gm) lf WFa < 0’
po [ WE 2
7, Zfz(m) f WFa < O,
e [ WE
o Vi W <o,
and obtain
< ZW )\%¢ m) o(m) +Aoc(m) ( )+(poc(m))+bF
We further let
Aicj(m) WFa )\oc(m) AOAC(JT:L) : WFa AOC(W) A;cgf?) . Wff @;f(m)
and we have
Fy(X) < Y (AL v ™ + ARV el™ + AL + bl @1
i=1
= YA (Werx(m) 4 Weraltm=D 4 bo) 4+ AU (£ el 4™ g™y 4+ AL 4 BT
i=1
o - > oc(m) ox m > > oc(m) oa oc(m) o oc(m)
72(21&;]1 W7“1m ‘(Im)+Z(ZA)\jZW +Z )\]Zb +Atp]7,)
am=1 i=1 r=1 i=1
+ Z OC,(J,n Z( )) (m—1) +oly! i(m ))tanh( (m)))
AX >0
+ > ARy ™)e™ Y + o(yi™) tanh(y!"™)) + b
AL <0
Assume the activation function o (y )X is bounded by two linear functions hﬁgm) (v,x), h,j;?i(m) (y,x) and o(y) tanh(x)

is bounded by two linear functions hggm) (v,x), hggm)

(y,x), we have
he (v, oY) < oy e <l (r ! oY),
hig(m) (y?(m)7yi_}(m)) < U(yz( ))tanh( g(m)) < h;}l(m)(yz(m)’yf(m))

L i )4

15



We then have

(X) < > Qo ArIwWer xim +Z ZAW W% )alm b +Z (AL b + ALY 4 bF

qm=1 i=1 r=1 =1

+ Z AOAC(J"? f?l(m) f(m)JrﬂfC(M) Z(m 1)+,ny(M)+azg§m)y§(M)+BzU%§nt) (M)+,yzg(vﬂ))
A"A"(7*’1>>o

+ Z Aoc’(ﬁ (a Z‘m) f(m +6fc m) (m— 1)_~_7f6(7n)+azg(lm) z(m +Bzg(m) g( )+’7L£ )).
A <0

We then define )\]fﬁ(m), Aﬁ(m), cpfc(m) Azg(m) A’g(m) and Azg(m) in the parentheses:

N,g,i ? TRA G ©,7,%
Fe(m) afc(m) lf Aoc(m) ; iom) g(m) f Aoc(m) > O
A fc(m) 3m> A" =1 gy e peclm)
L,i lfAA]z ; aLz lfAA]z <0
fe(m) [f]c1(m) lf Aoc(m) > 0; Zg(m) B qu(m) f Aoc m)
Aj i - fc(m) ocgm) A] i zg(m {m
L,i lfAA]z<O’ B A]z<0
g [0 U AT 20 [ A“f’?z >0
T gt <o T a2 <o

and obtain
s
oc(m) ox (m oc(m) oa m—1 oc(m)y. o oc(m) F
<3 (D ATIWEL e+ 3OS AWl YA by 4 AZY) 1 b
gm=1 i=1 r=1 i=1 i=1

+ZAAN NJEm)  10m) - ASEm) (m=1) | Fem) | yiglm) yitm) | Aig(m) yo(m) 4 igm))

We further define
fe(m) | oc(m) fc(m) fe(m) [ poc(m) A fe(m) a fe(m) oc(m) _fe(m),
A,Jz _AAJZ )‘ AAJZ '_AAji Aj’i Aww = Ap ANY 2N
ig(m) ._ poc(m) w (m), Aig(m) oc(m) Adg(m), pig(m) _ poc(m) ig(m),
A5 = Axgy NG g = A gy ATTAD = ARG e
and obtain
n S
oc(m) ox oc(m) oa m—1 oc(m)qy o oc(m) F
<Z ZA;JZW#]m Qm +ZZA,]ZW a( )+Z(A)\g7,b +ALP]Z)+b
gm=1 i=1 r=1 =1 i=1

S

+Z AL 10m) y ASem ((m=) | gJelm) | pfolm i) 4 pigtm) gtm) | pig(m))

WK Yi C; ©,7, A, Jyt Yi ©,7,%

S

=2 <Z AW x4 (3 AT Wealm Y +Z (AS57b7 + ALY + b
gm=1 i=1 r=1 i=1

+ZAfC(m Wfﬂﬁ (m)+W{?a(m—1)_~_b£‘) Afc(m) (m— 1)+Afc(m)

WA 2 @,

+A g(m )(W’L:C (m)+wza (m— 1)+bz)+A19(m)(Wf?X(7rL)+W§7?a(m—1)_i_bg)_’_AZJng)]

PR
= > AW AW+ AYTIWE 4+ AW X
qm=1

S

+ Z AW 4 AL W AW A W )a(me D)
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+A)\J ©,4,% @55t ©,J,

C(m)bo Afc(m)bf + Alg(m)bz + Azg(m b9 + Z( OC(m) + Afc(m) + Azg(m)) + bF
We combine coefficients in Equation (22)) into equivalent weights W;f;nq)mr VVZ(;”T) and bias BE}Z) as defined by

Wi = AW AW AW AT W

U,j,9m Aygst sdm sdm Hqm?

WGU()Z? :Ai’fj(’m)wo’?_i_A ( )Wfa+A19( )Wza +A19(m)wga

by = AL 4 LB 4 A b ALY 4 Z( AL AT Aoy,

©,7,% 575t ©,J,%
i=1
and obtain
Fj(X) < FP™(X) = Wi x(m) 4 Wil alm=1 4 ALt elm=1 4 g0 4 pF (23)

= Wx(m) (m) 4 B(m,) + bF + AfAigT)c(mfl) + W?](;n) [o(mfl) tanh(c(mfl))}
_ W?](m) (m) + b(m) + bF AfAf;g'T’V:L)c(m—l)

a(m 0 m—1 m—1) a(m o m—1 m—1
+ Y Wi o(y"™ V) tanh(c] + Y Wi o(y? V) tanh(c{™ V).
Wi >o W?f;“ko

Assume the activation function o (y) tanh(x) is bounded by two linear functions hoL(Em) (y,x), h?Jc’Em) (y,x), we have

hzcsgm—l)(y;)(’m—l)7 Cgm—l)) < U(y?(m—l)) tanh(cgm_l)) < h([)](jgm—l)(y;)('m—l)7 Cgm—l)).

We can then obtain
FjU’m(X) < Wﬂf(m)x(m) +B(m_) +bF AfC(_m)c(mfl)
+ Z WaU(;nl) oc(m 1)ylo(m 1)+Boc(m 1) (m 1)+Pyoc(m 1))

’L

W™ >0

a(m oc(m—1)__o(m—1 oc(m—1 m—1 oc(m—1
Y W (g ) 4 g e )
Wi <o

We then define )\OC m=1) Aoc(m Y and @;i(m Y in the parentheses:
ey _ o Wil 2 0
T e Wi <o

oc(m—1 a(m
Accm=1) _ Uz( 1) if WU(j z) > 0;
Jsi Zcz(m ) if W?J(Ti) <0;

oc(m—1) _ VEfz(mil) if Wg(;nz) > 0;
T Wil <o

and obtain

F]U’m(X) < Wx(m)x(m) +b(m) +bF +Af0(7”) (m—1)

+ZW?](T1) ]o7c(m 1)yo(m 1)+Aoc(m 1) (m 1)+¢OC(”L 1))
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We further let

oc(m— 1) a(m) yoc(m—1) oc(m—1)
A)\,j 7 WUj i )‘j,i ’ AA,j,z' . U] i

and we have

WK} i A C; ©,J,1

welm oc(m—1 fe(m) oc(m—1) . yxra(m oc(m—1
T AT AR ALY = Wi el

FjU,m<X) Swgm) (77L)+bm)+z ocm l)yo(m 1)+Aoc(m 1) (m 1)+Aoc(m 1))+bF

i=1

9

(24)

Notice that Equation 1) and Equation 23) are in similar forms. Thus, Vr € s we can define variables as follows:

)\fc(m—l) _ {aécz(m Y if AOAC,(’T,?il) = 0; )\zg(m 1) {ag]zm 2 if AOC m-1) > 0;
Jst -

icz(m 1) lf Aochrr;—l) <O; Y ang(im 1) f AoAc]'rrZL 1) <0
fc(m 1) f('(m 1) lf Aoc(m 1) > 0’ igm1) Bzg(m 1) f Aoc(m 1) > 0:;
A] % fc(m 1) ocgm 1) Ag i - zg(m 1) . oc{m— 1)
L,i if Apyi <0 B if An < 0;
Fe(m—1) _ ’Y[J;Cl(m 1) f Aoc({m 1) > O; (pzq(m y 'Y[ng,gm 1) f Aoc(m 1) > 0
K - c(m—1 m—1 7 - ig(m—1) oc m 1
! Vii( )lfAAJL )<O ” 7L95 fAAJ’L )<0
fe(m— 1) oc(m—1) | fe(m—1 fe(m—1 oc(m—1) fc m—1 fe(m—1 oc(m—1) fe(m— 1)
AJ(; AAJ7 /\jyi )AAgv ) AA,M A ( )A%DJ(Z ) AA11 ¥
zml) oc(m—1 i‘ m—1 zml) oc(m—1 ig(m—1 ig(m—1 oc(m—1 zml
AT = AT A A o AT A = AT
z(m—1) oc(m—1)xxrox fc(m 1) x ig(m—1)yxriz 7 (m 1) x .
WU;ijm 1 A At W Hdm—1 + A nyl]m 1 + A)\gj, W H9m—1 + A X Wg#]m 17
WaUE;':z;l) _ Aicj(m l)W.oa —I—AfC(m 1)Wfa +Au](m 1)Wm _|_A“](m 1)ng’

b(m 1) Aoc(m 1)bo+Afc(m 1)bf+A7,g(m 1)bz+Azg(m l)bg+z ocm 1)+Afc(m 1)+Azg(m 1)

U,j 0,050 ©,Jsi

i=1
Then we can obtain equation similar to Equation (3):
FJU,m(X) S FjU,m—l(X) — sz;tl)x(m) + W—Zﬂ(mfl) (mfl) _|_ W?«JE;?,’szl)a(WL72)
+ AL D=2 b“") +by Y + bl

Thus, we can repeat the above procedure iteratively until we obtain the final upper bound F ]-U’l (X), where F;(X) <

FjU’m X)<--- < FjU’l(X). We let FY (X) denote the final upper bound FJ-U’1 (X), and we have
) = WDa® 4 AL+ 3 + S8 b,
k=1 k=1

where
Wi = AWy AW AW A wee

U,j,qx 2k

W?]E;?,)T _ A ( )Woa +Afc( )Wfa +A19( )W:Z,L:" _i_AiAé?’(J(C,?WZi’

T~ (k k)10 k ig (k)i ig(k k k k
bir: = AL Wb + AL+ AYbT+ AYFb 1+ 3 (AL + AL 4 A,

@550 R R
i=1

and (© is the Hadamard product)
Aoc(k) {WFa O) )\jc( ) lf k=m;

Asdy W([l](f+1) o )\oc(k) if ke [m o ”;

{wFa © A" if k=m;

75
Wi @ A% L ALY ke [m - 1);

A% {Wf“ ® 2" if k=m;

oc(k
AL

K Js
50 W“U(ffl’@ o) if ke m—1];
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AL = AXW oMW i ke [m); AP = AR O NI if ke [m);

Aﬁigﬁ) _ Aoc((c) @Afc(k) if ke [ml; AZ(J]*C,? _ Aoc(k @Azg(k) if ke [m];
ALY =A“(’”®% W keml AYE =A“<’“>®soj 9B i ke [m);
andV'r € s,
ety _ [0ty T W2 05 oty _ [T W20 e [0 W20
" o™ if Wha <o T ““”) if Whe <o, T Yo i WEe <o,

andN'r € s,k € [m — 1],

oo 1
aL,'r‘ lf WU]’I” < 07
oc(k) Bgfﬁk) if Wa(kJrl) > 0;
B {ﬂzfi’“) i Wik <o
oc(k) _ {%Ofﬁk) if Wit >0;
L wilth o

andN'r € s,k € [m],
k . oc(k ig(k oc(k
Aelk) oyt if AL 20 \io(k) _ ol if AX EJ)
j,r Lcﬁk) lf AOAC k) < 0; g,r O/Lg’(rk) lf AA sz
fe(k . oc(k . ig(k oc( .
Afetk) _ LB AR >0, AiIR) _ Ugi Vi A" >0,
' i ARG <0 T b A"A‘:j’“l <0;
fek) _ {vz’}fk) i AN =00 g {%ﬁi“ if AC® >0,

k] 7T -
r 7£,C£k) if AX k)<0; g Vng,E’k) if AOAC<]

Lower bound. The above derivations of upper bound can be applied similarly to derive lower bounds of F;(X),
and the only difference is now we need to use the left-hand side of inequities (rather than right-hand side when deriving
upper bound) to bound the activated terms. Thus, following the same procedure in deriving the upper bounds, we can
iteratively unwrap the activation functions and obtain a final lower bound FjL’l(X), where F;(X) > F]-L’m(X) >

L,1 L L,1
<> F7 2 (X). We let (X)) denote the final lower bound F;" (X), and we have
L (1) fc(l) a:(k) k (k) F
FH(X)=W7a? + ) (°>+Zw <>+Zb .+ b!
k=1 k=1

where

Wx(k) _ QOC(R)WO:E + ch(k)wf:r + QZg(k)Wm: s ng(k)wgm

L,j,qk 2k
Wi azw W e ws gt

b = QL5 + Q5T + b+ b7 + Z T S gD,
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and (© is the Hadamard product)

oc(k)

ro(k) WFa Ow if k =m;
Wi W“(ffl) & w oW if ke fm—1);
ro(k) . WF(L ®© 600 k) lf k= m;
0,7, Wa(kJrl) o) @oc( ) Qgc(k+l) lf ke [m . 1]’
qee) _ [Wiroul™ i k=
P, Wa(k+l) G)woc(k) lf k 6[ 1]’
Q' =W ol if ke m); QW =™ owt™ if ke [m);
ch('k) _ ro(k) o) @if(k) if keml; Qig(']f) _ ro(k) ® @?g(k) if ke [ml;
Qi"(k) n‘"‘““) o™ i ke [m); = oyt » O™ if ke [m);
and Vr € s,
ot _ JOEE i W2 0 gy _ B W2 00 ey [ i Wi 2 0
Jr OF(M) if WFa < 0; Jir 58?Tm if WFa < 0 Jr OP(M) if WFa <0;

andVr € s,k € [m — 1],

oc(k)
W O
Jir a?]f(rk)
k
octh) _ [ B
g oc(k)
U,r

andr € s,k € [m],

fe(k)
Wl = {af‘”?k)
e c
! aU,r
fe(k
fe(k) _ L,r( )
gro fe(k)
Unr
Je(k)
¢fc(k) ,YL,’I“
o Fe)
FYU,r

Corollary A. 2 (Closed-form global bounds) Given data X € R"*™, [, ball parameters p > 1 and ¢ > 0. For
an m-layer long short-term memory network F' : R"*™ — RY, there exists two fixed values WJL and fy]U such that

VX € R™™ where x*) € Bp(xék), €), andV j € [t], 1/q = 1 —1/p, the inequity v} < F;(X) < ~Y holds true,

where

m
xra(l c(1 X7k X 7T
o = WA AL S Wi + 35wl

= WA Qe 3 W

k=1

k=1

i Wi 20
. a(k+1
if Wy <0
if Wu(k—i—l) >0;
7 Wikt <o
. a(k+1) .
¥ W L 2 0;
i Wi <o
ig(k oc(k)
i) _ o) if @ ({ > 0;
ar alfM i g
ig(k oc(k
ek _ IjS« : if Q@(JZ > 0;
7oy ezl <o
k . oc(k
pi9H) WLg(rk) if Q@jk2>0;
ar Wi g <o.

m

)+ Z by + bl

k=1
k

LEj,):”q + Z

Wik 4 Z bl + bl
k=1 =
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Corollary A. 3 (Pre-activation bounds in LSTMSs) The pre-activation bounds of different gates can be obtained via
simple modifications from Theorem A3 Specifically, we recall the definitions of pre-activations in different gates:
Input gate:  y'®*) = W=x*) 4 Wiegh=1) 4 pi.
Forget gate:  y/ %) = W/zx(®) L wiagk=1) 4 p/,
Cell gate:  y9™® = W9rx(®) 1 W9aa(k=1) | po.
Output gate:  y°F) = Worx*) 4 Woegk=1) 4 pe,

For a given LSTM and input X, the underlined part of the equations are bounded by
Wgatexék) _ E”Wgatqu < Wgatex(k) < Wgatex(()k) + 6||vaate||q7

where gate = {ix, fx, gx,ox}. Thus to derive pre-activation bounds, we only need to know the ranges of remaining
parts in the equations above. These can be computed by replacing the output mapping W in Theorem A by
Wie Wie W9e Wee, respectively. The output bias b" is correspondingly substituted with b*, bf b9 be. For
example, to derive the bounds for pre-activation bounds of input gates, we replace the output mapping matrix and bias
from W and b by Wieand b’.

Theorem A. 4 (Closed-form cell state bounds of long short-term memory network ¥) For the cell state c§v) of
the v-th layer in a given m-layer (v < m) long short-term memory network, there exists two explicit functions g;"”
R™*Y — R* and gU’" R™*Y — R* and two fixed values lj(v) and u;(v) such thatV/ j € [s] and ¥ X1 ¢ R™*v

where x®) € B, (x\"), €) and 1/q = 1—1/p, the inequity lj(v) < gjL’v(X(l’”)) < y§v) < g]l-]’v(X(lzv)) < u;(v) holds
true, where

c(v Xra(l c (k) *)
W) = Wi a® ¢ ALDO |3 Wt ||q+ZWUJ Zbéw
k=1

1) = Wl a0 1 @l Zeuw Uyt WG 4 3B

where
Wll}(,;,)q,, _ Af('(U)sz +A¢9(“)wm +A¢$](U)ngh
V"VGU(;{)T AfC(U)Wfa —I—AW(U)WW +Alq(v)wga
(v) fC(U) f Zg(v) Zg(v fe(v) ig(v)
by = ALV b  + AP b+ A b9+ZAWl+Aw2)
i=1
Wz(;),)q — ch(v fo + ng Wu + ng U)wga:
Wi = QL5 Wi+ ﬂZf,E%’?Wf? + QW?W”
r(v) _ ofc)nf ig(v)q.i ig v) fe v) Zg(v)
by =8, . bl +Q,;.b" + Qg ngFZwa Q50
and Vk € [v — 1]
Wg(f,)qk _ AOC(k)Woz +A§,C](7k)wfz +A19(k)wzw +A29(k)wgﬂék7
Wilh = ATwee AL 1 AYOWE 1 AL W,
S poc(tpo A fe(R) io(k)yi L ig(k) S AR | Afek) | pis(h)
vaj - A)\,jﬁ b? + A/\;jﬁ b/ + A/\q,j,: b*+ AAq,jﬁbg + Z( 75t + ALPJ it ij i );
i=1
xrz(k)  _ oyoc(k)yxrox fe(k) T ig(k)yxriz ( ) x
WL,qu - Qw,j,: W:,Qk + Qw’j,: W:{q:c + ng,j,: Wr,% + Q WQQk’
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frt) _ qoelh) SOy sy @iwie 4 Qi)
Wi = arwe ol Mwie alrBwie 1 ag®wee,

I

r(k) _ oc(k) fe(k)y f ig(k)y i ig k) Qfck) ig(k)
by = Q5 b7+ Q5 b+ Q05D+ Qg5 b + Z RS U )
and
A =Wl one® i ke -1 Q=W owr® i ke - 1)
AR = Wil o a® + ALY gl = Wil o e 1 af ity
if kelv—1]; if kelv—1];
Aoc(k) (k+1) O or(k) if ke [’U _ 1}; QQO;’(’IC) _ Wi(,k,+1) o ,(/)(ic(k) if ke [U o 1];
fp(k) diag(a if k=uv; ch(k) diag(aic(k)) if k=w;
Oc(k) fC(k) ; _ 11 Oc(k) fC( ) ; _ 11
@)\ if kev-1] Ow if kelv—1]
Afc(k) diag( if k=uv; fc(k) diag( 5fc(k) if k=uv;
oc(k) o AfC(k) i ke 1): Q) ¢ @feh i ke o 1):
Afelh) _ diag(~y if k=w; fc(k) _ diag(~y fc(k) if k=w;
["“FEPH oc(k fc(k) lf ke [’U o 1]7 1/),, oc(k) ®wfc(k:) lf ke [U . 1}’
di zg(k) if k=uo: di 7'9("3) if k= uv:
'“J(k) — lllg lf v; Q1g(k l(lg Uc U3
Aoc k)QAzq(k) lf kE[U—l]; W, oc(k)®w k) lf ke [U—l};
Zg(k) diag (8 Zg(k) if k=uv; Qi) _ diag( lg,fk))A if k=uv;
AX k) @ Alg k) if kelv—1] s Qg(k) ® @?,g;(k) if kev-—1]
k . . ig(k .
Adg(k) _ dlag( ) if k=uv; ootk _ | diag(y o) if k=w;
Azcﬁ’i) O e if kef—1); v gt @ pie® if kelv—1;
andVr € s,k € [v—1],
oty _ Joiy? o Wiin 200 o _ [ail? i WGV >0
g ay® i Wikt <o T ag® i Wit <o
ety _ [0 i WiV 20 o[B8 i Wi > 0
T ik <o S Tl g Wikt <o
o) _ Yo Wt > o 5o _ ot ip Wikt > o
i, - oc(k . sra(k+1 j,r - oc(k X ra(k+1
! 'YL,i ) if VVU(,j;t ' <o, ! 7U,£ ) if WL(,j-:"_ ) <o
e _ Joly? i AOAC’(Z']T) 200w _ fors) i Q) >0
j,T - c(k . oc(k j,T - fe(k oc(k
/ a{j» ) if AAJ-,; <0 / 04[’;7(, ) if Q@,J'r)‘ <0
c(k . oc(k c(k oc(k
fe(k) _ t% : if AA,(g,) > 0; efcth _ {,T( ) if 99{3 > 0;
7 - c(k . oc(k T - c(k oc(k
’ 1 i AR <0 ! o gl <o
c(k . oc(k c(k oc(k
) _ 75}; if AA,(]; 200 ey _ Vi,ﬁk) if Q@,(gk) > 0;
s AR <o T Y i agl <o
ig(k . oc(k % oc(k
siato _ [orly) if AA,({,) 200 g _ Jal ﬂefg,ﬁ > 0;
ar o™i ALY <o ar o™i agtt <o
o _ [BOE i AR = 0; o _ B i gl = 0;
I Ao O T g eglico
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3 ig(k)

k
ig(k) _ {VU(r :
L,r

where © is the Hadamard product.

lf Aock)>0
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A.4 Bounding Planes for 2D Nonlinear Activation Functions

In this part, we elaborate on how bounding linear functions (planes) h%c’gk), hongk), hﬁf«k), hie®), hlL‘{(Tk), and h;ﬁ(rk)
mentioned in Definition [I] are computed. This problem corresponds to finding two bounding planes h Lr(v,z) =
ar,v + B,z + v and hy - (v,2) = au,v + Purz + yu,r for the two 2D nonlinear functions o(v)z and
o(v) tanh(z) given the range of their inputs, namely, v € [IZ,u?] and z € [1Z, u?], Vr € [s].

As we will exemplify the procedures for one single neuron, the subscript  is omitted hereafter. We formulate the
problem of finding 2D bounding planes as minimizing the volumes between upper-bounding/ lower-bounding planes
and v-z plane (See Figure 3 in the main text.) for the given v, z intervals, under the constraints that the planes should
be larger/ smaller than the nonlinear planes. Specifically, the two constrained optimization problems are formulated
as

argmax // (apv + Brz + L) dvdz
A

ar,BL,vL (25)
subjectto  arv + frz +r < f(v,z), ¥Y(v,z) € A
and
argmin // (ayv + Buz +yu) dv dz
au,Bu,vu A (26)

subjectto  ayv+ Buz+ vy > f(v,2), V(v,z) € A

where f(v,z) is o(v)z or o(v)tanh(z), A = {(v,z)|v € [I°,u"],z € [I*,u?]}.
To solve Problem (23]), we first construct a differentiable indicator function I(«r, Sr, v1) such that

<0 ifhp(v,z) < f(v,z),V(v,z) € 4;
>0 otherwise.

I(OZLHBLKYL){

Then we define loss function as

—ffA(O[LV"‘rﬁLZ—F’YL)dVdZ ifI(OéL,ﬂL,’yL)SO;

l i ) = i
oss(ar, BrL, VL) {_9*ffA(ozLV+5LZ+WL)dVdZ+I(04Lw8L7’YL) otherwise,

where 6 is a small constant and we usually set it to 0.1. Then we can minimize the loss function using a standard
gradient descent algorithm. We record the result of every gradient descend step and choose the («y,, 81, vy ) with the
maximum value of ffA(aLv + ALz + 1) dv dz and the indicator function value I(ay,, 8r,vr) < 0 as the lower
bounding plane. The process of solving Problem (26) is similar.

The key step in the above process is to construct the indicator function I («ay, 81,y ) for the functions f(v,z) and
hr(v,z) = arv + Bz + 71 in the area A. Here we use f(v,z) = o(v)z (case f(v,z) = o(v) tanh(z) can be
handled similarly) as an example to elaborate on how to construct the indicator function. First we observe that

apv + BrlF + L <PFo(v), Vve[l’,u’]

27
apv + Bru® + v < ufo(v), Vv e 1, u?]

hp(v,z) <o(v)z,V(v,z) € A= {

This greatly reduces the complexity to construct the indicator function I(«y, 81.,7z) since the right hand side of
Equation (27) are two inequalities of 1D functions. The indicator function I now can be constructed as

I(aLaﬁLv'yL) = maX(Il(aLaﬁL77L)70) + ma’X(IQ(aLvﬁLa’YL% 0) (28)
where

if apv+ Bl + v < Vo(v), Vv € [IY,u’];
otherwise;

<0
Il(OéLaﬁbVL) {; 0

<0 ifarv+ fBru*+yr <u®o(v), Vv € [1V,u"];
Iy(ar, BrL,L) e i v) | }
> (0 otherwise.
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The construction of I; and I corresponds to constructing an indicator function I5(«, 3) for two 1D functions h(v) =
av + [ and so(v) in the interval [1V, u”], where

o = oy,
B =Bl (oru”) +71
s =1?(or u®)

and

I(o, B) {§ 0 ifav+p<so(v), Vv e’ u’;

> (0 otherwise.

The construction of I3 can be easily achieved using the linearity of h(v) and piecewise convexity of so(v). Then we
can use I3 to construct Iy and 5. Finally I(«r, 8r,7L) can be obtained according to Equation (28).
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A.5 Algorithms for Long Short-term Memory Networks

Algorithm 2 Compute POPQORN robustness bound of an m-layer LSTM (true label: c, target label: i)
Input: an m-layer LSTM, input sequence [x(l), . ,x(m)], p-norm, €.
Output: a robustness bound é.

1: Replace the last layer weights W <— Wf“ — Wﬁ“

2: Initialize € < €

3: while € has not achieved a desired accuracy and iteration limit has not reached do

4: Jorv=I,... mdo

5: forj=1,... ,sdo

6: 1;-(0), 1;_”(1))’ lg(v), l;(v), u;-(v), uf(ﬂ), ujg-(v), u?(v) + Corollary A.

7: h’;fgv)(yf(v),c§v71)), h{,fj(v) (yf(v),c§v71)) + compute bounding planes for a(y;(v))c§v71) given
R R |

8: hﬁgv)(y;(v), yf(v)), h;igv)(y;-(v), y?(v)) <+ compute bounding planes for a(y;-(v)) tanh(ng-(v)) given
[®) i@ e o)
i A

9: lg(v), u;(v) < Theorem A.

10: h'}j;v) (y;-)(v)7 Cgv) ), hOUc,gv) (yjo.(v)7 Cg»v)) < compute bounding planes for o*(y;-)(v)) tanh(cg.v)) given lﬁ(v),
u;.'(”), lj(v), u;(”)

11: end for

12: end for

13: VY, vt « Corollary A.
14: ify¥ > O then

15: € is a lower bound; increase € using a binary search procedure

16: else

17: € is not a lower bound; decrease € using a binary search procedure
18: end if

19: €+ €

20: end while

As in the above, we provide a succinct algorithm summary to compute a robustness bound for an m-layer LSTM,
below we also list a more detailed version of algorithms to compute lower and upper bounds for the final output
WFaa(m) 1 b of the LSTM and then provide a robustness bound for it. We first introduce an auxiliary algorithm
that is needed in the computation.

Algorithm 3 Compute lower and upper bounds of the term Wa(*) + b

Input: layer index v (range from 0 to m), weight matrix W and bias vector b, bounding planes [hOLc/(llj), ey hzc/(;})]
[hic/(é), R hic/(g)] and [hiq/([l]), cee hzg/((v])}, an m-layer LSTM, LSTM input sequence [x™V) ... . x(")], p-norm, e.

Output: lower bound (Wa") + b)y, ; and upper bound (Wa'®) +b)y; j, j = 1,...,t.(Here t is the number of rows
inW.)

Implementation: As is shortly pointed out in Corollary A3| this algorithm can be adapted from Theorem A3 and
Corollary A[2] Theorem AB]is provided to compute the lower and upper bounds of the final output of an m-layer LSTM,
which is W¥ea(m) 4 bF Therefore, we only need to replace the output mapping W¥ and b¥ in Theorem A. by the
input weight matrix W and bias vector b, respectively, to evalute the bounds of Wa™ + b. Although Theorem A.
is stated to compute bounds for the final layer (m-th layer) of the LSTM, it is also straightforward to generalize
Theorem AJ|to compute bounds for an arbitrary layer v. Note that when v = 0, both the lower bound and upper
bound of Wa(®) + b is just Wa(®) + b irself.

It may seem like one can directly use Algorithm [3] to compute lower and upper bounds of the final output
WHag(m) 4 bF of an m-layer LSTM, but this is in fact not feasible as Algorithm [3| requires the bounding planes
hOLC/ U» h{C/U, hzg/U, which can only be computed after we know the lower and upper bounds of the gate pre-activations
v*, y¥, 9, y° and lower and upper bounds of the cell state c. Therefore, we need to introduce two more auxiliary
algorithms below to compute bounds for y*, y7/, y9, y° and c. Note that Algorithm [3| will be used in Algorithm

That is why we adapt Theorem A [3|and Corollary AP]to construct this more general Algorithm [3]
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Algorithm 4 Compute pre-activation bounds for the 4 gates y'*), y(¥) y9() gpd yo()

Input: layer index v (range from 1 to m), bounding planes [hzc/(llj)7 ey hzc/(g,_l)] [héc/(é), .. héc/(g 1)] and | v
an m-layer LSTM, LSTM input sequence [x(l) x(”)] p-norm, €.

Output: lower bounds lz(”) lf(”) lg(”) lo(”) and upper bounds ](U), u; 1) uj(v), ?(U), j=1,.
Implementation: As stated tn Corollarjy AB] pre-activation bounds of the 4 gates can be computed using Algo-
rithm[3|(Inputs: layer index v—1, weight matrix W /W$e /W 9% )W, bias vector b’ /bf /b9 /b°, bounding planes

oc(1 oc(v—1 c(1 c(v—1 1g(1 1g(v—1 )
[hL/(U), ce hL/(U )] [h{/(U)7 . hé/(U )] and [th/(U), cee th/(U )], the LSTM, LSTM input sequence [x"), ..., x(")],
p-norm, €). Note that when v = 1, the upper and lower bounds can be directly computed according to the definitions

of the 4 gates without using the bounding planes th/U, h{C/U, hzlf’/U

Algorithm 5 Compute lower and upper bounds for the cell state c(*)

Input: layer index v (range from 0 to m), bounding planes [hL/é), cee hzc/(;}_l)] [hzc/%), .. hic/(;)] nd [hng/%), el hiLg/(;)],

an m-layer LSTM, LSTM input sequence [x(l) x(”)], p-norm, €.

Output: lower boundl ) and upper boundu ev ),j 1,...,s.

Implementation: Implementatlon details are stated in Theorem AH| Note that when v = 0, both the lower bound and
upper bound of ¢ is just O itself. No bounding plane is needed in this case. And when v = 1, ho¢ U is actually not
needed either.

Now we have got all the necessary auxiliary algorithms to compute lower and upper bounds of the final output
WHaealm) £ bF of an m-layer LSTM. Algorithm Algorithm and Algorithmwill be used iteratively to compute
bounds for the final output of an LSTM. The resulting algorithm is stated below.

Algorithm 6 Compute lower and upper bounds for the final output W¥a™) + b¥ of an m-layer LSTM
Input: an m-layer LSTM, LSTM input sequence [X(l), e ,x(m)], p-norm, €.
Output: lower bound (WT*a™ + bF)p . and upper bounds (WF*a™ + b)), j=1,...,1

1: forv=I,. .. ,mdo

2: forj=1,... sdo

3: ll(v) lf(v) lg(v) l (U) i(v) u/ ug(v) ;)(v) — Algorzthml(lnputs layer index v, bounding planes
[hoLc/%), cee hOLF/(Z 1)] [hf/%), . hf/(Uv 1)] and [hf/(ll]), cee hf/(;} 1)], the LSTM, LSTM input sequence [xV), ... x(")],
p-norm, €)

4 hfc U)(yj( ), §U 2 ) hfc(v (yj( ), gv 1)) <+ compute bounding planes for U(yf(v))cgv_l) given lf(v),
@, 1;<v DD (ore 1 0 _ o) 0 )

5: hﬁ(jv) (y?( ),yj ), h;]g,(jv) (y;-(”) g(v)) < compute bounding planes for o (y; i)y tanh(y’ 90 given lj-(v),

i(v) 19w g(v)
Yl u;

6: Alj(v)’ uc® <—Alg0rtthmﬁ(lnputs layer index v, bounding planes [hL/((lj)’ o hzc/(;}fl)]’ [héc/([}), o héc/(g)]
and [thg/(llj), ce hlg/(v)] the LSTM, LSTM input sequence [xV), ... x™")], p-norm, €)

7: hOLCEU) (y?(v), g.v)), hongv)(yjo.(v) (U)) + compute boundzng planes for o(y ;(v)) tanh(cg»v)) given li(v),
wl® 1) @)

R B
end for

9: end for

10: (WFealm) 4 b)) (WHag(m) 4 by j=1,...,t« Algorithml(lnputs layer index m, weight matrix
W and bias vector b, bounding planes [hOLC/%), e hzc/(;} |, [hic/([} e h{c/(ﬁ | and [hzg/(llj), ce hng/(;})], the

LSTM, LSTM input sequence [X(l), .. ,x(m)], p-norm, €)
Finally, we can use Algorithm [§] to get a robustness bound for an LSTM through a binary search procedure.

Assume the true class of the sequence [x(!), ..., x(™)] is c. The algorithm to certify the largest possible lower bound
of targeted attacks (target class be ¢) is stated below.

Algorithm 7 Compute POPQORN robustness bound of an m-layer LSTM
Input: an m-layer LSTM, LSTM input sequence [X(l), . ,x(m)], p-norm, €.
Output: a robustness bound €.
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~ o~
=~ 9

©mN R YA

Replace the last layer weights W < Wf e — Wf °
Initialize € <+ ¢
while € has not achieved a desired accuracy and iteration limit has not reached do
P Y Algorithm@(lnputs: the LSTM, LSTM input sequence [x(l), e ,x(m)}, p-norm, €)
if v* > O then
€ is a lower bound; increase € using a binary search procedure
else
€ is not a lower bound; decrease € using a binary search procedure
end if
€+ €
end while

28



A.6 Long Short-term Memory Network (1D bounding lines)

Theorem A. 5 (Explicit output bound of long short-term memory network F with 1D bounding technique) Given
an m-layer long short-term memory network F' : R"*™ — R, we can derive two explicit functions F jL R 5 R
and FjU c R 5 R osuch that V' j € [t] and ¥V X € R™ ™ where x*) ¢ Bp(x(()k),e), the inequity F]-L(X) <
F;(X) < F]-U (X) holds true. We can obtain them through following steps: Starting from k = m, Vr € s we

1. define unified slopes and intercepts;

A(,m:{aék,)r Wi 20 {ai,)r iF Wi >0
2,7

ws =
a%,r if W((L](f—:l) <0; J,r ayy) if WL(;C—::” < 0;

k . a(k k a(k
(k) _ By i Wil > o; o _ i W >0
e witi <o @y Wil <

a(m+1) a(m+1) Fa
where WU” WL’LT WJT,

2. collect coefficients in front of pre-activation, and constants;

A WA i k=m i _Witowl i k=m;
MW XY i ke m-1)y 0 (WY 0wl if ke [m - 1);

Ao _[WireAl) i k=m o _ [Wireel) i k=m
20 TAWIED G A® i fefm—1) TOF T \WIED 0 0¥ i ke fm-1)

3. define equivalent weight matrices and biases;

xrz(k) A (k) ox xra(k) _ A (k) oa (k) _ A(k) 10 .
Wi =A W WU.,j,r - A)\,j,:w:,rv bU,j - A)\,j,:b + ZAA 7,0

U.jsak Adys T Bk
7ok _ o woe i — o 55 _ ) 1o oc(k),
wih =g, wee o Wil =) wee b =0 b +ZQ@M

4. After looping steps 1 to 3 from & = m to k = 1, the bounds are given by

m

a 1 T k = (k
k=1

MS\

FE(X) = Wi <0>+zw LNCH

; o) bl + bl

J

=~
Il
_

Proof 4 Given an m-layer long short-term memory network F : R"*™ — R? with pre-activation bounds 1°F) u°(¥),
16) ue®) for X € R™™ ™, where x%) ]Bp(x(()k)7 €), let the pre-activation inputs for the j-th neuron at the output
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layer be Fj(X) = Wf:aa(m) + bf. The j-th output of the recurrent neural network is the following:
Fj(X) = WFealm 4 bF,

- ZWF“ ™ 4+ bl

ZWF“ Y tanh(c{™)] + b,

S

= > " WIeo(y{"™) tanh(c{"™)] + bT,

i=1
= > Wil tenh(e)] + 37 WiElo(y!™) tanh(e]™)] + b].
wre>0 wre<o

Assume cgm) is bounded by 1°0™) u®(™), tanh(cgm)) can be bounded by cgj? and C(Lyz , such that c(L m) < tanh(c (m)) <

ng). We also assume the positive activation function o(y) is bounded by two linear functions pim L ( ), hgﬁ (y),

which yield ngz) (y) < J(y?(m)) tanh(cgm)) < H[(an) (y), where
Hén?)(}’) = ]lc(LWZ)SOth (yf(m))cgnl) +1 (m)>0h(L L) (yf(m))cgr?,
HP () = Lo s ohts (07" )ey + Lo ohi3 (v7™)elfy
Upper bound. We can then obtain

Z WFaH(m) ?(m) Z WFaH(m) ( ))+bF

WFGZO WF“<0
= > Wy e+ YD WS iy 4 81 + b
WFa>( wle<o

Jst —

We then define )\5.77’;) and A;ZL) in the parentheses:

)\(m) _ OZE]"V;) lf WFa > 0 A(’fﬂ) (m) lf WFa > 0
A e szFa<o o BLl szFa<o

and obtain

Fi(X) < S wWha AWmyotm) 4 Ay 4 pt,

5

We further let A WF“ AL Axnj)z = WF“ A and we have

)\j’L' 7,1 0 7,0

(m) __o(m) (m)
Z A)\jz i AA,j,i)'i_bfv

_ Z[A(m) (Worxm) 4 Weralm=1) 4 1) 4 AU | 4 BT,

Aydst
=1
3D (D AW x4 (3 AL W aln 1>+Z Wib? + AL ) + b
gm=1 =1 r=1 i=1
_ - (m) ox (m) oa m—1 (m) 1.0 (m) F
=D (AW, Z AV WD + AT b +ZAA,j,z'+bj'
qm=1 i=1
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We combine coefficients above into equivalent weights WU( s q) W?](;nr) and bias ngn;) as defined by

xrz(m) _ a(m) ox xra(m) _ 4 (m) oa r(m) _ m) o (m)
Woiam = M Weian Woj, =AW by = b”+ ZAA 400

and obtain
F(X) < F7(X) = Wiiix(™ 4+ Wiia ) B + by
= Wff(,;n,z)x(m) + B%) +bj + WGU(,T,:) (0™~ tanh(c(™~ 1))
= Wix(™ 1 b + bF

+ Y Wi o(y! " V) tanh(el™ )+ > Wl [o(y? ™" Y) tanh(c™ ).
Wil >0 Wil <o

Assume cgmfl) is bounded by [e(m=1) ye(m=1), tanh(cl(-mfl)) can be bounded by cngl) and cgﬁ*l), such that

c(L";_U < tanh( (m_l)) < cg’nl-_l). We also assume the positive activation function o(y) is bounded by two linear

functions h e 1)(y), hgz_l)(y), which yield ng_l)(y) < a(yio(m_l)) tanh(c; (m=1)y < H(m D (y), where

(m—1)

H(m‘il)(}’) = ﬂc(vrg_—1><0h(m-71)(Y?(mil))c i1 ol 1>>Oh(m 1)(yf( ))cL,i :

L,

(m
L,
Hy' 7P (5) = Logmn oy V07" e >+1<m BN Sl G T

We can then obtain

FImMX) < Wilxm 4+ b 4 bl

a(m m—1)__o(m—1 m 1 a(m m—1)__o(m—1 m—1
S W (el Yy Va3 W (afm Dy g gime).
Wi >0 Wim) <o

We then define Agf’;_l) and Ay?_l) in the parentheses:

e _ Jag i Wi > o Ay _ B0 i W > o,
g agm;“ if WiiT <o g <m Vi wit <o

and obtain
Um Xrx(m)_ (m m F a(m) (m 1) o(m—1 m—1
FY™(X) < Wixm 4 b + bl +ZWU(11 (A= Dyelm=h 4 Alm=by,
=1
We further let A>\ i = W(a](gn} )\5-771), A(n; 11) : Ia](;nz) Ay;kl) and we have

Sy ARy 4l

Agii i

Um @ (m) (m) (m)
FP™M(X) < Wixm + by +Z
1=1

Similarly, Vr € s we can define variables as follows:

WU(’;’T*I) A(m 1)Woa b(m 1) (m—1) bo + ZA'A]’L )

Ww(mfl) A(m 1)Wom "

U,3:qm-1 Audy: Hqm— 1’

Then we can obtain
F]-U’m(X) < F-U’m_l(X) — Wzgr)x(m) + sz;nﬁfl)x(m—l) + W‘[’}E?Z*l)a(m—ﬁ

B0 + BU D 1 bF
+by + by Y bl
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Thus, we can repeat the above procedure iteratively until we obtain the final upper bound FjU’1 (X), where F;(X) <

FjU’m X)<--- < FjU’1 (X). We let FjU (X) denote the final upper bound FjU’1 (X), and we have
a 1 - k A -
FU(X) = Wella© 1 5" Wilkix® 1 S 50 4 b,
k=1 k=1
where

S
(k) <k> oz 5 ra(k) (k) ywoa  HE) _ AR 1o (k)
Wo =AS) W Wi = AL W b = A\).b +ZA

HTI A,j,50

and (® is the Hadamard product)

A _WIreXT i k= AG _WIOAR) i k=m
Mjy: W (k+1) ® )\( ) if kelm—1]; Ay Wa(k+1) ® A(k) if kelm-—1];

andNr € s,

(m) _ aUr W00 o[BG i W 0;
Ajor ; F Ajr = (m) F
o™ if Whe <o; T i WEe <o

andN'r € s,k € [m —1],

Ugj,r -
3, gkzﬁ lf Wa(kJrl) < 07 7,7

(k . a(k
O ag if Wit > 0; AP _ o) i W(;i) 0;
i ﬁw if Wit <.

Lower bound. The above derivations of upper bound can be applied similarly to derive lower bounds of F;(X),
and the only difference is now we need to use the left-hand side of inequities (rather than right-hand side when deriving
upper bound) to bound the activated terms. Thus, following the same procedure in deriving the upper bounds, we can
iteratively unwrap the activation functions and obtain a final lower bound FjL’l(X), where F;(X) > FJL’m(X) >

- > F]-L’l(X). We let FjL (X) denote the final lower bound FjL’l(X), and we have

Fj( ) = 1) (0)+Zwm(k) k)+zb +bp

where

T w,J,:

= a(k k ox = a(k oa_ = (k k) 10 k
wih =l wee - Wi =l wee b =al) b+ 3ol
and (© is the Hadamard product)
wo (WO i kem g (WRool iy kem
W, 7, Wa(k+1) @w(k) lf ke [m B 1]7 0,5, Wa(k-l—l) ® ®(k:) lf ke [m . 1]7
and Vr € s,

<m>:{a({’i if Wit > o0, <m>:{ i WEe >0,

Jr =
W ¥
I g if WEe<o0; T g if WEe < o;

andVr € s,k € [m —1],

(k) O‘S:k)r if Wa(k+1) >0 o ﬂgcz if Wa(k“) >0,
Wi = : . e )
el Wit <o T TGl Wit <o
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Corollary A. 4 (Closed-form global bounds) Given data X € R"*™, [, ball parameters p > 1 and € > 0. For
an m-layer long short-term memory network F' : R"*™ — RY, there exists two fixed values %’; and ’y]U such that

VX € R™™ where x*) ¢ Bp(xék), €), andV j € [t], 1/q = 1 —1/p, the inequity v} < F;(X) < ~Y holds true,

where

U <ira(l) B L N e (B NS ER) | F
% = Wina® + ) e Wigilla + ) Wixg” + ) by + by,
k=1 k=1

k=1
E Wi a® 3 WO, 1 3O WE O 3B 4 b
5 L.jy: L.j:llq L.j,: %0 LT 05
k=1 k=1 k=1
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A.7 Gated Recurrent Unit Network

Notations In the derivation of gated recurrent unit network (GRU), we define the equations as follows:

Reset gate:  r®) = g(y"®)) = o(W*x®) 4 Wrealk=1) 4 pr);
Update gate:  z*) = o(y**)) = o(W=?x(F) 4 W=aa(k=1) 4 p?):
New gate:  n®) = tanh(y"®) = tanh(W"x®) 4 b 4 p*) o (Wnaak=1 4 praey):;

Hidden state:  a® = (1 —z®) o n® 4 20 o ak-1),

Theorem A. 6 (Explicit output bound of gated recurrent unit network ¥') Given an m-layer gated recurrent unit
network F' : R"*™ — R, we can derive two explicit functions FjL : R™™ — R and F]-U : R™™ — R such that

Vj € [t] and ¥ X € R™™ where x¥) € B (x(() ), €), the inequity FJ-L(X) < F;(X) < FjU(X) holds true. We can
obtain them through following steps: Starting from k = m, Vr € s we

1. define unified slopes and intercepts of cross terms of the update gate and the new gate, the update gate and
the hidden state;

\nlk) _ {aur(k) i Wit >0 Wi ®) {% W Wi >0,
Jir aﬁfk) if W?](;ctl) <0; zn(k) if WCLL(I;_J;U <0;

en(k) { lzltlr(k) if W?](;e;rl) > 0 { zn(k) if W k+1) > 0;

T Wit <o 0y Wil <y

o =[50 0 LY Z"““’:{”i"r(k) v W20
Yo Wy <0 if Wpo, <0

- o0 o S { b v W =
arp ., i Wy, <0 if Wpo, ' <0

calh) 661717514:) lf aU(k-H) > O za(k:) lf Wa(f-::l) > 0’

g = { Bi‘ffk) if Wﬁ(ff” <0 { za(k if W}fj” <0;

calk) {vfﬁf’“) if Wittt >o; pro) _ {% T(’“) if Wikt >,

gor ﬁ(zgk) if W#ftl) <0 za(k) if WL;ctl) <0

where Wil 0 = WimH) — wke,

2. collect coefficients in front of the update gate pre-activations, the new gate pre-activation, the hidden state,
and constants of the two couplings;

Azn(k) WFa o )\zn(k) if k=m; (k) WJF:a o Z7Tb(7€) if k=m;

2 W (kﬂ) o) /\zn if kem-1]; “7 Wz(fﬂ) ©) w;-ff(k) if kelm-—1];

zn(k) W]Fa O) Az’ﬂ(k?) lf k= m; zn(k) WFa ® @,zn(k:) lf k = m;

A AW o AZ”““) i okeim—1]; o T Wikt o @Z"(’“ if kelm—1];
Azn(k) _ Wf(‘;i) n(k) o if k=m; zn(k) _ Wf((zgszn(k) " if k=m;

e\ W o™i kem 1) 0 (W o™i ke [m—1);

catiy _ JWEo@ 27" if k=m catey  JWEe o™ if k=m

Mg W o™ i ke m—1); 7 WD 6 w2 ® i ke [m - 1);
Aza(lk) _ WFa o Aza(k) if k=m; za<k) _ WjF;a ® eza(k) if k=m;

A,j Wa(k-‘rl) ® Aza(k) if ke [m B 1]; 9,7,: Wa(k+1) o ®za(k) if ke [m . 1];
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aato _ Wit i k= e _ [WE 0wt k=
0. W (k+1) o @za(k) lf ke [m _ 1]7 P,J5t Wa(k+l) @wza(k) lf = [ ]_]7

3. define unified slopes and intercepts of cross terms of the reset gate and the hidden state;

ra(k . zn(k k . zn(k
o) _ Joud i AT 200 ey _ [ol i @gl) >0
j,r ara(k) lf Azn(k) <0; 7,r Ol?[}?ﬁk) lf Q(zan(fc) <0:;

L,r Ag,r 3JoT
ra(k . zn(k ra(k . zn(k
vy _ B i AR =0 vty _ B Qg > 0;
Aj r - ra(k) zn(k) ej ro T ra(k) zn(k)
' BL,’I‘ lf AA,j,r < 0; ' U,r lf Q(—),j,r < O’

ra(k . zn(k ra(k .
ra(k) _ {WU,,E if AAJ(»,T) > 0; 7o) {’YL,T( i Qg =20

0 agth <o T el <o

4. collect coefficients in front of the reset gate pre-activation and the hidden state, and constants;

AP = Ay B ont® ke P =aiWou® i kem)

AW — AZ D AT e QE® — 2 ® o @’fa“f) if ke [ml;
ra(k n(k ra(k . ra(k zn(k ra( .

AL = AL “@ A N 0 I ﬂi’@zb if ke ml;

5. define equivalent weight matrices and biases.

U.j,ak 2Jst Hqk?
Wil - AW A A A
= (k zn(k)y. z za(k)y. 2 zn(k)y nx ra(k), r ra(k)y. na zn k za ra(k
bl = AT Wb + AL bE + AT b 4 AL b A Epre 4 Z( ) A AL,
i=1
Wi(j’)qk — an(k)wza; + Qza(k)wzw + an(k)wnw + Qra(k)wrzk,
Wi = aPwre w4 ng‘fg.,) + ng‘jj.jw;g +Qgwre,

B, = 0+ 0100+ 0 4 0 g ST+ 0 ),

sJ
6. After looping steps 1 to 5 from k. = m to k = 1, the bounds are given by

FY(X) = Willa® + 3" Wihlx® 4 Z by + bl
k=1

FF(X) = Wi()a® +ZW””(’“ k>+Zb(’“)+bF

L.j,:
Proof 5 Given an m-layer gated recurrent unit network F' : R"*™ — R with pre-activation bounds 1**) u*(¥),

1(F) yn(k) 1a(k) gak) 1) yrk) ek gnd une®) for X € R™™, where x(*) € Ep(xék), €), let the pre-activation
inputs for the j-th neuron at the output layer be F;(X) = Wffla(m) + bf. The j-th output of the recurrent neural
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network is the following:
Fi(X) = Wleal™ 4 pl', (29)

_ Z WFa _m) + bF
= Z Wi - 2" )™ + 2" a" V] + b],

ZWF“ — yf(m)))tanh( n(m)) + J(yz(m)) Em_l)] + bfa

Z W 1—0'( Z( )))tanh(y n(m ))+0_( z(m))agmfl)]

Wre>0

+ 3 WE(1 = a(y?™) tanh(y? ™) + o(y= ™ )al™ V] 4 bE.
Wre<o

Assume the activation function (1 — o(y)) tanh(x) is bounded by two linear functions hf—fi(m) (y,x), hffi(m) (y,x)

za(m)

and o (y)x is bounded by two linear functions hza(m) (v,x), hypy (v, %), we have

Ry, My < (1 oy ™) tanh(y] ™) < R (yP Y,y ),

B el ) < oy ™Ma Y < g™ v Al ).

L, [ ) &y

Upper bound. We can then obtain
Z W a(Zan m)yl_z(m) + ﬁlZ]T,Li(m n(m) +’YU Z( m)

WJF;’ZO

+a?]az(m) ,lzm +ﬂza(m (m 1)+7za(m))
LY Wi (e z(m) { gEmyyntm) | en(m
Wre<0

+ azal(m)yf m) + Bzai(m)agm—l) + 'Yi?z(m)) + bJF

za(m) .

We then define )\jj;(m), A;z(m) gam(m) )\m(m) Aza(m) and ¢ ;" in the parentheses:

7,

\2nm) _ {OéZU"Z(m) if Wil >0; Az _ {am if WEe >0

Jyi Oéiili(m) f WFa < O, 5 a2a1(M) lf WFa < 0

zn(m) { éz(m) lf WFa > 0 Aza(m) {5Zﬂ(m) f WFa > 0

Jre ;717(171) lf WFa < 0’ 25 za(m) lf WFa < 0

— {”573'('”) FWIEZ0 o) _ {75“}’”) i Wi >0

QOJ ( - ,}/zz(m) lf WFa < O <‘0J’i za(m) lf WFa < O
and obtain
< ZW zn(m) z(m) + Azn(m) n(m) + (pzn(m)
+ A;3<m>y;<m> + A5 Malm Y g ety 4 b
We further let
) b () gz yyTa Aznlm) g . yFe enn)
AN = W ) AT = e AT AT e ),
za(m) Fa za(m) za(m) | Fa za(m) za(m) Fa za(m)
A)\»L =W; /\ A Jyi =W A Aw i =W; i Pii o
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and we have

Fy(X) < DAy ALY AT ALy AR e - ALY b
i=1

= STUATE 4 ALY W £ WAt 4 bE) 4 AL (WrEx(™) 4 e
=1

(m)(Wna (m—1) b;m))JrA;"](';”)+AZGJ(T)+AZAG(J“:) Em 1)]+bJF’

n S

= 2 QAT+ AW, +ZAZ”§”Z)W’”” )
gm=1 i=1

H2 AT+ AW + AT A
r=1 =1

+ Z AbE + Z AT + Z AZSTBE + AL+ A

n Z AZAn;T) ’"(”L))(WZf‘a(mfl) + b)) + bf.

Assume the activation function o (y)x is bounded by two linear functions h';" ( )( ,X), h;]‘?i(m) (y,x), we have

B ™ WAl b)) < oy ) (WD 4 b < hp ™ (v, Wiealm D 4 bl

L,i

We then have
n

Fi(X) < Y (AP + A ywEr - AW xm)

sdm
qm=1

+Z zn(m _’_Aza(m))wza_’_AzAagT)) ’S‘m—l)

+ Af\tlj(:n)bz +Aza(m)bz + Azn(m b 4 Z znjzn) +A;aj(77))

+ Z Azn(m) ra(m) r(m)_’_ﬁﬂl(m)(wnaa(m 1)+bna)+,yra(m)]

AWK Ui
AT 20
N Z AZTtyn) ra(m) rm)_i_ﬁra(m)(wnaa(m 1)+bna)+’yra(m]+b§7.
AzAn§7;1)<O

We then define )\;z(m), A;i(m) @:Z(m) Agaj(rzn), Am(m) nd A;aJ(T) in the parentheses:

ra(m) . Azn(m) > 0;
yram) _ ) Qv if Anji Ara(m) . pzn(m) )\T_a_(m);
Ji {am(m) if Azn(m) <0; A Agi T

L, Aj,i

ra(m) . zn(m)

Ara(m) o BU,'L lf AAJZ > 0; Ara(m) — Azn(m) Ara(m)

g th’zi(m) if AZAngT) <0; Ajyi AWK
ra(m) . zn(m)

ra(m) Tu,i lf AA7 i) > 05 ra(m) . zn(m) ra(m),

: { ram) o Aanm) <o Deai T hAag Vi

L.i 2Jst
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and obtain

n

Ei(X) < 37 (A + AST WL+ AL W )x )
qm=1
AT AT W AT
zn(m) 2 za(m) 2 zn(m nx za(m)
+ AT+ ALTDE + AL +Z )y AZT)

+Z ra(m) 7"(7”)+A7"‘1(m)(wnaa(m 1)+bna)+A7"a(m)]+bF

WK Yi ¥,

n
= Y (A + AT WE - AW ()

gm=1
S

+Z AT 4 Az gz AZe0m) )

’l"

+ Aza(m)

AT A AT YA 4 A

+ZA)\31 Wrw (m)+Wra (m— 1)+br J’_ZAAJZ (Wnaa(m 1) bna +ZAra(m —|—bF

©.dyi
=1
_ Z ((Azn(m) +Aza(m))wzm +lxzn(m)‘an(glcm) {(]T:)
qm=1

S

+Z zn(m +Aza(m))wza+Aza(m))a(m 1)
r=1

+Azn(m)bz +Aza(m)bz +Azn(m b +Z LPJZ +Aza(m))

®5J,2
i=1
- r ra(m) -1 - ra(m)
+ Z ZA)\jl Wflm ((1/':3)—’—2 ZAAJZ W’f"a (m )+ZAA,j,i b:
gm=1 i=1 r=1 i=1 i=1
- ratm) yyna o (m1) ~ ra(m)yna | N ara(m) | 3R
+Z(ZAANW )3, +ZAAJ1b JrZAwJZ +b;
r=1 i=1 i=1 =1
n
_ Z ((Azn(m) +Aza(m))wzg;n +Azn(m)Wnac +A;aj()m)w7:zm) ((1::«)
gm=1

S

+ Z zn(m +Aza(m))wza _’_AzAagf;b) + Ara(m)wra _,'_ATAa’g”n)W?g)agﬂm—l)
r=1

+Aza(m) +Ara(m)

zn(m) za(m zn(m ns ra(m) r ra(m) n
4 AT Mz 4 AR g Az mIpne | pTalmpr | g ba+Z o i o)

i=1

+bf. (30)

We combine coefficients in Equation (30) into equivalent weights W;f;nq)m, Wg(;n) and bias bgj j as defined by

Wac(m) 7Azn(m)sz +Aza(m)wzz +Azn(m)wn1 +A7"a(m)Wrgg ’

U,j,qm Ay
Wz(;ng _ Azn(m)wza +lxza(m)vvza +AZ§TZ) +‘Ara(m)vvra +Ara(m)Wna
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p(m) _ pzn(m)y 2 za(m) z zn(m) na ra(m) r Ta(M) na za(m) ra(m)
by = AT b + ATV 4+ AL+ AT+ AR +Z ) AT AT,
and obtain
Um X m Ira m—
Fj(X) < FJ™(X) = Wi x(m) 4 Wil altm=1 4 pim) 4 pl7, 31)
Notice that Equation 29) and Equation (31) are in similar forms. Thus, Vr € s we can define variables as follows:
)\gn(m—l) _ OézUnim’ 2 lf W?](’TB > 05 )\z'a(m—l) _ a[z]aﬁm 2 lf W?](;ng > 0;

Jir aiizr(m—l) if Wz(;ng <0; g aza(m—l) if WZ(;”?Z <0;
;n(m—l) _ éflr(m’_l) lf VY?](’TT), > 0, A;a(m—l) _ [Z]?;Em_l) f WU(;nz > O
Jir er(m—l) if welm) <0; Jr 2ar(m—1) if WaU(;ng <0;
zn(m—1) Wf]tlr(m_l) lf WZ(ZLT)’ > 07 (pza(mfl) _ Vlzjaﬁm Y lf Wg(;ng > 0
j,r - zn(m—1 . xra(m j,r - za(m—1 . a(m
7 yir D i Wt <o 7“( Vi Wi <o

Azn(m—l) _ Wa(m) o) )\zn(m 1), Aza(m 1) _ W @ /\za(m 1)7

PWR U,j,: ’ Ads
A - W 0 AT, AT W) o A
AN W & 1N ) W g,
)‘;i(m_l) _ {a{,“ﬁm Dr AZ"(m D> Ara(m=1) _ pzn(m—1) @/\ra(m D,

ara(m 1) lf Azn(m 1)<0; Ayt JAW

L,r Aj,r

ra(m—1) . zn(m—1) .

ra(m—1) U(jrm lf AAJT > 0; Ara(mfl) _ Azn(mfl) Ara(mfl).

jr = gralm—1) o Azn(m-1) _ . Aj: = Aas T OAy ;
8 if AT <o

7”.

ra(m—1) . zn(m—1) .
ra(m—1) _ {’VUJ lf AA,jJ« > 0; Ara(mfl) :Azn(m 1)® 'ra(m 1)

ra(m—1) . zn(m—1) . ©,]5: Aj,:
i Anje <0
Then we have

FjU,m(X) < FjU,m—l(X) _ ngZ)X(TYL) + Wéfﬁ—l)x(m—1) "‘WGU(;?il)a(m_Q) + B%) + B%—l) + bf.

Thus, we can repeat the above procedure iteratively until we obtain the final upper bound F jU’l (X), where F;(X) <
FjU’m X)<--- < FjU’l(X). We let FY (X) denote the final upper bound FjU’1 (X), and we have

m
a(1) x k = (k
FY(X) = Wi al +ZW ()% by + bl
k=1
where
Wil = AT WE L AP WE AT Wre AW

Wit = A Pwze 4 Aj“; )W.Z“ + Ag‘lg’? + Am(k)Wm + AR wre,
Bgfkj _ Aitlj(,k)bz +A2a(k)bz +Azn(k)bnaﬂ +A7a(k)br +A7a(k)bna +Z Z"(k +Aza(k) +lx7‘1(k))7

P5J5% ©57,t ©57,t
=1

and (© is the Hadamard product)

g = e o S h A WS Ao
Wyl T OA; if kelm-—1]; Wi T OA if ke[m-—1];
AL = {WF(ig)Ajn(k:n(k) lf k= A = {Wj(js-?l)Ajza(k:a(k) lf b=
2t T Wk o A ifokefm—1); T3 T Wk o A if ke lm—1]:
AR {WF“ o™ k=m Azalh) _ {WF“ O™ i k=m
(2 WU(;C'H) ® (pj’n(k) if ke [m _ 1]; (2% WU(;C,+1) ® (sz,a(k) if ke [m _ 1];
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MO ATD o ke
AR = AZ”““) OATY i kel
AP S ATH 0t ke )
and Vr € s,
ot JO WIS 00 B WEE S 00 (A i WEE S0
ar oM™ i WEe <o T i whe <o T i WFa <0;
seatm) _ Jaty™ i WEEZ 00 gy _ B i WEEZ 00 oy _ 7U T ’f Wi =0
7 ai‘fﬁm) if WEr <0; T i“rm) if Wke <o, 70" L’T )i Wfﬁ < 0;
andVr € s,k € [m — 1],
et _ Jan i WV 200 g _ fap? i Wit > o,
Jir aﬁfk) if W?](ftl) <0; Jir aiaik) if W?,(ffl) <0;
ey _ [BE i WY > 00 Ly [BEY i WY > 0,
T Wl e ST g Wyl <
zn(k) P)/[j'nr(k) lf Wl[l](kj:l) > 0 za(k) _ ’yUrfk) f Wa(f—i_l) > 0
7 zn(k a(k 7 - za(k . a(k
! “YL,r( i WU(ngrl) <0 ! Vqu i WU(]J;I) <0;
andN'r € s,k € [m],
k . zn(k
k) _ ) ay fk) if AA,J{) 2 0;
T et A <o
o) _ [ B i AR 2 0;
g,r Zar(k) lf AzAn’EkT) <0;
ra(k) {’YUT(]C) lf AZATtEkT) > 0;
jr ra(k) . zn(k)
Yo if AA] . <0.

Lower bound. The above derivations of upper bound can be applied similarly to derive lower bounds of F;(X),
and the only difference is now we need to use the left-hand side of inequities (rather than right-hand side when deriving
upper bound) to bound the activated terms. Thus, following the same procedure in deriving the upper bounds, we can

iteratively unwrap the activation functions and obtain a final lower bound FjL’l(X), where F;(X) > FJ»L’m(X) >

- > FjL’l(X). We let FjL (X) denote the final lower bound FjL’l(X), and we have

FF(X) =W a® 4 ZW“’“) (k) 4 Zb(k +bl,

k=1 k=1

where
X rz(k) zn(k:) 2z za(k) 2z zn(k) ne 'r‘a(k) re
Wil —gEtwe L grbwe o gatiwne | gretwre

za(k) + ﬂwa(k)wra + Qra(k)wna

Wa(k) — QZ"(k)Wza + Qza(k)wza + Q() g

L,jr

~(k
b

_ Z"(k) z za(k) z Z”(k) n ra(k)yr ra(k)1 na
=" Vb7 + Qb+ g b + e+ agtb +Z(n
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and (© is the Hadamard product)

ey _ JWEr0W i k= m; Qo) _ wheow® i k=m
w,Js: Wa(l;,+1) @wzn(k) if kel[m-—1]; W, Wa(zf-i-l) o wza(k) if kelm-—1);
Q) _ JWi o "M i k=m, gzt _ Wi o e ™  if k=m
0,7, Wa(k—i—l) ® G)zn(k) lf ke [m _ 1]; ©,5,: Wa(k+1) o ®za(k) lf ke [m_ 1];
k) _ W@y if k=m; Q7 ek) _ WEe @ yze®) if k=m;
Pygi: a(ffrl) Gwzn(k if kelm-—1]; UNE W (,ic7+1 o ¢za(k if ke lm—1];
M = n@< ) 0w if keml;
255 = 06,0 © @’7‘“’” if k€ [ml;
ra(k ra( .
Q) =055 0 v if ke )
andNr € s,
any _ J O™ i WESZ 00 ey _ [0 if WS> 0; penm) _ [t wha > o
Wj,r OZzn(m) lf Wpa <0 7,r - zn(m) lf WFa < O zn(m) lf WFa < 0
U,r ’ U,r
et _ LTy Wi 20 gy [BES™ WIE 205 vi“r’”) if WEe > 0;
2,7 O[ZU(?fm) lf WFa < 0 7,7 i[‘j«ﬁm) lf WF(L < 0 lf WF(L < 0

andVr € s,k € [m — 1],

en(h) _ {ainr(k) if waektl) - 0; ca(k) {QL ik) if W +1) > 0;

: _ Lgr = W’ L,j
ar ai"®) g WD g, T ag'®™ i W okt < 0;

o {050 0 S0 g (o 0w
J,r éflr( if wW¢ ” ) <0; Jr 5[z]nr i Wz] * ) <0
P = {VL,r(k) if Wit > o; P70 {’VL "0 WD > o

Jir 'Y(folr(k) if Wa(k7+1) <0; Ji.r ,yé?r(k) if WCLL(I;::D <0;

L,jr

and'r € s,k € [m],

i ratk) .
ve ¥ Qe <0

ra(k . zn(k
qp'r'a(k) _ ’YL,',(- ) lf Q@J(',r) > 07

T - ra(k .

! W’U,r( ) i Qo
Corollary A. 5 (Closed-form global bounds) Given data X € R™"*™, [,, ball parameters p > 1 and € > 0. For an
m-layer gated recurrent unit network F : R™*™ — RY, there exists two fixed values 'ij and V]U such thatV X € R™*™
where x¥) ¢ B (x(() ), €), andV j € [t], 1/q = 1 — 1/p, the inequity v} < F;(X) < ~Y holds true, where

ra(k) . zn(k) X
e :{ i Qg > 0;

7 =wil) ‘0)+Ze||w“’“ ||q+ZWUJ +Zb 4+ bl

k=1
Xra(l Xrx(k Xrx(k k k
v = Wia® =3 Wil + Z Wi + Z by + by
k=1 k=1 k=1
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Corollary A. 6 (Pre-activation bounds in GRUS) The pre-activation bounds of different gates can be obtained via
simple modifications from Theorem Al] Specifically, we recall the definitions of pre-activations in different gates:

Reset gate:  y"F) = Wx(K) 4 wragk—1) 4 pr,
Update gate: y* ) = w=zx(®) L wraa(k=1) | b2,
New gate:  y™") = Wnex®) 1 pre 4 p (k) @ (Wraak=1) 4 pna),

For a given GRU and input X, the underlined part of the equations are bounded by
Wgatexgk) _ 6||vaatqu < Wgatex(k) < Wgatexgk) =+ 6||vvgate||q7

where gate = {rx,zx,nx}. Thus to derive pre-activation bounds, we only need to know the ranges of remaining
parts in the equations above. These can be computed by replacing the output mapping W' in Theorem AE] by
W7, W= Wne, respectively. The output bias b is correspondingly substituted with b, b?,b"™®. For example,
to derive the bounds for pre-activation bounds of reset gates, we replace the output mapping matrix and bias from
W and b by WT%nd b". For the pre-activation bound of new gate, we need to first derive the bound of reset
gate. Considering that there is a cross-nonlinear term of reset gate and the previous hidden state, therefore we need
to further use 2D bounding planes as introduced in Section 3.2 to bound the term. Lastly, the pre-activation bound is
Sfound by combining the linear bounds with W"””Xék) + e[| W7, + b"7.
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B. Experiments
B.1 Significance of plane (2D)-bounding POPQORN certificates

Recalling that when analyzing the bounds for an LSTM, we extend the ideas of bounding lines to bounding planes.
In what follows, as proofs and formulas for POPQORN certificates with both 2D bounding planes and 1D
bounding lines are provided, we justify our proposals of using 2D bounding planes instead of 1D or even
constant boundir@lternatives from two angles:

1. In Experiment (I) - MNIST handwritten digit classification task, constant and 1D bounding approaches give
much smaller (3-6 times smaller for 4-slice) certificates than those obtained by 2D bounding, and they become
even looser as the LSTM goes deeper (400-3000 times smaller for 14-slice). Specifically,

e LSTM 4-slice: average bound for (2D, 1D, constant) bound = (0.232, 0.071, 0.041)
e LSTM 7-slice: average bound for (2D, 1D, constant) bound = (0.140, 0.015, 0.012)
o LSTM 14-slice: average bound for (2D, 1D, constant) bound = (0.059, 1.5e-4, 2e-5)

2. In Experiment (IIT) - question classification task, robustness bounds obtained are only meaningful when the
bounds are large enough to cover word pairs in the word embedding space. Here, we show that the robustness
certificates obtained via constant and 1D bounding contain significantly fewer word embeddings compared
with the proposed 2D bounding. Specifically, we use 2 different groups of word embeddings in a length-10K
vocabulary and show that our 2D bounding technique indeed contains non-trivial numbers (19, 535635) of word
embedding pairs for the 1st LSTM and the 2nd LSTM. Meanwhile, 1D and constant bounding have issues of
robustness certificates being smaller than the minimum distance of word embeddings (MDWE), where their
certificates contain (9, 0) and (0, 0) word embedding pairs.

e LSTM 1: MDWE = 0.120, average bound for (2D, 1D, constant) bound = (0.138,0.067,0.039)
e L.STM 2: MDWE = 0.012, average bound for (2D, 1D, constant) bound = (0.027,0.013,0.008)

The above results demonstrate the necessity and significance of the proposed 2D gate-bounding planes, in order to
obtain non-trivial robustness certificates.

2Modifying the results of 2D and 1D bounding to constant bounding means that pre-activation bounds are directly combined and considered
when evaluating ranges of activated states. This is rather a trivial implementation, whose details are therefore omitted herein.
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B.2 CLEVER-RNN Score

Assume for a given data sequence X, j is the true label, and ¢ is the target label. Let g(X) = F}(X) — F;(X), is a
Lipshiz function that has the property below:

19(X) — g(Y)| = |g(x, x® . xM) — gy y&) . ym)]

<D Lylx® =y,

t=1

where L}, = max {||V;g(X)]| : x(F) ¢ Bp(xék), €0),Vk € [m]} and V;g(X) = (%, ce 8;(?5)))7“. We then have
X X,

19(X) = 9(Xo)l < Y LylIx® = xtl,,

t=1
which can be rearranged into the following form

m

m
9(Xo) = Y Lyl = xpl, < 9(X) < 9(Xo) + Y Li|x" = x|,
t=1 t=1

Recalling that g(X) = 0 when F;(X) = F;(X), which indicates an adversarial example is found. That is to say, we
want to ensure g(X) > 0. This is assured by utilizing its lower bound:

- 9(Xo)
9(Xo) = ZLZ”X(t) *XBHP 20=e= Hx(t) *Xf)Hp < S
t=1 >i—1 L

In summary, CLEVER-Ada score is given as € = min { E-’?&X"Zt €0}
t=1 q
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B.3 Adapted C&W Attack

In the original C&W attack, the loss function is designed with a loss function as loss = ¢ * ¢ + || X — Xq||,, where
q = max(max;-;(F;(X) — F;(X)),0) and c is a positive constant. In practice, we use binary search procedure to
find a c such that an attack is obtained with a small magnitude. In essence, this corresponds to finding a targeted
attack for class ¢, and the perturbation is measured by computing the norm of difference between X and X,. Here,
we adapt the loss function to be loss = q + (v + ¢) * maxy, [[x*®) — x{¥||,,, where ¢ = max(F;(X) — F;(X),0)
and v is defined by indicator function 1,<¢(g). In our formulation, the c is a pre-defined small constant, which does
not update during the process. More concretely, C&W-Ada puts higher weights on minimizing the ¢ until an attack is
found, and prioritizes the minimization of distortion magnitude when an attack has been found (¢ = 0, v = 1). We
use the maximum perturbation of all frames as the C&W score.
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B.4 Experimental Details

We evaluate POPQORN and other baselines on vanilla RNNs and LSTMs trained on MNIST dataset, MNIST se-
quence dataset, and Classifier for the question classification (UITUC’s CogComp QC) Dataset. We train vanilla RNN
and LSTM models on MNIST dataset, and evaluate by randomly selecting 1000 test images as samples. For these 1000
test images, we randomly generate a set of adversarial target labels, and compute their average targeted POPQORN
bounds (the true label output is only guaranteed to be bigger than the target label output) and standard deviation,
CLEVER-RNN scores, and compare them with the magnitude of attacks found by C&W-Ada. Different from MNIST
dataset, MNIST sequence dataset records handwritten numbers as sequential data of line segment sequences. Due to
the poor performance of vanilla RNNs on MNIST sequence dataset, only LSTM classifiers are trained for robustness
evaluations. In this example, we compute the untargeted POPQORN bound on only one single stroke of a digit se-
quence. After calculating bounds of all strokes, we can identify the strokes with minimal bounds in a digit sequence.
We call the strokes sensitive strokes. Question classification task is to classify a question into several pre-defined
categories. For example, “What is a mirror made out of?” corresponds to “ENTY” (entity), “What is the temperature
at the center of the earth?” corresponds to “NUM” (number), “What is the abbreviation for Texas?” corresponds
to “ABBR” (abbreviation), “Who discovered x-rays?” corresponds to “HUM” (human), “What is the capital of Yu-
goslavia?” corresponds to “LOC” (location), and “What is caffeine?” corresponds to “DESC” (description). In
this example, we also compute the untargeted POPQORN bound on one single input frame, and call the words with
minimal bounds sensitive words.

Word embedding is used in question classifications. In the task of certifying bounds for question classification net-
works, we study how much we can perturb a single frame in a sequence while not causing any misclassification. How-
ever, different from the former tasks, the space of words is discrete. Thus instead of dealing with words in a discrete
space, we evaluate their word embedding. Specifically, we use pretrained word embedding from “glove.6B.1 OOd’ﬂ

Additional NLP Experiment: News Title Classification. We further exemplify the usefulness of POPQORN by
identifying key words (quantifying robustness) for TagMyNews [1] LSTMs. TagMyNews is a dataset consisting of
32,567 English news items grouped into 7 categories: Sport, Business, U.S., Health, Sci&Tech, World, and Entertain-
ment. Each news item has a news title and a short description. We train an LSTM to classify the news items into the 7
categories according to their news titles. Then we use POPQORN to identify keywords in the news titles by selecting
the words with the smallest POPQORN robustness quantification. Three examples are given in Figure [3] where we
can see that the keywords (underlined) identified by POPQORN are indeed more closely tied to the category of each
news.

Example Samsung to launch galaxy s sequel In south korea in late april

Sci&Tech  0.4219 0.7344 0.5469 0.4648 0.5234 0.5664 0.8047 0.6641 0.6680 0.8516 0.7188 0.8125

Example 3 journalists  kidnapped in afghanistan are set free
World 0.4492 0.4258 0.4219 0.7305 0.3945 0.6484  0.5977 0.5547

Example actress evan rachel wood dates both men and women

Entertain  0.4062 0.3906 0.4609 0.4805 0.6211  0.6875 0.9688 1.0625 0.8672
ment

Figure 3: Three examples in the news title classification task. The upper row gives the sample sentence; the lower row shows
the POPQORN (2-norm) lower bounds of individual words. “Sci&Tech”, “World”, and “Entertainment” are the corresponding
categories these news belong to.

3https://nlp.stanford.edu/projects/glove/
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