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How Web 2.0 internet services are typically architected
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Web 3.0 services as highly reliable transaction processing machines
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Ethereum: general-purpose Web 3.0 service infrastructure
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Ethereum’s “decentralized applications” ecosystem

Ethereum’s DeFi

Infrastructure

— Payments \ p

.

—

K@ OpenSea
- g:ﬁ:‘.

C@r GNOSIS

THE
BLOCK

\ ~ KYC & Identity \ Stablecoins \ — Insurance j
o pABxcert ||@SELFKEY & || i rreT i SN ETHER|SC
networ @ JoLOCOM @ digix DAI
gox | GITCOIN & civic A uport || @ usocoin Nexus ofe Mutual
?
= wdutchX ‘Tthlance 1~ ™" goom )| ocemm 1| i3gledger
_ -~ Bounties ® | — Derivatives —
OPEFORM Q) Ox w FOAM NETWORK '%9 i\C@ MARKETPROTOCO! co VouchForMe
OPEN PLATFORM Exchan iquidi
ges & Liquidity - al
X xDai Chain YOS (Centrifuge €S> AIRSWAP €XPS MM (7) Trueusp \_ Bane ok
A UlliSwa axmw "‘ | "Deglta @) LENDROID C8CARB°N | Credit&Lending\
Groundinog Marble. OIDEX slow.trade RADAR 6Y/6X ’ DAXIA Reserve @ LENDROID
\__ “RAIDEN KD @ 1oTLE hydro 4> 10opmiNg < @ Terra Lencoit .;
Custodial Services ¥% Bancor %Ren @ b2X \,rias1 | kAmplcf’onh o
@ MyEtherWallet \ | Investing —0 . N . B N— i . B @ celsius @g;etdw%fk
Set 4 -'Marketplace5\ _~Prediction Markets\ . ~ A
- - SVWARM © ¢ -
- = YJ)ON ‘ VARM Rare Blts iGuesseréaugUr ETHLend
_ argentO"‘”ST O HARBOR v FETCH . o ‘
Y tctrs InstaDA
§) MELONPORT Y %4 @ districtox|| € Bodhi instadhor
lMETAMASK . . Marble. sa LT
h Y Brickblock SPIiCE bskt MERIDIO 2RIGIN o OX €} BLOOBOARD
(Balance || pergren @ SLICE » BLOQ
ke MyCrypto {@} SCIENCE IATTEREUM

— )

=" LENDI |
k CO —0 .

(image credit: theblockcrypto.com )

RC20 Tokens

Stablecoins

NFTs

DAQOS

SBTs

New kinds of electronic rights
collectively worth over $80 billion

(source: coincodex.com, retrieved November 2022)

B DistriN=t


http://theblockcrypto.com
https://coincodex.com/

Substantial Application Security Risks

contract TomCoin

address public minter;
mapping (address => uint) public balances;

constructor() public {

{

minter = msg.sender;

¥

function mint(address receiver, uint amount) public {
require(msg.sender

== minter);

balances|[receiver] += amount;

¥

function transfer(address receiver, uint amount) public {

require(
balances
balances

palances[msg.sender] >= amount);
msg.sender] -= amount;
‘receiver] += amount;
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Substantial Engineering Challenges
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Where do we start”? Rethinking electronic rights as distributed objects

payment

( i ) @] g
Trade
Distributed Electronic Rights in JavaScript EE] <

Alice Bob
Mark S. Miller!, Tom Van Cutsem?, and Bill Tulloh
! Google, Inc.
2 Vrije Universiteit Brussel
Abstract. Contracts enable mutually suspicious parties to cooperate safely )
through the exchange of rights. Smart contracts are programs whose behavior . let payment = myPu rse ! ma kePurse( ) 5
enforces the terms of the contract. This paper shows how such contracts can be Alice let ack = payment I depos it ( 1@, myPu PSE) ;

specified elegantly and executed safely, given an appropriate distributed, secure, _ _ | .
persistent, and ubiquitous computational fabric. JavaScript provides the ubiquity let asset = ack.then (— => bob ! buy ( desc » payme nt ) ) o

but must be significantly extended to deal with the other aspects. The first part \ J
of this paper is a progress report on our efforts to turn JavaScript into this fabric.

To demonstrate the suitability of this design, we describe an escrow exchange ) 7
contract implemented in 42 lines of JavaScript code. /
S R - function buy(desc, payment) { Bob
eywords: security, distributed objects, object-capabilities, smart contracts .
return (myPurse ! deposit(10, payment)).then( => asset);
¥
(Miller, Van Cutsem and Tulloh, ESOP 2013) Secure Distributed JavaScript dialect (*hardened JS”)
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A holistic Web 3.0 systems perspective —
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A holistic Web 3.0 systems perspective
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Why decentralization matters: how technology affects society
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Why decentralization matters: how technology affects society
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