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Hel lo, World

ttinclude <stdio.h)> /% printf() x/ h | 95 %;g,/ﬂ_

#include <stdlib.h> /* exit() */ _g_ ma | n()?',')\ E)MEE?’:N
int BIEHhN5,

main(int argc, char *kargv)

{ Ny =
printf( “Hello, world\n” ); y Shel lh\j :I,__Z,,_ ééi
et L Thello&3x1TR70 L
Tmain()IC< 5% T, C
% cc —o hello hello.c d)zjﬂ_'ﬁgﬁ%‘: d:,
% ./hello

-
Hello, world

%

(1
(1
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fork(2)

\/

-

waitpid(2)

redirection

execve(2)

hello N

\/
exit(2)
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% file hello

hello: ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), for GNU/Linux
2.2.0, dynamically linked (uses shared l|ibs), not stripped

e ELF: Executable and Linking Format

e LSB: Least significant byte first
- |little endian



KITIT 74

% readelf —-h —| hello

ELF Ny &
<Xy Tf 45 4¢c 46 01 01 01 00 00 00 00 00 00 00 00 00
9o R: ELF32
T—4: 2 DWHH. VM IWVIT T4 TV
N—=I3 1 (current)
0S/ABI : UNIX - System V
ABl /N— 3 0
247 EXEC (3RAToJREZ 7 A V)
E4 Intel 80386
N—=T3 e 0x1
IVMNYRAVBIT7RLAR: 0x80482¢0
JOJ S5 LDy 5 52 (/3 1)
OV avAy FiEs: 3672 (/84 B)
250 0x0
DNy FDHAX: 52 (/81 B)
Ty LNy 594X 32 (/N1 )
TaT S LNy T 7
oAy H: 40 (/XA B)
Number of section headers: 34

Section header string table index: 31



F

EITT77A4)

Program aHeaders:

A4 Aoty b RTEAddr  #IEAddr FileSiz MemSiz Flg Align
PHDR 0x000034 0x08048034 0x08048034 0x000e0 0x000e0 R E Ox4
INTERP 0x000114 0x08048114 0x08048114 0x00013 0x00013 R OxI1
[(BkEhaT7a95S LA 8 T)45: /lib/ld-linux.so.2]
LOAD 0x000000 0x08048000 0x08048000 0x004cc 0x004cc R E 0x1000
LOAD 0x0004cc 0x080494cc 0x080494cc 0x00108 0x0010c RW 0x1000
DYNAMIC 0x0004e0 0x080494e0 0x080494e0 0x000c8 0x000c8 RW 0x4
NOTE 0x000128 0x08048128 0x08048128 0x00020 0x00020 R  0Ox4
GNU_STACK 0x000000 0x00000000 0x00000000 0x00000 0x00000 RW Ox4

TIAVNRYEVTADEI V3
TIOAV I

00
01 .interp
EHl )R 02 .interp .note.ABl-tag .hash .dynsym .dynstr .gnu.version .gnu.version_r .rel.dyn .rel.plt .init
.plt .text .fini .rodata .eh_frame
03 .ctors .dtors .jcr .dynamic .got .got.plt .data .bss
| ||: P 04 .dynamic
OTE 05 .note.AB|-tag
(text) . interp
.nhote.ABl-tag

.hash .dynsym .dynstr .gnu.version .gnu.version_r

.rel.dyn .rel.plt .iint .plt .text .fini .rodata
.eh_frame

LOAD
(data)
. _ctors .dtros .jcr .got .got.plt .data .bss

DYNAMIC .dynamic




% objdump —f -p hello

hel lo:
T—XTIF%:

7 7 A IVFER el f32-i386

1386, >4 0x00000112:

EXEC_P, HAS_SYMS, D_PAGED
FRZE 7 K L X 0x080482e0

TJOJ S LNy S

PHDR of f
filesz

INTERP of f
filesz

LOAD off
filesz

LOAD off
filesz

DYNAMIC off
filesz

NOTE off
filesz

STACK off
filesz

0x00000034 vaddr 0x08048034
0x000000e0 memsz 0x000000e0
0x00000114 vaddr 0x08048114
0x00000013 memsz 0x00000013
0x00000000 vaddr 0x08048000
0x000004cc memsz 0x000004cc
0x000004cc vaddr 0x080494cc
0x00000108 memsz 0x0000010c
0x000004e0 vaddr 0x080494€e0
0x000000c8 memsz 0x000000c8
0x00000128 vaddr 0x08048128
0x00000020 memsz 0x00000020
0x00000000 vaddr 0x00000000
0x00000000 memsz 0x00000000

paddr 0x08048034

flags

paddr 0x08048114

flags

paddr 0x08048000

flags

paddr 0x080494cc

flags

paddr 0x080494e0

flags

paddr 0x08048128

flags

paddr 0x00000000

flags

r—X

r__

r—-x

rw—

rw—

r__

rw—

align
align
align
align
align
align

align

=T 74 IV

2%%2

2%%0

2%%12

2%%12

2%%2

2%x2

2%%2



/\2‘75’], 75 U o

% ldd hello
libc.s0.6 => /lib/libc.so.6 (0x4001c000)
/1ib/1d-1inux.s0.2 => /lib/Id-1inux.so.2 (0x40000000)

. %d%%ﬁ'B EEDHEBSA TS —%FS5Hb
\
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e glibc sysdeps/unix/sysv/ | inux/execve.c

int
__execve (file, argv, envp)
const char *file;

char *const argv[];

char *const envp[];

{
return INLINE_SYSCALL (execve, 3, file, argv, envp);

}



INL INE_SYSCALL

e glibc
sysdeps/unix/sysv/ | inux/i386/sysdep.h

#tdefine INLINE_SYSCALL(name, nr, args...) \

({
unsigned int resultvar = INTERNAL_SYSCALL (name, , nr, args);

if (_builtin_expect (INTERNAL_SYSCALL _ERROR P (resultvar, ),

{
__set_errno (INTERNAL_SYSCALL_ERRNO (resultvar, ));

resultvar = Oxffffffff;

(int) resultvar; })

0))

L



INTERNAL _SYSCALL

e glibc
sysdeps/unix/sysv/ | inux/i386/sysdep.h

i ??fine INTERNAL_SYSCALL (name, err, nr, args...) \

register unsigned int resultvar;

EXTRAVAR ##nr

asm volatile (

LOADARGS_#i#nr

“movl %1, %%eax\n\t”

“int $0x80\n\t”

RESTOREARGS_#t#tnr

: "=a” (resultvar)

: 717 (__NR_ftttname) ASMFMT_#tftnr(args) : “memory”, “cc”);
(int) resultvar; })

% define ASMFMT 3(argl, arg2, arg3) \
, ”b” (arg1)’ ”C” (argz)’ ”d” (arg3)

P AL



execvelF O 7E L

mov| <envp),%edx

mov| <argvy,%ecx

mov| <filey,%ebx

movl $11,%eax #t execve
int $0x80

int $0x80 Ckernel modellER%



system cal |l

0 bootEF|Cset_system_gate() T
mov| $11, %eax SYSCALL_VECTOR~DEI U Ao EF DA 5 1S
int $0X80 system_cal ICERES T3S
SYSCALL_VECTOR —~——» system call:

Vo b 7EYIAHK :
SYSCALL_VECTORAS0x80 call *SYMBOL_NAME(sys_call_table)(,%eax,4)

sys_call_table:

. iong SYMBOL_NAME(sys_e>ive)/<\

%eaxhHisys cal |l _table d index




SYyS_execve

e |inux arch/i386/kernel/process.c

a?mlinkage int sys_execve(struct pt_regs regs)
int error;
char * filename;

filename = getname((char *) regs.ebx);
error = PTR_ERR(fi lename);
if (IS_ERR(filename))
goto out;
error = do_execve(filename, (char x%) regs.ecx, (char *kx) regs.edx, &regs);
if (error == 0)
current->ptrace &= “PT_DTRACE;
putname(filename);
out:
return error;



do execve

e |inux fs/exec.c

int do_execve(char * filename,
char __user *__user *argv,
char __user *__user *envp,
struct pt_regs x regs)

struct |inux_binprm *bprm;
struct file *file;

file = open_exec(filename);

bprm;>file = file;
bprm->filename = filename;

retval = search_binary_handler (bprm, regs);
if (retval >=10) {
/% execve success X/

return retval;



search_binary_handler

e |inux fs/exec.c

Ves

*/cycle the list of binary formats handler, until one recognizes the image
%

int search_binary_handler(struct linux_binprm xbprm,struct pt_regs *regs)

{

" for (fmt = formats ; fmt ; fmt = fmt—>next) {
int (kfn)(struct linux_binprm %, struct pt_regs x) = fmt—->load_binary;

retval = fn(bprm, regs);

;



struct |inux binfmt

e linux fs/binfmt_elf.c

static struct linux binfmt elf_format = {

.module
.load_binary
.load_shlib
.core_dump
.min_coredump

THIS_MODULE,
load_elf_binary,
load_elf_library,

elf_core_dump,
ELF_EXEC_PAGESI|ZE



load_elf _binary

e linux fs/binfmt_elf.c

static int load_elf_binary(struct linux_binprm * bprm, struct pt_regs * regs)

{

/% Ge% the exec—header *x/
loc—>elf_ex = *((struct elfhdr *) bprm->buf);

/% Firét of all, some simple consistency checks *x/
if (memcmp(loc—elf_ex.e_ident, ELFMAG, SELFMAG) '= 0)
goto out;

retval = kernel_read(bprm—>file, loc—>elf_ex.e_phoff, (char *) elf_phdata, size);

out:

}



load_elf _binary

e linux fs/binfmt_elf.c

for (i =0; i < loc—>elf_ex.e phnum; i++) {
if (elf_ppnt—->p_type == PT_INTERP) {
/% This is the program interpreter used for
* shared |libraries — for now assume that this

% is an a.out format binary

*/

re{val = kernel_read(bprm—>file, elf_ppnt—>p_offset,
elf_interpreter,
elf_ppnt—>p_filesz);

interpreter . open_exec(elf_interpreter);
retval = PTR_ERR(interpreter);
if (IS_ERR(interpreter))

goto out_free_interp;
retval = kernel_read(interpreter, 0, bprm—>buf, BINPRM BUF_SIZE);



ELF program header

% objdump -p hello
hel lo:

TJOJ S LNy 4
PHDR of f 0x00000034 vaddr
filesz 0x000000e0 memsz
INTERP of f 0x00000114 vaddr
filesz 0x00000013 memsz
LOAD of f 0x00000000 vaddr
filesz 0x000004cc memsz
LOAD of f 0x000004cc vaddr
filesz 0x00000108 memsz
DYNAMIC of f 0x000004e0 vaddr
filesz 0x000000c8 memsz
NOTE off 0x00000128 vaddr
filesz 0x00000020 memsz
STACK of f 0x00000000 vaddr
filesz 0x00000000 memsz

7 74 IVFES el £32-i386

0x08048034
0x000000e0
0x08048114
0x00000013
0x08048000
0x000004cc
0x080494cc
0x0000010c
0x080494e0
0x000000c8
0x08048128
0x00000020
0x00000000
0x00000000

% od -t x1z —j Ox114 -N 0x13 hello
0000424 2f 6¢ 69 62 2f 6¢C 64 2d 6C 69 6B 75

0000444 2e 32 00
0000447

paddr
flags
paddr
flags
paddr
flags
paddr
flags
paddr
flags
paddr
flags
paddr
flags

18 2e

0x08048034
r—X
0x08048114
r——
0x08048000
r—X
0x080494cc
rw—
0x080494e0
rw—
0x08048128
r——
0x00000000
rw—

13 6f

align
align
align
align
align
align

align

».2.<

2%k2
2%*0
2%x12
2%x12
2%k2
2%k2
2%k2

>/1ib/1d-1inux. so<



load_elf _binary

/% Flush all traces of the currently running executable x/
retval = flush_old_exec(bprm);

/% 0K, This is the point of no return %/
current—>mm—>start _data = 0;
current—>mm—>end_data = 0;
current—>mm—>end_code = 0;
current—>mm—>mmap = NULL;

current—>flags &= “PF_FORKNOEXEC;
current—>mm—>def _flags = def flags;

/* Now we do a little grungy work by mmaping the ELF image into
the correct location in memory. At this point, we assume that
the image should be loaded at fixed address, not at a variable
address. x/

for(i = 0, elf_ppnt = elf_phdata; i < loc—>elf_ex.e_phnum; i++, elf ppnt+t) {

if (elf_ppnt->p_type != PT_LOAD)
continue;

er%or = el f_map(bprm—>file, load_bias + vaddr, elf _ppnt, elf _prot, elf _flags);
} :



ELF®D | oad

PHOR |
INTERP
ng[-) PHDR of f
INTERP gé#esz
( teXt ) filesz
LOAD off
filesz
LOAD off
filesz
DYNAMIC of f
filesz
NOTE off
filesz
STACK off
LOAD filesz
(data)
DYNAMIC

0x00000034 vaddr 0x08048034 paddr 0x08048034 align 2%*2

0x000000e0 memsz
0x00000114 vaddr
0x00000013 memsz
0x00000000 vaddr
0x000004cc memsz
0x000004cc vaddr
0x00000108 memsz
0x000004e0 vaddr
0x000000c8 memsz
0x00000128 vaddr
0x00000020 memsz
0x00000000 vaddr
0x00000000 memsz

0x000000e0
0x08048114
0x00000013
0x08048000
0x000004cc
0x080494cc
0x0000010c
0x080494e0
0x000000c8
0x08048128
0x00000020
0x00000000
0x00000000

flags
paddr
flags
paddr
flags
paddr
flags
paddr
flags
paddr
flags
paddr
flags

r—-x

0x08048114 align 2xx0

p—
0x08048000
r—x
0x080494cc
rw—
0x080494e0

rw-
0x08048128
F—
0x00000000
rw-

align
align
align
align

align

2%x12
2%%12
2%%2
2%%2
2%%2

PHDR

OTE

LOAD
(text)

LOAD
(data)

DYNAMIC

(BSS)

HEAP




load_elf _binary

if (elf_interpreter) {
. elf_entry = load_elf_interp(&loc—>interp_elf_ex,

interpreter,
&interp_load_addr);

start_thread(regs, elf_entry, bprm—>p);



start_thread

e |inux include/asm—i386/processor.h

#tdefine start_thread(regs, new_eip, new esp) do {
_asm_("movl %0,%%fs ; movl %0,%%gs”: :"r” (0));
set _fs(USER DS);
regs—>xds = __USER_DS;
regs—>xes = __USER_DS;
regs—>xss = __USER_DS;
regs—>xcs = __USER_CS;
regs—>eip = new_eip;
regs—>esp = hew_esp;

} while (0)

~

VAP



return from system call

e |inux arch/i386/kernel/entry.S

mov| %eax, EAX(%esp) I save the return value
ENTRY(ret_from_sys_call)
cli # need _resched and signals atomic test

cmpl $0, need_resched(%ebx)

Jne reschedule

cmpl $0, sigpending(%ebx)

Jne signal_return
restore_al l:

RESTORE_ALL



ELFA & 7V 4 DELT

e g|ibc sysdeps/i386/d|l-machine.h

/% Initial entry point code for the dynamic |inker.
The C function ' _dl _start’ is the real entry point;
its return value is the user program’s entry point. */

#define RTLD_START asm (“\n\
text\n\
.align 16\n\

0: movl (%esp), %ebx\n\
ret\n\
.align 16\n\

.globl _start\n\

.globl _dl_start_user\n\

_start:\n\
I Note that _dl _start gets the parameter in %eax.\n\
mov| %esp, %eax\n\
call _dl_start\n\



dl_start()

e glibc elf/rtld.c

static EIfW(Addr) __attribute used__ internal_function
_dl_start (void *arg)

)* Figure out the run-time load address of the dynamic linker itself. x/
bootstrap_map.|_addr = elf_machine_load_address ();

/* Call the 0S—-dependent function to set up life so we can do things |ike
file access. It will call "dl_main’ (below) to do all the real work
of the dynamic linker, and then unwind our frame and run the user
entry point on the same stack we entered on. */

start_addr = _dl|_sysdep_start (arg, &dl_main);



dl_main()

e glibc elf/rtld.c

static void

dl_main (const ElfW(Phdr) xphdr,
ElfW(Word) phnum,
EIfW(Addr) *user_entry)

{ .

)* Process the environment variable which control the behaviour. *x/
process_envvars (&mode);



RIEAE

R
%

LD_WARN EELANIL, HATEM LGN

LDDEBUG HAFIv o UVADTNy T

LD_VERBOSE /N\—¥ 3 ViE#H%E /1T 2

LD_PRELOAD VU O—RYBHRFAITV I bZIEET S
LD_PROFILE O 7 AN %EEBHEBATO I b2EETS
LD_BIND_NOW BEHE/NA VK& LAY

LD_BIND_NOT SA4FZ 99U VATIENAL KL
LD_SHOW_AUXV A —FRIuhoblc st 2@IEHRERTT 5
LD_HWCAP_MASK /N—FR Oz 7H5—/EUF A DIAIEZERET S
LD_ORIGIN_PATH /S F YU ZRDFI=/RRERET S

LD_L IBRARY_PATH HBSA TS ) DIRFE/NAERET B
LD_DEBUG_OUTPUT SNy TENTE I 7 ANEERET D
LD_DYNAMIC_WEAK weak> VRV EFE S )
LD_PROFILE_OUTPUT O 7ANHENTE 774 IVEERET S
LD_TRACE_PREL INK NG TLYVoERNL—RT S
LD_TRACE_LOADED_OBJECTS O—RLULEEBATVzO b E



LD_DEBUG

% LD_DEBUG=help /Iib/1d-2.3.6.s0
Valid options for the LD _DEBUG environment variable are:

| ibs display library search paths
reloc display relocation processing
files display progress for input file
symbols display symbol table processing

bindings display information about symbol binding
versions display version dependencies

al all previous options combined
statistics display relocation statistics
unused determined unused DSOs

help display this help message and exit

To direct the debugging output into a file instead of standard output
a filename can be specified using the LD _DEBUG_OUTPUT environment variable.



/1ib/1d-2.3.6.s0

% /lib/1d-2.3.6.s0

Usage: |d.so [OPTION]... EXECUTABLE-FILE [ARGS-FOR-PROGRAM...]

You have invoked ‘1d.so’, the helper program for shared |ibrary executables.
This program usually lives in the file "/lib/ld.so’, and special directives
in executable files using ELF shared libraries tell the system’s program
loader to load the helper program from this file. This helper program l|oads
the shared libraries needed by the program executable, prepares the program
to run, and runs it. You may invoke this helper program directly from the
command |ine to load and run an ELF executable file; this is |ike executing
that file itself, but always uses this helper program from the file you
specified, instead of the helper program file specified in the executable
file you run. This is mostly of use for maintainers to test new versions
of this helper program; chances are you did not intend to run this program.

— | ist list all dependencies and how they are resolved

—verify verify that given object really is a dynamically |inked
object we can handle

— | ibrary-path PATH wuse given PATH instead of content of the environment
variable LD_L IBRARY_PATH

—inhibit-rpath LIST ignore RUNPATH and RPATH information in object names
in LIST



/\2h,7.|_ s\/17 roO— R
(preload)

if{(__builtin_expect (preloadlist != NULL, 0))

/* The LD_PRELOAD environment variable gives list of libraries
separated by white space or colons that are loaded before the
executable’s dependencies and prepended to the global scope
list. |If the binary is running setuid all elements
containing a '/’ are ignored since it is insecure. X/

/* There usually is no Id.so.preload file, it should only be used
for emergencies and testing. So the open call etc should usually

fail. Using access() on a non-existing file is faster than using
open(). So we do this first. |f it succeeds we do almost twice

the wor& but this does not matter, since it is not for production
use. X

static const char preload file[] = "/ete/ld.so.preload”;
if{(__builtin_expect (__access (preload _file, ROK) == 0, 0))

}



/\2h,7.|_ s\/17 I\@D I\
(DT_NEEDED)

/% Load all the libraries specified by DT_NEEDED entries. |f LD_PRELOAD
specified some |ibraries to load, these are inserted before the actual
dependencies in the executable’s searchlist for symbol resolution. *x/

_dl_map_object_deps (main_map, preloads, npreloads, mode == trace, 0);



relocation
e glibc elf/dynamic—1link.h

/* This can’t just be an inline function because GCC is too dumb
to inline functions containing inlines themselves. */
i def%ne ELF_DYNAMIC_RELOCATE(map, lazy, consider_profile) \
do
int edr_lazy = elf_machine_runtime_setup ((map), (lazy),

(consider_profile));
ELF_DYNAMIC_DO_REL ((map), edr_lazy);
ELF_DYNAMIC_DO_RELA ((map), edr_lazy);
} while (0)

e g|libc sysdeps/i386/dl-machine.h

/* Set up the loaded object described by L so its unrelocated PLT
entries will jump to the on—demand fixup code in dl-runtime.c. %/

static inline int __attribute__ ((unused, always_inline))

elf_machine_runtime_setup (struct link_map x|, int lazy, int profile)

gét[]] = (EIf32_Addr) |; /x ldentify this shared object. */
gét[Z] = (EIf32_Addr) &_dl_runtime_resolve;

}



PLT & GOT

.text
call PLTINIANDHFA7Z KLA
IS

PLT[n]: <
jmp *GOT[n]

—» PLT_resolv[n]: \
push TV RUA 2Ty IR
Jjmp IPIZA

LYIL/N <«
push| GOT[1]

jmp  *GOT[2]

.got: ...
GOT[1] COHBATI Y bBHZHINT 5D DER
GOT[2] dI_runtime_resolve

GOT[n] PLT resolv[n] =

¢$%®ﬂ7w—%y®7ﬁuz

dl_runtime_resolveh®

BT




ELF/NA4F U b Y

e g|libc sysdeps/i386/elf/start.S (crtl.o)

.text
.globl _start
.type _start,@function
_start:
/* Clear the frame pointer. The ABI| suggests this be done, to mark
the outermost frame obviously. x/
xor | %ebp, %ebp

/% Extract the argumepts as encoded on the stack and set up
the arguments for main : argc, argv. envp will be determined

later in __libc_start main. */
popl %esi /* Pop the argument count. %/
mov| %esp, %ecx /* argv starts just at the current stack top.*/
puéhl %edx /* Push address of the shared library

termination function. */



ELF/sA 3+Y DT b1 (cont.)

/% Load PIC register. x/
call 1f
addl $ GLOBAL_OFFSET TABLE , %ebx

/* Push address of our own entry points to .fini and .init. %/

leal __libc_csu_fini@GOTOFF(%ebx), %eax

push| %eax

leal __libc_csu_init@GOTOFF(%ebx), %eax

push| %eax

pushl %ecx /* Push second argument: argv. x/
pushl %esi /% Push first argument: argc. x/

pushl BP_SYM (main)@GOT(%ebx)

/% Call the user’s main function, and exit with its value.
But let the libc call main. X/
call BP_SYM (__libc_start_main)@PLT

mov | (%esp), %ebx

ret



__libc_start main

e g|libc sysdeps/generic/|ibc—start.c

STATIC int
LIBC_START_MAIN (int (xmain) (int, char %, char %k MAIN_AUXVEC_DECL),

int argc, char *__unbounded *__unbounded ubp_av,

void (xinit) (void),

void (xfini) (void),

void (kxrtld_fini) (void), void *__unbounded stack_end)

{

)* Register the destructor of the dynamic linker if there is any. %/
if (_builtin_expect (rtld_fini != NULL), 1))
__cxa_atexit ((void (x) (void %)) rtld_fini, NULL, NULL);

)* ?egisger the destructor of the program, if any. */
if (fini
__cxa_atexit ((void (x) (void *)) fini, NULL, NULL);

/% Call the initializer of the program, if any. */
if (init)
(xinit) (
#tifdef INIT_MAIN_ARGS
args, argv, __environ MAIN_AUXVEC_PARAM
ftendif

Fesult = main (argc, argv, __environ MAIN_AUXVEC_PARAM);

exit (result);
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