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1 Introduction 

Companies increasingly have to pay attention to compliance concerns addressing 
business processes. Flexibly reacting to changing requirements coming from laws, 
regulations, and internal guidelines becomes a necessary part of business process 
management. Compliance refers therein to the entirety of all measures that need to 
be taken in order to adhere to laws, regulations and guidelines within the company, 
subsumed as compliance sources (Daniel et al., 2009, p. 1). In order to comply, 
companies need to perform profound changes in their organizational structure, 
business processes, IT systems and applications that drive their business. At this, 
process-awareness is basic prerequisite for ascertaining whether existing business 
processes are set up to operate in a compliant manner (Caprasse et al., 2008, p. 14). 
Among other steps, a compliance office can be installed, role-management is being 
established, and controls are integrated into particular processes. Consequently, 
compliance also has an impact on IT systems, applications and supporting infra-
structure, as they have to support the execution, monitoring and checking of com-
pliance issues. 

Yet, in the field of Business Process Management (BPM) there is currently no 
agreed upon solution for enabling a flexible management of compliance require-
ments resulting from the interpretation of various compliance sources. There is no 
ultimate solution that allows to integrate compliance into processes or IT systems, 
and which specifies, how the execution of processes can be monitored to validate a 
compliant execution. The integration of compliance thus often results in hard-
wired changes and tangled code. Another shortcoming of current solutions is that 
they do not address the whole compliance management life cycle (Daniel et al., 
2009, p. 3). Our approach overcomes the drawbacks of the current solutions and 
aims at ensuring a faster and more consistent specification and integration of com-
pliance controls in business processes. A compliance control in this sense is the 
mechanism that actually realizes a compliance requirement. In this paper we exem-
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plify realizing compliance requirements employing the notion of process frag-
ments, and we show its characteristics and its practical application using a scenario 
common in industry. We discuss how a fragment can be identified, which design 
considerations need to be taken into account, we discuss efficient storage and re-
trieval, and which ways of integration into business processes are feasible.  

A process fragment in our work is defined as a connected graph, however with 
significantly relaxed completeness and consistency criteria compared to an execu-
table process graph. A process fragment is made up of activities, activity place-
holders (so-called regions) and control edges that define control dependency 
among them. A process fragment may define a context (e.g., variables) and it may 
contain a process start or process end node, but it is not required to do so. It may 
contain multiple entering and leaving control edges for integration into a process 
or with other process fragments. A process fragment has to consist of at least one 
activity and there must be way to complete it to an executable process graph.  

Therefore, a process fragment is not necessarily directly executable and it may 
be partially undefined. Additionally, for usage as reliable compliance control, a 
process fragment (i) may be parameterizable in order to mark points of variability 
and (ii) its contained placeholders may be constrainable. This allows explicitly de-
claring which parts of a process fragment may be changed and how the fragment 
may be adjusted and composed, while still realizing the compliance requirement 
that it has been designed for. (iii) Furthermore optional and mandatory entries and 
exits of a process fragment should be distinguishable, in order to declare how the 
fragment has to be wired within a process for ensuring compliant behaviour. 

However, process fragments are not capable of realizing all compliance re-
quirements concerning business processes. Process fragments are capable of speci-
fying or constraining control flow and data flow within a process, but to the best 
of our knowledge they cannot ensure compliance of the applications and humans 
which are involved in the process. For instance, a compliance requirement that 
demands encrypted storage of customer billing data for at least seven years cannot 
be realized by a process fragment, as this requirement is related to a database that 
is external to the process. For specifying compliance controls that are not ex-
pressible as process fragments we use textual annotation, which we see as addi-
tional type of compliance controls.  

This paper is structured as follows: we begin with related work on compliance 
and reusability in the area of business processes in Section 0. Motivated by an ex-
ample shown in Section 3, we describe in Section 4 the approach for tackling com-
pliance with the aid of process fragments. Finally, Section 5 summarizes the paper 
and characterizes future work. 
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2 Related Work 

First of all we take a look at the related work in the field of augmenting business 
processes with compliance. Ly et al. (2008) analyze the requirements for support of 
semantic constraints in business process management systems and give a survey on 
existing approaches. The main outcome of the survey is, that existing approaches 
either consider the validation at process template level at design time or compli-
ance monitoring at process instance level at runtime. The recommendation is to 
ensure compliance over the complete BPM life cycle, called life cycle compliance. 
The approach and concept for augmenting a business process with compliance 
that we introduce in this paper supports guarantee of compliance during all life 
cycle phases (cf. Section 4). 

Several approaches exist, that cover only one specific compliance domain. For 
instance, Küster et al. (2007) consider compliance of business process models in 
respect of data object life cycles. An object life cycle is defined as a model that 
captures allowed states and state transitions for a particular data object. Process 
models, which comply with object life cycles employed for generation, are gener-
ated using automata theory. Further approaches address a typical compliance re-
quirement, which is role-management and with it support for segregation of duty, 
such as described by Wolter and Schaad (2007). The approach of Sadiq et al. 
(2007) aims at augmenting a business processes with annotations concerning com-
pliance, called control objectives in this work. The paper provides a research 
agenda and proposes the use of Formal Contract Language (FCL) as formalism to 
express normative specifications. The control objectives are stored separated from 
the process in a control objectives repository. 

As a recent analysis by the European Project COMPAS (2009) has shown, sev-
eral approaches for improving reusability have been proposed so far which can be 
applied to BPM, for instance the concepts of sub processes, worklets, reference 
models and business rules (cf. European Project COMPAS, 2009, pp. 46). The 
analysis showed that each of the analyzed approaches has certain advantages, but 
also drawbacks in its application in practice. Many approaches for reuse such as 
reference models are quite heavyweight, others such as sub processes are rather 
rigid and monolithic. Eberle et al. (2009) propose process fragments as a light-
weight approach for reusability. They employ process fragments for the represen-
tation of small pieces of process knowledge and discuss an algebraic foundation 
for the composition of fragments into more complex structures. However, the 
focus of almost all these approaches has been set on reuse and none of them ad-
dresses in particular compliance requirements. Therefore we need an approach that 
combines the advantages of the available work, and modifies and extends the given 
concepts in order to define a solution for reusability and compliance in BPM.   
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3 Motivating Scenario 

In the following we present a case study that motivates our approach. Due to a 
changed regulation a bank is forced to comply with a new compliance requirement 
in its loan approval process. For credits that exceed one million Euros the branch 
manager needs to double check whether the credit may be granted or whether the 
risk is too high. The officer responsible for realization of the compliance 
requirement instructs the process designer who shall adapt the process model 
according to the new requirement. The process designer changes the existing pro-
cess model accordingly and adds necessary activities. 

As the integration of an additional check is a frequent requirement it is feasible 
for reuse. In order to enable later reuse the process designer extracts the added 
activities, deletes context specific information that is only related to this particular 
process, abstracts from details, defines parameters and thereby creates a new proc-
ess fragment. The designer annotates the fragment with metadata that enables 
efficient retrieval. The metadata also describes the purpose of the fragment, and 
may give examples for its usage. The fragment is then stored in a repository and 
ready for reuse in a different context. Figure 1 illustrates the fragment which the 
process designer has created.  

Sometime later, another compliance requirement needs to be addressed, that is 
originated in the bank’s internal quality policy: During the marketing material crea-
tion process an additional step for quality assurance shall be added. The process 
designer queries the process fragment repository in order to find a fragment that 
does the job. The previously created fragment is found, the only thing the process 
designer needs to do now is to tailor the process fragment to the needs of the 
given context, which includes setting parameters for the check, defining if the 
check should occur in any case, and so on. Subsequently the tailored process frag-
ment is being integrated into the process model. 

 
 

Keywords: check, double-check, 4-eyes principle, 

separation of duty, segregation of duty, approval

Description: If a certain condition is met, a 

particular situation is checked and assessed

Characteristics:

Single entry

Start check

Multiple exits

Accept - check OK

Reject  - check not OK

Parameters

Activation condition

Staff query or service for check

Input values for check

ActivationCondition = false

Perform check

checkOK = true

checkOK = false

ActivationCondition = true

Activated?

Check OK?

 

Figure 1: Designed Process Fragment for Checking 
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4 Compliance Fragment Life Cycle 

Identification, design, and application of process fragments for compliance are not 
trivial. Besides the comprehensive understanding of the business domains, users 
need a well-defined life cycle for guidance. The life cycle shown in Figure 2 con-
sists of four main phases: identification, design, storage & retrieval, and applica-
tion. The application phase is further divided into three alternative scenarios of 
applying process fragments for compliance in design and run-time. In the follow-
ing we discuss each phase of the life cycle in detail. 

Identification

Annotation

Weaving

Gluing
Storage & 

Retrieval

DesignMonitoring

Execution

Application

 
Figure 2: Compliance Fragment Life Cycle 

4.1 Process Fragment Identification 

In Section 1 we have introduced a process fragment as a connected and typically 
incomplete process graph with significantly relaxed consistency and completeness 
criteria. Furthermore, a process fragment represents a meaningful part of a process 
that has the potential to be reusable in various different process models. For in-
stance, the implementation of a specific compliance requirement might be such a 
part, which is essential for the usage in the field of compliance.  

Currently there exists no ideal way for finding appropriate fragments. The 
identification can for example, be achieved using mining techniques to find often 
repeating execution patterns in already executed process instances. Or, a domain 
expert analyzes already implemented process models ’by hand’ and recognizes 
repeating patterns in the processes which indicate the potential of reusability. Both 
approaches are so-called top-down approaches. The other way round is building 
fragments from scratch (bottom-up). Nevertheless, no automatic tooling exists for 
identifying candidates that might be meaningful fragments. In fact, this identification 
is based on best-practice: experience in modelling and the knowledge of which 
requirements occur more than once. 
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4.2 Process Fragment Design 

As mentioned in the previous subsection, we distinguish two approaches when 
dealing with the design of process fragments, bottom-up and top-down. In the 
bottom-up approach a fragment is developed from scratch, based on the specifica-
tion of its purpose and the functional and non-functional requirements it shall 
meet. For the latter, top-down approach a process fragment is being extracted 
from an existing process model in which it is implemented. First of all the extrac-
tion of the activities that are identified as relevant for a specific purpose, their con-
trol structures and their context (such as variables or partner links) takes place. The 
sub-graph obtained thereby (i.e., the process fragment) needs to be customized 
afterwards. Activities may need to be reordered, attributes on activities may need 
to be omitted in order to hide confidential or process-specific information. Param-
eterization techniques and also the extraction of business rules can be applied in 
this phase to further increase of the reusability of the fragment. 

4.3 Process Fragment Storage and Retrieval 

Process fragments created in the design phase should be stored in a consistent and 
systematic manner, so that they can be retrieved later for reuse. A repository 
(Bernstein and Dayal, 1994) provides feasible capabilities for this task, which are 
well applicable to process fragments. The repository assigns a Universal Unique 
Identifier (UUID) (e.g., as proposed by Leach, 2005) to each process fragment 
being stored. The usage of UUID allows to annotate process fragments to a given 
process model by adding a reference from the UUID of the process model to the 
UUIDs of the process fragments respectively. In addition, it allows users to re-
trieve a process fragment by simply passing the corresponding identifier to the 
repository.  

The usage of unique identifiers also allows linking of the process fragments 
that realize a particular compliance requirement to their source, e.g., to a particular 
section in an electronic version of a legal document. Maintaining such links is es-
sentially important in order to flexibly react on changes in laws. An example query 
request could be: Retrieve all the process fragments that have been annotated to 
business processes and encode a part of Basel II (Basel Committee on Banking 
Supervision, 2006). Besides using identifiers to retrieve process fragments, the 
metadata associated with the stored process fragments as well as the structures of 
process fragments can be used as query criteria. The structure of a process frag-
ment refers to the way in which process activities are connected together, arranged 
or organized (cf. Ma and Leymann, 2009, pp. 3). 
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4.4 Application of Process Fragments in the Field of Compliance 

Preceding the application of process fragments, a compliance assessment is per-
formed. This assessment is a non-technical step when dealing with compliance: 
Compliance experts, i.e. lawyers and consultants assess requirements from various 
compliance sources. Thereby they analyze and interpret which requirements are 
relevant for a particular process in a company. The effective guidelines resulting 
from this step, i.e. the concrete compliance requirements can be distinguished into 
two distinct groups.  

The first group of requirements specifies what should be done. Either this re-
quires the integration of additional activities or changes to a given process model. 
In the following we discuss two different ways for the integration of compliance 
related activities: process fragment gluing and process fragment weaving. The sec-
ond group of requirements defines how something should be done. Such require-
ments necessitate the employment of annotations. Annotations are typically used 
to state how certain things should be executed. But they can also be used to state, 
what ’must occur’, what ’must not occur’, ’what may occur’ etc. in the execution of 
a process. 

4.5 Process Fragment Gluing 

When referring to gluing, we have the most straightforward approach for the inte-
gration of compliance in mind. It means that the process fragments that realize 
certain requirements are physically copied into the original process model (cf. Fig-
ure 3a). For traceability and also for maintenance reasons a link between the proc-
ess fragments (cf. Figure 3b) and the augmented process model (cf. Figure 3c) can 
be established to distinguish between the original parts of the process and the 
compliance augmentation. Furthermore a linkage to the compliance source can 
thereby be enabled. 

 

(a) Original Process (b) Process Fragments (c) Augmented Process

Gluing  

 
Figure 3: Process Fragments Gluing 

 

This approach can be considered as best concerning execution performance, but it 
comes with several shortcomings. One issue when gluing the compliance frag-
ments into a process is process pollution. Especially in relation to compliance, 
certain requirements (e.g., logging) might pollute a process model with activities 
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which are not relevant for the actual work that is performed in the process. The 
notion of views on processes such as described in Bobrik et al. (2006) has brought 
up a concept that allows decreasing the negative effect of such pollution, at least at 
design time. A view allows abstracting from undesired details, applied to our case it 
allows fading out glued-in compliance fragments and thereby showing the original 
process model.  

When gluing is applied for integrating compliance into processes, all process 
models that are affected by a change have to be adapted accordingly and be rede-
ployed, which means significant effort. Another issue is that the process fragments 
can be modified after they have been glued into the process and thus not realizing 
the compliance requirement anymore that they have been designed for. These 
shortcomings make a more loosely coupled approach preferable, thus we discuss 
weaving as a potential alternative. However some compliance requirements do not 
only necessitate additional activities, but they also require physically redesigning a 
process model (e.g., when the ordering of activities has to be changed), so gluing is 
not avoidable in any case. 

4.6 Process Fragments Weaving 

Aspect-oriented Programming (AOP) was introduced as a programming technique 
by Kiczales et al. (1997) which addresses the problem of integrating cross-cutting 
concerns e.g., logging, into applications. Karastoyanova and Leymann (2009) have 
shown the applicability of aspect-orientation in business processes. We argue that 
by employment of aspect-orientation, business processes can be customized to 
meet compliance requirements. Additional fragments such as auditing activities can 
be weaved into a process. This means, the original process model (cf. Figure 4a) 
stays untouched, however its execution is modified. An ‘aspect weaver’ handles the 
process instances and the aspects (i.e. the compliance fragments in Figure 4b) and 
composes them to a process augmented with compliance controls (cf. Figure 4c). 

(a) Original Process (b) Process Fragments (c) Augmented Process

Weaving

 
Figure 4: Process Fragments Weaving 

 

Depending on the specific implementation, the aspect weaving can be per-formed 
at compile time (static) or run-time (dynamic), the latter one being more powerful 
as single instances can be treated differently, but also more complex. The clear 
separation of concerns using AOP, i.e. the separation of the actual work 
performed in a process and the compliance controls, comes along with increased 
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technical difficulty, e.g., debugging is becoming way more complex. This technique 
demands for well-defined programming guidelines and it also requires further ela-
boration of the technical details. Our approach is to shape the compliance controls 
as process fragments and thereby achieve overall compliance in a loosely coupled 
and flexible manner without polluting the original process model. 

4.7 Process Fragments Annotation and Monitoring 

The common approach to annotate compliance information to a process model is 
using textual annotation on either a high level of abstraction (cf. Figure 5), on a 
more technical level, or even on a formal level as proposed by Sackmann and 
Kähmer (2008). Compliance requirements can basically be stated in any language 
that is convenient for the domain they are stemming from. When employing do-
main-specific languages as discussed by Oberortner et al. (2009) it is even conceiv-
able to have various different languages used in the annotation, for instance one 
for security considerations and another for data storage policies. 

 
 

Output data

Invoke service
Service invocation

Control flow

Data flow

Annotation

encrypted storage

for at least 

7 years

signed and 

encrypted 

interaction

Legend

 
Figure 5: Usage of Textual Annotations 

 

This approach is feasible for many compliance requirements, but we believe it is 
inadequate for stating complex compliant behaviour in terms of control flow or 
data flow. For this reason we propose the annotation by process fragments (cf. 
Figure 6a) in addition to the textual annotation (cf. Figure 6c) as we have described 
in former work (Daniel et al., 2009, p. 6). This allows describing the required 
behaviour also in terms of control flow or data flow of a process model in a way 
that is practicable for a process designer and that is also feasible for further machi-
ne-processing, especially for process monitoring.  

 
 

(a) Process Fragments 

Annotation
(b) Annotated Process (c) Textual Annotation

 
Figure 6: Usage of Process Fragments as Constraint Language 
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Note that for this application the activities related to a certain requirement (that is 
realized by a process fragment) do not have to be contained in the process model 
(cf. Figure 6b) at all. Assume the case that a process fragment expresses that two 
particular activities are executed. This fragment can be annotated to a process with 
the additional information (i.e. the annotation of the fragment itself), that this 
behaviour must not occur. In case the behaviour actually occurs, it will be detected 
in monitoring, but it is also possible that this behaviour never occurs as the process 
is already modelled to comply with this requirement. Thereby either compliance is 
achieved by design, or incompliance is detected and reported by monitoring or 
mining which leads to redesign and consequential to compliance of future 
executions of the process. 

Employing process fragments during monitoring (cf. Figure 7) requires a 
model transformation of the process fragments that are annotated to the process, 
and hereby also taking their annotation into account, into statements that can be 
checked during monitoring, for example into complex event processing rules. 
Therefore any information that is required in order to properly assess compliance 
of the execution has to be contained in the process fragment or its annotation. The 
concrete mapping of process fragments to statements which can be checked dur-
ing monitoring is ongoing collaborative work in the COMPAS project. 
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Figure 7: Usage of Process Fragments in Monitoring 

5 Conclusion and Future Work 

Our approach has three significant contributions: Firstly, the approach is providing 
support for (re-)integrating compliance requirements into a process. We achieve 
this by presenting a way to integrate compliance requirements that are realized by 
process fragments. Secondly, we envision process fragments as novel language for 
stating constraints concerning the execution behaviour of process instances. This 
concept allows precisely stating compliant behaviour in terms of control flow and 
data flow. Thirdly, by employing transformations this constraint language can be 
used in monitoring in order to achieve a correlation of the actual execution and the 
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expected, i.e. compliant execution, based on events which actually occur. The con-
cept presented in this paper allows linkage of business processes, process frag-
ments, textual annotations, execution information and compliance sources with 
each other. This linkage supports demonstrating a lawful implementation of com-
pliance requirements in case of an audit. 

When using process fragments for compliance in business process modelling, 
process fragments have to be stitched together, e.g., in case of gluing. A (semi-) 
automatic tooling should help users to accomplish such tasks easier. Our next step 
is the creation of a comprehensive metamodel for process fragments with enriched 
metadata on the process fragments, such as pre- and post-conditions, entry and 
exit points, constrained regions, and non-functional properties on quality of service 
metrics etc. Based on this metamodel, a process modelling tool could suggest users 
possible and meaningful variants to compose the process fragments. In our future 
work we elaborate on this approach and its application in the business process 
execution language (BPEL), a standard for orchestration of Web services proposed 
by OASIS (2007). Nevertheless the approach is applicable to other graph-based 
process languages as well. 
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