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Abstract: Researches and development efforts in wireless networking and systems are progressing
at an incredible rate. Among them, measurement and analysis of performance achieved at network
layer and perceived by end users is an important task. In particular, recent advances concerning
IEEE 802.11b-based networks seem to be focused on the measurement of key parameters at differ-
ent protocol levels in a cross-layered fashion, because of their inherent vulnerability to in-channel
interference. By adopting a cross-layer approach on a real network set-up operating in a suitable
experimental testbed, packet loss against signal-to-interference ratio in IEEE 802.11b-based net-
works is hereinafter assessed. Results of several measurements aimed at establishing the sensitivity
of IEEE 802.11b carrier sensing mechanisms to continuous interfering signals and evaluating the
effects of triggered interference on packet transmission.

1 Introduction

Performance measurement is a crucial task in the process of
designing and validating new and complex communication
network systems. In heterogeneous wireless scenarios, per-
ceived performance is influenced by several characteristics
typical of underlying wireless network layers, such as
modulation schemes, framing procedures and stationary
channel characteristics. Also, for any network scenario,
actual quality of service (QoS) depends on the physical
signal integrity. While such integrity can be kept under
control in wired networks by wise network design and
implementation, wireless channels are intrinsically subject
to interference phenomena that cannot be directly con-
trolled. In wired networks, in fact, the possible end-to-end
QoS degradation is basically because of either the limited
access to medium resources made available to each user
or congestion phenomena, that can be caused by the simul-
taneous presence of several active users on the same
network. On the contrary, signal integrity in IEEE
802.11b wireless local area networks (WLANs) can be
strongly degraded by interferences from devices of different
nature sharing the same band [1-3]. Since IEEE 802.11b
WLANs exploit the unlicensed industrial scientific
medical (ISM) band, electromagnetic interference comes
out to be the most challenging issue in their design and per-
formance evaluation [4]. With regard to IEEE 802.11b net-
works, it would therefore be very useful to evaluate how
in-channel interference degrades network QoS. An
approach not limited to just one protocol layer but
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consisting of joint physical and higher layer measurements
is consequently desirable.

With the term ‘cross-layer measurement’, we mean a new
approach consisting of appropriate measurements carried
out, at the same time, at both application/transport layers
and data link/physical layers and a proper analysis of the
obtained results.

This work is a first attempt to put into relation the values
of physical layer quantities, such as signal-to-interference
ratio, and higher level parameters of interest, estimated in
the same time interval. It presents an experimental study
conducted in a semi-anechoic chamber in order to evaluate
the effects of controlled in-channel interference on the per-
formance of an IEEE 802.11b-based network. More specifi-
cally, the study moves along three directions. First, the
sensitivity of IEEE 802.11b carrier sensing mechanism to
continuous sinusoidal interference is verified. Then, poss-
ible packet corruption because of triggered bursty interfer-
ence is evaluated. Finally, the relationship between a
significant figure of merit at higher layers (packet loss
ratio) and an important indicator of the quality of communi-
cation at physical layer (signal-to-interference ratio) in the
presence of bursty sinusoidal in-channel interference is
investigated. The rationale for the chosen types of interfer-
ence sources is the following. Continuous sinusoidal signals
are representative of possible spurious harmonics generated
by common radiofrequency (RF) sources characterised by a
bandwidth much narrower than that peculiar to Wi-Fi
signals, whereas bursty sinusoidal interference is a good
model for narrowband time division multiple access
(TDMA) interfering signals [5—10].

To carry out the experiments, an active measurement
approach is adopted, which uses synthetic UDP traffic
through distributed internet traffic generator (D-ITG) [11—
12] whose architecture allows us to measure QoS par-
ameters both at sender and at receiver sides. A suitable
measurement station is set up to the purpose.

The rest of the paper is organised as follows: Section 2
presents the motivation at the basis of the work, along
with some proposals for wireless network performance
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assessment already presented in the literature. Section 3
gives details regarding the proposed measurement station
and procedure. Section 4 describes the experimental activity
conducted, and provides a proper analysis of the results,
related to the effects of continuous sinusoidal interferences
on carrier sensing, packet corruption because of bursty
interference triggered on transmission and packet loss
ratio in the presence of both periodic and random bursty
interference. Finally, conclusions are drawn in Section 5,
along with issues for ongoing and future research activities.

2 Motivations and related work

The term cross-layer networking means that the knowledge
of the physical and medium access control (MAC) layers of
the wireless medium is shared with higher layers and used
to implement efficient methods for the allocation of
network resources and applications over wireless scenarios
[13]. Cross-layer protocol optimisation seems to be a fast
growing research area within this context, which brings
together researchers from physical to application layers
[14]. All these efforts can be correctly finalised only with
a clear and proper understanding of the performance at
the different levels of the protocol stack and how they are
correlated. Indeed, we are moving towards a framework
which can simply highlight the mutual influence among
the various layers of the protocol stack.

The aim of the proposed approach is to understand the
behaviour of IEEE 802.11b-based networks at both trans-
port and physical layers, and to gain a useful correlation
between the values assumed by high-level QoS parameters
and those by physical layer quantities. Such characterisation
can be of great help both in the design and maintenance
stage of an IEEE 802.11b network. At the earliest stages
of the design of a WLAN indeed, physical measurements
can be done to characterise the environment; from the
achieved results, then, WLAN characteristics can be opti-
mally tailored to meet the QoS requirements. Once the
WLAN is operative, physical layer measures can be profit-
ably exploited to infer possible causes of QoS degradation,
when the latter is experienced at higher layers, or vice versa.

While a number of works on IEEE 802.11b performance
evaluation [15—18] and interference between Bluetooth and
IEEE 802.11b networks [19—27] are present in the litera-
ture; to the best of our knowledge, few works deal with
cross-layer measurement of the performance of real wire-
less systems based on IEEE 802.11b protocol. According
to the given definition of cross-layer measurement, our con-
tribution aims at reducing this gap.

As for novel approaches to performance evaluation of
IEEE 802.11b networks, a cross-layer analytical approach
is presented in [28] and [29], which is addressed to appli-
cations running over wireless IP channels, based on a propa-
gation model. The authors suggest that the proposed model
should be used in classical queuing theory. In [30], the
authors show that a physical layer model, optimal from a
physical-centric point of view, results in a bad performance
when used with a real protocol stack on the top of it. More
precisely, it provides results in the case of WLANs with
TCP traffic. In [31], the authors propose some simulation
techniques to study the performance of wireless systems.
They call these new simulation techniques cross-layer simu-
lations because the generic proposed cross-layer network
model, together with cross-layer simulation model facilities
offered, should allow studies on cross-layer systems.
Finally, the results of bit error measurements executed by
an IEEE 802.11 compliant radio modem in an industrial
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environment are given in [32], along with some consider-
ations for the design of MAC and link-layer protocols.

As already mentioned, the works in the field of perform-
ance evaluation of IEEE 802.11b networks show that the
research is usually conducted theoritically or analytically.
When it is performed through experiments over real
network test beds, measurements are done only at a single
layer.

Regarding approaches studying the interference on IEEE
802.11b networks, a lot of literature has been published on
both coexistence between Bluetooth and IEEE 802.11b net-
works and related problems and optimisations. The work
presented in [1] provides an introduction to coexistence
issues between IEEE 802.11b and Bluetooth, showing
that, although performance of both systems can degrade
when they are collocated near enough, a number of tech-
niques can be employed to virtually eliminate such issues.
Unfortunately, a real assessment — using cross-layer
measurements — to demonstrate this statement is missed.
To pursue the target of providing a quantitative measure
of the effects of mutual interference, a number of analytical
studies are present in the literature. In [21], an analytical
model for capturing the performance impact of Bluetooth
interference on the collocated IEEE 802.11b is proposed.
The analysis comprises interference at both physical and
MAC layers of the IEEE 802.11b networks. In [22], an
analytical model of the interference that 802.11 networks
may experience, either because of a voice or because of a
data Bluetooth link, is presented. In [33], the performance
of IEEE 802.11b network is evaluated, in the presence of
Bluetooth piconets, using a probabilistic approach. The
analysis is described at both physical and MAC layers,
and packet error rate and throughput of the IEEE 802.11b
network are measured. As for simulation approaches, a
simulation environment for modelling interference, based
on detailed MAC and physical layers models, is presented
in [26] and [27]. Finally, as for empirical studies, some
experimental results (validating specific analytical models)
are presented in [19] and [25] to show the effects of IEEE
802.11b and Bluetooth interference, and some results
related to packet loss in IEEE 802.11b networks in the pre-
sence of Bluetooth are shown in [20]. The works presented
in [23] and [24] report some preliminary results on perform-
ance in the presence of collocated IEEE 802.11b and
Bluetooth networks.

To conclude this review, despite the number of studies
dealing with interference analysis between Bluetooth and
IEEE 802.11b, to the best of our knowledge, there is no pre-
vious literature focusing on cross-layer measurement in
controlled environments like a semi-anechoic chamber.
This approach permits (i) to link higher layer performance
with lower layer and, at the same time, (ii) to clearly
control unwanted interference. Therefore the proposed
approach extends the results present in literature in that:

e an experimental approach is adopted, which takes into
account real test signals in a controlled environment such
as a semi-anechoic chamber (interfering signals, which
can affect signal integrity, can thus be controlled and intro-
duced according to the need);

o the approach follows a cross-layer assessment — through
measurements over real networks — where transport and
physical layer performance are measured and studied in a
combined fashion;

o the proposed approach is applied to the study of packet
loss ratio in the presence of controlled interference and
more precisely:
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— to measure the effects of continuous sinusoidal interfer-
ence on carrier sensing, and the packet corruption as a
result of bursty interference triggered on transmission;

— to measure the packet loss ratio in the presence of both
periodic bursty and random bursty interference.

3 Measurement scenario

Experimental tests have been carried out in the semi-
anechoic chamber at the Department of Electrical
Engineering at the University of Napoli Federico II. In
such environment, a total control of interference is, in
fact, possible. The only interfering signal that is present
on the communication channel is emitted from a signal gen-
erator suitably commanded, whereas possible uncontrolled
interferences outside the chamber cannot affect the
communication.

Fig.1 sketches the measurement station set up. It consists
of (i) three hosts (two communicating hosts and one proces-
sing and control unit), (i) an 802.11 access point (AP)
D-link DI-624 +, (iii) a signal generator Rhode&Schwarz
SMLO03 (9 kHz-3.3 GHz frequency range, with pulse
modulation capability) acting as interference generator,
(iv) an arbitrary waveform generator (AWG) Agilent
Technologies 33120A (15 MHz maximum frequency), (v)
a microwave horn antenna Amplifier Research AT4002A
(0.8—5 GHz frequency range), (vi) an omnidirectional
antenna EM-6865 (2—18 GHz frequency range, 10.16 cm
diameter) called Probing antenna, (vii) a spectrum analyser
Anritsu MS2687B (9 kHz—30 GHz input frequency range,
up to 20 MHz resolution bandwidth), (viii) a digital
storage oscilloscope (DSO) Agilent Technologies 54833D
(1 GHz bandwidth, 4 Gsample/s sampling frequency,
8.2 Msample memory depth) and (ix) an EIA-232 — TTL
converter, which makes a pulse generated on the serial
port of the sender host available as a trigger signal for
both spectrum analyser and DSO. The dashed box in
Fig. 1 encloses instruments that are inside the semi-
anechoic chamber. The two generators, the spectrum analy-
ser, DSO and one of the hosts, which is the processing and
control unit of the measurement station, are all intercon-
nected via an IEEE 488 standard interface bus.

The signal inside the chamber is captured by the omnidir-
ectional antenna, which is connected through a coaxial
cable to the spectrum analyser outside the chamber.
Besides providing the spectral density function of the

signal captured by the antenna, the spectrum analyser can
be utilised in zero span mode to attain the evolution
against time of the signal power envelope.

Moreover, it can act as a downconverter to its intermedi-
ate frequency (66 MHz); thanks to this feature, the DSO can
acquire the evolution against time of the downconverted
signal, whose significant spectral content is totally included
inside the DSO bandwidth. Finally, the controlled interfer-
ence is emitted by the signal generator, which is outside
the semi-anechoic chamber and feeds the microwave horn
antenna located inside. To emit bursty interferences, the
pulse modulation capability of the signal generator is
exploited, whereas AWG is used as trigger source. In par-
ticular, AWG is commanded to generate a square-wave
signal, which can be frequency modulated.

A heterogeneous (wired/wireless) communication is set
up between a pair of hosts, named as Host 1 and Host
2. In particular, Host 1 is connected via a wired 100 Mbps
link to the AP, which is its default gateway. Wireless com-
munications, following standard IEEE 802.11b, actually
take place between AP and Host 2, which are inside the
chamber. Host 1 and Host 2 are the sender and receiver
(and viceversa) of the traffic generation platform. The
measurement station is equipped with a tool, D-ITG,
which is used for the generation of the testing traffic.
Details on D-ITG can be found in [11] and in [12].

Despite the wide range of available traffic patterns and
other supported features, to trace a first reference framework
for the variables subject of our study, D-ITG has been used in
this work to generate constant bit rate (CBR) traffic. More
precisely, the CBR traffic profiles reported in Table 1 have
been taken into consideration.

With respect to its previous version, to make possible the
work described in this paper, D-ITG has been provided with
a triggering feature, very useful to our aim. In particular,
when the sender starts the transmission of each packet, a
voltage pulse is generated on a certain pin of its serial
port. As the serial port of the host and the input trigger
port of the spectrum analyser and the DSO associate differ-
ent voltage levels to the same logic levels, the D-ITG trig-
gering feature cannot be profitably used as trigger signal for
the electronic instrumentation, unless a proper level con-
version is performed. An EIA 232 — TTL converter has
been used to convert voltage levels typical of EIA 232 stan-
dard used on the serial port of the sender to voltage levels
typical of TTL standard, used for the spectrum analyser’s
trigger input.
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Fig.1 Measurement station
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Table 1: CBR traffic profiles

Packet size, Packet CBR traffic
bytes rate, pkt/s profiles, Mpbs
1000 250 2

1000 750 6

1000 1000 8

4 Cross-layer measurements

The anechoic environment characterising our analysis is
particularly suited to evaluate effects of interferences on
the transmission. Interfering signals can, in fact, be properly
controlled in such environment and the operator can easily
modify them. Specifically, the signal generator utilised in
the experiments is located outside the chamber and feeds
the microwave horn antenna, which is located inside and
provides for interference emission. Besides selecting the
type of interfering signal, which can be either bursty or
time continuous, and either unmodulated or modulated,
eventually generated by exploiting arbitrary waveform gen-
eration capability, the operator can externally trigger the
generator. Interfering signal can then be synchronised to
packet transmission, so as to hit either packet header or
payload, or even acknowledgement.

The signal evolution against time can be simply analysed
through a DSO, provided that its bandwidth includes all the
significant spectral component of the signal. IEEE 802.11b
signals are located in the ISM band, at frequencies higher
than 2.4 GHz. This poses a constraint on DSO choice,
implying the utilisation of a modern and costly DSO charac-
terised by 3 GHz bandwidth, at least. By exploiting the
intermediate frequency (IF) output of the spectrum analyser,
however, it is possible to use a less expensive, yet perform-
ing, DSO. In particular, the IF signal, which is the downcon-
verted version of the signal captured by the antenna, is given
as input to the DSO. As the IF signal is centred at a fre-
quency much lower than 2.4 GHz, a common DSO charac-
terised by 1-GHz bandwidth perfectly fits our needs. In the
cases under examination, for instance, the IF signal is spec-
trally centered at 66 MHz. The signal downconverted at IF
can be acquired and digitally processed, and measurement
functionalities of the DSO, such as time interval measure-
ment through cursors, can be exploited, according to the
needs.

The external trigger to the signal generator can be
exploited to verify the effects of interference at physical
layer. As an example, Fig. 2 shows the DSO display when
a single packet is generated and an interfering sinusoidal
burst hits its payload, causing its re-transmission. Time
interval T _, shown in Fig. 2, which is up to some hundreds
of microseconds, is the time that elapses between the first
packet transmission and its re-transmission. In the same
figure, the arrow points the MAC layer acknowledgment,
which is one shortest interframe spacing (SIFS) distant
from the successful re-transmission. Signal analysis also
helps analyse protocol robustness with respect to interfering
bursts. As it is shown in Fig. 2, in fact, the packet is
re-transmitted at a lower rate. Such mechanism is more
evident in Fig. 3, which shows the DSO display when two
packets are generated at application layer, and several inter-
fering bursts of the same duration are emitted. In particular,
the first packet is hit by interference and re-transmitted once
(arrows A and B point at the interfered packet and the
interference-free re-transmission, respectively), whereas
the second packet (arrow C in the figure) is re-transmitted
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Fig. 2 Single packet is hit by an interfering sinusoidal burst,
re-transmitted and finally acknowledged

several times and each re-transmission is hit by one or
more interfering bursts. When transmission rate is lowered
at 1 Mbps, packet transmission succeeds, although three
interfering bursts hit the packet (they are pointed at by
arrows D, E and F).

4.1 Effects of continuous sinusoidal interference
on carrier sensing

Effects of interference occupying the channel before phys-
ical transmission can be analysed through the proposed
measurement system. Owing to the carrier-sensing mechan-
ism of IEEE 802.11b MAC protocol, when the interfering
signal is sinusoidal and continuous, and therefore its
power level P is practically constant over time, two situ-
ations may alternatively occur: either equipment that
intends to transmit senses the channel, finds it continuously
occupied (P is greater than a threshold value P*) and there-
fore does not transmit at all, or interference power level is
too weak to consider the channel occupied, and therefore
wireless transmission is unaffected. In practice, when the
interfering power value is close to threshold value P*, suc-
cessive carrier sensing operations do not provide the same
result, that is after some trials the channel is usually con-
sidered free and the packet is transmitted. This is reasonably

File Control Setwp Measure

Analyze  Utilites  Help 1:36 PM

T | ST ¢

Fig.3 First packet is hit by an interfering sinusoidal burst,
re-transmitted and finally acknowledged, and the second packet
is hit and re-transmitted more than once
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Fig. 4 Power levels of sinusoidal interference causing a block in
the 802.11b communication

because of the limited sensitivity of the receiving apparatus
that senses the channel.

Experiments carried out varying the frequency of sinusoi-
dal interference have shown that the value of P* depends on
the frequency offset between the 802.11b carrier and the fre-
quency of the sinusoidal interference. Fig. 4 shows the
values of P* obtained for different values of interference
carrier frequency, when channel 4 (center frequency equal
to 2.427 GHz) is used for wireless transmission. The
values of P* in the figure have been measured through the
spectrum analyser’s peak location capability over 100
repeated measurements, during which the 802.11b com-
munication has been shut off.

What emerges is that the values of P* can differ of even
56 dB. Similar results have been experienced when different
channels have been chosen. Note that the absolute power
levels given in Fig. 4 are dependent on the particular
measurement scenario, that is AP, relative distance
between hosts and instruments and so on, as different scen-
arios would be characterised by different threshold values.

Results reported in Fig. 4 could seem to be in contradiction
to the expected robustness of the IEEE 802.11b direct
sequence spread spectrum (DSSS) modulation with respect
to narrowband interference. The proposed cross-layer
approach allows to experimentally motivating such beha-
viour. When the generation of a continuous sinusoidal
signal, characterised by power levels given in Fig. 4, is trig-
gered after the packet transmission has begun, the interfering
signal does not affect packet transmission at all (unless
working in very disadvantageous conditions, that is
SIR < —10 dB). Packets are, in fact, correctly received and
acknowledged after an SIFS. On the contrary, the 100%
packet loss ratio experienced when interference is not trig-
gered, is not because severe packet corruption caused by inter-
ference, but is a consequence of the fact that transmission at
physical layer does not begin at all.

4.2 Packet corruption because of bursty
interference triggered on transmission

Besides being more realistic, bursty interference is herein-
after taken into consideration because continuous

interfering signals would block wireless transmission, as
already remarked. In particular, a first set of experiments
has been conducted to analyse packet corruption on single
transmitted packets, when they are hit by a properly trig-
gered interfering sinusoidal burst. As the system exhibits
variable behaviour, depending on the frequency of interfer-
ing signal, different test frequencies have been analysed.
Packet payload dimension has been fixed to 1000 byte,
whereas interfering burst duration has been set to 200 ps.
Whether a packet has been corrupted by interfering burst
(and therefore re-transmitted), or not, it can be determined
by a simple look at the DSO display. The DSO, in fact, is
fed by the IF signal at the output of the spectrum analyser,
which has been centred at 2.427 GHz, and set in zero span
mode, maximum resolution bandwidth.

Table 2 gives the percentage values of corrupted packets,
over 100 single transmissions, for three different frequen-
cies and three different power levels of interfering signals.
Please note that the power values in Table 2 represent
power of continuous sinusoidal signals during the ‘power
on’ state, and have been measured through the spectrum
analyser, as explained in section 4.1. As expected, the prob-
ability that a packet is corrupted increases with interference
power, although correlation between packet loss ratio and
interference power is strongly dependent on interference
frequency, as already experienced (Fig. 4).

4.3 Packet loss ratio in the presence of periodic
bursty interference

As shown in the previous section, interference can be respon-
sible for packet re-transmission. Depending on the packet rate,
overflow on the packet queue at transmitter side, with conse-
quent packet loss, can occur. Experiments presented in this
section aim at highlighting the effects of sinusoidal interfer-
ence on an important QoS parameter, such as packet loss
ratio. Specifically, a cross-analysis of packet loss ratio and
signal-to-interference ratio, measured at physical layer, is per-
formed. Several scenarios, differentiated in terms of charac-
teristics of the generated traffic and bursty interfering signal,
are analysed.

As already pointed out, the transmission of a packet cor-
rupted by interference and re-transmitted several times can
succeed after a certain number of attempts. This is the
reason why percentage values given in Table 2 do not have
to be confused with packet loss ratios. In a strict sense, none
of the packets corrupted by interference burst in the previous
experiments is a lost packet, because related re-transmissions,
not affected by interference, have succeeded. Indeed, packet
re-transmission could indirectly be responsible for packet
loss. When a packet is corrupted by interference and, conse-
quently, not acknowledged, the queue at transmitter side can
overflow as a result of re-transmissions, and packets can be
irrecoverably lost.

Another set of experiments, with periodic bursty interfer-
ence, has been carried out to investigate this issue. Wireless
transmission during experiments has been kept active for

Table 2: Percentage of corrupted packets over 100 single transmissions

2422 MHz Interference power, dBm —47.5
Corrupted packets, % 3

2427 MHz Interference power, dBm -50.8
Corrupted packets, % 12

2432 MHz Interference power, dBm —43.3
Corrupted packets, % 0

—47.0 —46.0 —45.5 —45.0
30 50 85 100
—49.8 —49.3 —48.8 —47.3
30 63 80 95
—38.3 -33.3 -32.3 -31.3
0 36 83 100
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30 s; generated bursts duration has been made equal to
200 s, whereas their rate, carrier frequency, and power
have been varied. In particular, the same frequencies as in
the previous experiments (reported in Table 2), and burst
rates of 500 and 750 burst/s have been imposed; power
level varies depending on frequency. A square wave, gener-
ated by the AWG, whose fundamental frequency is set equal
to burst rate, has been utilised as external trigger to the inter-
ference generator. Table 3 reports the packet loss ratio as a
function of interference power and burst rate, with regard to
the considered interference frequencies and transmission
rates. Table 3 is divided into three sub-tables, each of
which accounts for a different frequency. For each burst
power and rate, two values of packet loss ratio are given;
the first refers to 250 pkts/s transmission rate, whereas the
second, written in italics, refers to 750 pkts/s. The results
show that for a given burst rate, power and carrier fre-
quency, packet loss ratio increases with packet transmission
rate. This is not unexpected, because the higher the trans-
mission rate, the higher the number of lost packets when
the queue at transmitter side overflows. Although in the
great majority of the cases taken into consideration,
the highest packet loss ratio is experienced as a result of
the highest burst rate — given transmission rate and burst
power and carrier frequency — there are cases in which,
contrary to what could be expected, this does not happen.
This can be explained by considering that bursts can also
be emitted when no packet is being transmitted, and the
fact that the queue at transmitter side is expected to be
longer, on average, for higher burst rates does not imply
that for limited observation intervals it necessarily
overflows either more frequently or for longer time.
Anyway, the expected correlation between interfering
burst power and packet loss ratio has been experimentally
verified.

Another interesting issue that experimental results put in
evidence is that differences between minimum and
maximum packet loss ratios is generally higher for
250 pkt/s than for 750 pkt/s transmission rate, given
burst rate and frequency. In other words, decreasing inter-
ference power to reduce packet loss ratio is relatively more
effective in case of slower transmission rates. Such
experimental outcome is a further confirmation that
communications characterised by high transmission rates
are much more vulnerable to bursty interference, as lost
packets are, in fact, lost because of queue overflowing.

4.4 Packet loss ratio in the presence of random
bursty interference

The next step has consisted in dropping the hypothesis of per-
iodic bursty interference, and conducting experiments in the
presence of bursty interference characterised by random
time occurrences. In particular, the frequency modulation
capability of AWG has been exploited to produce a frequency-
modulated square wave, which has been used as a trigger
signal for the interference generator.

This set of measurements has been aimed at evaluating
high-level performance of the system, measured through
packet loss ratio, as a function of transmission rate, interfer-
ing signal duty cycle, average power and peak power. The
following represent some definitions useful for the compre-
hension of the experimental tests we provided

e To, = duration of a single burst of interference

e d (duty cycle) = To,/T, where T is the average time
interval between two successive bursts.

e Sy =power of the continuous interfering sinusoidal
signal, hereinafter named peak power, measured through
spectrum analyser.

® Spust = d - S\ = average power of interference.

e CP = channel power of IEEE 802.11b signal, measured
through the spectrum analyser, in the absence of
interference.

e SIR = signal-to-interference ratio = CP/Spyyy-

Channel power is measured through the spectrum analy-
ser. It is worth noting that spectral analysis on IEEE
802.11b signals through a spectrum analyser places some
constraints, because of the limited duration of transmitted
packets. Transmission of long packets, in fact, requires no
more than few milliseconds, and the minimum allowed
sweep time covers several packets. In this case, because
of IEEE 802.11b transmission protocol, even in the pre-
sence of high transmission rates, there would be time inter-
vals between packets during which no signal is present in
the channel, while the analyser is still sweeping the
desired frequency span [34].

The spectrum analyser would then display something
similar to what appears in Fig. 5, which can by no mean
be considered the power spectrum of the transmitted
signal. On the contrary, a synchronisation with transmitted
packets would prevent from sweeping when no signal is

Table 3: Packet loss ratio in the presence of periodic bursty interference

Frequency = 2.422 GHz Frequency = 2.427 GHz Frequency = 2.435 GHz
Burst power, Burst rate, burst/s Burst power, Burst rate, burst/s Burst power, Burst rate, burst/s
dBm 500 750 1000 dBm 500 750 1000 dBm 500 750 1000
—44.0 0% 4.7% 0% —46.8 0% 0% 32% -31.3 0% 16% 51%
49% 66% 75% 47% 48% 78% 57% 71% 83%
—43.0 0% 25% 0% —46.3 0% 0% 38% —30.8 12% 46% 62%
59% 75% 81% 51% 52% 80% 70% 82% 87%
—42.5 0% 30% 45% —45.8 0% 0% 45% -30.3 39% 62% 72%
65% 77% 83% 58% 59% 83% 79% 8%% 91%
—-41.5 19% 42% 57% —45.3 0% 0% 48% —-29.3 68% 80% 82%
74% 82% 86% 63% 63% 84% 90% 93% 94%
—41.0 29% 49% 61% —44.3 14% 7.9% 57% —28.8 78% 85% 86%
78% 84% 88% 74% 71% 86% 93% 95% 95%
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Fig.5 Power spectrum displayed by the spectrum analyser:
sweep time longer than packet duration determines unreliable
output

present in the channel; signal power spectrum could there-
fore be reconstructed by joining power spectrum segments
of successive packets. This solution is implemented by
setting the spectrum analyser in gate mode, and performing
the sweep over the selected frequency span at intervals syn-
chronised with the transmission of packets; synchronisation
is made possible by the EIA-232 — TTL converter that is
used as a trigger signal for the spectrum analyser sweep.
Although this technique has the disadvantage that measure-
ment time grows inversely with packet transmission rate, it
allows us to analyse signal power spectrum with the sensi-
bility typical of a spectrum analyser, rather than performing
an FFT-based analysis. Once the frequency span has been
swept, and the power spectrum trace has been gained,
channel power is measured by integrating the estimated

power spectrum, according to

B 1 =
= IOIOgIO[B_Ch (m 1°P"/10>} M
n i:nl

where P; is the ith power spectrum trace element, expressed
in dBm, By, is the channel bandwidth, B,, is the equivalent
noise bandwidth of the IF filter of the spectrum analyser
and n; and n, are, respectively, the first and the last index
of the power spectrum trace vector that limit the channel
[35].

In this set of experiments, interfering signal carrier fre-
quency has been fixed at 2.427 GHz, and packet loss ratio
has been evaluated over 60-s transmission, in order to be
able to confidently assume Sgu = d-Sv, on average.
The idea is to study the dependence of system performance
from the parameters of interference. This target implies a
multidimensional analysis, as transmission rate has an
important influence on packet loss ratio, and interference
power (and therefore SIR) depends on duty cycle and
peak power.

Tables 4, 5 and 6 report packet loss ratio for different
interfering signal power levels and different transmission
packet rates. They are related to duty cycle d equal to,
respectively, 0.1, 0.15 and 0.2. All power values are given
in dBm, whereas packet loss ratio is expressed in percentage
relative terms.

Figs. 6 and 7 provide a three-dimensional diagram of
packet loss ratio evolution as a function of transmission
and interference parameters. Specifically, Fig. 6 shows
packet loss ratio as a function of packet rate and SIR, for
a given duty cycle (d = 0.2), whereas packet loss ratio in
Fig. 7 is plotted in function of duty cycle and Sg for a
packet rate equal to 750 pkt/s.

A more detailed representation of measurement results is
shown Fig. 8 and 9, which provide evolution of packet loss
ratio in function of, respectively, SIR (Fig. 8) and Spys

Table 4: PLR as a function of interference level, for different packet rates (d = 0.1)

Interference power, dBm

Sm —49.3 —46.2 —45.6 —44.1 —43.1 —42.1 —41.1 —40.2 —39.2 —382 —37.2 —34.1 —33.6 —33.1 —32.0
SBurst —59.3 —56.2 —55.6 —54.1 —53.1 —52.1 —51.1 —50.2 —49.2 —48.2 —47.2 —44.1 —43.6 —43.1 —42.0
250 pkt/s SIR 14.4 11.3 10.7 9.2 8.3 7.2 6.2 5.3 4.3 3.3 2.3 -08 —-13 -18 -29
PLR, % 2.7 4.1 6.3 24 30 31 35 38 35 35 36 38 37 34 32
750 pkt/s  SIR 14.2 11.1 10.5 9.0 8.0 7.0 6.0 5.1 41 3.1 2.1 -10 —-15 -20 -31
PLR, % 58 63 65 67 70 74 76 77 78 78 78 78 78 78 79
1000 pkt/s SIR 14.7 11.6 11.0 9.5 8.5 7.5 6.5 5.6 4.6 3.6 2.6 -05 —-10 -15 -26
PLR, % 70 73 75 72 79 81 83 83 84 84 84 84 84 84 83
Table 5: PLR as a function of interference level, for different packet rates (d = 0.15).
Interference power, dBm
Swm —46.8 —45.9 —45.3 —43.8 —428 —41.9 —409 —-399 —-389 —-37.9 —369 —33.9 —33.3 —-328 —318
Seurst —55.1 —54.4 —53.6 —52.1 —51.1 —50.1 —49.1 —48.2 —47.2 —46.2 —45.2 —42.1 —41.6 —41.1 —40.1
250 pkt/s SIR 10.1 9.2 8.7 7.2 6.2 5.2 4.2 3.2 2.2 1.2 0.2 -28 -33 -39 -49
PLR,% 7.8 34 38 48 50 55 56 53 57 58 56 55 54 57 57
750 pkt/s  SIR 9.9 9.0 8.5 7.0 6.0 5.0 4.0 3.1 2.1 1.1 0.1 -3.0 —-35 —-40 -5.1
PLR, % 65 70 72 76 79 82 83 84 86 85 85 85 85 85 85
1000 pkt/s SIR 10.5 9.6 9.0 7.5 6.5 5.5 4.5 3.6 2.6 1.6 0.6 -25 —-3.0 -35 -—-45
PLR, % 73 77 78 81 84 86 88 89 88 89 90 89 89 89 89
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Table 6: PLR as a function of interference level, for different packet rates (d = 0.2)

Interference power, dBm

Sm —49.3 —46.3 —45.7 —44.2 —432 —422 —41.4 —40.7 —40.1 —39.5 —39.1 —34.2 —33.7 —332 —-32.1
Sgurst —56.3 —53.3 —52.7 —51.2 —50.2 —49.2 —48.4 —47.7 —47.1 —46.5 —46.1 —41.2 —40.7 —40.2 —39.2
250 pkt/s SIR 11.4 8.4 7.8 6.3 5.3 4.3 35 2.8 2.2 1.6 1.2 —-37 —-43 —-47 -59
PLR, % 12 19 27 33 39 44 54 61 64 63 64 65 66 64 65
750 pkt/s  SIR 11.2 8.2 7.6 6.1 5.1 4.1 3.3 2.6 2.0 1.4 1.0 -39 —-44 -49 -6.0
PLR, % 71 75 78 80 83 85 88 88 88 87 89 88 88 88 88
1000 pkt/s SIR 11.7 8.7 8.1 6.6 5.6 4.6 3.8 3.1 25 1.9 1.5 -34 -39 —-44 -55
PLR, % 79 82 83 85 88 89 90 91 91 91 91 92 92 92 91
) ) o 40— x x x x + T T r
(Fig. 9), for different combinations of duty cycle and trans- -+ +
mission packet rate. From the analysis of both three- and B Ee s A 1
bi-dimensional plots, the following considerations can be <l e
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Fig. 9 Pocket loss ratio against Sz,
a Rate = 250 pkt/s; d = 0.1

b Rate = 750 pkt/s; d = 0.1
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packet loss ratio is reached; the same behaviour is experi-
enced for all the packet rate, packet size and interference
duty cycle taken into consideration.

e Maximum packet loss ratio is not necessarily equal to
100%, but depends on packet transmission rate and burst
average frequency. In other words, given a certain burst

90

average frequency, once SIR has gone below a certain
threshold, packet loss ratio is not affected by further SIR
degradation, but rather depends on the mutual relation
between signal and interference rate.

e Specifically, given the transmission rate, it is the interfer-
ence burst rate that determines packet loss ratio maximum
value, once SIR has gone below a certain value.

5 Conclusion

This paper has presented a cross-layer measurement
approach to assess the performance of heterogeneous
wired/wireless scenario, with particular regard to packet
loss ratio evaluation.

To the best of our knowledge, our approach is one of the
first attempts to analyse data provided by measurements
carried out at different layers, taking into account real test-
beds in an interference-controlled scenario.

The analysis of the results achieved through the proposed
fully comprehensive approach has allowed the drawing of
some relevant considerations. They can be summarised in
the following points:

e physical signal integrity in IEEE 802.11b systems is not
the main threat to packet loss ratio, as adopted modulation
has proved very robust with respect to narrowband
interference;

e the achieved results confirm that the IEEE 802.11b MAC
protocol can strongly suffer from the presence of interfer-
ence, as carrier sensing is very sensitive to that, and
delayed transmissions can be responsible for queue over-
flow at transmitter side and are actually the cause of
packet loss; a quantification of this phenomena in the con-
sidered scenario is provided,;

e in the presence of bursty interference, for a given trans-
mission rate and average burst rate, once SIR has gone
below a certain threshold, packet loss ratio is not affected
by further SIR degradation, but rather it depends on the
mutual relation between signal and interference rate;

e given the transmission rate, it is the interference average
burst rate that determines packet loss ratio maximum value,
once SIR has gone below a certain value.

Future research activity will be oriented to vary charac-
teristics of both interfering and 802.11b signals and to
extend QoS parameters taken into consideration for a
thorough performance evaluation.
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