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ABSTRACT

An approach to reliable systems design through standardi-
zation is given. The approach which allows systems to use pre-
dominantly the same simple integrated circuit also allows the deve
opment and maintainability of the high reliability of integrated cir-
cuits. The approach will be justified by the presentation of inte-
grated circuit failure modes detected to date. The integrated
circuit failure modes will indicate present reliability problems,
the need for detection, monitoring, and elimination of the problem:
and the necessity of reliability evaluation among suppliers. The
success of the approach will be demonstrated by extended use

failure rate data made available through the Apollo program.
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: thd end goal must be
SRS cociated constraintd For military and  space

: TE| Lebilil g an extremely] Important goal which
is often overlooked during tlid initial design of the system
ol Of componenty | \litv] circuit packaging and
thermal de=:gn musnall be included 111 the initial design of a re-
d svater] Inoaddition proving the high reliabilits prion
cldl use has becomd a major| problem By proven reliability we

mean actual demonstration of reliability @ To prove the high rc-
iyl objectives of space and military applications many tens

of millions of element operating hours with no operating failures

are roquired [l large samples are not available, the accumu-

lated time required to prove high reliability exceeds the time

after «hichl the system parts or processing of parts become

obsolete There have been methods proposed and used to cir-

wwentl these problems  They are

A 1lsd of Mathematical Models for Reliability Prediction

Mathematical models have been developed by fit-
ting a failure frequency distribution to past failure experience
and so determine future failure rates as a function of time Ex

] of fitted failure frequency distributions are the exponen-
tial [vnction gouscian and Weibull distributions  If the failure
frequency distribution is assumed for a new system without prior
knowledoe of how parts assembly of | ris and therefore sys-
tems fail and under what conditions they fail the technique is
highly questionable If one considers the multitude of time and
stress dependencies of various failure modes occurring in vari-
ous parts o1 assembly of parts and the fact that these failure
modes must be weighted in order of frequency of occurrence a
general mathematical model does not appear promising Should

a potentially applicable mazthematice] model be developed the



applicability ¢f the model must be still demonstrated by extended

life tests

Thas is also a predictien technigue, but unlike the

mathematical mode! approach, siep stressing atiempts to incor-
porate rapidly accumulated data generated by small samples.
This technique has been emnloyed to accelerate failure modes
and then extrapolate the results to normal stresses. Although
accelerated stressing can be useful, the prediction of normal
failure rates can be erroneous and has been so demonstrated.
In any event, beth the failure rates and failure modes generated
during step siressing must be correlated with normal use life

tests. Therefore extended life iests must still be performed.

C. Redundancy Technigues

v

; 2 ok o
Von Neumann” introduced the concept of synthesizing
reliable systems from unreliable components. This technique

depends upon the use of failur

‘-.‘1

2 analysis since knowledge of

the dominance of open and short circuits and the dominance of
input or output failures is reguired. Also, knowledge of faiture
"randomness'' and failure correlation is necessary. If the de-
signer of a systern is worging with parts where all the failure
modes have peen detected, and the variation of failure modes
and frequency of failure modes among suppliers and among the
different lots of a supplier are predictable, then redundancy
techniques can be successful, However, redundancy technigues
sacrifice weight, power, size, and increase the complexity of

the system,

Too often the designer of the redundant system is
working with new components and new assembly techniques.
Generally when new components and new assembly techniques
are introduced ail the failure modes and their variations with

time are not known, In this casealarge gamble is being taken



{1 rhrd, g | |
_ ot whicH will helf assurd end reliability is thd
or| ofl thel sv ¥te m with minimization of the number of differ
o components . This wpnroncl] od several advantages. First,
1 as |of reliability] which is often overlooked is the fabrica-
tion of parts into a svaters|  Standardization minimizes the
GE different components which greatly simplifies (he
i control for productiion lnes] For example, the usa of
ond packaged integrated cirouit with no components external

to it allowsd for ease of fabrication and handling which in turn
daaneaseq errors and damage during| fabrication. Second, no
] { na to hovl parts fai] have to be made, since proven
reliability ¢z be developed and maintained if a !argd volume of
a relatively simple device can be produced. The development
of a reliable device must be stressed, Even if at the start of a
program a device is not sufficiently reliable or its reliability
has not been demonstrated, large volumes allow both reliability

-ni] 2nd demonstration,




Militarv and space objectives require th
technological de-velopment coupied with reliability goals that
require successful operation for several years. A compromise
must often be made between the use of new technology|and high.
reliability oh j ectives . With judicious planning this compromisd

can be instituted

effectively, For example, integrated circuits
using planar technology have made new objectives possible by
reducing the size and weight of a system while introducing an
important future reliability gain. Because of very similar pro-
cessing, the development of the inherenil planar integrated circuil
reliability to the leveld of the already proven high reliability of
planar transistors appeared inevitable* This exciting concept
meant that one planar integrated circuit, with a combination of
active and passive components, using a potentially carecfully
controlled interconnect process, packaged in a hermetically
sealed enclosure, could achieve the failure rates ofl a single
planar transistor| Therefore, the integrated circuit could
exceed the reliability of a circuifl consisting of several transistors
with azsocugted diodes or resistors plus al? the external. mnier
connects

Once the componeni| part has been selected, reliability] can
be developed by determining techniques to detect 2!l possible
failures] by studying the {s:lurd modes of the part, and by deter
mining] contributingl factors to failures]| thus correcting faults
originating in the production of the part. Reliability can be

maintained by determinfng vendor qualification listd which allow

parts to be purchased from a selected group oi vendors with

proven historyl of gualily and reliability] Reliabiiity] 1s further

maintained by developrng lot rejection] criterial following prod
determfned iesting procedures for known failure modes such that
the entire lot can be returned to the vendor when a certain per
centagd of failured 19 detected, Lot rejection by [“:lurd modes



and porcentagey of failurey institutes a continuoud monitoring
Since reliabilitv is built into a device, testing
screening cannot create a more reliable device, but testing and
screening can eliminate a poor device or suspected troublesome
lots of devices, Reliability depends on vendor control over
proven processes wifil rapid feedback to the vendoil when new

failure modes are detected.

Purchasing of large volumes of a part aids in the development
and maintenance i high reliability. Purchasing of large quantities
results in 1ower prices which allow funds to be allocated into
evaluation, testing and monitoring, Large volumes allow a con-
tinuous production flow where anufacturing control is facilitated.
Large samples become ayvailable for rapid extended life testing

and provide extensive vendor history.

I'hdl standardization approach, which is particularly
adaptable to computers, has heerl demonstrated with the Polaris
flight computer and extended with integrated circuits to the Apollo
Guidance Computer. Both computers were designed to use a
three input Nor gate as thd only logic element. All logic functions
are generated by interconnecting the three input Nor gate with no
additional logiq blocks, resisfors or capacitors . At first glance,
it appears that using only one type of logic block greatly increases
the number of blocks required for the computer. 5ui| by ludicrous iy

selecting and organizing the 1opiq functions it is quickly apparent
that fcul additional blocks are necessary. The few additional units
required are greatly counter [;:lanced by the increased reliability

gain during both the manufacturing of co-mponents and fabrication
of the components into modules.

The integrated circuit for which all of the following data

is to be presented is the tnired input Nor gate as shown in Fig, 1.
This circuit is used at 3V| and 13 mw, but is rated at 8V and 100 mw |
Unpowered temperature rating is 150°C. The basic simplicity of

the three input gate aids an «[fecti] e screening process, All tran
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sistors and resistors can be tested to insure product uniformity.
The simplicity of the circuit also aids in the quick detection and
diagnosging of insidicus failures without extensive probing as re-

quired with more complicated circuits.
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LI An exampld of oper bonds due to the golcdd alum

in Biz| 2. Irl most

plague'l havd bee

ing procedures. The failures may be triggered by

mechanical shock, therrmal shock, acceleration, or

vibration testing. “Purple plague” does not appean

L0 .
« bakes at 200" (._J or less

to be created during extende

This tentative conclusion is based on thd fact that
when a population] of integrated circuits exhibits
plague problems after baking, the plagud problems
ard also detected after mechanical stresses prior to

baking . Visual internal inspection

accompanied by
bond probing of integrated circuits from the popula-
tion prior to any stressing has indicated that a weak-

ened bond already exists,

2. An &

2mpleg of oper bonds due to poor alumir
adhesion td the silicon dioxide is shown in Fig, 3.

This failurc type had always beos

| found tdl be




Fig. 2 An example of the gold-aluminum eutectid formation
("purpld  prague.

SAKT ¥

Fig. 1 An example of poor aluminum adhesion to the silicord
dioxide.
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mechanieal stresses,  Geperally when this failure wmode is
prevalent in a lot, probing or pu'ling at the bond

priov to mechanical stressing has shown thot the honds
are casily opened,  lbxamination of the underside of

the bond has shown that the missing aluminum has ad-
hered to the gold with no signs of "purple plague.”

3. An example of open bonds due to underbonding
{insufficient pressure and/or temperature) is shown

in I'ig. 4, 1'his failure mode has always been found

to be triggered by mechanical stressing., Although

signs of plague are observed at intervals around the
periphery, evidence of no metallurigeal union of the

gold with the aluminum is observed on most of the

bond area,

4. Figure 4 may also scrve as an cxample of elec-
trically open bonds due to a periphery plaguc only,

even if the bond were mechanically strong and most

of the bond area had no plague, 'This failure mode
usnally occurs when the aluminum pad area is too

sniall for the nail head bond area, or the nail head

bond is misplaced such that the bond is made in the
thinner region of the aluminum interconnect, Under
these conditions, if the type of gold-aluminum eutectic
formced is electrically insulating, & the periphery plague
ig sufficient to cause an electrical open,

5. Iligure 5 displays an clectrically open bond attributed
to overbonding {excessive temperature and/or pressure).
I“igure 5 pictures the only example of this failure mode
shown with the bond intact to date. Normally open bonds
due to overbonding pull up the silicon dioxide exposing
raw silicon, The failure shown in Fig. § was detected after
baking at 150°C for 168 hours, ‘The baking ynay have con-

tributed to the electrical failure by causing some of the aluminum

16



Fig. 2 An example of the gold-aluminum eutectic formation
("purple plague"),

e ng

Fig. 3  An example of poor aluminum adhesion g the silicon
dioxide.



mechanical stresses,  Genoeorally when this failure mode is
prevalent in a lot, probing or pu'ling at the bond

prior to mechanical stresding has shown that the bonds
arc casily opened.  bxamination of the underside of

the bond has shown that the missing aluminum has ad-

hered to the gold with no signs of 'purple plague,”

3. An example of open bonds due to underbonding
(insufficient pressure and/or temperature) is shown

in I'ig, 4, {'his failure mode has always been found

to be trigeered by mechanical stressing. Although
sions of plague are observed at intervals around the
periphery, evidence of no metallurigeal union of the
gold with the aluminum is observed on most of the
bond area.

4, Uigure 4 may also serve as an example of clec-
trically open bonds due to a periphery plague only,
even if the bond were mechanically strong and most

of the bond area had no plague. 'This failure mode
usually occurs when the aluminum pad area is too
small for the nail head bond area, or the nail head
bond is misplaced such that the bond is made in the
thinner region of the aluminum interconnect, Under
these conditions, if the type of pold-aluminum eutectic
formmed is electrically insulat ing, 4 the periphery plague
is sufficient to cause an electrical open,

5. Iigure 5 displays an electrically open bond attributed

to overbonding {(excessive temperature and/or pressure).
figure 5 pictures the only example of this failure mode
shown with the bond intact to date. Normally open bonds
due to overbonding pull up the silicon dioxide exposing

raw silicon, The failure shown in Fig. 5 was detected after
baking at 150°C for 168 hours. ‘The baking may have con-

tributed to the electrical failure by causing scme of the aluminum

16



Fig. 5 An example of overbonding,
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corrosion (to be discussed later), However, aluminum
peeling or lifting is also evident and the baking could
not have caused the fracture and disceloration of the

silicon dioxide surrounding the bond.
B. Opens In Aluminum Interconnects

1. Figure 6a is an example of a hydrated alumina
which has formed at the dissimilar metal contacts in
the presence of excessive moisture. Figure 6b shows
a similar formation on the aluminum interconnect
away from the gold, Although this electrically in-
sulating compound may be formed at room temperature
with time, the failure mode appears to be accelerated
by power operating or baking, Figure 6a and 6b are

examples of early in time failures,

2. Figure 7 is an example of an elecirical open which
occurred in an aluminum luterconnect afler over 6000
hours of operation at elevated temperature. By appear-
ance, the open appears to be due to the formaticn of the
hydrated alumina aided by a scratch. Although the
scratch is a contributing factor to the failure, the
failure was more basically attributed to faulty wash

and dry techniques.

3. Another long in time operating failure, at room
temperature, is shown in ¥Fig. 8. Here, an gpen oc-
curred in the base interconnect at a scratch such that
the oxide beneath the aluminum is visible. Microscopic
examination revealed no aluminum flaking or peeling,

and it has been hypothesized that a transparent corrosion
has been produced. 7T -~ “disappearing” aluminum v th

no evidence of flaking or peeling has also been observed

3

* Identification of the hydrated Aly0g was performed by
Westinghouse, Molecular Electronics Divigion.

=
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Fig. 64 An cxampld of hydrated alumina emanating fror
dissimilar metal. contacts,

Fig. il An example of hydrated alumina forming in i
center of an aluminuml interconnect]



Fig. T An example of a ope
time operation tecau
alumi

& of suspected
formation,

Fig. 8 An example of an open and melting created at a scratch
after long time oparation because of a suspe fus
corrosion,

A%
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i devices whnerd i was known that the aluminum was

present initially. The regions of aluminum absencq

are usually] found emanating from bonds and they ara
o detected afterd baking.

It is interesting to note that Fig, 8 shows a very
] aiuminum melting such that the melt ran

1ownhilll at the oxide step. Preliminary studies using
a thermal plotter have indicated that extreme localized
heating, even in the base mterconnects, can occur at
scratches and at oxide steps in the interconnects of a
powered device. For the type of failure shown in
Fig, 8, it is suspected that the localized heating has
accelerated a corrosion mechanism which in turn
generates more localized heating as the resistance
increases. Electrical overstressing for this failure
type is improbable since the melting of a base inter-
connect without melting of a collector or emitter
interconnect has never been detected after overstress
conditions, Also for this failure, circuit operation
was continuously maintained until time of failure,

34
{
1

It is interesting to note that unless excessive moisture
the order of vapor pressures which allow condensation) is present
within the package ambient, any corrosion phenomena seem to
occur only at scratches or oxide steps for at least a year’s oper-
ation at normal conditions. It should also be mentioned that sev-
eral corrosion phenomena have aiso been observed on thin film
powered and unpowered circuits using other than aluminum metal

systems.

4. Figure 9 indicates that scratches contribute to
opens even w-hen the corrosion phenomena is not ob-
served. En this case overstressing was possible al-
though not certain, and it can be argued that severe

scratching can markedly decrease the tolerance of a



civcuit to overstress 0 it e
handle
C. A non-photographable failure mode is the forming of

clectrically iusulating lavers between the aluminum and silicon

arel

where the {wo i

oxide, The lailure appears to be more rajg t':.‘.-.-'
baking or operation, although it has

life. The electrically insulating laye

or voltage,

with microprobe pressures

{

troublesome since verification of the failure may heal the device.

1

However, if spot alloying has not occurred, the failure may be

recreated by bakin veral independent sources have attributed
this failure mode to faulty oxide removal at the windows. Since
this failure mode is time dependent one might speculate if a

mechanism such as des

. : : ]
D.  Bulk shorts due to secondary breakdown” oceasi onally
occur in these low power devices. Also, bulk shorts caused by
uncontrolled PNPN switching may be found when the des ign of the

integrated circuit is such as to allow floating internal junctions
(i.e., not grounding isolation regions). These anomalous char-
acteristics can generally be eliminated by proper specification of
electrical characteristics.

4

E. An interesting type of shorting can be created by the
always troublesome scratching of the chip surface as shown in
Fig. 10. Because Fig, 10 shows a base-to-base short this unit
will pass most functional electrical tests and will operate in a
ring oscillating circuit, However, when logic operations are re-

quired, this circuit would appear as a failure,

F. Shorts have been detected from the aluminum inter-
connect to the silicon through the silicon dioxide, This is a
voltage dependent failure mode and is attributed to the poor

dielectric strength of the silicon dioxide. Poor oxide dielectric

(]
DG

ribed by Wortman and Burger is occurring,

1
=



Fig. 9 An example of an open at a scratch over an oxide step
due to aluminum melting,

-

Fig. 10 An example of shorting due to aluminum scratching
and smearing,



e ] R i =7 el
hole . apped imp! nd ting th i oxide
. dos o }= 5 ' o r t} | \
sul es of pcor d ¢ strengt Generally 1l faliur

limiting current, Unfortunately compleis

oxide may niot always resuit. I partial oxide damage cccurs
vithout deteriorating the electrical characteristics of the device

a fault has been created which could he troub

G. Shorts have been created duri:

cause bonds have been made foo close ¢ an

 of the chip (poor pattern laycut;. kxamples are given below

=t

Il Pigure 11, shows izl even (hough thel bond appears
to make
the dovices
td havd shortd to thd silicer] at one timéd during thd

to thd siliconl froml thd surfaced view]

ting this failurd typq are knowrl roil

testing procedure, Ligure 14 depicts a cross-seciu

al representation wherd the oxide sicp| is shouwrl ta-
pering.  Shorting could occun by expansion ofl the

gold through the distance, a. Perhaps equally possible
is shorting| throughl the silicor| dioxidd fdistanced b}l
Since the ox.de thickness at b is capable il being miuct]
thinner, a decreased dielectrid strength is possible

or added =trains could resulil such that everntual rup-

ture with or without applied vcliaged may occur, Thid

particular failure type may be clim rated by roi al-
lowing| pattern layouts \which wiii polentiallyl cause

described failures,

2 Figure 11

cause a failure mode similar

R

is probiem is caused not only by a pocai:

24



Fig. 11 Anexample of a hondmade too close to unihermally
oxidized silicon.
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Fig. 12 A schematic cross-sectional representation of Fig, L1
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H, Surfacd problemsg even withl thd "passis .'l sem 1ConA
tictod occasionally] causy fatiures although they =re usually oi ofl
catastrophid nature. Any impurities af the silicon-silicor dioxidd
ace] 1 oor on ithed silicon dioxidd whichl have an 1 tranclational
i rotationa] freedom may become mobild i thd impressed eicc
‘rical field at the curface of & Junction, oOr during va ciaf 1ons 1
thermal stressing, This then causes corresponding changes i1
the eclectricall characteristics. Thid has been the subject] of many

9

few of whichl are referenced. 6- and willl not be covered

erd Specifically] for thd integrated circuitd under study

the predominant surfacea failure mode is the degradation| ol thel
gain an d ieakage currents under reversd boad . The degradal o
under reversd biad 1a aided by the application of elevated temp)
cratured, The clectricall characteristics may be rccovered by
baking without voltage stressing| This degradatiorn] is minimized
or eliminated through changes i surface prepacation] Some of
the techniques are discussed in referencd 6-9]

I, Figurd 14 indicates an occasional failure due to crackd
in the silicon die, Most of thed chips whichl are susceptible
during mechanical stressing or thermal shocking are those where
sirains have been set up during ¢1¢ attach procedures, Most nof b«
are poor die gttach procedures not using the silicon-gold cutectid
although good die attaching 14 been observed using oihed than (e
standard technique,

2. Many types of shorts have been c.used by internal lead
wires and the method of making contact from the =iuminum pads ¢l

the chip| surface to the posts o! the package,

1| Figure 15 shows the chorting of a gold ic:dl " d the
edge of thd siliconl chip| Thd possibility ofl this -
of shorting is enhanced by the {.c/ that the cortaci id

26



Fig, 13 An example of excessive chipping and breaking exposing
raw silicon,

Fig. 14 An example of chip cracking.

e



| ‘.'- Sl . i [ | I
.\_ 1 v i 1 ! 8] f
hor e e f >l a g
Extra [ong cad wirea may | to the 1id of thd
package, the hottom| ofl thd package| the surface ¢

edge cf the chip, or to ona ancther| Ilxampled are
| i B '."I l _I 17, Notd that ‘ i.4| aisc show |

tationl of thd chip sucH thall cornecticr| to thd post
necessitates long !¢ '

[l Opens can occur in lead wires because of faull]
handling, bonding and subsequent processing, Nicks and cuts in

lead wires have been known to break open curing

mechanicall stres
sing. If bonds are made such that an extreme thinning of the wira
is forced, or the wire constricted, the wire 15 extremel | suscepl
bld to breaking open during the slightest of mechanical stressing
such as handling. The latter failure t pe has been observed at [
post of the package where wedge or capillar]| bonds rather than
nail head bonds are made,

1. Loose material and particles within a package are
always a potential cause cf failures, Excessive 'pigtails’ (¢
cess of a lead after the lead is broken off when a bond is madej
have created shorts. The presence of free conducting materials
(metallic or otherwise) within a package is a most troublesome

cause of failure, Non conducting free particles can cause mechand

ciil

28



Fig. 16  An example of leads shorting to one another due to
excessive lead length,



Fig. 17 An example of excessive fead length and improper
chip orientation.

Fig, 18 An example of proper length ieads shorting Que to
poor pattern layout and poor chip orientation.



call damage.

The packaging of a scmiconductors] device will not be dis-
cussed in this report even though the package pla. s an important
role in thd ~cliability] of the device. The failure pn success of a
package to -meet the hermetic and mechanicall. strong enclosure
of an electrical component is subject to study and testing as are

integrated circuiis| and is the subject of another report.
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AT T T VT OTRAOT TAT A P TYVAT CNETY ROTEY TR TR ™ YT
DETECT VAN, ELladVEEENEL U RN AYINDD) MPOIINGT ORI G OF

"AILURE MODES

The [ .51 of failure modes g ver| 10 the prev.oud section

m:ghi make appear impossible the task cil devcloping) a highly
reliabld integrated circuit. It must be roted that excludirg poor
design, all the nd.caied failure modes are the result of pooy
process control or the vendor's lack of complete techricz] knowH
ledge of his process. A “dynamic srate-of-the-art” process .|
be subject to Inadvertent process changes. As a result, attempts
to legislate reliability] through fixed processing documents o1 ¢
by themselves, ineffective. A program must be established to
detect new {a.lurd modes, determine ccniributing causes and
finally eliminate or minimize failures] Eliminaiing or mirid
mizirg failure modes implies controlled process changes. Cor
tinous effective monitoring must be performed to zssura thal
no process changes occur other than for reliabiliiy] improvemeny
and that the vendor can maintain a high degree of quality acd rel
abiiity from lot to lot throughout the entire program| The funcd
tional aspects of the reliability program for the Apollo Gu dancd
ard Navigational system are the prequalification tests, the
screernt and burn-in testing, and extended life tests a+ ued oo
tiors,

The foliowing is a brief description o] t{he approach s e

for detecting, eliminating., and mon:toring] of falures]

The vendor prequalificatior] tests consist of small sampicd
of devices which are subjected to a combinatiorn] of mechanicé&l,
thermal, and power stressing at normal and accelerated stresses,

| failurd

These tests are performed to detect many of the exis‘ing

modes, and must be backed up by thorough faiiurd aralysis par
ticularly when accelerated stressing is performed. The pre

qualification| studied are coupled wi ] thorough visuall |

of submitted samples and complete electrical characieristic
studied, Knowledgd of the devicd processing ar

:storyl accumulated by the vendor o c!lsc incor
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4 modesd may now generally be classified as those
whichl can be «liiinail through specification; those whichl lend

themselves to being eliminated through a series of mechanical,

thermal, ~llzpc| and power stressing; and those which can be
detected only] occasionally after varied stressing. The latter
nprisg thd groug of so called troublesome or long tirnd de

pendend failure modes. The easiest failure modes to eliminate

are those hichl o+ be specified out. For example, any design-
ing, processing, or packaging of devices which is found to create
or aggravate known or new failure modes can he eliminated througl]
specification, Flediricall anomalies may be rernoved by electrd] -
cal characteris tic specification. Many of the failure modes given
in the previous section fall into this category, Next, failurd modes
which occur early in time or are mechanically stress dependent
(time independent and mechanical fatigue failures) are easily re-
moved through a 100% non--destructive combination of stresses
commonly referred to as screen and burn-in. Additionally, a
properly designed screen and burn-in procedure zllowsl for
further] detection of failure modes at realistic stress conditions,
particularly those which are no-t easily “weeded out” (troublesome

fail-ure modes)

The screen and burn-in procedure if properly designed
establishes a continuoud vendor qualifica’ ‘on and monitoring pro-
cedure. Once most if not all of the failure modes have been de-
termined, -vendor evaluation on large samples at realistic stress
conditions can be maintained, Vendors can be rated with respect
ol

1 “Jumber of failure modes,

2. ['reguency of failure modes; il e., how often a

failure mode appears.
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3. Seriousness of failure modes. The seriousness of a
failure mode depends upon how difficult it is to weed
out or detect a given failure mode. Failure modes
which are easily weeded out or detected can be toler-
ated in reasonable number but indicate a measure of
the vendor's quality control. The more serious (long
time dependent)failurd modes are intolerable and in-
dicate that a vendor does not fully understand his

process

4. How rapidly a vendor can eliminate or minimize
failure modes. Feedback information is provided to
the vendor such that vendor action for corrective pro-
cedures can be established and contributing factors to

failure modes be determined and reported.

The screen and burn-in procedure then provides extensive vendor

history from several points of view and provides continuoud moni-
toring of lots from a given vendor. The monitoring assures that
quality and reliability be maintained. If an unrealistic number of

failures or failure modes is detected or if non “specoutable” or
“weedoutable” failure modes occur, the lot can be rejected for use

in critical high reliability systems.

Any test or qualification procedures which are designed to
eliminate failures must be self correcting. If failures occur after
a screen procedure, the complete screening and qualification pro-
cedures must be scrutinized. The failures and the lot from wil icl]
they come must be studied. Simultaneously, as data is accumu-
lated, failure mode and mechanism studies continue. Modifica-
tions may then occur in vendor qualification, the screen and

burn-in  procedure, and/o:] lot rejection criteria.
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The success of the standardization approach can only be

demonstrated h+ its effectiveness, Table I provides a summary
of the data, by vendors, accumulated up to 10 October, 1964.
The following gives =sampld sizes, failure definitions, and fur-

ther explanations as needed:

1 The prequalification tesi 1 were performed with sam-
ples of 100 to 200 devices for each vendor. The failure defini-

tion is an inoperable device in our computer circuits.

The screen and burn-in tests were performed with
sample sizes ranging from 20, 000 to 60, 000 devices for each
vendor, The screen and burn-in results are divided into two
sections; the total fallout, and the fallout after baking, centri-
fuge, and power operating at room temperature. The latter is
referred to as the second and third electrical results, The fail-
ure defi.nitions for the second and third electrical results are:|
inoperable devices, any devices drifting out of the electrical
specification, and any device exhibiting a maximum allowable
percentage drift. The total fallout results include the same fail-
ure definitions as the second and third electrical results and also
include incoming visual and clectricall inspection fallouts, lead

stressing, and hermeticity] falloutd ,

31 The failure rates at use conditions were determined
withl sample sizes ranging from 4, 000 to 18, 000 devices for each
vendor. The failure definition is an inoperable device.

The data of Table I presents extremely interesting results, not
only in showing the achievable reliability and the variation among ven-
dors, but also in showing how the vendor maintains his respective
position throughout the entire evaluation procedure. At the outset,
the prequalification testing indicated an order of magnitude differ-
ence in the extremes. Just as significant were the failure types
generated among vendors. Vendor A exhibited no serious failure modes
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nl ofl thd prequalifification results td the
e ant burn- i results is amazing.  Co-mparing the nprequalifid

cation percentage failures to the .. cond and third electrical per-
centage failures, it is seew thafl in both cases there is a factor
of 1 difference between Vendor A and 3] while there is approxi-
mately a factor of 10 difference between Vendor A and C. Agair]
Vendor Al did not exhibit the serious failure modes throughout
the extensive screen and burn- in testing. Vendors F and C ex-
hibited i(h= same failure modes detected during preqgualification
testing with some additional ones.

The most interesting and applicable comparison is that of
the f=:lure rates during computer use. It is interesting to note
that although a small percentage fallout for the best vendor oc-
curs during -the stress testing of screen and burn-in, over 50 4 it
element hours were accumulated with no operational failures.
The lower failure rates of Vendors B and C are partly reflected
in the fewer accumulated element hours (~2| 000| 000)] However,
the failure modes detected at use conditions are an indication of
things to come. The chance that Vendor B will accumulate

i1 98 2'.'1:5\ element hours for the same population without

an additional failure is improbable. These additional element

hours are needed for Vendor 11 to compete with Vendor A.
serious time dependent failure mode described in Section 111, C,
‘wtes the two failures of Vendor 7] As far s Vendor C is

concerned, the situation appears hopeless for the same population
of devices. It does not appear that Vendor C will ever accumulate
il device hours to b+ competitive with Vendor A, The de-
tected failure modes at use conditions for Vendor C were a com-
bination of interconnect corrozicon| oxide breakdown, and failure

modes due to generally poor quality control.



Without the denonsirated high reliability] of integrated cir-
cuits other methods of :chicving the reliability goal through design
would [ ¢ required to satisfy the Apollo mission, Since failures
ard not random hul are alwavd based on causa and effect princi-
ples, passive rodundancy] would not have cofficiently] achieved the

required mission life time. The alternative was to consider forms
of active sn.--'iuﬂ-!.:'u.:‘-a_',-l'l'['} One solution was infiight sparing and
maintenance . The maintenance would be accomplished by inter-
changing modules with the aid of the computer system and self
test procedures, With respect to any redundancy technique, the
inflight] sparing concept minimized the system weight, power, and
volume. The disadvantages were a requirement for additional
crew tasks in case of failure and the possibility of a time critical
failure which could not be repaired. Also packaging to allow for
inflight repair was a serious restriction on the design and in
introduced reliability risks. Alternatively, at a higher cost in
weight, powerand wvolume,twd activd computers could be provided.
This concept allowed for computer switching via the operator at
any time during the flight, thus reducing the possibility of the
time critical failures when there would be no time for repair,
Both computers were required to be operating only during the
time criticall phase of the mission and switch over would be ac-
complished by electronically gating out the output commands of
one of the two computers, Because of the proven reliability of
the integrated circuits, redundancy becomes unnecessary with the

resultant use of a single computer and no inflighi repair,



VII. SUMMARY

An approach which designs in and builds in reliability
through standardization of parts has been presented. The stand-
ardization approach has been exemplified through the choice of a
simple planar process integrated circuit, the high reliability of
which has not been hereciofore extensively demonstrated,

Unlike the redundancy approach which also attempts to de-
sign in reliability, the standardization approach has a major ad-
vantage in that no assumptions need to be made concerning how
parts fail. The list of detected planar process integrated circuit
failure modes again shows that failures are not random but that
failures have causes which are always traceable to misuse and
handling, vendor control, or insufficient vendor process under-
standing. The variation of failure modes and irequency of faililr‘es
among vendors, the variations among lots of a vendor, and non-ran-
domness of failures make redundancy design expensive and unwieldy,
On the other hand, the standardization of parts approach lends itself
economically to thorough testing procedures, failure deteciion and
elimination through failure analysis, and vendor evaluation and mor-
itoring. Purchasing of large volumes of a simple part causes
vendor incentive and experience which also aids reliability improve-
ment. Through standardization, large samples become available
for reliability demonstration prior to field use at realistic use

conditions.

The achievable reliability of integrated circuits has finally
been demonstrated,
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