
Received:  October 23, 2017                                                                                                                                                 11 

International Journal of Intelligent Engineering and Systems, Vol.11, No.3, 2018           DOI: 10.22266/ijies2018.0630.02 

 

 
A Cloud Broker Framework for Infrastructure Service Discovery  

Using Semantic Network 

 

Rajganesh Nagarajan1*    Ramkumar Thirunavukarasu2     Selvamuthukumaran Shanmugam3 

 
1Department of Information Technology, AVC College of Engineering, India 

2School of Information Technology & Engineering, VIT University, India 

 3Department of Computer Applications, AVC College of Engineering, India 

* Corresponding author’s Email: anuvarajganesh@gmail.com 

 

 
Abstract: On demand provisioning with an acceptable pricing scheme of cloud computing attracts user to enter in to 

the cloud arena. In this paradigm, there are many cloud service providers involved to offer different level of services 

and the effectiveness of the service specification, identification of services is always a challenging one. Hence, we 

propose a broker based cloud computing framework for enabling the cloud user to specify their service requirements 

in terms of numerical representation. The infrastructure type of services such as computing and storage are considered 

for this proposal. With respect to the user specification, the proposed broker constructs the cloud ontology to represent 

the available services from the service repository. With the aid of ontological representation, the proposed broker 

discovers the infrastructure services from the available vendor. The appropriate services are represented using semantic 

network which enables the user to know about the available services as per their posted requirements. Finally, the 

broker recommends the services with its add-on features to the cloud users. A prototype model is developed to simulate 

the functioning of the broker based service discovery in the cloud and the results show the performance upgradation 

by comparing the traditional approach. 
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1. Introduction 

Cloud computing [1] is an emerging paradigm 

which offers on-demand, pay-as-per usage, and 

utility oriented services to the user. With the advent 

of cloud computing, anyone can avail the required 

services in a rental basis. In this way, the cloud 

computing promotes the computing environment in 

three different ways such as public, private and 

hybrid type of cloud deployment models. In addition, 

this paradigm offers three major service models such 

as infrastructure, software and platform. The services 

specified in these models can be availed by the cloud 

user with a reasonable cost. Nowadays, there are lot 

of cloud service providers such as Amazon, 

Rackspace, Salesforce are available to provide the 

needed services for their customers. Due to the 

increasing number of cloud service providers, it is 

essential to ensure the services and its effectiveness 

for the benefit of cloud users. Likewise, a major 

problem faced by the cloud user is the selection of 

right services from the providers. Most of the time, 

the cloud users are failed to pick their services 

because of their inexperience in the service discovery 

process.  

In cloud computing, service discovery [2] is to 

find a suitable cloud service that essentially meet out 

the cloud user requirement in the aspect of functional, 

non-functional and the budgetary constraints. 

Without considering these factors, it is not possible to 

discover the right services from the multiple cloud 

providers. As a solution, a cloud broker is introduced 

to act as a mediator between the provider and user for 

smoothing the process of service discovery. 

Unfortunately, many of the service discovery 

schemes are unable to perform the right discovery of 

services due to the issues such as, (i) incorrect / 
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invalid service details, (ii) handling the uncertainties 

in service specification, (iii) failed to make 

interaction between the multiple cloud providers, (iv) 

handling of the trusted third parties feedbacks, (v) 

user / service based discovery, (vi) dynamic 

adaptation of cloud user’s feedback, and (vii) issues 

with respect to the service upgradation for future use.  

Though many of the works [3-9] with respect to 

the cloud service discovery are expressed the 

capabilities and action list of the broker in service 

discovery, certain challenges for the broker based 

cloud are still exist. To cater this, an intelligent broker 

must be constructed for pre-processing, ranking, and 

constructing requirement ontology for the automated 

service discovery process. Whenever a new service is 

hosted, the broker must evaluate them against the 

user’s need based on well-known soft computing 

benchmark such as Artificial intelligence, Neural 

networks, Fuzzy model, and Supervised learning 

techniques. This circumstance prompts the need and 

inclusion of a new broker for the cloud environment. 

We have designated such a broker as an ‘intelligent 

broker’ to perform various roles more than the 

existing one. 

Our contribution towards to the broker based 

cloud service discovery are summarized as follows: 

(i) Proposing an Intelligent Broker (IB) with a 

constructive end-user portal to define the 

service requirements very precisely in terms 

of numerical values. 

(ii) Representing the knowledge in the form of 

ontology to perform the reasoning process.  

(iii) Discovering the appropriate IaaS type cloud 

services with the aid of constructed cloud 

ontology and represent them in the form of 

semantic networks. By performing the 

intersection search, the reasoning process is 

effectively performed.   

(iv) A simulation platform is designed and 

developed to analyse the broker performance 

with the existing approaches.  

The rest of this paper is structured as follows. 

Section 2 presents the related works with respect to 

the service discovery in cloud computing. Section 3 

express our proposal with the semantic network 

representation. A newly developed algorithm for the 

service discovery and recommendation is also 

presented. In section 4, we have simulated our 

proposal with its performance. Finally, section 5 

concludes our work with future works. 

2. Related work 

Since cloud computing is an emerging field, there 

are many cloud services are published by the cloud 

service providers. Similarly, the need for the cloud 

brokers with the intelligence feature is demanded 

from the cloud user side for the effective discovery of 

cloud services. To make a brief note on this, this 

section highlights the previous work of various 

researchers. Generally, state-of-art cloud service 

selection approaches can be classified into two major 

categories namely, ontology based ranking and multi 

criteria based service selection.  

Han & Sim [10] developed an agent to discover 

the services and reduced the unwanted surfing 

process. Here, the authors used the ontology for 

representing the services. But, the proposed 

mechanism failed to compare the nature of services 

with respect to the service utility and functional 

requirements must be considered for the improved 

service rating. Martens & Teuteberg [11] insisted the 

need and necessity of a formal decision-making tool 

which accounts both cost and risk. Liew et al. [12] 

formed a P2P network with a set of service providers 

and allowed them to advertise and share their services 

among the grouped users. Hence, the providers are 

responsible for their service advertisement and 

maintain the directory node for the service details. 

Zhang et al. [13] proposed an ontology-based 

approach which tackled the complexities of the 

dynamic nature of cloud computing. Also, the 

proposed ontology has been pre-meditated to confine 

static and dynamic QoS arrangement on the 

infrastructure layer. Unfortunately, the approach did 

not employ any suitable mechanism to face the 

multiple conflicting objectives of the cloud service 

user. Noor et al. [5] introduced a Cloud Service 

Crawler Engine (CSCE) to perform the service 

selection. Their work constructed the ontology, then 

performed the discovery, validation, and 

categorization of cloud services. With the 

introduction of ontology, service discovery and the 

filtering process have been simplified.  

Nagireddi & Mishra [14] discussed about the 

importance of ontology in cloud service selection. 

Also, the authors have constructed the cloud ontology 

as the database, which serves as a repository for 

various service offered by cloud service providers. 

The problem with this approach is that the individual 

provider is responsible for registering with the ‘inter-

cloud registry’. Their proposal lacks in dealing the 

issue of automatic service findings. Qian et al. [15] 

developed a model for discovering the IaaS type of 

services from the cloud service providers. Apart from 

the parameters like cost and performance, they have 

incorporated geographical location of the service for 

the proper interaction between the provider and user. 

But, this paper fails to ensure the reliability of 

location based service discovery with respect to the 
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cloud consumer. Rodriguez-Garcia et al. [16] insisted 

the use of semantics for optimizing the search process. 

The authors introduced the automation method for 

assisting the user in the process of adding of metadata 

to empower the cloud services descriptions. In 

addition, they build a semantic search engine to 

improve the precision and recall measures of the 

search results. The proposed work supports the query 

based requirements in the service selection. Joshi et 

al. [17] proposed their approach for service discovery 

and provisioning of public type cloud services. The 

service selection is limited to the public type of cloud 

only. So, it addresses the problem for selecting the 

private type of cloud services.  

Mastroianni & Papuzzo [18] focused their 

approach in improving the effectiveness of service 

discovery. Their proposal clustered the service 

descriptors based on their frequency value. By the 

way of clustering, the co-occurrences of services, 

response time, bandwidth, and processing load are 

significantly reduced. This paper broadly discussed 

the mobile agents and its functioning in service 

discovery. Zhygmanovskyi & Yoshida [19] 

presented a detailed study in service provisioning. 

They proposed a P2P technology to perform 

discovery and sharing of services with the Distributed 

Hash Table (DHT) approach, which guaranteed the 

accuracy and reliability of the underlying P2P model. 

Also, it allows sliding doors between the service 

description areas to execute an ample range of queries. 

A proper enhancement has been needed to initiate the 

fully automated service discovery process in the 

cloud. Wang et al. [6] proposed an adaptive learning 

based cloud broker for the dynamic cloud service 

selection. In their work, they have proposed several 

algorithms to depict the process of their system. Also, 

they have reviewed the previous work and concluded 

that their work concentrates on the dynamic selection 

rather than the static. From this paper, the role of 

Artificial Intelligence has been highlighted in the 

construction of the cloud broker.  

Lin et al. [20] proposed a broker based on 

indexing tree (B-Tree) structure for the selection of 

cloud services. The authors have concentrated more 

on the handling of service information rather than 

identifying the right services. The tree had expanded 

whenever the providers were increased. Hence, the 

representation of the service information was very 

complex. Sim [21] introduced the agent paradigm to 

build the software tools and testbeds for managing the 

cloud resources. With this, the author has developed 

‘Cloudle’ – an agent based cloud service search 

engine with reasoning capabilities to select the cloud 

services. Accordingly, the challenges such as 

handling of dynamic services, customers preferences 

with respect to their mindset are not addressed. 

Li et al. [22] presented a broker based cloud 

service selection verification system to ensure the 

right cloud service selection. The authors have 

developed an index structure using Merkle hash tree 

to ensure the authenticity, satisfiability and the 

completeness of the service selection results. The 

construction of hash tree has become a difficult task 

when the number of request as well as results are 

increased. Kang and Sim [23] developed an agent 

based cloud service discovery protocol based on 

cloud ontology. They have improved their old work 

[8-9, 24] with respect to the agent’s part and their 

moto was based on various kinds of reasoning 

process. In addition to that, the authors have used 

multiple broker agents to deal the problem of 

scalability. Alfazi et al. [25] proposed a cloud service 

search engine that has the capability to automatically 

identify cloud services in real environments. The 

developed search engine can detect cloud services 

effectively from the Web sources. Furthermore, the 

authors have focused on learning the cloud service 

features, such as similarity function, semantic 

ontology and cloud service components to identify 

the cloud services. Shetty and D’Mello [26] proposed 

an approach of hybrid discovery using the well-

structured repository. In the data representation 

model, the authors represented the semantic 

information, which is in the form of xml. Instead of 

user-centric repository, the system might have to be 

improved to cover the providers and the broker also. 

Chainbi [27] attempted the cloud service 

discovery using multi-criteria approach. The cloud 

users can select their services from the multiple cloud 

providers. The sorted lists of preferred services are 

displayed with the calculated scores for their 

recommendations. With this proposal, the authors 

enriched the consumer’s capability for discovering 

the services based on weighted scores. Ramacher and 

Monch [28] proposed a hierarchical approach for the 

service selection and minimized the cost and 

maximized the quality of services. But, a huge 

computational problem was existing with this 

proposed model while considering the uncertain 

requirements. Bosc et al [4] proposed a fuzzy logic 

based model to perform the service selection with the 

functionalities such as query transparency, 

parametric semantics, and ranked service with 

synergy management. Hence, the problem stated in 

[3] about the ranking of services has been rectified in 

this approach. Qu et al. [29] proposed a fuzzy based 

service selection model by considering the third-

party assessment against the customer requirement. 

There was no such common mechanism found for the 
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trustworthiness of the testing party’s result. Nie et al. 

[30] used the Analytic Hierarchy Process (AHP) to 

calculate the weights for security, cost and reputation 

factors to perform the service discovery process. 

However, the approach was unable to handle the QoS 

related criteria in its hierarchy, so it increased the 

complexity of decision-making process. Also, the 

authors have not focused the monitoring process in 

the effective discovery of cloud service. Karim et al. 

[31] proposed a technique with the aid of AHP in the 

service discovery arena and provide the guaranteed 

services for the cloud consumer. Here, the services 

are ranked as per their QoS weight. The need of cloud 

service broker accounted here is open for the future 

work. 

3. Proposed model with an intelligent broker 

framework 

A cloud broker [32] is a software application 

which is designed to serve as an umpire between the 

consumer and provider. Although the cloud broker 

offers various value-added services on behalf of the 

parties, it is more appropriate to build the broker with 

the inclusion of intelligent computational techniques. 

Such kinds of techniques [33] facilitate intelligent 

reasoning and decision-making capability to the 

broker [34, 35]. From our perspective, the intelligent 

broker is defined as, “a software entity based on the 

cloud brokerage model that offer cloud services with 

the aid of computational intelligence techniques such 

as artificial intelligence, soft computing, machine 

learning and data mining towards providing a 

platform for both cloud users and providers”. The 

proposed broker architecture contains (i) user 

interface, (ii) cloud ontology, (iii) service discovery 

and (iv) IaaS service repository is shown in Fig. 1. 

 

 
Figure. 1 Proposed system with intelligent broker 

framework 

 

3.1. User interface  

The proposed broker architecture enables the 

cloud user to interact via this portal. It is planned to 

obtain the service requirements in terms of numerical 

value with the aid of ‘cloud service search engine’ 

and then pre-process the input values with respect to 

the providers service specification details. The 

processed information is termed as ‘service concepts’ 

and given as the input for the construction of cloud 

ontology. The posted input requirements of three 

cloud users are shown in Table 1. 

 

3.2. Cloud ontology 

An ontology [36] is a description of different 

cloud concepts with its relationships to facilitate the 

reasoning among the all types of cloud services. It 

enables the users/machines to process the 

information more precisely and conveniently. With 

respect to our scenario, the cloud broker constructs a 

cloud ontology for the effective representation of 

IaaS types of cloud services with reasonable budget. 

With respect to the posted requirements (Table 1), the 

broker constructs the ontologies (Fig. 2) by referring 

the service descriptions of various cloud service 

providers.  

 
Table 1. Requirements specification by the cloud users 

Cloud 

user 

(CU) 

Computing  

services 

(GHz) 

RAM 

(GB) 

HDD 

(TB) 

Expected 

budget 

CU1  3.2  4  1 $ 0.25 

CU2 3.0  2 1  $ 0.15 

CU3 3.4  8  2  $ 0.30 

 

 

Figure. 2 Ontological representation of IaaS cloud 

services 
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3.3. Service discovery 

Service discovery in cloud computing leads to 

find a suitable cloud service that essentially refers to 

the discovery of service description. A service 

description contains the functional, non-functional 

capabilities along with the characteristic of a service. 

The discovery is constrained by functional, technical 

specifications of the services, and the budgetary 

constraints with appropriate security policies of the 

services are called as ‘service concepts’. The 

meaning of service concepts such as its connectivity 

among the available service instances are represented 

in the form of semantic nets. Here, the service entities 

are represented as a set of nodes connected to each 

other by a set of labelled arcs for representing the 

relationship among the discovered services. The 

Algorithm 1 illustrates the general view of service 

discovery process in clouds. 

 
Algorithm 1: Service discovery 

Input: User_requirements Ureq 

Output: Discovered_services Ds 

1. Obtain the service requirements Ureq from the 

cloud user 

2. If Ureq are in numerical terms then  

2.1 Check for ontological representation  

3. Else 

3.1 Construct the ontology and update with 

Broker’s Service-Repository 

4. End if 

5. Represent the service details with semantic 

network 

5.1 Identify the similarity measures to find the 

best service 

5.2 Check for the right computing and storage 

services 

5.3 Assign the rank values before the 

aggregation process 

6. Aggregate the discovered services (Ds) from the 

semantic network 

7. Invoke Recommendation (Ds) for broker 

decision for top ranked list 

 

A typical semantic network with the discovered 

IaaS service instances is shown in Fig.3. The broker 

applies intersection search to discover the similarities 

between the discovered services. The similarities 

between the posted requirements with the provider’s 

service description is determined in a way such that, 

for all the posted requirements of cloud user CU1 are 

checked against with the service collection of cloud 

provider CPs. Let A(x) is the service requirements of 

a cloud user and B(x) is the available services of some 

cloud providers, then the similarities are determined 

by, 

SA,B = |A(x) ∩ B(x) | / A(x)    (1) 

In another way, the service similarities can also be 

determined by, 

SB,A = |B(x) ∩ A(x) | / B(x)    (2) 

For example, the Figure.2 shows the ontological 

representation for the IaaS type of services in a 

different level of hierarchy. By considering the 

service requirements for the computing services of 

cloud user ‘CU1’, the similarities between the 

services are represented as; 

S (Computing)  S(3.0 Ghz)=2, S(3.1 Ghz)=2, S(3.2 

Ghz)=2, S(3.3 Ghz)=2, S(3.4 Ghz)=3, S(3.5 Ghz)=3 

           S(3.2 Ghz, 3.3 Ghz) = 2/3   (3) 

Likewise, for the RAM service, the similarities are 

represented from the Fig.2 is, 

S (RAM)  S(4 GB)= 4, S(8 GB)=4, S(16 GB)=4, 

S(32 GB)=4 

    S(4 GB, 8 GB, 16 GB, 32 GB)=4/4    (4) 

Consider the above-mentioned example, the 

broker lists out the possible cloud services along with 

the providers which are very closer to the posted 

requirements of user U1 (Table 2). 

 

 
Figure. 3 Semantic representation of discovered services 

 

Table 2. Discovered services for the user U1 

Cloud 

service 

provider 

(P) 

Computing 

services 

(GHz) 

RAM 

(GB) 

HDD 

(TB) 

Exact 

budget 

P1  3.2  4 2  $ 0.25 

P2 3.2  2 1  $ 0.20 

P3 3.3  4 1  $ 0.20 
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The best selection is up to the decision of 

intelligent broker by considering the general merits 

and cost factors of the service provider. Accordingly, 

‘P1’ and ‘P3’ have been identified with the aid of 

constructed ontology, the ‘P1’ has been 

recommended to the user as a first choice by 

considering the budgetary requirements of the user. 

Though ‘P1’ service cost stands above the stated 

budgetary requirements of the user, their desirable 

service feature (2 TB of HDD) has been weighted and 

recommended to the user (Table 3). The Algorithm 2 

shows the broker decision about the top most service 

selection from the discovered services. 

Algorithm 1: Service_Recommendation 

Input: Discovered_services Ds, User_requirements Ureq 

Output: Recommended_services Recservice 

1. List out the Discovered_services Ds 

2. If Ds fulfils the cloud user requirements Ureq && 

Add-on service packs are enable then 

3.  For each Discovered_services Ds  

3.1 Evaluate the budget information of service 

instances 

3.2 If budget is adequate and Add-on service is 

good then 

3.2.1 Assign rank = 1 

3.3 Else if budget is adequate and the Add-on 

service is satisfactory then 

3.3.1 Assign rank = 2 

3.4 Else if budget is adequate and the Add-on 

service is not satisfied then 

3.4.1 Assign rank = 3 

3.5 End if 

4. End for 

5. End if 

6. List out the service instances with the rank = 1 

7. Create Recommended_services list Recservice 

8. Publish the Recservice description details in to the 

IaaS Service repository. 

 

Table 3. Recommended IaaS services with features 

Instance Details Instance features with add-on 

services 

Cloud service 

provider 

P3 P1 

CPU 3.2 3.3 

RAM 4 4 

HDD 1 2 

Customer support √ √ 

Trustworthiness √ √ 

Availability √ X 

Service updates √ √ 

Feedback 

responses 
√ √ 

Budget 0.20 0.25 

  

In this perspective, our proposed intelligent 

broker performs service recommendations besides 

service matching. In the given example, we have 

depicted how intelligent broker performs and 

recommends services from a single cloud provider. 

Also, the proposed broker periodically investigates 

the services and creates a service log to ensure the 

service effectiveness and their business levels. Such 

a self-healing attitude plays a vital role in performing 

effective customer relationship management. 

3.4 IaaS service repository 

All kinds of IaaS type cloud services with its 

service descriptions are published with the service 

repository. Whenever a service request comes from 

the cloud user, the broker checks for the repository 

after constructing the cloud ontology. From the cloud 

service provider’s perspective, the repository plays a 

vital role by incorporating the different type of 

services. In another way, our broker is responsible to 

identify the appropriate services on behalf of the 

cloud user.  

4. Simulation and results 

To begin with, we have developed a .NET based 

prototype to demonstrate the cloud broker 

functionality with respect to the discovery of cloud 

infrastructure services. The developed model 

simulates the functioning of our idea by taking the 

sample data set. We have considered 100 service 

instances from 10 cloud service providers. Each 

service instances are in turn represented as a set of 

facilities such as computing, RAM and Hard Disk 

Drive (HDD). The tests were conducted using a HP 

Pavilion Laptop, with 8GB of RAM, 1 TB of Hard 

drive and a Intel (R) Core (TM) i7-6500 CPU (2.59 

GHz) processor. Fig. 4 shows the broker interface for 

supporting the cloud provider and user for service 

publishing and discovery process. Whenever the new 

services are emerged, it can be updated with the 

‘Service Repository’ of the broker. Fig. 5 shows the 

new/updated service publishing with the broker. So, 

the cloud user can get the updated service instances 

with respect to their timely need. Similarly, as per the 

posted service requirements of cloud user ‘CU1’, the 

discovered services with their ranking is presented in 

Fig. 6. Also, the broker recommends the top ranked 

services with respect to its budgetary details. Instead 

of just recommending the services to the user, the 

proposed broker continuously assists them in all 
aspects with respect to the mutual binding of cloud 

service provider. 
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Figure. 4 Proposed cloud broker for cloud provider and 

user 

 

 
Figure. 5 Service publication by the cloud service 

provider 

 

 
Figure. 6 Services discovered by the cloud broker 

 

Apart from the budgetary constraints, how the 

broker is ready to give its uninterrupted support in 

terms of trustworthiness of service, availability, 

service updates, responses to the query are also 

considered during the provisioning of services. 

Simply these are termed as value-added services with 

a minimal charge. As a result, we have compared our 

proposal with an existing clustering based service 

discovery system to show the performance.  

 

Figure. 7 Service discovery with and without reasoning 

process 

 
Figure.8 Accuracy in terms of service representation and 

selection 

 

In [37], the functionally equivalent services are 

resulted as dissimilar because of proposed matching 

process. Also, the oppositeness relationship among 

the service concepts are calculated based on 

subjective assessment instead of reasoning process, 

which may be inaccurate. Similarly, the construction 

of abstract network in [38] increases the complexity 

of similarity identification and resulted to delaying 

the process of service selection and composition.  In 

our proposal, the semantic network is used to 

represent the similar services with the aid of 

constructed ontology. Hence, the proposed system 

improves the overall performance by reducing the 

time needed to construct the ontology and semantic 

network based service representation. From the 

experimental work, it is clearly identified that the 

increased service instances with multiple copies 

without reasoning process resulted the performance 

degradation in the existing methods (Fig. 7). Also, the 

construction of ontology with the service concepts 

and the discovery of services through the developed 

broker certainly improves the system performance.  
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Because of the semantic network representation 

of recommended service instances in the final stage, 

our proposal certainly reduces the memory 

requirements with respect to the service details 

management. The usage of intersection search in the 

process of service representation with the semantic 

network increased the overall performance of the 

system is shown in Fig. 8. 

5 Conclusion 

In this paper, we present an intelligent cloud 

broker for the service discovery from the multiple 

cloud service providers. The proposed system obtains 

the numerical service requirements for the 

infrastructure type of cloud services and constructs 

the ontology for reasoning purpose. In this paper, two 

algorithms are proposed to support the service 

discovery and recommendation process. First, the 

broker discovers the appropriate services as per the 

posted service requirements and represent them using 

semantic network. Second, the intersection search is 

carried out to recommend the ranked services for the 

cloud user. We have developed a .NET based 

prototype model to demonstrate our proposal with the 

predefined set of data. At first, the service discovery 

process is carried out without the reasoning process 

and the improvement with the inclusion of reasoning 

is recorded. Likewise, the other experiment resulted 

the improved accuracy in terms of service 

representation / selection by comparing the existing 

methods. Finally, the cloud broker recommends a set 

of infrastructure services with its add-on features as 

per the expected budgetary constraints. In future, we 

would like to strengthen our broker for receiving the 

user’s requirements without ambiguity and simplifies 

the service specification through the linguistic 

representation. 
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