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FAAfvarybue—2 (DO) Windows Server 2008 R2 SP1
77 A NVHH Y —N Windows Server 2003 R2 SP2
mail server Linux, postfix
web server Windows Server 2003 R2 SP2, IIS
Client A (4 EIficAi3 % HDD A A—<") | Windows 7 SP1
Client B ( KA1 V& BEFIH PC) Windows XP SP3
Client C Windows Vista SP2
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® Ubuntu 12.04, VMware Workstation 8
® Windows7 SP1, VMware Workstation 8
® Windows7 SP1, VMware Player 4.0
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® http://www.cfreds.nist.gov/Hacking_Case.html

® http://www.forensickb.com/2008/01/forensic-practical.html

® http://www.forensickb.com/2008/01/forensic-practical-2.html

® http://www.honeynet.org/challenges
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m SANS SIFT Forensic Workstation

http://computer-forensics.sans.org/community/downloads
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® Jog2timeline-sift
blogs.sans.org/computer-forensics/files/2012/06/
SANS-Digital-Forensics-and-Incident-Response-Poster-2012.pdf
http://computer-forensics.sans.org/blog/2011/12/16/
digital-forensics-sifting-cheating-timelines-with-log2timeline
http://computer-forensics.sans.org/blog/2011/12/07/
digital-forensic-sifting-super-timeline-analysis—-and-creation
http://computer-forensics.sans.org/blog/2011/11/30/
log2timeline-plugin-creation
® Jog2timeline
http://code.google.com/p/log2timeline/
® Jog2timeline-sift T, Z A L7 A ERIFIZ $fn ($filename) ¥ A AR X T HAEKT D
7= DI &P
http://list-archives.org/2012/07/10/dfir-1ists-sans-org/
log2timeline-vs-log2timeline-sift/f/4359338113
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® Digital Forensic Framework
http://www.digital-forensic.org/
= TSK
http://www.sleuthkit.org/
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m Prefetch Parser

http://computer-forensics.sans.org/blog/2010/02/12/prefetch-parser-vi-4/



® ShimCacheParser
https://github.com/mandiant/ShimCacheParser
o RNV a—Lvy F—a B —ffT
® yssadmin, mklink
http://www.forensicswiki.org/wiki/Mount_shadow_volumes_on_disk_images
http://computer-forensics.sans.org/blog/2008/10/10/shadow-forensics/
= VSC Toolset
http://dfstream.blogspot.jp/p/vsc-toolset.html
= TSK
http://windowsir.blogspot.jp/2011/01/accessing-volume-shadow-copies.html
http://computer-forensics.sans.org/blog/2011/09/16/
shadow-timelines-and-other-shadowvolumecopy-digital-
forensicstechniques-with-the-sleuthkit-on-windows
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® Registry Decoder
http://www.digitalforensicssolutions.com/registrydecoder/
= KaniReg
http://www.ji2.co.jp/forensics/tools/index.html
o IE ¥ vy o BB
® [ECacheView
http://www.nirsoft.net/utils/ie_cache_viewer.html
= [EHistoryView
http://www.nirsoft.net/utils/iehv.html
= Web historian
http://www.mandiant.com/resources/download/web-historian
o HENTEITESNDHETY 7 A L DFIE
= Autoruns
http://technet.microsoft.com/ja-jp/sysinternals/bb963902.aspx
Windows ECraw (dd) 4 A—Y %~ 7> K (autoruns 72 & D FEFTORRT L)
® F'TK Imager
http://accessdata.com/support/product-downloads
= OSFMount
http://www.osforensics.com/tools/mount-disk-images.html
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= Event Log Explorer

http://www.eventlogxp.com/
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® gemu-img

https://access.redhat.com/knowledge/docs/ja-JP/
Red_Hat_Enterprise_Linux/5/html/Virtualization/

sect-Virtualization-Tips_and_tricks-Using_gemu_img.html



= F'TK Imager
http://accessdata.com/support/product-downloads
® vhdtool
http://archive.msdn.microsoft.com/vhdtool
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o 77 ANAHTI T rt AOBEMRNT
® process monitor
http://technet.microsoft.com/ja-jp/sysinternals/bb896645.aspx
® process explorer
http://technet.microsoft.com/ja-jp/sysinternals/bb896653.aspx
® process hacker
http://processhacker.sourceforge.net/
= captureBAT
http://www.honeynet.org/node/315
= API Monitor
http://www.rohitab.com/apimonitor
o LYALNY TrANY AT KEFTUG
= regshot
http://sourceforge.net/projects/regshot/
o /Ny MigHT
® Wireshark
http://www.wireshark.org/
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B [netSim
http://www.inetsim.org/
= FakeNet

http://practicalmalwareanalysis.com/fakenet/
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o 21— Rfight (EXE(PE). shellcode)

= CFF Explorer
http://www.ntcore.com/exsuite.php

= IDA Pro 5.0 Free
http://www.hex-rays.com/products/ida/support/download_freeware.shtml

= OllyDbg
http://www.o0llydbg.de/

® [mmunity Debugger
http://debugger.immunityinc.com/

® libemu
http://libemu.carnivore.it/

= Malzilla
http://malzilla.sourceforge.net/
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® Filelnsight
http://www.mcafee.com/us/downloads/free-tools/fileinsight.aspx
o Javascript fi#HT
® jsunpack-n
https://code.google.com/p/jsunpack-n/
= Revelo
http://www.kahusecurity.com/2012/revelo-javascript-deobfuscator/
= Malzilla
http://malzilla.sourceforge.net/
o PDF fEMT
® http://computer-forensics.sans.org/blog/2011/05/04/
extract-flash-from-malicious-pdf-files/
® PDF Stream Dumper
http://sandsprite.com/blogs/index.php?uid=7&pid=57
http://blog.zeltser.com/post/3235995383/
pdf-stream-dumper-malicious-file-analysis
http://www.kahusecurity.com/2011/pdf-analysis-using-pdfstreamdumper/
= peepdf
http://eternal-todo.com/tools/peepdf-pdf-analysis-tool
e MS Office K& = 2 M#ht
® OfficeMalScanner
http://www.reconstructer.org/code.html
m offvis
http://www.microsoft.com/en-us/download/details.aspx?id=2096
e Flash figtf
= SWFTOOLS
http://www.swftools.org/
http://securitylabs.websense.com/content/Blogs/3165.aspx
= SWFREtools
https://github.com/sporst/SWFREtools/
http://www.google.co. jp/search?q=malicious+swf+analysis
&ie=utf-8&oe=utf-8&hl=ja&client=ubuntu&channel=fs
® SWFInvestigator
http://labs.adobe.com/technologies/swfinvestigator/
® PDF Stream Dumper
o JAVA fiZHT
= jad
http://www.varaneckas.com/jad/
= Jd
http://java.decompiler.free.fr/7q=jdgui



