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ABSTRACT

With the availability of GPS receivers in more and more mo-
bile handsets, location sharing has become the next mobile
killer-app. Services like Google Latitude or Yahoo'’s FireEa-
gle are used by thousands of subscribers to share their cur-
rent location in real-time with their family, their friends, or
even publish it online, while Sense Network’s CitySense ap-
plication uses live movement traces from entire metropoli-
tan areas to show users the “most popular places” in the
city. Even though research in location privacy has proposed
a range of solutions for safeguarding location information,
it is unclear how existing proposals can be applied to such
applications. In this paper, we set forth a categorization
of location sharing applications, outline the various privacy
challenges each category poses, and discuss the shortcomings
of existing solutions.

Categories and Subject Descriptors

K.6.5 [Management of Computing and Information
Systems]: Security and Protection; K.4.1 [Computers and
Society]: Public Policy Issues—Privacy

General Terms
Location Sharing, Privacy, Social Networking

1. INTRODUCTION

The rapid proliferation of social networking services (SNS)
witnessed in the last few years seems to show no signs of
slowing down. The world’s largest SNS, Facebook, has more
than doubled its user base in the last year — from 150 mil-
lions in January 2009 to 350 millions in January 20102
alone. It comes thus as no surprise that the growing num-
bers of powerful smartphones (e.g., the iPhone, the Palm
Pré, or Android-based handsets) increasingly feature tightly
integrated SNS client software, such as the Blackberry Face-
book client or the iPhone Facebook application. MySpace
and RIM, the Blackberry manufacturer, have recently an-
nounced plans to form an alliance and offer integrated mo-
bile social networking experience. Several models already
allow users to integrate their contacts from multiple SNSs
into a single phone book, linking not only their numbers,
pictures, and birthdates, but also displaying people’s status
updates almost in real-time.

This not only makes receiving updates from others easier,

1See blog.facebook.com/blog.php?post=46881667130
2See www.facebook.com/press/info.php?statistics
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but also significantly simplifies the dissemination of one’s
own information into one’s social network. Twitter has long
been a truly mobile application, centering around sending
and receiving SMS-based short text messages, yet modern
SNS client software can not only use cheaper WiFi or 3G
transmissions, but also publish a status update simultane-
ously across a number of SNS. In fact, the abundance of
sensors in today’s mobile phones actually facilitates fully
automated status updates, where the phone autonomously
publishes updates on the activities of its owner to her so-
cial network, her T'witter “followers”, or her publicly acces-
sible blog. An example of such an application is “CenceMe,”
which uses the iPhone’s microphone, GPS, and acceleration

sensor to infer the owner’s “social setting” and publishes sta-

tus updates like “in a meeting”, “running”, or “dancing” to

her Facebook, mySpace, or Twitter accounts.

Slightly simpler but even more popular are applications such
as Google Latitude, which continuously update the owner’s
location — either to other Google Latitude users or directly
on the Web. Location, while only one of the many sensor
readings of a modern smartphone, is probably the most pow-
erful and versatile attribute to share. Potential applications
of location sharing are, to name but a few:

e turn-by-turn navigation;

e geotagged picture upload with integrated landmark
identification;

o friend-finder applications that alert one to near-by fam-
ily members or friends;

e recommender systems that suggest near-by places of
interest.

These opportunities for sharing one’s location quickly bring
privacy issues to mind. Location privacy has been a hot-
button topic for quite some time now, and a large number
of solutions have been proposed that seemingly “solve” the
issue, e.g., by increasing the anonymity of location-based
queries (k-anonymity), or by impeding de-anonymization at-
tacks on location traces (obfuscation). Often enough, how-
ever, these solutions are presented without any concrete ref-
erence to applications or services where these techniques
could be used. For example, a service that would allow one
to call a taxi to one’s current position would obviously not
benefit from having the location obfuscated, while a track-
ing a person “protected” by, say, a k-anonymity value of 100,
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would result in an accuracy of a few dozen meters when
done during rush hour in Tokyo. Clearly, location privacy
mechanisms need to be discussed in situ, i.e., with a specific
application as a point of reference (sic).

In this paper, we argue for taking a holistic view towards
providing location privacy in location sharing systems. It
is easy to imagine that today’s popularity of SNS and pow-
erful smartphones will soon lead to widespread “automated
microblogging”, where our phones will churn out a steady
stream of “I am here!” and other status updates, and publish
these on Google maps, on Facebook walls, and as Twitter
feeds. Resorting to simply anonymizing or degrading the
quality of these location feeds will hardly solve this issue, as
this would directly impact the usefulness of these services. In
order for people to value privacy-compliant solutions, these
must be compatible with the original purpose of their lo-
cation sharing, namely to stay in touch with friends and
family, and to discover new places and interesting people.
In the following, we will present a classification of location
sharing applications and their goals, and outline the indi-
vidual challenges for location privacy in each domain.

2. MOBILE SOCIAL NETWORKING

Almost all existing social networking applications have re-
cently included location based features, and many new ap-
plications were born specifically as location-based services.
In early 2009 Google released Google Latitude®, a location-
based mobile application to share one’s current position in
real-time. Latitude can be integrated with other Google
tools available from the iGoogle accounts, allowing for in-
stance to display the position of friends on Google Maps*
or to include one’s own location on a personal homepage.
Google Latitude was not the first friend-finder application,
nor is it necessarily the most popular. Other mobile friend-
finder applications are Loopt, Foresquare, Gowalla, Bright-
kite, Whrrl, Buzzd, and Yelp — to name but a few.® Friends
can locate each other, annotate real-world places with user-
contributed content (reviews, photos, twitter-feeds), find new
friends based on matching location profiles and interests, or
even play location-based games.

Apart from directly sharing one’s location in order to find
friends or restaurants close-by, users might also be encour-
aged to disclose their location traces in order to act as hu-
man “activity sensors”. Companies like the MIT spin-off
“SenseNetworks” use such user-submitted location data for
predictive analysis, e.g., to identify “hot spots” in a city or
to cluster users into marketing segments according to their
movements.® Another interesting project which employs lo-
cation data is Mobile Millennium” from the University of
Berkeley. This project was conducted to develop a system
for the on-line monitoring of traffic conditions by collect-
ing data from GPS-enabled smart-phones. Also in this case
users act as sensors, allowing to build a traffic congestion

3See www.google.com/latitude

4See maps . google. com

5See their corresponding websites at loopt.com,
foursquare.com, gowalla.com, brightkite.com,
whrrl.com, buzzd.com, and yelp.com, respectively.

6See www.sensenetworks.com and www.citysense.com
"See traffic.berkeley.edu

model without the need of a sensor network external to the
user community itself.

While the use of location based services clearly has the po-
tential to accidentally share a particular piece of information
with someone on an incident by incident basis, it is the auto-
mated inspection and categorization of movement data that
poses the biggest threat to personal privacy. Early work in
location profile inspection by Kang et al. [10] has demon-
strated how clustering of location traces can identify places
that the user would likely find important. Beresford and
Stajano [2] showed how even anonymous traces can yield
the identity of the user when being combined with profile
information, such as the user’s office number. Hoh et al. [9]
simulated attacks on anonymous GPS data from 239 drivers
and were able to find 85% plausible home locations on a
subset of 65 drivers. In a similar experiment, Krumm [11]
used anonymous data from 172 drivers and correlated the
plausible home address with actual white pages data, which
allowed him to find the actual home address in 13% of all
cases and the actual names in 5%. Such attacks are called
restricted space identification (RSI) attacks [7], as they al-
low an attacker to map an anonymous user’s favourite place
(e.g., the home or office address) to an identity using pub-
licly available information.

Privacy is an issue to be taken into account not only be-
cause of security reasons. If people start to share, it does
not necessarily mean that people want to share everything
with everybody. As Dourish and Anderson [4] explain: “Pri-
vacy is not simply a way that information is managed but
how social relationships are managed”. To this end, a study
by Consolvo et al. [3] was conducted explicitly asking people
to disclose their location data. It turned out that the most
important factors that people take into consideration before
disclosing their location data are: who is requesting location
data, why he needs it and at what level of detail. The impli-
cation of privacy with social relationships has therefore to
be carefully considered, and for this reason location privacy
strategies should take it into account.

3. LOCATION PRIVACY

The easiest way to apparently “solve” location privacy is
to manually or automatically authorize (or not) the disclo-
sure of location information to others. As a result, shar-
ing location data would lead to a binary decision: friends
would receive full access to location data, and strangers
would be blocked. This is in fact the most basic protec-
tion that services like Google Latitude offer: one can easily
share and “unshare” one’s location information with indi-
vidual users. This approach, however, quickly becomes lim-
iting, as it forces people to choose between “on” and “oft”,
between “black” and “white”, without considering all those
“grey” levels that a dynamic privacy negotiation process usu-
ally involves [4]. Consequently, more complex and/or pow-
erful methods have been proposed.

3.1 Basic Issues

Privacy can be described as “the desire of people to choose
freely under what circumstances and to what extent they
will expose themselves, their attitudes and their behaviour
to others” [14]. Safeguarding location information is just
one of the many “data points” that make up the attitude
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and behavior of people, yet it is a particularly powerful one,
as a place is often tightly connected to an activity (e.g., a
shopping mall, an office), an interest/belief (e.g., a church,
a political rally), or a personal attribute (e.g., a prison, a
clinic).

As with any privacy assessment, one of the most basic ques-
tion is: what “privacy-risks” should the system safeguard
against [12]? In location-based service scenarios, one can
differentiate between three primary actors:

o Intended recipient, e.g., the taxi company to send you
that cab, or your mom so that she knows where you
are. This usually involves the use of a service provider
that offers to forward your location to the intended
recipient.

e Service provider, e.g., Google providing you with the
Latitude application, or a restaurant recommendation
system for near-by places. In contrast to the intended
recipient, users usually do not have a primary goal of
letting the service provider know their location — it is
a by-product of getting a restaurant review or staying
in touch with friends.

e Infrastructure provider, e.g., your mobile phone com-
pany, or the operator of an indoor location system.
While self-positioning systems such as GPS can work
without an infrastructure provider, mobile phone users
are often implicitly located in order to provide commu-
nication services (i.e., route phone calls).

In addition, a location-based system might have a number
of unintended recipients, such as:

e Accidental recipient, e.g., your parents when you claim
to be at a friend’s place studying, but forgot to turn
off the system when you went out drinking.

o lllegal recipient, e.g., a hacker intercepting your wire-
less location updates, or breaking into the service pro-
vider’s or the infrastructure provider’s records.

o Law enforcement, e.g., police or other government agen-
cies accessing the service provider’s records.

Clearly, for a given system, the infrastructure provider needs
to be trusted, as location information is not available other-
wise. While GPS alleviates the need for a provider, mobile
phones are always traceable through their connection to a
particular antenna. Obviously, withholding location infor-
mation from the intended recipient seems of not very use-
ful. Both illegal recipients and law enforcement are best
controlled by leaving as few information as possible stored
on external servers — laws that limit data retention peri-
ods might help here, as would a service architecture that
would minimize data collection on those servers in the first
place. Accidental recipients will require appropriate control
tools (manual and/or automated) that can support users in
minimizing such accidental disclosures. Today’s (location-
based-) service providers often offer the service for free in
exchange for tracking the user’s location — a technological

solution withholding location data from them would need to
be complemented with an appropriate alternative revenue
model.

3.2 Existing Proposals

One of the most popular methods for location privacy is
obfuscation. Duckham and Kulik [5], which offered a first
formalization of this approach, define obfuscation as “the
means of deliberately degrading the quality of information
about an individual’s location in order to protect that indi-
vidual’s location privacy.” Obfuscating location information
lowers its precision, e.g., showing only street or city level
location instead of the actual coordinates, so that the real
location remains hidden. To take Google Latitude again as
an example: it allows users to manually set each recipient to
only receive a city level location update. Krumm [11] shows
that location can also be obfuscated by adding random noise
to the actual coordinates. However, he also demonstrates
how much added noise (a lot!) would be needed to signifi-
cantly reduce the chances for an attack.

Another popular approach in the area of location privacy
is “k-anonymity”, introduced by Gruteser and Grunwald [6].
The actual location is substituted by a region containing
at least k — 1 other users, thus ensuring that a particular
request can only be attributed to “1 out of k” people. This
approach has the disadvantage that if the region contains
too few people, it has to be enlarged until it contains the
right number of people, while it will inadvertently shrink if
many people are in close proximity (e.g., in a subway). This
makes it hard for a user to predict the amount of obfuscation
added to her true location.

It is also possible to extend the simple binary disclosure ap-
proach mentioned above to support rule-based mechanisms.
Myles, Friday, and Davies [13] used time, location, and query
originator information (among others) in their rule-based
system to decide whether or not to release location informa-
tion. Benisch et al. [1] found that the more of these param-
eters a rule-based location privacy system offers, the fewer
mismatches between the privacy preferences of the user and
the automated decisions of the system would arise.

Beresford and Stajano [2] propose the use of so-called miz-
zones — areas in which no location tracking takes places and
which are sized so that at any point in time, a large enough
number of targets are present that can be “mixed.” In a
similar fashion, Hoh and Gruteser [8] have proposed “path-
perturbation” algorithms that attempt to use the crossing of
two or more location tracks in order to increase the chances
that an attacker confuses the path of different users. Such
approaches allow the frequent updating of pseudonyms in
order to prevent a single association between a user and
a pseudonym to “unravel” the entire pseudonymized stored
location tracks of that user (called an observation identifi-
cation (OI) attack [7]). Without these extra mechanisms,
pseudonyms could not be changed, as simply changing a
pseudonym at random is trivial to detect in a continuous
location track.

3.3 Limitations
While the above methods work well in theory, it is often not
clear how to apply them in practice, and in particular in the
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Location Provider
(e.g., Mobile Operator)

Friend finder services:
Geo Tracking

Mobile Peers

Recommender systems:
Geo Matching

Self-Positioning

City watch applications:
Geo Aggregation

Figure 1: Three sharing patterns for location-based social networking applications.

context of location sharing applications.

For example, a rule-based mechanism might work reason-
ably well against accidental disclosure, e.g., by putting au-
tomated temporal and spatial restrictions on location up-
dates. However, rule-based mechanisms do not address pri-
vacy risks viz. a service provider, theft, or law enforcement
access. Similarly, a rule-based mechanism might affect the
service quality for intended recipients as well, due to overly
restrictive policies. At the same time, misconfigurations
might still allow for accidental disclosures to happen, es-
pecially if service configuration is error-prone.

Obfuscation solutions per definition lower the quality of ser-
vice of a location-based application, and would thus nega-
tively impact application use. Moreover, choosing the cor-
rect obfuscation level is highly context dependent, so users
would need to continuously evaluate the level of precision at
which they would like their current location be shared with a
particular recipient. Obfuscation offers only limited protec-
tion against the risks from unwanted location disclosures to
law enforcement, theft, infrastructure providers, and service
providers.

The concept of k-anonymity also offers limited protection
only. The biggest confusion surrounding k-anonymity is the
fact that it cannot actually protect location information,
but only protects identity information, albeit in a location-
oriented context [12]. Given anonymous queries, k-anonymity
prevents an attacker from performing an observation iden-
tification (OI) attack [2], which uses observations of a par-
ticular location to tie an anonymous query from that place
to the identity of the observed person in this place. With
k-anonymity, the origin of the anonymous query always con-
tains k other people whom this query could have originated
with. Also, as k-anonymity simply adds obfuscation, the
same issues apply as outlined above, though exacerbated by
the fact that the amount of obfuscation added is variable.

Path perturbation and mix zone approaches work well with
stored location tracks and can thus provide protection from

unwanted access to stored location data by hackers and law
enforcement. However, the actual implementation of such
systems would need to happen at the infrastructure or ser-
vice level, thus rendering these methods ineffective for pre-
venting unwanted disclosures to service providers and/or in-
frastructure providers.

4. CHALLENGES

As outlined above, using existing location privacy solutions
in mobile social networking scenarios is difficult. While dif-
ferent aspects of individual solutions might work for various
issue, no single approach offers a comprehensive solution. If
we want to provide users with privacy-aware alternatives to
today’s popular location sharing applications, we will need
to carefully analyze the needs and requirements of such sys-
tems and design privacy solutions that address the identified
risks without affecting service use.

If we analyse the possible forms of location sharing, also
observing the applications already available, as described in
Section 2, three different location sharing methods can be
identified:

e Friend finder services;
e Recommender systems;

e City watch applications.

Figure 1 illustrates how these three patterns represent the
applications that offer location sharing services to mobile
users. Location information itself may come from a trusted
location provider (LP), e.g., a mobile phone operator, or
by using self-positioning technology such as GPS. Each of
the three cases presented above has its own characteristics,
which are analysed below in more detail.

4.1 Friend Finder Services
Friend finder services follow a “1:1 pattern”, i.e., a single user
directly shares his or her location with another user. Friend
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Figure 2: Screenshots of applications belonging respectively to the friend finder, recommender system and

city watch categories.

finder services allow users to locate their friends, e.g., to
visualize them on a map, or to receive alerts when they are
near to each other. The map-based visualization of Google
Latitude is shown as an example in figure 2 a).

Clearly, users will need adequate controls to manage their lo-
cation sharing behavior. While rule-based systems offer high
expressiveness, they require high maintenance and possible
expert users. One option would be to tie location sharing
behavior to other channels of communication, and to reduce
the frequency and accuracy of location sharing in tune with
two people growing “out-of-touch”. This would introduce a
natural decay into such sharing systems, which could only be
countered by more frequent communication (e.g., via SMS,
email, or physical encounters).

However, while 1:1 sharing systems clearly run the risk of
publishing location information to an accidental recipient,
we believe that such risks are small by comparison. The
real danger of such systems stems from the comprehensive
recording of location information by service providers: ev-
ery time a location update is shared, the service provider
gets an update and is thus able to create detailed behav-
ioral profiles of its customers. Ideally, a privacy-aware 1:1
location sharing system would be able to share location in-
formation even without a central service provider receiving
a copy of the entire movement track. Omne option would
be a complete decentralized, peer-to-peer system, albeit at
the expense of higher communication costs. Alternatively,
one could imagine making use of a central service provider,
yet using encrypted location updates that would only allow
the provider to detect when two people are in each other’s
vicinity, but without knowing where this is. Obviously, this
would entail a different business model, potentially a paid
service or ad-financed. Also note that simply lowering the
number of updates sent to the service provider would not

avoid its ability to build movement tracks of a user: even a
once-every-hour or once-per-day location update would al-
low the creation of privacy invasive location profiles.

4.2 Recommender Services

Recommender systems follow a “1:n” pattern, i.e., the move-
ments of a single user are shared with an unknown group of
other users, who do not have to have a prior relationship
with the originating user. The goal of a location-based rec-
ommender system is to suggest new shops, restaurants, or
events based on the user’s preferences and tastes, as mani-
fested by the user’s movements. Figure 2 b) shows a screen-
shot of Loopt, recommending the best nearby places and
events. The recommendation themselves would be equally
collected from the movements of other users, just like an
online bookstore is able to make recommendations such as
“people who buy the books you buy, also buy the following
books...” Recommendations could not only include places
and events, but also people with similar interests.

A location-based recommender system has thus has to match
a user’s individual movement history with traces from other
users, find overlaps, and identify from these overlaps new
places (i.e., stores, events) that the user should explore. In
its simplest incarnation, a location-based recommender sys-
tem would simply collect the spatio-temporal records of all
its users in order to find pairwise overlaps between users. As
outlines above, simply pseudonymizing those tracks would
not prevent thieves or law enforcement to later identify an
individual and his/her movements from such traces [9], nor
would this prevent the service provider itself from creating
movement profiles for other purposes (e.g., advertising).

A more challenging way to perform such a service would
be to avoid the tracking of the users by the service provider,
performing the matching —i.e. finding commonalities among
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users — without having access to the full location tracks of
its users. Cryptography could again be used to facilitate
matching seemingly meaningless properties that would only
make sense to the individual users, who would be the only
one able to translate the information back. Alternatively,
matching could be done in a split-fashion with the help of
personal devices, which would extract some kind of aggre-
gate “measure” and have the service perform matching on
such abstract distances.

4.3 City Watch Applications

Location-based sharing can also be used to monitor the be-
havior of an entire city — in our framework, this could be
called an “n:n” location sharing pattern. Instead of individ-
ual recommendations, such a system would simply collect
location data from many people — an entire city, ideally —
and identify macro- and micro-trends of behavior. The pur-
pose of such a system is to aggregate data for analysing
behaviours of large groups of people, e.g., to monitor traffic
in order to locate or even predict traffic jams, or to find the
“hot spots” inside a city on a Saturday evening, in order to
give people an idea where to find the most popular clubs,
restaurants, or events. This is exemplified in figure 2 ¢),
where a screenshot of Citysense shows the hot spots in the
city of San Francisco.

In such systems, no individualization is needed, yet a simple
approach would still collect location tracks from all users in
order to detect not only aggregate numbers but also spatio-
temporal causality (e.g., “after that restaurants people go
to this club”). While mix zones and path perturbation ap-
proaches seem highly applicable, the challenge is to find use-
ful path lengths that still offer useful causality without run-
ning the risk of allowing RSI or OI attacks (see section 3
above). Another option again would be the use of a split-
solution, in which user-owned devices would perform inter-
mediate computations, potentially in a peer-to-peer fash-
ion.

5. CONCLUSIONS

Location information — especially when collected over ex-
tended periods of time — is data that allows for significant
inferences over people’s lives. Existing online social network-
ing platforms (SNSs) have already demonstrated the risks
associated with the increased publication of personal infor-
mation, yet so far these affected mostly factual data (e.g.,
names, hobbies, people you know). The use of location in-
formation and other contextual data will greatly increase
the risks associated with SNSs.

While several proposals for providing location privacy exist,
they are not directly usable in social location sharing set-
tings. A thorough investigation of the problem of privacy-
aware location sharing in the context of three specific appli-
cation settings (friend finder service, recommender system,
and city watch application) is needed to both improve the
security and privacy of users of such systems, and to stim-
ulate subsequent research in technology, policy, and social
and legal sciences.
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