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Abstract—Software Defined Radio (SDR) and Cognitive Radio
(CR) are promising technologies, which can be used to alleviate
the spectrum shortage problem or the barriers to communication
interoperability in various application domains.

The successful deployment of SDR and CR technologies will
depend on the design and implementation of essential security
mechanisms to ensure the robustness of networks and terminals
against security attacks. SDR and CR may introduce entirely
new classes of security threats and challenges including down-
load of malicious software, licensed user emulation and selfish
misbehaviors. An attacker could disrupt the basic functions of
a CR network, cause harmful interference to licensed users or
deny communication to other CR nodes.

The research activity in this area has started only recently
and many challenges are still to be resolved. This paper presents
a survey of security aspects in SDR and CR. We identify
the requirements for the deployment of SDR and CR, the
main security threats and challenges and the related protection
techniques. This paper provides an overview of the SDR and CR
certification process and how it is related to the security aspects.
Finally, this paper summarizes the most critical challenges in the
context of the future evolution of SDR/CR technologies.

Index Terms— Cognitive Radio, Software Defined Radio, Secu-
rity, Dynamic Spectrum Allocation, Denial of Service, Informa-
tion Assurance.

I. INTRODUCTION

N THE PAST decade, Software Defined Radio (SDR)

and Cognitive Radio (CR) technology has revolutionized
our view of opportunities in wireless communications to a
great extent. The key motivation behind this technology is
to increase spectral utilization and to optimize the use of
radio resources. As SDR and CR are clearly emerging as a
strong technological opportunity, research and development is
being promoted rapidly throughout the wireless industry and
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in the academic research arena. Correspondingly, the standard-
ization, regulation and certification activities are also being
initiated in many parts of the world including IEEE 802.22,
Wireless Innovation Forum and ETSI. However, the security
issues on SDR and CR is still under research especially for
commercially viable prototypes and future products and its
implications on standardization.

SDR technology implements radio functionalities like mod-
ulation/demodulation, signal generation, signal processing and
signal coding in software instead of hardware as in conven-
tional radio systems. The software implementation provides
a higher degree of flexibility and reconfigurability and many
benefits including the capability to change the channel as-
signments, to change the provided communication services
or modify the transmission parameters or communication
protocols. SDR is also considered a technology enabler for
CR, which are “intelligent” radios, which can learn from
the environment and adapt their transmission/reception fre-
quencies and parameters to improve spectrum utilization and
communication efficiency. SDR and CR technologies are
fundamental blocks to provide a more flexible approach to
spectrum management in comparison to the conventional ap-
proach where radio frequency spectrum bands are statically al-
located by spectrum regulators. This flexible approach, known
as Dynamic Spectrum Access (DSA) or Dynamic Spectrum
Management (DSM), is considered a potential solution for the
“spectrum shortage” problem. In the rest of the paper, the term
DSA will be used. A more detailed description of SDR and
CR concepts is provided in section II.

One of the major challenges for the wide deployment of
SDR and CR technology is to provide an adequate level
of security. It is well known that security is an important
element in wireless communications. While SDR and CR
based systems should guarantee the same level of security of
conventional wireless communication systems, they may also
present new vulnerabilities or security threats.

As a general rule, communication systems based on SDR
and CR technology must validate communication security
requirements like Data Confidentiality and Privacy, Availabil-
ity, Registration, Authentication and Authorization. This is
a consequence of the general conformance to standards and
regulations already defined for the wireless communication
systems, with which SDR and CR devices must interoperate.
For example, if SDR and CR devices are used in the public
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safety domain, they should satisfy the government approved
security requirements defined by the TETRA or APCO 25
standards.

SDR and CR concepts may provide new powerful capabil-
ities but they may also be vulnerable to new types of security
attacks, beyond the ones already defined for conventional
networks.

The principal accessibility of a SDR’s computer code for
dynamic (de)installation and (un)loading of radio applications
can introduce new security vulnerabilities in comparison to
conventional radio systems, where the radio application is
embedded in the design of the components.

The promise of CR to realize a flexible spectrum manage-
ment framework (e.g. DSA) by implementing sophisticated
algorithms for spectrum awareness and improved spectrum
utilization should be evaluated for security and reliability.
Security attacks could be implemented against cognitive el-
ements of the network by providing wrong information on
the radio environment or by influencing the cognitive radio
mechanism itself.

The purpose of this paper is present a survey of security as-
pects of SDR and CR technologies, the most relevant security
threats, the related protection techniques and countermeasures.
Most of the threats, requirements and protection techniques
apply on high level to all three domains (commercial, pub-
lic safety and military). Military specific considerations are
basically beyond the scope of this paper.

The rest of the paper is organized as follows. Section II
describes the general concepts of SDR and CR. Section III
identifies and describes the security requirements. Section
IV describes the threats for SDR and CR technologies. The
section also describes the methodology used to classify the
threats and evaluate the impact in relation to the security
requirements. Section V describes the countermeasures and
protection techniques in SDR and CR. Section VI describes
how security threats are addressed in current SDR/CR stan-
dards. Security certification of SDR/CR systems and devices
is presented in Section VII. Section VIII focuses on the “way
ahead” in this research area: it summarizes the outstanding
challenges and identifies actions in the context of the future
evolution of SDR/CR technology. Finally section IX concludes
the paper.

II. SOFTWARE DEFINED RADIO AND COGNITIVE RADIO

The concept of SDR has evolved from the seminal work of

Joseph Mitola in [1]. Over this period a number of references
have provided their definition of SDR, which has given rise
to various interpretations of what SDR actually is and what
is not. A key reason is that SDR is an all embracing term,
which may be applied to a wide range of radio platforms and
concepts. In ETSI [2], SDR is defined as “radio in which the
radio frequency (RF) operating parameters including, but not
limited to, frequency range, modulation type, or output power
can be set or altered by software, and/or the technique by
which this is achieved”.
An alternative definition is provided by the SDR Forum, now
named Wireless Innovation Forum [3], which has developed
a definition of SDR in cooperation with IEEE working group
P1900.1:

‘ Waveforms |

‘ Software Framework ‘

=
) ADC [ DDC
> RF Front End| l';rocelssin‘g
1 DAC (¢ puc |

Fig. 1. Example of Software Defined Radio architecture; ADC (analog to
digital conversion, DAC (digital to analog conversion), DDC (digital down
conversion, DUC (digital up conversion

“Radio in which some or all of the physical layer functions
are software defined”.

The Forum explains: “An SDR defines a collection of
hardware and software technologies where some or all of the
radio’s operating functions (also referred to as physical layer
processing) are implemented through modifiable software or
firmware operating on programmable processing technologies.
These devices include field programmable gate array (FPGA),
digital signal processors (DSP), general purpose processor
(GPP), programmable system on chip (SoC) or other appli-
cation specific programmable processors. The use of these
technologies allows new wireless features and capabilities to
be added to existing radio systems without requiring new
hardware”.

Figure 1 provides a potential architecture of a SDR and
its main elements starting from the Real Time Operating
System (RTOS). The Software Framework provides basic
functions and libraries to support the waveforms and their
portability including the middleware. An example of software
framework is the combination of Software Communications
Architecture (SCA) and CORBA middleware described in
[4]. The waveform represents the software implementation of
a communication service (e.g. UMTS). Finally, applications
can be defined to support a specific operational or business
context.

In ETSI [2], a CR is defined as “radio, which has the
following capabilities: to obtain the knowledge of radio
operational environment and established policies and to
monitor usage patterns and users’ needs; to dynamically and
autonomously adjust its operational parameters and protocols”.

The design and deployment of CR and DSA have been
investigated in a number of papers and research studies
starting from the paper of Joseph Mitola [5].
It is usually recognized that CRs should provide the follow-
ing functions:
1) determine which portions of the spectrum are available
and detect the presence of licensed users when a user
operates in a licensed band (spectrum sensing),
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2) select the best available channel
(spectrum management) for communication,

3) coordinate access to this channel with other users
(spectrum sharing), and

4) vacate the channel when a licensed user is detected

(spectrum mobility).

These functions are dependent on each other as described
in Figure 2. The figure describes also the relationships among
the functions. For example: spectrum mobility can alert the
spectrum sensing function on detected changes in the spec-
trum environment. Acting on the alert, the spectrum sensing
function can collect again the knowledge of the spectrum
environment and provide it to the spectrum management
function to re-plan the allocation of spectrum bands.

The disruption of spectrum sensing has an impact on
the other functions because they will not have the needed
information to perform effectively. Spectrum management
requires the knowledge of the spectrum environment acquired
by spectrum sensing to select the best available channel.
Spectrum sharing needs the information on the bands selected
by spectrum management function in each node. Spectrum
mobility needs information on spectrum environment changes
from spectrum sensing and the current allocation of spectrum
bands from spectrum management and spectrum sharing.
CR networks are composed by many nodes, with different
capabilities, which interact on the basis of defined protocols
and policies. To implement and deploy DSA, CR nodes
do not operate in isolation but they are part of wider CR
networks, which must provide a higher set of capabilities,
which include context awareness and resource management.
Context awareness means that a node or a network should
be aware of the operational context, existing policies and
regulations, network and spectrum awareness and user
requirements in terms of requested traffic capacity, quality of
service (QoS), resilience and security. Resource management
means that CR nodes must cooperate to allocate the available
network or spectrum resources, not only internally but also
externally to other conventional networks. Each of these
capabilities can be disrupted by intentional or unintentional
threats. For example: a malicious attacker can implement a
security attack against the resource management capability to
allocate network or spectrum resources to itself or simply to
provoke a Denial of Service (DoS) activity.

A survey of CR networks and the related architectures
is presented in [6], where the authors describe the various
CR techniques and architectures to implement DSA and CR
networks.

The two most common approaches are collaborative and
uncooperative:

1) In the collaborative approach, the cognitive functions
are based on the coordination of the CR nodes, which
exchange information to optimize the spectrum utiliza-
tion and to improve the efficiency of the network.

2) In the uncooperative approach, each CR node imple-
ments the cognitive functions on its own.

The collaborative approach is usually considered more effi-
cient, faster to converge to shared spectrum resources alloca-

tion and more reliable than the uncooperative approach but
it requires common channels to exchange information. The
common channel is often called Cognitive Control Channel
(CCO) [7] and it is responsible for distributing the cognitive
messages in the CR network.

In turn, the collaborative approach can be centralized or
distributed. In a centralized solution, a central node, e.g. a base
station (BS), controls the allocation of the spectrum resources
or collects the spectrum sensing information. In the distributed
solution, the CR nodes must agree on a common spectrum
allocation through decision algorithms or voting systems. A
centralized solution may be more efficient but the central node
can represent a single point of failure. A comparison between
the centralized and distributed approaches for spectrum man-
agement is presented in [8].

Furthermore, a centralized solution may imply the presence
of an existing infrastructure or pre-existing contracts to iden-
tify the centralized node.

Each of the proposed CR architectures has different levels
of vulnerability against specific security threats.

III. SECURITY REQUIREMENTS

The National Security Agency (NSA) defines Information
Assurance IA [9] as the set of “measures intended to protect
and defend information and information systems by ensuring
their availability, integrity, authentication, confidentiality, and
non-repudiation”.

Note that security requirements are not only limited to the
protection of the data stored or transmitted by the network but
also that the communication system is able to guarantee the
services defined by the operational requirements.

As described in [10], the definition of the security require-
ments may be derived considering the concepts of stakehold-
ers, asset, threat and risk.

The stakeholders can be users of the communications
systems, public and government authorities or the network
providers. Assets include the components of the network, the
information stored or transmitted and the services provided by
the network.

A security threat is defined as a potential violation of
security. Examples of security threats are loss or disclosure of
information or modification/destruction of assets. A security
threat can be intentional like a deliberate attack or uninten-
tional due to an internal failure or malfunctions.

The security risk measures the impact of the realization
of a security threat. Security countermeasures (protection
techniques) strive to eliminate or reduce the security risks.

In this paper, the definition of security requirements is
an extension of the network security requirements defined
by the International Telecommunications Union (ITU) in [11].

The following security requirements are defined:

1) Controlled access to resources: the system should en-
sure that actors are prevented from gaining access to
information or resources that they are not authorized to
access.
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Fig. 2. Dependencies among cognitive radio functions

2) Robustness: the system should be able to provide the
required communication services as described in spe-
cific service level agreements. For example: a service
level agreement can specify the required QoS or traffic
capacity. This requirement is related to the capability of
the system to resist threats, which have the objective to
deny one or more system services.

3) Protection of confidentiality: the system should provide
capabilities to ensure the confidentiality of stored and
communicated data.

4) Protection of system integrity: the systems should be
able to guarantee the integrity of system and its compo-
nents.

5) Protection of data integrity: the system should be able
to guarantee the integrity of stored and communicated
data.

6) Compliance to regulatory framework: the system should
be able to guarantee the compliance to the regulations
active in the area, where the system operates.

7) Accountability: the system should ensure that an entity
cannot deny the responsibility for any of its performed
actions. In this context, accountability is used as a
synonym of Non-Repudiation.

8) Verification of identities: a telecommunication network
should provide capabilities to establish and verify the
claimed identity of any actor in the telecommunication
network.

Communication systems based on SDR/CR should provide
the capabilities to address security threats, which may under-
mine the requirements described above.

IV. SOFTWARE DEFINED RADIO AND COGNITIVE RADIO
THREATS
The purpose of this section is to describe the list of potential
threats to SDR and CR. The threats will be classified on the
basis of the following criteria:
e Security requirements, which are invalidated by the
threat.
o Affected SDR or CR function (e.g., spectrum sensing).
o Whether the threat is intentional or unintentional.

A. Software Defined Radio threats

A major security issue introduced by the SDR is the
consequence of its reconfiguration capability, as described in

Spectrum sharing

Coordinate the allocation of
spectrum bands for
communication

Detected changes in the spectrum environment

N

Knowledge of the
allocated spectrum bands

Knowledge of new recommended
spectrum bands

[11]. Theoretically, SDR terminals should be able to download

new radio applications or waveforms (e.g., through the air

interface or through fixed communication links). Once acti-

vated, the radio application will change the radio transmission

parameters like frequency, power, and modulation types.
This capability presents two main security issues:

1) Who guarantees that the downloaded profile or software
module (e.g., waveform or radio application) comes
from a trusted source and can be activated on the SDR
device?

2) Who guarantees that the downloaded profile or software
module will behave as expected?

SDR BSs will be usually connected through fixed or highly
secured wireless connections. In this sense, the security
threats and mechanisms are very similar to conventional
wireless systems, and the standard secure software download
mechanism already defined in cellular networks could be
applicable to networks based on SDR technology. If the
software is downloaded over the air, there is a possibility
that an attacker could illegally obtain the software, alter it, or
change it with a malicious copy.

An attacker can download a malicious software module
or profile to the SDR terminals in the coverage area of
the network. In this sense, SDR can be vulnerable to the
same type of attacks of personal computers connected to the
Internet, including virus, worms, and other malware. The
significant difference between a personal computer and SDR
is that an SDR terminal, which has been taken over, can
disrupt a wireless network or other wireless networks in the
area by creating harmful interference. Because SDR terminals
can be designed to transmit in a wide range of frequencies,
the potential for network disruption is very high.

We identify the following functionalities in SDR, which
can be affected by security threats:

1) Application management, which includes waveform
download and activation.

2) Resource management of computing and processing
internal resources of the SDR.

3) Data management to store and retrieve the configuration
data used by the waveforms and the operating environ-
ment.

4) Internal data transport for the distribution of data
among the various modules of the SDR.
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In our model, these functionalities are considered assets
impacted by security threats. Each of the threats can be
directed against one or more SDR components described in
Figure 1, including the RTOS, the software framework, and
the waveforms.

A specific type of asset is the data in the SDR. We can
identify different types of data:

o user data, which represents the data exchanged and stored

in the SDR by the network user.

o configuration data, which is used by the RTOS and
Software Framework. Configuration data include control
data and parameters to manage the SDR resources.

o waveform code, which includes the parameters needed by
the specific waveform. For example, the reception and
transmission parameters.

Table I presents the list of security threats. The ID is used

to reference the security threats in the rest of the paper.

The description of the threats is as follows:

1) Insertion of malicious software. This threat identifies the
insertion of malicious software on an SDR. This threat
is similar to mobile malware in mobile applications.

2) Alteration or destruction of the configuration data. This
threat identifies the alteration or destruction of config-
uration data, which is needed by the SDR to perform
its functions. Configuration data can be corrupted or
removed from the SDR platform.

3) Artificial consumption of resources. This threat iden-
tifies the abnormal increase in processing or memory
resources of the SDR platform to cause DoS. This
threat can be induced by various causes, including the
consequence of threat 1 or 2 or a physical failure.

4) Alteration or destruction of waveform code. This threat
identifies the alteration or destruction of the waveform
code, which is needed to support a radio access technol-
ogy (RAT) or air interface. This threat may affect one
or more waveforms but not the SDR itself.

5) Alteration or destruction of real-time operating system.
This threat identifies the alteration or destruction of
components or the RTOS. This threat may affect all the
waveforms and the functions of the SDR itself.

6) Alteration or destruction of the software framework.
This threat identifies the alteration or destruction of
elements of the software framework and middleware,
which support the waveforms and applications. This
threat may affect all the waveforms and the functions
of the SDR itself.

7) Alteration or destruction of user data. This threat
identifies the alteration or destruction of user data, like
customized profiles of the waveforms and applications.
Without user data, the behavior of the SDR can be set
back to the default status.

8) Software failure. This threat identifies a generic soft-
ware failure in the any of the components composing
the real-time operating system, the software framework,
waveforms, or applications.

9) Hardware failure. This threat identifies a generic hard-
ware failure in the SDR HW platform. For example, a
failure in the amplifiers, the filters, or the FPGA.

10)  Extraction of configuration data. This is an eaves-
dropping threat, where an attacker collects configuration
data, which can be used in subsequent attacks.

Extraction of waveform data. This is an eavesdropping
threat, where an attacker collects waveform data, which
can be used in subsequent attacks.

Extraction of user data. This is an eavesdropping threat,
where an attacker collects user data, which can be used
in subsequent attacks.

Masquerading as authorized software waveform. This
threat identifies the download and activation of a ma-
licious software waveform on the SDR platform. This
is one of the most serious attacks as the download of
waveforms is considered an important function of the
SDR. A malicious waveform can disrupt the SDR net-
work or affect conventional wireless networks through
harmful interference.

Unauthorized use of Software Defined Radio services.
This threat identifies a security breach, where a wave-
form or applications can access or use services of the
SDR platform for which it does not have the proper
access level. For example, a malicious waveform could
access specific cryptographic services to decode incom-
ing secure transmissions.

Data repudiation. This threat identifies the possibility of
repudiating the access or provision of data and services.

1)

12)

13)

14)

15)

We can classify these threats in two broad categories:

1) Threats which are common both to SDR technology and
to conventional communication radio systems.
2) Threats which are specific to SDR technology.

1) Common threats:

Threats T(8) and T(9) are present in conventional wireless
communication systems, and conventional high assurance so-
lutions can be adopted for SDR technology as well, with
the difference that many critical components could be im-
plemented in software instead of hardware. Reference [13]
presents reliability and availability requirements and solutions
for SDR technology for space telecommunications. Reference
[14] presents a system threat analysis for SDR to improve its
high assurance.

Threat T(10) can be implemented by having access to the
SDR platform and extracting configuration data and parame-
ters. This type of threat is not different from privacy violation
attacks against a generic mobile computing platform, as de-
scribed in [15]. An attacker can use the obtained information to
increase the effectiveness of attacks for other security threats.

Threat T(11) can be implemented by extracting data in the
SDR platform itself or during the SDR software download.
The first case requires access to the platform functions and
data, and it is not different from extracting data from a comput-
ing or storage device and it is extensively investigated in data
security research. Reference [16] provides a comprehensive
view of privacy engineering and the related design solutions.
Extraction of the waveform data during software download
requires advanced technical capabilities by the attacker to
intercept the signal in the space, demodulate it, and extract the
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TABLE 1
SOFTWARE DEFINED RADIO SECURITY THREATS
Threat Threat Security Affected
1D Description Requirement Functionality
T(1) Insertion of | Protection Application
malicious of system | management
software integrity
T(2) Alteration or | Protection of | Application
destruction data integrity management,
of the Resource
configuration management
data
T(3) Artificial Robustness Resource man-
consumption agement
of resources
T(4) Alteration or | Protection Application
destruction of system | management
of waveform | integrity
code
T(5) Alteration or | Protection Application
destruction of system | management
of real-time | integrity
operating
system
software
T(6) Alteration or | Protection Application
destruction of system | management
of the | integrity
software
framework
T(7) Alteration or | Protection of | Internal data
destruction data integrity transport, Data
of user data management
T(8) Software Protection All functionali-
failure of system | ties
integrity,
Robustness
T©O) Hardware Protection All functionali-
failure of system | ties
integrity,
Robustness
T(10) Extraction of | Protection of | Internal data
configuration | confidentiality transport, Data
data management
T(11) Extraction Protection of | Internal  data
of waveform | confidentiality transport, Data
data management
T(12) Extraction of | Protection of | Data manage-
user data data integrity ment
T(13) Masquerading | Protection Application
as authorized | of system | management
software integrity,
waveform Verification
of  identities,
Controlled
access to
resources,
Accountability
T(14) Unauthorized | Verification All functionali-
use of | of identities, | ties
software Controlled
defined radio | access to
services resources,
Protection
of system
integrity
T(15) Data repudi- | Verification of | Internal  data
ation identities, Pro- | transport, Data
tection of data | management
integrity

information. This task is difficult but not impossible depending
on the security countermeasures adopted for secure software
download.

Loss of data (threat T(12)) is a common threat in commu-

nication systems. The attacker should have access to internal
data management function of the SDR platform to implement
this threat. The impact of this threat is serious as the SDR
platform may not function and provide the needed services to
the rest of the network.
Breach of data repudiation, T(15), can impact any exchange
of information on the SDR platform. The most serious risk
is the verification and trust of signatures used to mitigate the
other security threats. The extensive research activity for data
repudiation in mobile computing (see [17]) could be adapted
to the SDR technology.

2) Specific SDR threats:

Most of these threats have already been identified in
the literature. Reference [18] describes the security threats
to a GNU radio platform, where all downloaded software
modules share a single address space. Security threats to
generic software defined radios are also presented. In [19]
is presented a recent overview of SDR security issues
and challenges. Protection against unauthorized software
activation is considered a major challenge.

Security threat T(1) for the insertion of malicious software
downloaded from an external source is addressed in [20] and
[21]. Both the papers address a security attack where malicious
software is downloaded or where a software module is illegally
modified before the download.

Reference [22] identifies T(6), T(8), and T(14) as the main
security threats to SDR. Experience from the computing world
(e.g., PC) has shown that it is very difficult to detect security
holes or Trojan horses (e.g., unauthorized software) in the
product-testing phase. Protection techniques and countermea-
sures are also described.

Reference [23] describes the unauthorized use of services
of another SDR device, which is commonly described in
conventional wireless communications as “device cloning.”
In this paper, “device cloning” is identified as security threat
T(13) if the waveform is affected or security threat T(14) if
SDR services are affected.

Malicious reconfiguration of the SDR (associated with
security threats T(2), T(3), T(4), T(5), T(6), T(7), and T(13))
is explored in [24], which describes the increased vulnerability
of SDR in comparison to conventional communication systems
because even the software implementations of the security
module are vulnerable to malicious modifications. Even if
an integrity checking mechanism is introduced, it may be
modified/blocked by a malicious operating environment (such
as a compromised OS or middleware). T(3) is also suggested
in [23] in relation to the SDR infection by specific viruses
(e.g., Trojan horses).

B. Cognitive Radio threats

Conventional communication systems can only change their
transmission parameters and use the radio frequency (RF)
spectrum bands in the limits, which have been defined by
predefined standards and spectrum regulations. These limits
are implemented in their hardware and firmware architecture,



BALDINI et al.: SECURITY ASPECTS IN SOFTWARE DEFINED RADIO AND COGNITIVE RADIO NETWORKS: A SURVEY AND A WAY AHEAD 361

and they cannot be changed at runtime. A CR may instead
communicate in a wide range of spectrum bands and may
have the capability to change its transmission parameters at
runtime in response to changes in the sensed radio spectrum
environment, information received from other CR nodes, or
networks.

This capability can be used to implement innovative ap-
proaches to spectrum management, like DSA described in
section II, where the allocation of spectrum bands to com-
munication services can change in time or space. A CR,
which has been taken over by an attacker, can break the DSA
mechanism by implementing spectrum misusage or selfish
behavior. For example, it can transmit in unassigned bands
or it can ignore the cognitive messages sent by other elements
of the network. DSA can be implemented using various
architectures for CR networks. As described in section II, CR
network architectures can have many different classifications.
While there are common security attacks, each architecture
may present specific vulnerabilities.

In literature, a majority of the centralized or distributed
approaches assume that the participating nodes are altruistic
and make logical decisions to optimize the spectrum resources.
Such approaches make the CR network vulnerable to security
threats, where malicious CR nodes implement selfish behavior
or would like to disrupt the protocols and algorithms defined
to converge to optimal spectrum utilization.

It is of crucial importance to identify the various types
of security attacks and the related protection measures. Mas-
querading is a threat frequently cited in research literature. In
this threat, a malicious CR node provides false information
for the CR functions (e.g., spectrum sensing or spectrum
sharing). The malicious CR node can inject false information
on the spectrum environment into the other CR nodes with the
objective of gaining an unfair advantage or just disrupting the
CR network. This type of threat can affect both centralized
and distributed CR networks.

The distribution of incorrect or incomplete information on
the spectrum environment can also be unintentional. In the
case of the hidden node problem, two CR devices may have a
different perception of the spectrum because they are located
in two different locations and they detect different radio
spectrum information (see Figure 5). The hidden node problem
is also called the hidden incumbent problem.

An obvious DoS threat is jamming. Jamming can be used
to a) hamper or obstruct all the communications in a specific
spectrum band or b) disrupt the management channels of
the CR networks, which are used to distribute the cognitive
messages among the CR nodes. A survey of jamming attacks
on wireless networks is presented in [25].

Table 2 identifies the CR threats. As described before, we
identify the following CR functions, which can be impacted
by a security threat: spectrum sensing, spectrum management,
spectrum sharing, and spectrum mobility.

A pictorial description of the main CR threats is presented
in Figure 3.

The description of the threats is as follows:

1) Jamming of the channel used to distribute cognitive
messages. This threat identifies the jamming of a cogni-
tive control channel (CCC) used to distribute cognitive

2)

3)

4)

5)

6)

7

8)

9)

messages in the CR network. Jamming can be executed
against an out-of-band CCC or an in-band CCC if the
frequency of the channel is known.

Malicious alteration of cognitive messages. This threat
identifies the alteration of cognitive messages exchanged
in the CR network.

Masquerading of a primary user. This threat identifies
the malicious masquerading of a primary user like a dig-
ital TV broadcaster. The malicious attacker may mimic
the primary user characteristics in a specific frequency
band (e.g., white space band), so that the legitimate
secondary users erroneously identify the attacker as an
incumbent and they avoid using that frequency band.
This can be a selfish attack, because the attackers may
then use the frequency bands or just a DoS attack to
deny spectrum resources to other secondary CR users.
An example of the masquerading of a primary user is
provided in Figure 4. A malicious CR terminal transmits
a signal very similar to the primary user. Other CR
terminals detect the presence of an additional primary
user, and they avoid using the spectrum bands.
Malicious alteration of a cognitive radio node. This
threat identifies the alteration of the behavior of a CR
node, which can be used to support other threats like
harmful wireless interference to primary or secondary
users or disruption of the CR network.

Internal failure of cognitive radio node. This threat iden-
tifies the failure of a CR node, which can have different
causes: memory fault, physical failure, or others. This
threat may have various impacts, depending on the type
of failure. For example, the CR node can transmit in
the wrong frequency band or not participate in the CR
functions with other CR nodes.

Masquerading of a cognitive radio node. This threat
identifies the masquerading of a CR node while collabo-
rating with other CR nodes for CR functions: spectrum
sensing, spectrum sharing, spectrum management, and
spectrum mobility. For example, a malicious device can
send wrong spectrum sensing information to other CR
nodes.

Hidden node problem. This threat identifies the case

in which a CR node is in the protection region of an
incumbent node (i.e., the coverage area of a digital
TV broadcaster) but fails to detect the existence of the
incumbent. An example of the hidden node problem is
shown in Figure 5. A CR terminal does not sense the
presence of a Primary User BS because of an obstacle
(e.g., a mountain). As a consequence, it transmits in
the same frequency bands of the primary user, causing
harmful interference. Depending on their position, other
CR terminals sense a different spectrum environment,
and they can provide additional information to mitigate
the threat.
Unauthorized use of spectrum bands for selfish use. This
threat identifies the case where a malicious node or
CR network uses spectrum bands for which is it not
authorized or licensed, to gain more traffic capacity or
bandwidth.

Unauthorized use of spectrum bands for DoS to primary
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users. This threat identifies the case where a malicious
node or CR network emits power in unauthorized spec-
trum bands to cause DoS to primary users.

Saturation of the cognitive control channel. This threat
identifies a DoS attack against the cognitive control
channel (CCC) by saturation: a large number of cog-
nitive messages are sent to the CCC to deny its service
to the CR network. Note that specific designs of the
CCC may prevent this type of attack.

Eavesdropping of cognitive messages. This threat iden-
tifies the eavesdropping of cognitive messages by a
malicious attacker, who can then use this information
for subsequent attacks.

Disruption to the MAC, network layer, or cognitive en-
gine of the cognitive radio network. This threat includes
attacks against the higher functions of the CR network,
including the MAC, network layer, and cognitive engine.

10)

11)

12)

We can classify these threats in two broad categories:

1) Threats that are common both to CR technology and to
conventional communication radio systems.
2) Threats that are specific to CR technology.

1) Common threats:

Common threats are limited to T(16) and T(20). Some
threats (e.g., eavesdropping, masquerading, and saturation)
are also possible in conventional wireless communication
systems, but their implementation and impact are quite
specific for a CR network and they are classified as the
second category (i.e., specific to CR technology).

Threat T(16) is investigated in [31], which describes how
jamming attack across multiple channels can be implemented
by using a single malicious CR node.

A description of the jamming threat is also proposed in [32],
which describes in detail the various types of jamming attacks
and their impact on the CR networks. The paper identifies four
goals for a jammer attack: a) the immediate DoS attack on the
CR node, b) cause degradation of the CR network, c¢) learn the
behavior of the CR network to implement other threats, and d)
herding, where the jamming attack has the purpose to drive the

Primary User

ognitive
Cog Terminal

Terminal

CR node or network to a specific state, where another security
threat could be implemented. For example, the jamming attack
can push the CR network to select a specific frequency band
for the CCC, where another malicious node can implement
the eavesdropping of cognitive messages.

Threat T(20) is identified in reference [44] in relation to
the spurious emissions related to equipment aging or mis-
configurations. This is a common problem in wireless com-
munication equipment, but it may have a serious impact in
CR networks, because it may alter the perception (i.e., spec-
trum sensing) or behavior (e.g., spectrum sharing, spectrum
management, and spectrum mobility) of the cognitive engine.

C. Specific cognitive radio threats

Surveys of specific security threats to CR networks are pre-
sented in [26], [27], [28], and [29] using different classifica-
tions.

Reference [26] provides a comprehensive description of
DoS threats and an associated risk analysis method called
the “Hammer model framework” to graphically depict the
potential risk sequences relevant to the threat. Reference [26]
describes in detail threats T(16), T(17), T(18), and T(21) and
relates them to the vulnerabilities of the various CR network
architectures. The paper describes the risk level posed by the
potential attacks in the different CR design paradigms (i.e.,
collaborative, uncooperative, centralized, and distributed). A
similar approach is proposed in this paper, and it is described
in section V, where protection techniques are identified. One
of the results of the paper is that non-cooperative CR design
seems the most vulnerable, while the distributed cooperative
seems the most robust.

In [27], threats are classified on the basis of the CR
functions. In [28], security threats are classified on the basis
of the type of anomalous behavior, like misbehaving, selfish-
ness, cheating, and malicious. Reference [29] delineates the
key challenges in providing security in cognitive networks,
discusses the current security posture of the emerging IEEE
802.22 CR standard, and identifies the potential vulnerabilities.
The paper advocates a multi-disciplinary approach, which
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improves the decision making process of the CR networks
to improve their resilience against security threats. Security
threats are also associated with the standardization activity of
the IEEE 802.22 CR standard. Further details on the security
aspects of IEEE 802.22 are described in section VI.

The paper describes the risk level posed by the potential
attacks in the different CR design paradigms (collaborative,
uncooperative, centralized, and distributed); this approach is
proposed in this paper, and it is described in section V where
protection techniques are identified.

Reference [30] provides a multidimensional analysis and
assessments of DoS CR threats. The threats are assessed
against the CR architectures and components. The authors
suggest that cooperative network architectures (especially the
ones based on a centralized approach) are more resilient than
non-cooperative architecture.

Threat T(18) is described in [33], [34], and [35], where a
CR node implements a primary user emulation (PUE) attack
by transmitting signals whose characteristics emulate those of
incumbent signals. Threat T(18) is also investigated in [36],
which presents simulation results for attacks based on the
manipulation of the feature extraction algorithms and the clas-
sifier engines. The identification of the malicious attacker may

FFF
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require sophisticated signal classification algorithms, which
are difficult to implement in commercial hand-held terminals.

The PUE attack or threat T(18) is also investigated in [37],
which proposes an analytical model to study the feasibility of a
PUE. The simulations show that the probability of a successful
PUE attack increases with the distance between the primary
transmitter and secondary users.

Masquerading attacks and alteration of cognitive messages
(threats T(17) and T(21)) in the spectrum sensing function
are areas that have received considerable attention by the
research community and the related threats are described in
[33]1,[38],[39], and [40].

Threat T(17) is investigated in [41] and [42], where an
abnormality detection approach is used to detect malicious
secondary user(s), who send false reports in collaborative
sensing networks. Threats T(16) and T(25) are addressed
in [43]. Reference [44] investigates the security threats and
vulnerabilities of the standard IEEE 802.22, which will be the
first CR standard to deploy wireless regional area networks
(WRANS5) using white spaces in the TV frequency spectrum.
The classification is slightly different from the one used in
this paper, but threats T(16), T(17), T(18), T(19), and T(21)
are identified in a similar way.
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COGNITIVE RADIO SECURITY THREATS

Threat Threat Security Affected func-
1D Description Requirement tionality
T(16) Jamming of the | Robustness, Spectrum sens-
channel used to | Protection ing, Spectrum
distribute cog- | of system | sharing
nitive messages | integrity
T(17) Malicious alter- | Protection of | Spectrum sens-
ation of cogni- | data integrity, | ing, Spectrum
tive messages Verification of | sharing
identities
T(18) Masquerading Verification of | Spectrum sens-
of a primary | identities, Ac- | ing, Spectrum
user countability mobility
T(19) Malicious Protection Spectrum
alteration of a | of system | management,
cognitive radio | integrity, Spectrum
node Compliance sharing,
to  regulatory Spectrum
framework mobility
T(20) Internal failure | Protection Spectrum  shar-
of cognitive ra- | of system | ing, Spectrum
dio node integrity, mobility
Robustness
T(21) Masquerading Verification Spectrum sens-
of a cognitive | of identities, | ing, Spectrum
radio node Accountability, sharing, Spec-
Protection of | trum manage-
confidentiality, ment
Controlled
access to
resources
T(22) Hidden node | Compliance Spectrum sens-
problem to regulatory | ing, Spectrum
framework, sharing, Spec-
Verification of | trum mobility
identities
T(23) Unauthorized Compliance Spectrum shar-
use of spectrum | to  regulatory | ing, Spectrum
bands for | framework mobility
selfish use
T(24) Unauthorized Compliance Spectrum  shar-
use of spectrum | to  regulatory | ing
bands for DoS | framework
to primary
users
T(25) Saturation  of | Robustness, Spectrum sens-
the  cognitive | Protection ing, Spectrum
control channel | of system | sharing
integrity
T(26) Eavesdropping Protection of | Spectrum sens-
of  cognitive | confidentiality ing, Spectrum
messages sharing
TQ27) Disruption to | Verification Resource man-
the MAC or | of identities, | agement, Data
the  cognitive | Controlled management
engine of | access to
the Cognitive | resources,
Radio network. | Protection
of system
integrity

Threat T(27) is discussed in [46], which provides a security
analysis for CR network MAC protocols. Firstly, the authors
investigate how a DoS attack is launched in multi-hop CR
network MAC protocols. Then, they explore MAC layer
greedy behaviors in CR network.

Threats against the cognitive engine of CR network are
described in [100], which defines three classes of threats in
this area: sensory manipulation attacks against policy radios,
belief manipulation attacks against learning radios, and self-

propagating behavior leading to CR viruses. All these types
of threats have the objective of manipulating the behavior of
a CR system such that it acts either sub-optimally or even
maliciously. These types of threats are more sophisticated than
basic jamming, as their intention is to disrupt the learning cog-
nitive engine and degrade the performance of the CR network.
By repeatedly providing false information, a CR network may
decide not to use spectrum bands to the full extent or use
a modulation with lower data rates than possible. Reference
[100] also describes a propagating attack where a malicious
attacker forces a change of state in a CR node, where it is
not performing effectively. In turn, the CR node may provide
false information to another CR node, propagating the state
changes and impacting the overall CR network. The result is
effectively a CR virus.

At the current time, threats T(17) and T(18) are consid-
ered the main priority by the research community because
they directly impact the spectrum sensing function, which is
the first phase of the CR cycle as described in section II.
Threat T(22) (hidden node) has been extensively investigated
in research literature (see [84], [94], and [95]) and various
protection techniques have been proposed (e.g., cooperative
CR networks). More details on the protection techniques are
described in section V.B.

The threats can also be correlated to implement a two-phase
attack. For example, an attacker can use security threat T(26)
to improve the effectiveness of security threat T(17). First,
the attacker eavesdrops on a cognitive message to learn the
format and content. Then, the attacker replicates and modifies
the cognitive message to transmit false information to disrupt
the network or to gain access to spectrum bands (i.e., selfish
behavior).

Figure 6 describes how each security threat can contribute
to other security threats.

V. SOFTWARE DEFINED RADIO AND COGNITIVE RADIO
PROTECTION TECHNIQUES

A. Software Defined Radio protection techniques

As described in section IV, an SDR can be vulnerable to
the same type of attacks implemented against conventional
software computing platforms by downloading and activating
malicious software (threat T(1)), through the external inter-
faces of the SDR node. By inserting malicious software, an
attacker may implement a variety of security threats:

o Alter or destroy configuration data of the SDR node
(threat T(2)).

o Implement DoS attacks by overusing computing re-
sources (threat T(3)).

o Alter or destroy other software waveforms (T(4)), the
RTOS (T(5)), or the software framework (T(6)), even if
this would imply access to specific rights and permis-
sions.

o Masquerade as a software waveform (T(13)).

o Destroy data on the SDR node (T(12)).

o Unauthorized use of SDR radio services (T(14)).

To protect against threats, an SDR should be designed

with similar mechanisms to the ones adopted to guarantee
software assurance in information technology.
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Software assurance for SDR requires

e A secure download mechanism, which guarantees the
authenticity of the downloaded software. This should be
complemented by the components in the SDR terminal
to verify the software components.

A secure execution environment in the SDR terminal to
guarantee that only trusted software can be activated and
executed. Digital signatures could be used to ensure that
only authorized software is activated. Trusted computing
could also be proposed.

A module to ensure that spectrum regulations will be
validated regardless of the software modules running on
the SDR terminal. Software assurance requires also a
complete software certification process, as described in
section VII.

These processes and components have already been de-
signed and implemented in various wireless telecommuni-
cation systems, but SDR can present unique challenges not
addressed in conventional communication technologies.

Mechanisms for secure software download of software mod-
ules and upgrades from central servers to BSs have already
been implemented in cellular networks for many years. The
BSs can be connected to the rest of the network through
wireline links or through dedicated wireless links (radio links
or satellite) when they are located in remote areas.

Dynamic and secure software download is an important
capability of SDR technology. For example, public safety
operational scenarios may require the reprogramming of SDR
terminals during an emergency due to unexpected requests or
changes in the operational context.
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SDR technology presents the following challenges in

comparison to conventional systems:

1) SDR may use wireless links and technologies, which
may not have been designed for secure software down-
load.

The computing and processing power of a mobile SDR
terminal may be limited in comparison to a BS. Security
mechanisms should consider this design constraint.
The downloaded software modules must be consistent
with the regulations in the area, where the terminal
is operating. An SDR terminal may roam to an area
where the original software configuration is not correct
and a new software module must be downloaded. This
requirement is particularly important in border security
operations across different member states or emergency
crisis, which spans more than one jurisdiction. In the
commercial domain, an SDR terminal must also be
automatically reconfigured when it moves from one geo-
political area to another where the spectrum regulations
are different (e.g., Europe or USA).

In specific domains (e.g., military, public safety), the
CR networks must support different levels of security:
this is the concept of multiple independent levels of
security/safety (MILS), where parties exchange voice
and data at different levels of security. Currently, MILS
is a concept mainly proposed in the military domain,
but it is difficult to deploy it in the commercial domain
for cost reasons.

2)

3)

4)
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Summarizing the previous considerations, we can classify the
protection techniques against the SDR security threats in the
following categories:

1) Protection techniques for secure software download
(T(1) and T(13)).

2) Protection techniques to ensure a secure execution en-
vironment (T(2), T(3), T(4), T(5), T(6), and T(7)).

3) Protection techniques for conformance to regulations
(T(14)).

4) Protection techniques for high availability (T(8) and
T(9)).

5) Data assurance (T(10), T(11), T(12), and T(15))

1) Protection techniques for secure software download
(T(1) and T(13)):

The use of digital signatures to prevent activation of unau-
thorized software is described in [20], [49], and [50].

The proposed security framework is based on a pub-
lic/private key scheme for the authentication and verification
of software. As described in [20], the manufacturer generates a
digital signature of the software waveform after certification,
which is usually implemented as a hash and an encryption
function. The digital signature is then added to the software
file of the waveform. The software file is then encrypted with
a secret key, which is unique to each terminal. That is, only
that terminal has the knowledge of the secret key. The secret
key is stored in tamperproof hardware on the terminal device.
Since symmetric encryption techniques are used, encryption
and decryption is fast. The software waveform file is then
released for deployment in the network.

The framework describes also the roles of the main stake-
holders including the government, the manufacturer of the
SDR terminal, the producer of the software components, and
the wireless provider. This solution has the advantage that the
regulatory agencies can control the approval of software and/or
software/hardware combinations.

The disadvantage is the complexity of the framework be-
cause digital signatures should be created for all the combina-
tions of software waveform/terminals, and digital signatures
must be reissued every time a new version of the software
waveform is created. Furthermore, a process for the removal
or update of secret keys should also be established.

An alternative mechanism for secure download is described
in reference [48], which uses the characteristics of the field
programmable gate arrays (FPGAs) composing the SDR.
The wiring of configuration logic blocks on FPGAs can
be arranged in many different ways enabling high-security
encipherment to prevent illegal acquisition of software using
replay attack. This approach assumes that the SDR devices
download software only from the SDR terminal manufacturers,
which is a strong limit for the SDR business model. Finally,
[50] discusses the market drives and requirements for software
download but security aspects are not considered.

Reference [47] addresses the challenge of implementing a
security mechanism, which takes into consideration the limited
computing and processing power of a mobile SDR terminal.
The paper presents a Light Secure Socket Layer (LSSL)
protocol, which is a lightweight version of the Secure Socket

Layer (SSL) protocol to ensure the security of the connection
used to download the software. LSSL uses less bandwidth
and reduces the computational load on the SDR terminal side,
transferring the majority of the cryptographic computational
intensive operations to the server side. Authentication and data
integrity mechanisms are used to ensure the correctness of the
downloaded software modules.

As described in some of the references papers, the secure
download and activation of software should be based on a
comprehensive certification process, where the combination
of hardware platforms and software modules must be certified
against the spectrum regulation before the deployment. More
details on the certification aspects are presented in section
VII of this paper.

2) Protection techniques to ensure a Ssecure execution
environment (T(2), T(3), T(4), T(5), T(6), and 1(7)):

An important aspect of the secure software download is
the integrity of the security administrative module (SAM)
(e.g., the radio security module described in [22]), which is
responsible for download, activation, and execution of the
software modules.

The SAM may use security functions on the radio. With
the potential harm that malicious SDR code could cause, the
veracity of the SAM functions is critical; therefore, these
functions must be implemented with a suitable level of trust.
SAM and security functions may even be provided in hardware
radio resources. Interfaces to radio resources, which provide
security functions, may be public or non-public (just as most
current civil wireless systems are largely public with certain
security functions kept non-public). This may result in three
levels of interfaces and functions for security components:
public (for most uses), group managed (for groups of op-
erators, manufacturers, or user communities), and national
(government controlled).

This solution will require the implementation of trusted
computing (TC) functionality in the SDR and architecture for
multilevel security. Reference [51] describes the application
of trusted computing to SDR. While TC may not address all
the security threats, it could guarantee the secure execution of
critical software modules in the SDR terminal. For example,
TC could support a secure boot process, which ensures that
a set of security-critical platform components boot into the
required state.

TC could also protect SDR functions against security threats
T(2), T(3), T(4), T(5), and T(6), because the implementation
of these threats requires access to specific permission rights,
which will be controlled by the TC components.

3) Protection techniques for conformance to regulations
(T(14)):

Reference [22] describes a SDR architecture, which is
composed of an automatic and calibration unit (ACU), a
radio security module, and a location component based on
a Global Navigation Satellite System (GNSS) receiver (e.g.,
GPS). The ACU is responsible for controlling the output
spectrum to be compliant with the local spectrum regulations.
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The SDR stores the information (e.g., spectrum configuration
files) on the spectrum regulations in various spectrum
jurisdictions in the world. The GNSS receiver provides the
location of the SDR at any given time; the ACU uses the
location and the spectrum configuration files to determine
the correct spectrum regulations. The ACU represents a
protection technique against security threat T(14) if the SDR
services are related to transmission and communication of
signals. Even if a malicious waveform is activated in the
SDR node, the ACU can prevent it from transmitting in
unauthorized bands.

A similar solution is also presented in [100], where a
policy manager and policy enforcer are used to restrict the
access of the SDR/CR node to the spectrum by ensuring
that the SDR/CR configuration conforms with regulatory and
system policies.

4) Data assurance (T(10), T(11), T(12), and T(15)):

Security threats against loss, alteration, eavesdropping
of data (threats T(10), T(11), T(12), and T(15)) can be
mitigated by applying data protection and data integrity
guidelines (see [16]) and techniques (see [17]), which have
already been developed in the computing world for real-
time systems. Usually, this is the task of the RTOS in the SDR.

5) Protection techniques for high availability (T(8) and
T(9)):

High assurance (HA) solutions could be used to counter
security threats T(8) and T(9) due to an internal failure.
High assurance for SDR is discussed in [14] and [54], and
many SDR manufacturers are proposing HA solutions mostly
for the military market. Reference [54] describes the high
assurance wireless communication system (HAWCS), which
is a set of security components to provide higher HA and
security to the SDR platform and waveforms.

Finally, the MILS concept and solutions are described in [52]
and [53]. The proposed solutions are not designed specifically
for SDR, but they could be tailored to the SDR architecture.
The implementation of MILS address also threats T(2), T(7),
T(14), and T(15), because elements with a lower level of
security may access and modify data or modules at a higher
level of security. The implementation of MILS is necessary in
the military and public safety domains, (Iess in the commercial
domain) but its implementation can be quite complex and it
may increase the price of the SDR equipment. As described in
[52] and [53], MILS requires the implementation of partitions
for memory and communication channels, which increases
the complexity of the SDR architecture and requires multiple
components for all the security levels.

The research status of this area seems mature and many
papers have provided a complete framework to ensure secure
software download and execution on an SDR. A significant
challenge is the complexity of the framework, which involves
various stakeholders and a high level of control over the
certification and deployment procedures. These procedures can
be simplified if the software modules are produced by the SDR
hardware manufacturers, but this approach would invalidate

the business model of software portability. Another challenge
is the cost impact of the security solutions, which may not
feasible for the commercial domain.

B. Cognitive Radio Protection techniques

As described in section IV, masquerading attacks and the
distribution of false information in cooperative CR networks
in relation to CR functions (i.e., spectrum sensing, spectrum
management, spectrum sharing, and spectrum mobility) are
perceived by the research community as the most significant
threats to CR. In this paper, these threats are identified by
T(17), T(18), T(19), and T(21). In the current collaborative
sensing schemes, secondary users are usually assumed to be
trustworthy. Such schemes may fail in the presence of a
masquerading threat. A number of protection techniques have
been proposed by various authors to address such threats and
improve the robustness of collaborative sensing algorithms.

We can classify the protection techniques against these types
of threats in the following categories:

1) Protection techniques based on reputation and trust of
the CR nodes.

2) Identification of the masquerading threat though signal
analysis.

3) Authentication of the CR node through cryptographic
techniques.

4) Geolocation database of primary users.

1) Protection techniques against security threats T(17),
T(18), T(19), and T(21) :

Protection techniques based on reputation and trust
of the CR nodes.

A number of protection techniques are based on the con-
cepts of reputation or trust of the CR nodes (BS or terminals).
For example, in the spectrum sensing function, a CR node
can be classified at different levels of reputation or trust on
the basis of spectrum sensing information, which they provide
to the other nodes in the CR network. If the information is
not correct after a number of iterations, then the contribution
of that specific CR node is considered not valid, which may
hint to a security threat by a malicious CR node. Protection
techniques based on reputation or trust are presented in [55]
and [56] for cooperative spectrum sensing.

References [33], [38], and [57] propose a trust decision al-
gorithm to detect both single ([33]) and multiple attacks ([38]
and [57]) in a centralized cooperative sensing architecture. The
complexity of the detection algorithm for multiple attacks can
become unpractical in the case of a large number of nodes
in the cognitive network. To simplify the problem, an “onion-
peeling approach” is presented, where all the CR nodes are
initially considered honest, and they are considered malicious
when a specific threshold is overcome.

Comprehensive simulations are conducted to study the
receiver operating characteristic (ROC) curves and suspicious
level dynamics for different attack models, attacker numbers,
and different collaborative sensing schemes. This approach has
been extended in [42], where an abnormality detection based
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algorithm is used for the detection of attackers in collaborative
spectrum sensing. The novelty of the paper is that it does not
assume any a priori information about the strategy of attackers.
In [58], the average power obtained from real-valued reports
is used for the decision of spectrum sensing, and attacker
detection is carried out using a trust factor scheme.

In [39], a technique called weighted sequential probability
ratio test (WSPRT) is proposed to address Byzantine failures
(threats T(18), T(19), T(20), and T(21)) in the data fusion
process of collaborative spectrum sensing. A reputation rating
is allocated to each terminal based on the consistency of its
local sensing report with the final decision. This approach
addresses both masquerading attacks and general failure of
the CR node.

A cross-layer approach to address Byzantine failures is
described in [59], which shows that a centralized cooperative
architecture is more efficient in addressing these types of
security threats.

Reference [60] shows that over a certain fraction of Byzan-
tine attackers in the CR network, the reputation data fusion
scheme becomes completely incapable, and no performance
gain can be achieved.

Reference [61] proposes an improvement of the collabora-
tive spectrum sensing algorithm with an energy detector with
double thresholds combined with revised data fusion rules to
find untrusted CR nodes.

Reference [62] proposes a consensus algorithm that has
taken inspiration from the self-organizing behavior of animal
groups. The algorithm is applied to CR mobile ad hoc
networks, where a centralized authority is missing and
the conventional spectrum decision algorithms may not be
applicable. The consensus algorithm addresses threats T(17),
T(18), and T(21).

Identification of the masquerading threat through
signal analysis

This protection technique is based on signal analysis to
distinguish a malicious attacker from a licensed user. This
technique is mainly used to address threat T(18), where a ma-
licious attacker can “masquerade” as an incumbent transmitter
by transmitting unrecognizable signals in one of the licensed
bands, thus preventing other secondary users from accessing
that band. A wide range of spectrum sensing techniques
are available as described in [63], and they include power
sensing, matched filter, and cyclostationary feature detection.
A protection technique against threat T(18) for collaborative
sensing is proposed in [64], where a transmitter verification
procedure is described. The transmitter verification proce-
dure employs a location verification scheme to distinguish
incumbent signals from unlicensed signals masquerading as
incumbent signals. Two alternative techniques are proposed
to realize location verification: distance ratio test (DRT),
which utilizes the received signal strength (RSS) of a signal
source, and distance difference test (DDT), which relies on the
received signal’s relative phase difference when the signal is
received at different receivers. The paper assumes the presence
of location verifiers (LVs), which are CR nodes with a known
position (because fixed or using trusted GPS) and which
perform DRT and DDT in the coverage area of responsibility.

LVs know also the location of the incumbent transmitter
and they can exchange information through a cognitive pilot
channel. A major problem for DRT is the difference in the
radio propagation paths among LVs, which can undermine
the identification of the attackers. This is especially critical
in urban environments, where buildings and other obstacles
generate multipath fading. As a consequence, DDT is the
preferred technique to identify a security threat.

The DDT is based on the embedded synchronization pulses
of TV signals. The proposed protection technique has three
challenges:

1) The LVs must be time synchronized, which could be

expensive to implement.
2) The DDT is based on the synchronization pulses of the
TV signals, which is only one of the incumbent signals.

3) The algorithm is based on the large difference in trans-
mission power between the incumbent TV transmitter
and the hand-held terminal user. In ad hoc cognitive
networks, the difference in transmission power would
not be so high.

The paper describes also a public-key cryptosystem for
the secure exchange of CR messages to mitigate threats
T(17) and T(26). In [65], the authors present a cooperative
detection scheme with malicious user suppression. The scheme
is based on collaborative secondary users, which exchange and
implement decision fusion on local decision results instead of
detected energy. The scheme is based on weighted coefficients,
which are updated recursively according to the deviations
between separate decision information and the combining
results.

Reference [66] describes the concept of the radio envi-
ronment map (REM), which is envisioned as an integrated
database that consists of comprehensive information like ge-
ographical features, available services, spectral regulations,
locations, and activities of radio devices and policies. LVs
could use this information to detect masquerading threats
like T(18) or spectrum regulatory breaches like T(24). The
challenge of this protection technique is the complexity of
the distribution and synchronization of the information across
the LVs in the network. For the protection technique to be
effective, the LVs should be continuously updated with the
latest version of the REM, which could overcome the limits of
the traffic capacity of the cognitive pilot channel and indirectly
induce threat T(25).

Identification of a CR node through an analysis of the
transmitted signal is investigated in [67], where wavelet trans-
form is used to magnify the characteristics of transmitter
fingerprints. The challenge of this protection technique is
that radio propagation errors or effects could increase the
probability of false alarms. An attacker could also try to
emulate the transmitter fingerprints.

In [68], the authors propose a waveform pattern recog-
nition scheme to identify emitters and detect camouflaging
attackers by using the electromagnetic signature (EMS) of
the transceiver. The EMS is based on the distinctive behavior
present in the waveform emitted by the components of the
transceiver, including frequency synthesis systems, modulator
subsystems, and RF amplifiers. The issue with this approach
is that the EMS may change with the aging of the transceiver.
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It would be also difficult to keep an EMS inventory of all the
devices in operation.

Sophisticated ~ signal ~ processing  algorithms  like
cyclostationary analysis, classification engines, or signal
feature extraction (in the time or frequency domain) are
also explored in [36]. The paper presents the results of
simulations, which show that these algorithms could be quite
effective in identifying a false signal. The paper concludes
that the ideal solution is to develop a classification system
with robust and unique signal features that are difficult to
emulate. Unfortunately, analyzing these features is typically
too complex to do in real time with commercial wireless
device hardware. In the following work [36], the authors
have investigated the use of unsupervised learning in signal
classifiers, and attacks against self-organizing maps. By
temporarily manipulating their signals, attackers can cause
other secondary users to permanently misclassify them as
primary users, giving them complete access to the spectrum.

Authentication of the CR node through cryptographic
techniques

A number of papers have proposed authentication of CR
nodes based on similar mechanisms already defined for other
types of wireless networks like ad hoc networks [29]. The
challenge of this approach is that SDR/CR should be able to
interface with a variety of communication systems and satisfy
different security requirements. The authentication procedures
defined for a specific communication network (e.g., UMTS)
may not be apt for SDR/CR networks. The authentication
mechanism should be extendible to all the communication
systems with which the CR nodes have to interface.

In [69] is presented an authentication protocol for CR
networks that can be integrated with the Extensible Authen-
tication Protocol (EAP). The protocol allows quick radio
switchover in CR networks without the need to consult an
AAA (e.g., Authentication, Authorization and Accounting)
server for re-authentication.

Authentication protocols for CR networks may have dif-
ferent implementations depending on the CR architecture. A
centralized CR architecture can adopt authentication mecha-
nisms based on a central certification authority (CA) for key
management, while a distributed architecture could relay on
solutions for distributed mobile ad hoc networks (MANETS) as
described in [70]. One example of key management algorithms
for a distributed MANET is described in [71] for Pretty
Good Privacy (PGP)-like algorithms, where each node is
responsible for creating its public and private keys. In this
system, key authentication is performed via chains of public
key certificates.

In [72], the authors propose an efficient and provably
secure protocol that can be used to protect the spectrum
decision process against a malicious adversary. The protocol
is based on a clustered infrastructure-based dynamic spectrum
access network where the spectrum decision in each cluster is
coordinated by some central authority.

Beyond authentication, CRN should also ensure authoriza-
tion of the cognitive nodes to transmit in specific spectrum
bands or perform specific functions. The authorization is often
conditional to the nature of the spectrum environment, i.e.,

the presence of primary users in the area. The authorization
is needed to define the roles of CR nodes in the CR functions
defined in section II.

For both authentication and authorization, we assume that
CR nodes may exchange authentication information (e.g.,
certificates) through a common channel, which could be
the CCC itself. A framework to protect the exchange of
information on the CCC is described in [73].

Geolocation database of primary users

In the geolocation database approach, the CR network
provider maintains a database with the position and
transmission features (e.g., power) of all the primary users in
the area. The CR geo-locates itself though the GNSS (e.g.,
GPS) and compares the data received from the spectrum
sensing functionality with the known position of the primary
users. A mismatch may indicate a malicious attacker. The
database of the primary users can be downloaded periodically
from a server. The position of the primary users’ emitters
does not change very frequently (e.g., in the order of months),
so the database updates and related CR node synchronization
will not have an impact on the performance of the system.
This approach is described in [26] and [89]. In comparison
to other protection techniques, this approach is relatively
simple to implement as the spectrum sensing functions in the
CR node do not have to be very sophisticated. Obviously,
the approach is vulnerable to GNSS security attacks (e.g.,
spoofing) or lack of GNSS availability, especially in urban
environments (e.g., urban canyons). Reference [89] proposes
also a protection technique based on a beacon, where a
primary user would transmit a beacon to alert any secondary
users to not transmit in specific spectrum bands. The
disadvantage of this solution is that primary users should
modify their equipment to provide the beacon transmission.

2) Protection techniques to increase the robustness of the
cognitive control channel: jamming (T(16)) and saturation
(T(25)) :

The cognitive pilot channel (CPC) is a potential vulnerability
of a CR network. As described in section IV, CR networks
can be based on the concept of CPC, which is responsible
for distributing the cognitive control messages to support
the CR functions. The CPC is subject to threats T(16)
(DoS through jamming) and T(25) (saturation). Virtually
any wireless system is vulnerable to brute force DoS attack
through jamming, but a CR network based on a single CPC
channel allocated to a specific spectrum band is particularly
vulnerable to jamming attacks in that band.

A protection technique against a jamming attack in a
specific spectrum band (i.e., T(16)) is based on frequency
hopping. The CPC could use more than one spectrum band
and “hop” among the spectrum bands to avoid a jamming
attack. The trade-off is an increased complexity of the CR
network as the CR nodes should be notified about the change
in the frequency band of the CPC. If the attacker monitors
the CPC, it could “chase” the CPC band for every change and
eventually cause continual adaptation and outage of service to
the CR network. Another issue is the need to allocate various
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spectrum bands for CPC, which may not be acceptable by
spectrum regulators.

Another protection technique for T(16) is described in [74]
and [75], where rateless coding and piecewise coding are used
to mitigate jamming attacks in CR networks. While the paper
applies the technique to the secondary users, it can also be
used for the CPC itself.

Reference [76] describes a lightweight mechanism for a
secure physical (PHY) layer in CR networks using orthogonal
frequency division multiplexing (OFDM). The idea is to
secure the PHY layer with a random and dynamic sub-carrier
permutation, which is based on single pre-shared information
and depends on dynamic spectrum access (DSA).
Narrowband jamming attacks could also be mitigated by
using ultrawideband (UWB) CCC, with very wide spectrum
occupancy. This solution can increase the complexity of CR
nodes as it should support conventional narrowband wireless
communication systems and the UWB CCC. Furthermore,
there could be interference issues between the UWB CCC
and the primary users.

3) Protection techniques for unauthorized use of the
spectrum: security threats T(23) and T(24) :

Threats T(23) and T(24) in relation to the unauthorized
use of the spectrum are investigated in [85], which presents
a framework to guarantee that CR nodes behave according
to acceptable communal spectrum policies. The framework is
based on a TC base/module in the CR node, which enforces
the policy rules defined in the XG Policy Language (XGPL)
to express spectrum policies formally.

Another approach to mitigate threats T(23) and T(24) is
presented in [87], which proposes a mechanism based on
the estimate of the level of interference created by secondary
users. The paper suggests a hardware implementation, which
is not vulnerable to threats to the software waveforms and
framework (threats T(1), T(4), T(5), T(6), T(8), and T(13)).

An alternative protection technique to address threats T(23)
and T(24) is the deployment of spectrum monitoring systems,
which act as a spectrum “watchguard” to identify the misuse
of the spectrum.

The spectrum monitoring systems should provide the fol-
lowing functions:

1) Monitoring of the spectrum usage in a specific spatial
region and range of frequencies.
2) Identification of wireless services and their sources.

The design of an effective spectrum monitoring system can
be difficult for a number of reasons. We can identify the
following challenges:

1) Natural or man-made obstacles can change the features
of the radio signal. If the spectrum monitoring system
is located only in one location, its measurements may
not be complete or valid in the area of competence.

2) Identification of wireless services may not be easy if
the attacker tries to emulate a specific wireless ser-
vice. Sophisticated spectrum sensing techniques may be
needed to identify malicious attackers as described in
the previous sections.

3) A spectrum monitoring system has associated costs for

design and deployment.

There are a number of solutions to address the above chal-
lenges. The spectrum monitoring systems could be distributed
across the users themselves. After all, CR nodes should have
spectrum sensing capability to detect the spectrum usage
and other wireless services in the area. Information on the
wireless services in the area could be transmitted to a central
monitoring location, which could correlate the various inputs
and check the received information against other data like the
known position of the wireless services in the area and their
source or emissions (e.g., main transmitters for digital TV
broadcasters or 3GPP BSs).

The main problem of this approach is that the spectrum
sensing capabilities and the amount of data, which can be
transmitted by the users’ devices, could be of limited value
because of various constraints, mainly defined by business
reasons. The transmission of data for monitoring purposes has
an associated cost on the uplink channels of the CR devices.
Furthermore, the implementation of sophisticated spectrum
sensing and identification algorithms in the user’s devices may
not be cost effective for device manufacturers.

A hybrid solution could be based on a limited number
of monitoring stations in the area, which receive limited
data from the user’s devices and use it to perform a more
sophisticated analysis of the spectrum.

Once the spectrum monitoring system has detected a mali-
cious or misbehaving CR node, an administrative mechanism
should be implemented to shut down the offending node. In
most cases, this requires a centralized authority, which has the
right to shut down any CR nodes in the area of responsibility.

In [77], the authors present a model to define an
enforcement structure to deter malicious attacks. The model
uses administrative commands to “shut down” a CR, which
has been identified as malicious or misbehaving against the
spectrum policy rules. The model is based on an identity
system described in [78].

4) Protection techniques against hidden node problem:
T(22) :

Protection techniques against the hidden node problem
have been extensively researched in literature. The most
common approach is based on collaborative sensing to
identify the incorrect spectrum perception of the affected CR
node. This is the approach adopted in standard IEEE 802.22
[44], where decision rules (e.g., voting algorithm) are used to
correct errors in the spectrum sensing function. In a similar
way, this approach is also described in [34], even if the term
distributed spectrum sensing is used.

In [94], the author proposes the combination of the integral
equation based propagation method with the REM concept
described in [66]. The idea is to use the REM to predict
the “shadow” areas where the CR node may not determine
correctly the signal of the primary user.

Finally, [97] presents a new approach based on a satellite
assisted CR network, where a low equatorial orbit (LEO)
satellite is the central spectrum controller, which collects
the spectrum occupancy maps for each CR BS. Due to the
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wide satellite coverage, this approach is able to identify
inconsistencies on a large area. The paper also addresses
mobility aspects related to the handover of CR nodes from
one CR BS to another.

5) Protection techniques against threat T(27):

Protection techniques against threats to the MAC, network
layer, or the cognitive engine are usually based on a robust
design. A Survey on MAC Strategies for cognitive

radio networks is presented

As described in section VI, the 802.22 standard defines

an authentication and encryption scheme to mitigate attacks
against the MAC.

In [100], the authors propose two protection techniques

against threats to the cognitive engine:

1) The likely effect of a threat is to disrupt the state
machine and bring the CR device to an incorrect state.
Formal state-space validation, as is often done with
cryptographic network protocols, can be applied to the
state machine to ensure that a “bad state” is never
reached.

2) The beliefs of the cognitive engine should be constantly
re-evaluated and compared to a-priory knowledge (e.g.,
local spectrum regulations) or rules (e.g., relationships
among power, propagation, and frequency).

At the level of the CR network, reputation and trust
schemes, already presented in previous sections, can be used
to identify and deny access to a CR node, whose cognitive
engine is not working properly.

Table III and IV provide a summary of the protection
techniques described in this section and how they address the
security threats.

VI. SECURITY ASPECTS IN SDR/CR STANDARDS

The purpose of this paragraph is to describe how security
aspects are investigated in the following standardization bodies
and fora:

1) Wireless Innovation Forum
2) 1IEEE 802.22

3) IEEE SCC41

4) ETSI TC RRS

These are the main organizations that are working on
SDR/CR standards and where security aspects have been
addressed. Some of the protection techniques described in the
previous chapters may be presented again in this paragraph in
the context of a specific standard.

The Wireless Innovation Forum did significant work in the
area of security for CR and SDR. One of the very recent
achievements is the technical report on securing software
reconfigurable communications devices [88]. This document
provides design and manufacturing process guidance regarding
security solutions for software reconfigurable radio platforms.
Topics covered include analysis of potential vulnerabilities,
threats, attacks/exploits, and associated risk analyses. The
document also provides guidelines for developing the radio
platform security policy and describe security services and

TABLE 111
PROTECTION TECHNIQUES FOR SOFTWARE DEFINED RADIO

Threat Threat Protection Techniques
ID Description
T(1) Insertion of | Use of digital signatures for
malicious software modules, Trusted
software computing
T(2) Alteration  or | Data integrity functionality
destruction in the RTOS or Software
of the | Framework (Middleware)
configuration
data
T(3) Artificial con- | Trusted computing, RTOS
sumption of re- | watchdog
sources
T(4) Alteration  or | Use of digital signatures for
destruction of | software modules, Trusted
waveform code | computing, Use of secure ad-
ministrative module (SAM)
T(5) Destruction Trusted computing
or  alteration
of real-time
operating
system
software
T(6) Alteration  or | Trusted computing
destruction  of
the  software
framework
T(7) Alteration  or | Data integrity functionality
destruction of | in the RTOS or Software
user data Framework (Middleware)
T(8) Software High assurance techniques
failure
T(9) Hardware fail- | High assurance techniques
ure
T(10) Extraction of | Data integrity functionality
configuration in the RTOS or Software
data Framework of the SDR plat-
form
T(11) Extraction of | Data integrity functionality
waveform data in the RTOS or Software
Framework of the SDR plat-
form
T(12) Extraction of | Data integrity functionality
user data in the RTOS or Software
Framework of the SDR plat-
form
T(13) Masquerading Use of digital signatures for
as authorized | software modules, Trusted
software computing
waveform
T(14) Unauthorized Use of secure administra-
use of software | tive module (SAM) and au-
defined radio | tomatic and calibration unit
services (ACU)
T(15) Data Data integrity functionality
repudiation in the RTOS or Software
Framework of the SDR plat-
form

mechanisms needed to implement the radio platform security
policy. Included are discussions on developing a security
architecture that integrates the security services so that the
radio platform security policy is always enforced. The doc-
ument includes a representative set of requirements as well
as references to other standards and references that manufac-
turers can consider for use in their products. In the WINNF
(Security Services API Task Group), a project has been started
to develop structures, guiding principles, requirements, and
definitions of security service interfaces for SDRs.
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TABLE IV
PROTECTION TECHNIQUES FOR COGNITIVE RADIO

T(16) Jamming of the | Frequency hopping
channel used to
distribute cog-
nitive messages
T(17) Malicious alter- | Protection techniques based
ation of cogni- | on trust or reputation, Iden-
tive messages tification of masquerading
threats through signal anal-
ysis, Authentication of CR
nodes
T(18) Masquerading Protection techniques based
of a primary | on trust or reputation, Iden-
user tification of masquerading
threats through signal anal-
ysis, Authentication of CR
nodes
T(19) Malicious alter- | Protection techniques based
ation of a CR | on trust or reputation, Iden-
node tification of masquerading
threats through signal anal-
ysis, Authentication of CR
nodes
T(20) Internal failure | Data fusion process of col-
of a CR node laborative spectrum sensing
T(21) Masquerading Protection techniques based
of a CR node on trust or reputation, Iden-
tification of masquerading
threats through signal anal-
ysis, Authentication of CR
nodes
T(22) Hidden node | Data fusion process of col-
problem laborative spectrum sensing
T(23) Unauthorized Framework to enforce spec-
use of spectrum | trum policies
bands for
selfish use
T(24) Unauthorized Framework to enforce spec-
use of spectrum | trum policies
bands for DoS
to primary
users
T(25) Saturation of | Robustness, Protection of
the cognitive | system integrity
control channel
T(26) Eavesdropping Protection of confidentiality
of  cognitive
messages
TQ27) Disruption to | Verification of identities,
the MAC of the | Controlled access to
CR network resources, Protection  of
system integrity

IEEE 802.22 [91] was one the first standards for CR.
Reference [90] explains that standard 802.22 is aimed at
using CR techniques to allow sharing of a geographically
unused spectrum allocated to the television broadcast service,
on a noninterfering basis, to bring broadband access to rural
environments. IEEE 802.22 WRANSs are designed to operate
in the TV broadcast bands while ensuring that no harmful
interference is caused to the incumbent operation (i.e., digital
TV and analog TV broadcasting) and low-power licensed
devices such as wireless microphones.

References [44] and [93] describe the reference architecture
of 802.22, which is composed of two security sublayers for
non-cognitive and cognitive security mechanisms.

The IEEE 802.22 security sub-layer 1 provides the non-
cognitive security mechanism to ensure availability, authenti-
cation, authorization, identification, data integrity, confiden-

tiality, and privacy. Several parts of the key management
Version 1 (PKMvl) along with parts of PKMv2 used in
IEEE 802:16, have formed the secure management protocol
(SCM) used by IEEE 802:22.The security suite also consists of
authorization and authentication processes. The authorization
process is carried out at the time of network entry to ensure
that only authorized devices can access the network. A CR
BS is capable of de-authorizing customer premise equipment
(CPE) or CR terminal if it finds that it does not contain valid
authorization keys or it is generating spurious emissions. As a
consequence, the proposed solution addresses security threats
T(19), T(21), T(23), and T(24). The authorization process also
includes an authentication process where both the BS and the
CPE can authenticate each other. Once a CPE has completed
authorization, it has keying material that can be used to
sign and/or encrypt further MAC management messages. This
proposed solution addresses CR security threats T(17), T(26),
and T(27).

The IEEE 802.22 security sub-layer 2 provides the cognitive
security mechanism, which implements collaborative sensing,
signal classification, correlation with geolocation informa-
tion, and decision-making. In collaborative sensing, the local
sensing information is combined with information from the
incumbent database to see if any of the CPEs lie in the
protected contour of an incumbent. Collaborative sensing can
use a voting rule, where a CR terminal can vote to identify
a malicious CR node or the case of a hidden CR node. The
security sub-layer 2 addresses security threats T(18) and T(22).

The Technical Committee (TC) on reconfigurable radio
systems (RRSs) is responsible for the standardization of SDR
and CR technologies in ETSI. The activities of ETSI TC RRS
are presented in [7]. SDR-related study results are presented
with a focus on SDR architectures for mobile devices (MD)
(e.g., mobile phones). CR principles within ETSI RRS are
concentrated on two topics, a CPC proposal and a functional
architecture (FA) for management and control of reconfig-
urable radio systems.

Security aspects have been investigated in Working Group
4 for the specific public safety domain. From 2011, research
on security threats and solutions will be extended to the
commercial domain as well in the areas of secure software
download and security of the CCC.

IEEE Standardization Coordinating Committee 41, “Dy-
namic Spectrum Access Networks.” The objective of IEEE
SCC41 is to develop standards supporting new technologies
for next-generation radio and advanced spectrum management.
Security is considered an important area to investigate, and
there are still open issues to be resolved. In [96], the following
security design issues are considered: secure primary user
(PU) detection, resilience to non-jamming DoS attacks on the
secondary user (SU), and DoS attacks on the primary network.

VII. SECURITY EVALUATION AND CERTIFICATION

The introduction of SDR and CR technologies will intro-
duce new evaluation and certification issues, unlike those faced
by conventional wireless communication systems. Because
software changes in the SDR can alter the radio behavior, a
certification authority must certify not only the hardware and
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radio equipment platform but also the software waveforms and
components of the framework. In comparison to conventional
radio systems, the certification process should also address the
portability of the waveforms (including security mechanisms
for data COMSEC and TRANSEC). A software waveform
can be installed and activated on different platforms, which
can support the waveform execution. As described in the
previous sections, software portability shall include security
mechanisms, which guarantee the authenticity of the waveform
and that the SDR platform can be trusted.

The certification process is based on evaluation and certifi-
cation criteria, which are defined on the basis of regulations,
standards, and industry specifications.

These criteria have to be partially adapted to the new
complex features of SDR and CR. There are usually two
certification processes: one process to certify the SDR plat-
form, which includes the HW platform, RTOS, and software
framework; and the second process for waveform certification.
Additionally, a certification process should be established for
the security requirements and threats presented in this paper.
The security evaluation and certification process of SDR can
be based on similar processes already defined in information
technology, like the common criteria [87]. Among other
things, common criteria allow us to define protection profiles,
which identify the security requirements, and assurance levels
for classes of products (i.e., SDR) or components of them.
Based on these general protection profiles for each SDR, a
security target has to be generated, against which the product
can be evaluated. This model is appropriate for the future use
of SDR in different markets: military, public safety, and com-
mercial, with different security requirements and equipment
costs. For every corresponding product (SDR), a protection
profile could be developed to support the standardization of
security evaluation and certification. As described in [79],
the security certification process is particularly complex for
SDR equipment because of the complexity of the technology
and because various stakeholders could be involved in the
certification process. In comparison to the security evaluation
and certification process based on common criteria, SDR/CR
devices should be evaluated for compliance to spectrum regu-
lations and against the security threats described in section
IV. As a consequence, new relationships among spectrum
regulators, equipment providers, certification organizations,
and security authorities should be created.

The certification of SDR is particularly complex in the
European context, where spectrum allocations could be dif-
ferent among member states and central certification and
security authorities are missing. In the USA, SDR certification
organizations are already defined, like the JPEO, which is
the certification authority for compliance to the SCA in the
military domain. As a consequence, the SDR certification pro-
cesses in the USA and Europe can have different evolutions.

Test organizations can be certified as test and evaluation au-
thority (TEA). In the commercial domain, the FCC established
in [81] that radio equipment, which has SW that affects the RF
operating parameters, is required to be certified. As described
in [19], the certification is required to be carried out in FCC
labs; no self-certification or certification by telecommunica-
tions certification bodies (TCBs) is allowed.

In Europe, the situation is slightly different. SDR certification
has been investigated in two framework program projects: FP6
WINTSEC project [80] and FP7 EULER project [82].

The FP6 WINTSEC project [80] has concentrated on the
aspects of architecture certification and has proposed the cre-
ation of a networked certification test bed, where certification
centers across Europe are coordinated by a central authority.
The centralized certification authority would not execute actual
certification of products; instead, it would prepare, monitor,
and accredit the certification centers. Location transparency
of the certification process would be necessary, which means
that it should not be easier to pass certification at one center
rather than another. The networked certification center should
also be supported by a set of distributed testing tools.

The WINTSEC project also proposed the concept of “wave-
form libraries,” which is a common, centralized repository
(called “Waveform Repository”) of all the waveforms that have
passed the required certifications. This would facilitate over-
the-air (OTA) downloads of waveforms as well as upgrades
of waveforms and components. The repository could be used
to mark the certified waveforms with the digital signatures as
described in section V. The repository would be a valuable
tool during the certification process, by storing the results of
the tests and keeping a history of past certifications.

In the European context, the waveform repository could have a
distributed, redundant architecture, with one central European
instance and replicated repositories in the European member
states maintained by a national authority. 7 shows the relation-
ships of the waveform repository with users, developer, and
owner of the waveforms.

However, published standards are needed for certification.
The guidelines described in the deliverables of the WINTSEC
project are designed against a future, European Software Radio
Architecture (ESRA) SDR standard and they are described as
“compliance evaluation procedures” rather than “certification
procedures.”

The WINTSEC project has laid the foundations of ESRA,
which, however, has not yet reached the level of a standard
but rather an architectural framework; the items defined in the
ESRA document are not actual requirements but mere recom-
mendations. The ongoing EULER project, which is expected
to provide further ESRA recommendations extensions, will
also not propose an SDR standard.

As described in [83], the concept of compliance evaluation
is significantly less rigid than that of certification evaluation
for a number of reasons: a) compliance evaluation is a much
more informal, less authoritative procedure where the steps
and requirements can be adapted to each specific test case;
b) compliance evaluation can be performed on any relatively
mature version of the product under test as it deals mostly
with general properties of it, rather than specific details; c)
the result of compliance evaluation is a report elaborating on
the estimate of each property’s compliance to the guidelines;
d) compliance evaluation procedures are often related to new,
rapidly evolving technological domains, where a standard
and certification evaluation procedure would quickly become
outdated or hinder development.

It is advisable that a set of guidelines/directives accom-
panied by compliance evaluation procedures evolves into a
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standard and certification evaluation procedure as the techno-
logical domain involved matures.

VIII. SUMMARIZING THE CHALLENGES-THE WAY
AHEAD

The goal of provisioning Information Assurance (IA) and
the appropriate level of security for SDR and CR networks
implies that many issues and challenges exist, and a given
solution will be regularly in need of review and updating. IA
for SDR and CR networks shall always be topical by virtue
of the benefits in spectrum flexibility (such as, mobile high-
capacity dynamic communication resources) offered to end
users of authorized networks, and therefore, simultaneously,
the opportunity to intercept and disrupt the communications
networks by the malicious or unauthorized community. This
challenge of provisioning assurance exists in the wired world,
and the threat to national security and commercial activity
has mandated greater attention by various national agencies
to Cyber-security. Therefore, in much the same way that the
IP infrastructure supplied ubiquity to computer networks in
predominantly wired environments (from application layer
to the networking layer), the correct utilization of SDR and
CR networking shall supply ubiquity to communications and
networking infrastructures in wireless environments (from
application layer to the physical layer).

These arguments therefore present potentially three core
groups of issues and challenges:

1) SDR and CR network related issues for IA infrastruc-
tures.

2) Legacy networking with hybrid SDR and CR IA infras-
tructures.

3) Next generation wireless IA-enabled ubiquitous commu-
nications.

Whilst this paper has focused the attention to the above
three challenges in descending level of detail, it is clear to
see that with a better control of the issues related to (1) above
there is a corresponding need to ensure an efficient integration
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with legacy systems (2). SDR and CR technologies predicate
a need to span security services across the seven ISO layers
of the communications and networking stack, which need to
exist in the next generation of wireless systems and networks.
Therefore, this implies that the solutions to (2) will belong
to the intermediate stage, as better understanding is gained
on the optimal ways to develop waveforms which support (3)
in the most efficient way, in terms of strength of IA, ease
of monitoring and use, as well as resultant applications and
services offered to the end users.

Therefore, if we consider these three core groups, we can
readily imagine that the (1) and (2) above extends from
opposite ends, and the convergence of which shall yield (3). To
this end, the issues and challenges related to cyber security will
apply equally to the SDR and CR networked infrastructures,
which support an IP core. Resolving the paradox of ensuring
that on the one hand it is possible to rapidly get an assured
single logical network assembled, and ensuring that on the
other hand equivalent rapid tractability is available shall be
essential.

In this context, the definition of realistic operational
scenarios for the deployment of SDR/CR technologies is of
paramount importance to identify which security threats will
be more relevant for the end-users.

If we review again the core group (1) of issues and
challenges in SDR/CR technologies, we can identify a
number of areas, which have higher priority in the near
future.

Among the SDR security threats, the download and
activation of malicious software is considered the most
important challenge. As described in section V, many
research contributions have provided a broad range of
technological options, which could be adopted by industry
and regulators. In most cases, the described protection
techniques may require a complex certification procedure,
which guarantees the trust and reliability of the SW (e.g.,
waveforms) and HW (SDR platform). A certification authority
would be responsible for marking the certified waveforms
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with the digital signatures. The SDR platform should
have an authentication mechanism (as described in section
V), which validates the downloaded SW modules. In this
area, the biggest challenge is to manage the complexity
of the certification and software download process, which
can become overwhelming as the number of waveforms
and HW platforms increase. Furthermore the certification
processes may be different for the military, public safety
and commercial domains because of the different operational
and business requirements. In the military and public safety
domain, any proposed solution should conform and extend the
processes and organizational structures already existing for the
certification of the equipment and security algorithms (e.g.,
cryptographic algorithms). In some cases, this framework
is already well defined (e.g., JPEO). Furthermore, in these
domains, the number of SW and HW manufacturers is
relatively limited. In the commercial domain, the certification
process should be flexible and scalable to support a large
number of manufacturers and SDR software waveforms. A
single certification authority may not be appropriate once
the SDR/CR market becomes larger. In Europe, there is the
additional challenge of creating a security infrastructure for
the authenticity of the waveforms, which includes a central
authority and national authorities in close collaboration.
The role of the main stakeholders in the process should
be clearly identified. The stakeholders include the users of
the SDR technology, the developers of SW waveforms, the
manufacturers of HW platforms, the certification authorities
and the government institutions.

A significant challenge for the deployment of security
protection techniques in SDR platforms are the real-time
requirements for the signal processing, The SDR hardware
and waveform code must be fast enough to support the signal
input/output rate. Security protection techniques may incur a
significant performance penalty in terms of increased runtime
overhead and increased memory usage. The performance
impact of security protection techniques is an open research
area, which requires further study.

As described in the previous sections, a compromised
SDR can create harmful interference in unauthorized bands
to primary and secondary users. The ACU presented in
section V can be an effective solution to enforce the spectrum
regulation policies in the SDR device. The spectrum policies
can be defined in configuration files accessed by the ACU
on the basis of its geographical position. The ACU can
be implemented with tamper-resistant hardware and the
configuration sets for the spectrum regulations can be
installed in the production/certification phase. An alternative
or complementary approach is based on a network spectrum
monitoring system to check the spectrum environment for
malicious attackers, but this solution would not be practical
because it would require a considerable deployment effort.

Among the CR security threats, the hidden node problem
and masquerading CR attacks including the Primary User
Emulation (PUE) are considered the main challenges. A
reliable collaborative spectrum sensing function is usually

considered the optimal solution for these security threats,
but its deployment will be successful only if it does
not require algorithms or infrastructures, which are too
complex, expensive or not scalable for large networks. The
performance impact of security protection techniques based
on collaboration sensing should be further investigated. The
protection of the spectrum management and spectrum sharing
is more complex and requires further research to ensure a
secure and reliable distribution of information among the CR
nodes in the network. A cross-layer approach may be needed,
with the definition of security components in the MAC and
network layers of the CR network. The protection techniques
should also be linked with the administration functions of
the SDR/CR devices and networks: if a malicious node or
component is identified, it should be shutdown or blacklisted
through the administrative functions. Threats to the cognitive
engine are another area, which requires further study. These
types of threats are more sophisticated than jamming or PUE
attack, but they can be more devastating because they can
affect the entire CR network and they will be more difficult
to detect.

The definition of security protection techniques in SDR/CR
standards is another area with very high priority. The
risk is to design SDR/CR standards where security is an
afterthought. While IEEE 802.22 includes security sub-layers
and security mechanisms are already defined in the Software
Communications Architecture (SCA), other standards did not
define a comprehensive security framework at this stage.

In summary, we can identify the following areas of
interest in the near future:

1) Investigate security issues in the integration of SDR/CR
technologies with legacy communication systems. In a
second step, investigate the evolution of cyber security
in next generation wireless IA-enabled ubiquitous com-
munications.

2) Identify realistic operational scenarios to identify which
security threats will be more relevant for the end-users.

3) Investigate the integration of a secure download frame-
work integrated with a comprehensive certification pro-
cess.

4) Investigate the performance impact of protection secu-
rity solutions in SDR platform to guarantee that real-
time requirements are still validated.

5) Design tamper-resistance modules to enforce the spec-
trum regulation policies in the SDR device.

6) Investigate the performance and efficiency of protection
techniques based on collaborative spectrum sensing for
a realistic deployment.

7) Protection techniques for spectrum management and
spectrum sharing functions should be further investi-
gated. Link protection techniques with administrative
functions of the network.

8) Further research on protection techniques against threats
to the cognitive engine is needed.

9) Support the definition of protection techniques in the
current standardization activities for SDR and CR.
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IX. CONCLUSIONS AND FUTURE WORK

The paper has provided an overview of the security threats and
related protection techniques for SDR and CR technologies.
Even if this research field is relatively recent, many contribu-
tions have already been proposed and a number of protection
techniques are identified.

The lack of available spectrum and the simultaneous need
to provision increasing number of applications, notably the
bandwidth hungry variants, such as real-time video, is a
driving force to explore spectrum sharing as an essential
element of future wireless systems. As the discussion provided
in this paper has indicated, a number of protection mechanisms
are key to realizing an assured dynamic spectral environment
to benefit the commercial, public-safety and military users.

The exposition herein identifies a range of threats, vul-
nerabilities, mitigation and protection techniques to support
the viable deployment of SDR and CR; this effort requires,
as indicated in this paper, further integration between the
breadth of activities involved in spectrum regulation, security,
certification with a view to harmonize standardization efforts.

Future work will investigate the applicability of these pro-
tection techniques to realistic scenarios and how they can be
channeled to the standardization activities.
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