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Abstract: Voice over IP (VoIP) is an emerging communicati@nvice allowing voice transmission over a privateao
public IP network. VolP allows significant beneffter customers and service providers including sastings, phone and
service portability, mobility, and the integratiomith other applications. Nevertheless, the deplaymef the VolP
technology encounters many challenges such asopeseability issues, security issues, and QoS colscékmong these
disadvantages, QoS issues are considered the arasisdue to the QoS problems that may arise aretRorks, and the
stringent QoS requirements of voice traffic. The af this paper is carry out a deep analysis ofQo& concerns of the
VolIP technology. Firstly, we present a brief ovewiabout the VolP technology. Then, we discus<}b8 issues related
to the use of the IP networking technology for eofraffic transmission. After that, we present @&S concerns related
voice clarity. Finally, we present the QoS mechasigroposed to make the IP technology able to stippice traffic
QoS requirements in terms of voice clarity, voieelet delay, packet delay variation, and packet los
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jitter, and loss ratio for prioritized traffic likeoice traffic.
l. - INTRODUCTION They do so not by creating additional bandwidtht by

Voice over IP (VoIP) [1, 2, 10, 11] has been prkngiin controlling how the available bandwidth is used tne
the telecommunication world since its emergencthénlate different applications and protocols on the netwohk
90s, as a new technology transporting multimedier dle effect, this often means that data applications @edocols
IP network. The reason for its prevalence is thampared are restricted from accessing bandwidth when Vaifict
to legacy phone system, VolP allows significant dfite needs it. This does not have much of an impactherdata
such as cost savings, the provision of new medidicess, traffic, however, because it is generally not dsayler drop-
phone portability, and the integration with othpplications sensitive as VolP.

[1, 2, 10, 11]. Despite these advantages, the VolRoice traffic is very sensitive to delayed packdtsst
technology suffers from many hurdles such as achite packets, and variable delay [7, 10, 13, 15, 16§ &ffects of
complexity, interoperability issues, QoS concermsid these problems manifest as choppy audio, missingds)
security issues [1, 2, 7, 8, 10, 11]. Among themeho, or unacceptably long pauses in the conversdliat
disadvantages, QoS issues are considered the ermstiss cause overlap, or one talker interrupting the offigfl4]. To
for the two reasons [7-10]. The first is that voicaffic is help an efficient deployment of the VoIP technolo®oS
characterized by stringent QoS requirements in genh mechanisms making the IP technology able to supihert
voice clarity, packet delay, packet delay variati@nd stringent QoS constraints of voice traffic have rbee
packet loss [7, 10, 13, 15]. The second reasohaisthe IP considered. Actually QoS mechanisms allowing tluedase
networking technology is limited to the provisiofia Best of the available bandwidth on an IP network, asl aslthe
Effort service which makes it enable to supporthvstrict decrease of packet delay, jitter, and packet |l@s& tbeen
QoS requirements like voice and video traffic [718]. developed [7-8, 12-16].

Because of the nature of the IP networking techmglo In addition to the QoS concerns that are relateti¢ouse
data packets sent via an IP network are subjectettin of the IP networking technology to transmit voicaffic, a
transmission problems such as packet delay, paddilety number of concerns related to voice clarity shobl
variation (jitter), packet loss [7-11]. To overcontieese considered to help the deployment of a successhiPV
transmission problems, and hence make the IP témimosystem [7,8, 12,13]. The clarity of the audio sigisaof
able to support emerging multimedia applicationghwiighest importance. The listener must be able togeize
stringent QoS constraints, QoS mechanisms have Weendentity and sense the mood of the speakercevdarity
considered [1,2, 7-11]. can be affected by different factors including fiye echo,

QoS is defined as the ability of the network tovide and side tone, and the background noise [7,8].
better or “special” service to selected users apligations, The remaining of this paper is organized as follows
to the potential detriment of other users and apfibns [7, Section 2 presents an overview about VolP architestand
14]. The deployment of the QoS aspect helps theigiom protocols. First, we present the VolP architectliteen, we
of bandwidth guarantees while minimizing networkage highlight the benefits leading to the ever-growiof the



VoIP popularity. After that, we present a brief oxiew as online, offline, busy), send instant messagedkenvoice
about the main VolP protocols. Section 3 presdmsQoS or video calls, and transfer images, and so on.
requirements of voice traffic, highlights the Qoflgems  pnone portability: VolP provides number mobility; the
that may arise on IP networks, and present theiderel phone device can use the same number virtuallyyesire
QoS mechanisms to make the IP technology ablefpasti g5 |ong as it has proper IP connectivity. Many
voice traffic Q0S needs. Section 4 presents the @@Sinesspeople today bring their IP phones or udes
concerns related to voice clarity including fidgliecho, side\yhen traveling, and use the same numbers everywhere

tone, and background noise. Section 5 concludegéhper. Service mobility: Wherever the user (phone) goes, the
Il. BASICSOF VOIP TECHNOLOGY same services will be available, such as call feafu
VolIP is a rapidly growing technology that delivemsice ;ﬂgirg?;:] access, call logs, security featuresyiserpolicy,

communications over Internet or a private IP nekwor . : : .
instead of the traditional telephone lines [1, 2, 16]. VoIP Integration and .collaboranon with other appllcat_lons.
VoIP allows the integration and collaboration wibther

involves sending voice information in the form adatete 1P licati h i b b .
ackets sent over Internet rather than an anatptpksent app_lcatlons such as email, web browser, Instardsereger,
P social-networking applications, and so on.

throughout the traditional telephone network. Vbktps the
provision of significant benefits for users, comigan and B, Client-Server Vol P Architecture

service _proyiders. (.:OSt savings, the pr0\_/ision qﬁ’wr_y One of the main features of the VolP technologihé# it
communication services, _phon(_e and Service p_ormb'pnay be deployed using a centralized or a distribute
mobility, and the mtegrauon with other applicat#o are architecture [1, 2, 10, 11, 16]. The majority ofremt VoIP
examples of the VolP benefits. Yet, the deploymathe systems are deployed using a client-server cenéxdhli

VOIE. technology | er)coqnters mag.}'. dl|ff|cu|t|es' such chitecture. A client-server VoIP system reliesloa use of
architecture complexity, interoperability iIsSUeISASSUES, 5 get of interconnected central servers known tekgapers,

anld sehcur;t);lcorjcernsgl-q._ , highliait proxy servers, or soft-switches. The central servare
n the following subsections, we first we highliglite oo,ongiple  for users’ registration as well as the

penefit; of thg VoIP tephnology leading to the ‘EBVELtablishment of VoIP sessions between registesssu
increasing of its .populanty. Then, we present thain Figure 1 shows an example of a VoIP system deplogént
architecture used in the deployment of the VolRiteogy. the client-server architecture. As it is illustichia the figure,

After that, we pre_sent a brief overview the T“OSP“’""a”t each central server handles (registers, establishssssion
VoIP protocols. Finally, we mention the main comsenf with a local or a distant user, etc.) a set of sisEach user
the VolP technology. must be registered on one of the central servegistrar
A. VolIP Benefits server) to be able to exchange data with otherstemgid
users. A user gets access to the service only dwer

The key benefits of the VolP technology are asofed registrar server.

[1, 2, 10, 11];
Cost savings: The most attractive feature of VolIP is ifs. VoIP Protocols

cost-saving potential. Actually, for users, VolPkea long-  The deployment of any multimedia application sush a

distance phone calls inexpensive. For companiesP VgolP, videoconference, or network gaming requires a

reduces cost for equipment, lines, manpower, afghaling protocol to set up sessions between pmints,

maintenance. For service providers, VolP allowsube of and a distinct protocol to transmit the media streaThe

the same communication infrastructure for the miovi of standard protocol used to exchange media streamede

different services which reduces the cost of sewithe endpoints of an established session.

deployment.

Provision of new communication services. In addition to

the basic communications services (phone, fax),\tb°
technology allows users to check out friends' presgsuch

1. VolP Media Transport Protocols
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Figurel: Client-Server VolIP Architecture: An illustive example

The majority of VolP systems rely on the use of Real- .
Time Transport Protocol (RTP) for data transmisslaring 2. VolIP Sgnaling Protocols
a VoIP session. Secure RTP (SRTP) has been recentlj’® main signaling protocols considered in deplaynod
proposed by the IETF as a secured version of the Rifent-server VoIP systems are H323, SIP, and IAX.
protocol. H323: Standardized by the International
RTP Protocol: Defined in RFC 3550, RTP protocol elecommunication Union (ITU), H323 [2] is the firs
defines a standardized packet format for deliveringlio Signaling approach publicly used for the deploymeht
and video overIP networks [1-2]. RTP is used V@IP systems in conjunction with RTP protocol. H323
conjunction with standard encompasses many protocols such as H225, H
RTP Control Protocol (RTCP): While RTP carries theand H235. H.225 defines call setup messages ameqiuces
media streams (audio and video), RTCP monitdfed to establish a call, as well as messages raédures
transmission statistics and the provided QoS ands Hsed for users registration, and call admissio@4bl defines
synchronization of multiple streams. control messages and procedures used to exchange
SRTP Protocol: SRTP protocol defines a security profigommunication capabilities such as the supportedeco
of RTP, intended to provide the authentication, #ié35defines security profiles for H.323, such as
confidentiality, and the integrity of RTP messagés 2]. authentication, message integrity, signature sgcuend
Since RTP is used in conjunction with RTCP, SRTPV{Ce encryption.

closely related to SRTCP (Secure RTCP) which isduse SIP: Allowing system flexibility and security, SIP is
control the SRTP session. nowadays the most used VolP signaling protocol $3p. is
an application layer protocol that works in conjiimic with



several other application layer protocols that fidgrand we present QoS concerns related to voice claritjuding

carry the session media. Media identification aedatiation fidelity, echo, side tone, and background noise.

is achieved with the Session Description ProtoSalF).

Media streams (voice, video) are transmitted USRIGP 1. VOIP QOS CONCERNS

protocol which may be secured by the SRTP protdéoi. Because of the nature of the IP technology, datkeia

secure transmissions of SIP messages the Transager sent via an IP network are subject to certain trassion

Security (TLS) may be used. SIP also provides &esofi problems such as packet delay, jitter, and padest [7-11].

security services including DoS prevention, autitation, To overcome these transmission problems, and thaleem

integrity, and confidentiality. the IP technology able to support emerging multimed
IAX: Currently, IAX (Inter-Asterisk Exchange) is one alpplications with stringent QoS constraints, QoS

the most used approaches for the deployment of Viekthanisms should be deployed.

systems [4-6]. In contrast with H323 and SIP prote  Voice traffic is very sensitive to delayed packdtst

which are limited to signaling tasks, IAX protoaahsures packets, and variable delay. The effects of thesblgms

both signaling and media transmission in an IAXdshsnanifest as choppy audio, missing sounds, echo, or

VolP system. IAX provides a suite of security seed. unacceptably long pauses in the conversation thase

Actually, it allows message authentication abderlap, or one talker interrupting the other [7,18]. For

confidentiality, and supports NAT traversal. that reason, QoS is considered as the most impddature
. to deploy a successful VolP system.
D. VoIP Disadvantages QoS is defined as the ability of the network to e

Even though it allows significant benefits, the Robetter or “special” service to selected users glications,
technology suffers from many hurdles [1, 2, 7,®, 11]. In to the potential detriment of other users and apfibins [7,
the following a brief presentation of the main Volf4]. The deployment of the QoS aspect helps theigiom
disadvantages. of bandwidth guarantees while minimizing delay aitigr

Complicated service and network architecture: the for priority traffic like voice traffic. They do saot by
integration of different services (voice, videotajaand socreating additional bandwidth, but by controllingvh the
on) into the same network makes it difficult theside of the available bandwidth is used by the different agplins and
network architecture because different protocots @evices protocols on the network. In effect, this often meahat
are involved for each service, and various charaties are data applications and protocols are restricted fameessing
considered for each media. It also causes varioosseand pandwidth when VolIP traffic needs it. This does hawe
makes it harder to troubleshoot and isolate them. much of an impact on the data traffic, however doese it is

Interoperability issues: Different protocols (H323, SIPgenerally not as delay or drop-sensitive as Vit
IAX, and MGCP) have been proposed for the deploymén The main issues that should be addressed by the QoS
VoIP systems. This leads to an interoperabilityuéssaspect to adequately transport voice traffic ovar IR
between the VolP devices developed based on ditfefetwork are the following: bandwidth, network deldglay
protocols. Interoperability issues still come uptween variation, and traffic loss [10, 11, 14]. In thdléwing of
products using the same protocol due to the mdkitof this section, we describe the main VolP QoS Issaed,we
protocol versions, and the ways of implementation. show how they can be addressed to guarantee th@eeq

Security issues: In the legacy phone system, the maibs for voice traffic.
security issue is the interception of conversatidhat )
require physical access to phone lines. In VolPusgc A Bandwidth
issues are much more than that. Actually, in VoyjBteams  The bandwidth of a transmission media (optical rfibe
many elements (IP phones, access devices, mediway, coaxial cable, etc.) defines its data transmissigpacity in
proxy servers, and protocols) are involved in sgttip a call bits/second. The bandwidth of a network path coragasf
and transferring media between two endpoints. Etminent different LAN and WAN links corresponds to the baiuith
has vulnerable factors that may be exploited bych#rs to of the slowest link on the path. The network linkhathe
carry out security attacks. lowest bandwidth on a network path is often reféteas a

Quality of service (QoS) issues: The QoS aspect was ndiottleneck. Bottlenecks on a network cause coiugest
much considered when the IP technology was desiditeat which results into QoS problems for voice traffigure
is why; the IP technology remains inefficient toppart 2 presents an example of a network path betweervVin®
traffic with stringent QoS constraints like voicadavideo terminals over an IP network. The figure showslteation
traffic. where a bottleneck is most likely to occur on tbesidered

Among the above presented disadvantages, QoS esn@aith. The figure also illustrates the calculatidnttee path
are considered the most serious. In the following, first bandwidth which corresponds to the bandwidth of ifRe
present the QoS problems that are related to th@futhe IP WAN link; the slowest link on the considered path.
networking technology for voice traffic transmigsiorhen,



To adequately transport voice traffic over an 1Rwvoek, Even though, it may increase the available bandwidt
and hence help the deployment of a successful ¥géiem, Compression takes time and CPU resources, which may
congestion should be avoided. This can be achieséity increase the end-to-end network delay.
several ways including the increase of the bandwittaffic
prioritization, and traffic compression [7-15]. B. Network Delay

Network delay is the amount of time it takes a ghdk
_ S _ ~ travel from a source to a destination through teavork.
The. best way to increase bandW|_dth is to mcrelaeél.mk Network delay, mainly includes the processing deling
capacity to accommodate all applications and ussity queuing delay, the serialization delay, and thepagation
some extra bandwidth. Even though this solutionndsudelay [7, 8].
simple, increasing link capacity is expensive aedds time « Processing delay: The time it takes a router to take a
to be implemented. Fortunately, various QoS mesaimasi  packet from an input interface and put it into theput
can be used to eﬁ:eCUVer increase available badtdwfor queue of the appropriate output interface. The@mg
priority applications. delay mainly depends on the router architecturd, the
2. Delay-sensitivetraffic prioritization router processing speed. o

It consists to: ¢ Queuing delay: The time a packet resides in the output

a. Classify .traffic into different classes according t queue of a router. Due to bottlenecks, the quedaigy

. their QoS constraints in terms of dela 'itter,gan depenqls on the traffic Ioaq, the processing Spﬂﬂd,.
Y, bandwidth of the output interface, and the queuing
packetloss. . mechanism.
- Assign a priority level to each traffic class. The, ggrjglization delay: The time it takes to place a packet
highest priority level is assigned to the traffless or  , the physical medium for transport.
real-ime applications including  VoIP,  and, Propagation delay: The time it takes a signal to transit a

videoconfe.,-relnce. . ) media. It depends on the type of media, and the tfp
¢. Ensure priority-based traffic forwarding througte th signal transporting the data.

network. Assigned a high priority level, real-time pye to hottleneck conditions, improper queuing, or
applications  such as VolP can get sufficie¥nfiguration errors, network delay may increasé hence
bandwidth to support their QoS requirements; Vojggqs to QoS issues especially for delay-sensitive
traffic will get prioritized forwarding; and thedst- yppjications such as VolP. The ITU-T G.114 speatfin
important  traffic  will get whatever unallocateghcommends that the end-to-end network delay shoatd

1. Link capacity increasing

bandwidth is remaining. exceed 150 mg].
3. Traffic compression Different strategies have been considered to mizente

Different techniques have been proposed for gheetwork delay through an IP network to make the IP

compression of IP traffic so that it consumes lemsdwidth. ec_hnology abIe_ to support real-times applicatioish
- ST . s{ringent constraints in terms of delay. Netwoekagt may
We mainly distinguish payload compression, and &e S . )
: e minimized using the same strategies used for the
compression. ; : . .
. . increasing the available bandwidth [7-16].
« Payload compression: By compressing the payload of a
packet, the total size is reduced. This compression ncreasethetransmission speed of the network links

method does not affect the headers, which makes jt he|ps the reduction of the serialization andsraission

appropriate for links that require the header to days, and hence the decrease of the overall nietietay.
readable to route the packet correctly.

« Header compression: On point-to-point IP links where
the header information is not needed to route toket,
header compression may be used.
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Figure 2: Network Bottleneck

2. Increasethe processing speed of the network nodes 1 pe Jitter Buffering M echanism

It allows the Qecrease of the .processing delayiclwh  Given the annoying effects of Jitter, a QoS mecrani
helps the reduction of the queuing delay, and tthes yeferred to as de-jitter or play out delay bufferinas been
decrease of the end-to-end network delay. considered [7, 8]. Implemented at the input inteefaf the

receiving end, the de-jitter buffering mechanisireseon the
. use of a specific buffer known as de-jitter bufferslow
@own and properly space down the received pacleftsrdo
being played out in a steady stream like to thastmatted
one. Even though, it helps the avoidance of therjiffects,
the de-jitter mechanism affects the overall netwdelay.

3. Prioritize delay-sensitive traffic

for delay sensitive-traffic such as voice traffichich helps
the support of the stringent delay constraints aths
applications.

4. Compressthetransmitted traffic .
L ) i i D. Trafficloss

As it is mentioned above, traffic compressionsvedidhe . .
reduction of the amount of data transmitted ovee th The main reason for packet loss over an IP netisrk
network, which reduces the network traffic loadd drence network <_:or_lgest|on. Lost data pack_ets may be reedviey
decreases the queuing and the serialization delays. retransmission. Howev_er,_ lost voice pa_lckets (_:anhet

recovered by retransmission because voice traffistne

C. Delay variation played out in real time. Therefore QoS mechanisms

Jitter is defined as a variation in the arrivalreteived Minimizing voice traffic loss should be consideréar an
packets. On the sending side, packets are sent @@ligent deployment of the VolP application, TheUFT
continuous stream with the packets spaced everlig © G.114 specmcatlon_ recommends that the overalhl tof
bottleneck conditions, this steady stream can beconeven Packets lost for a voice call never exceed 1 peifogn
because the delay between each packet varies dnsfea Voice traffic loss may be minimized using the faliog
remaining constant. Figure 2 illustrates the ji®S issue. strategies [7-15]:

This variation in the receiving of packets can eatlse ¢ Network congestion prevention,
voice stream to skip and stutter, which can be aamnoying * Voice traffic prioritization,
to the listener. To adequately transport voicefitraiver an e Packet loss concealment.

IP network, the ITU-T G.114 specification recommeticlat
the jitter should be reduced to 30 ms or less @neme7].
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Figure 3: Jitter Issue

In the following, we present a brief overview abthise It consists to delay or drop low-priority data kets to

strategies. guarantee the required bandwidth for the transprissif

voice traffic.

1. Network congestion prevention

The following procedures can be used to prevenwordt 3 Packet Loss Concealment

congestion: Despite the above presented mechanisms which aim to

Increase of the network bandwidth: this can befeduce voice traffic loss, we cannot avoid the lnfsa voice
achieved through: packet. The loss of a voice packet causes voippinlj and
skips. As a result, the listener hears gaps irctimversation.

- Increase of the transmission capacity of the ndtWﬁ)B assist with packet loss on voice calls, a sjecif

:mks’ f the bufferi itv of th " echanism, referred to as Packet Loss ConcealrR&i@)(

i ncrt'ease of the buftering capacity of theé netWqf¥s peen proposed. The PLC mechanism intelligently
routers . analyzes missing packets and generates a reasonable
- Increase of the processing speed of the netwl%rgacement packet to improve the voice quality.
routers.

Cisco VolIP technology uses 20-ms samples of vaagtoad
Decrease of the traffic load: This can be achieveger VolP packet by default. Effective codec coiimect
through: algorithms require that only a single packet canldst at

- Traffic compression: it makes the data that need®fy given time. If more packets are lost, the iiste
be transmitted smaller which reduces the traffacllo €Xperiences gaps.
- Delay-insensitive traffic shaping: It consists telay
delay-insensitive traffic and send it at a confaglir IV. VOICE CLARITY CONSIDERATIONS
maximum rate. For example, if an FTP server isln addition to the QoS concerns that are relateith¢ause
generating a 512 kbps stream, shaping could Iimeit ®f the IP networking technology to transmit voicaffic, a
generated traffic to 256 kbps, delaying thember of concerns related to voice clarity shobll
transmission of the excess traffic. considered to help the deployment of a successhiPV
- Call Admission Control: It consists to accept a néwstem [7,8, 12,13]. _ .
traffic on the network only if the needed transriniss ~ The clarity (that is, the “cleanliness” and “crigss”) of
bandwidth is available [12, 13]. the audio signal is of highest importance. Theefist must
; PUT ; .. pe able to recognize the identity and sense thednoddhe
Traffic policing: it consists to drop lower pI’IOfIt)P aker. Voice clarity can be affected by differtattors

packets in excess a configured threshold to pre\§ ) L .
congestion. WRED (Weighted Random Ear c_udlng fidelity, echo, and side tone, and theKkggound

Detection) scheme can be used start dropping t Uz
lower-priority packets before congestion occurs. A. Fidelity

It is defined as the degree to which the voicesmaiasion

2. Voicetraffic prioritization network accurately reproduces the transmitted veigaal.

Fidelity depends on the sampling frequency band thed
compression ratios. When audio is sampled using the
frequency band [300-3400 Hz] (narrowband) and isnth



highly compressed, the audio is considered to he lo
fidelity. However, when it is sampled using theginency 3]
band [50-7000 Hz] (wideband) and transported ukimggr
compression ratio is called high fidelity.

The human voice covers the wide frequency band &50-

7000 Hz). Voice sampling using the narrowband adlam 4]

acceptable QoS given that 90 percent of the mgsifiiant
elements of the human voice are contained in threowa 5]
band. Voice sampling using the wideband offers earer
and fuller-sounding voice representation but at ¢het of

higher bandwidth requirements. (6]

B. Echo [7]

Echo is a result of electrical impedance mismatdhdise
transmission path. Echo is always present, evéraditional
telephony networks, but at a level that cannotdieded by [g]
the human ear. The two components that affect exko
amplitude (loudness of the echo) and delay (theetim
between the spoken voice and the echoed soundedime [9]
the annoying effects of the echo phenomenon, aifgpec
system, referred to as echo canceller or suppréssobeen
considered for a more efficient deployment of thelR/ [10]
technology.

C. Sdetone

Side tone refers to the fact that the telephormawallthe
speakers to hear their spoken audio in the telept}?ﬂ
earpiece. Without side tone, the speaker is leth wihe
impression that the telephone instrument is nokimgr

[11]

D. Background noise

It corresponds to the low-volume audio that is Heeom
the far-end connection to prevent the illusion ttiee call [14]
has been disconnected.

[13]

V. CONCLUSION [15]

In this paper, we have presented a deep analysibeof

QoS Issues encountering the deployment of the Vi

technology. Firstly, we have presented a brief oeer
about the basics of the VolP technology. Then, \aeeh
discussed the QoS issues related to the use oflRhe
networking technology for voice traffic transmissicAfter
that, we have presented the QoS concerns related vo
clarity. Finally, we have presented the QoS medmsi
proposed to support voice traffic QoS concernseims of
voice clarity, voice packet delay, packet delayiatéon, and
packet loss.
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