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A false data injection attack method for generator dynamic state estimation
Li Yang %, Li Zhi %, Chen Liang ?, Li Guoging *
(1 School of Electrical Engineering, Northeast Electric Power University, Jilin 132012, Jilin Province, China;
2 School of Automation, Nanjing University of Information Science & Technology, Nanjing 210044, Jiangsu Province, China)
Abstract Accurate and reliable dynamic state quantities of generators are very important for real-
time monitoring and control of the power system. The emergence of cyber attacks has brought new
challenges to the state estimation of generators. Especially, false data injection (FDI) attacks
deteriorate the accuracy of state estimation by injecting the false data into the measurement device. In
this regard, this paper proposes for the first time an FDI attack model based on the dynamic state
estimation of generators. Firstly, Taylor's formula was used to linearize the generator's measurement
equation. Secondly, according to the principle that the measurement residuals before and after the FDI
attack are equal, the expressions of the attack vectors were established, and they were applied to the
measurement quantities to avoid the conventional bad data detection. Thereby, the FDI attacks were
successfully implemented. Then, three attack scenarios were set according to the degree of the FDI
attacks, and they were tested by the cubature Kalman filter (CKF) and the robust cubature Kalman
filter (RCKF). Finally, the simulation results of the IEEE 9-bus system and the New England 16-
machine 68-bus system verify the effectiveness of the proposed FDI attacks.
Keywords: Dynamic state estimation, cyber attacks, generator, cubature Kalman filter, false data
injection attacks, PMU data
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Figure 1. Flowchart of the state estimation
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Table 1 False data injection attack situation
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A TN 5 SR T RBEAFE T 70 2T CKF Al
RCKF )& RAHLD f AIA R EE AR A 14551 s 1816, 8, 10
AR TAE=R FDI Wi 5 R, AL ARG
e B 7,9, 11 40l EoR TE =M FDI Bt
N, RENAERZRMG TSR TUERESE 4 B2
% 12 BBGEN BN, SIBGEERAL, BEE S
AP REERIAE N, CKF Ak THEZ W 25 H S8, AT
BAIE T T FDI M xf 3T CKF HLHKR iALsh s

IR . B B 1A24E, RCKF 5
PO BAT € IRPTRE T, A THE AR W] WAL .
(5) &M THEIRNTE
KL L ARG THERR IR 2 fis.
=2 REH 1 HERASRSEIHER

Table 2 Dynamic state estimation index of generator 1
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Figure 12. New England 16-machine-68-bus system
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Figure 14. Generator’s power angle without attack
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Figure 15. Generator’s angular velocity without attack
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Figure 16. Generator’s power angle under case 1
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Figure 17. Generator’s angular velocity under case 1
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Figure 18. Generator’s power angle under case 2
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Figure 19. Generator’s angular velocity under case 2
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Figure 20. Generator’s power angle under case 3
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Figure 21. Generator’s angular velocity under case 3
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