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A Broadcast Approach To Secret Key Generation

Over Slow Fading Channels

Xiaojun Tang, Ruoheng Liu, Predrag Spasojevi¢ and H. \fihéoor

Abstract

A secret-key generation scheme based on a layered bromdcasttegy is introduced for slow-fading
channels. In the model considered, Alice wants to share awktty Bob while keeping the key secret from
Eve, who is a passive eavesdropper. Both Alice-Bob and Afiee channels are assumed to undergo slow
fading, and perfect channel state information (CSI) is megiito be known only at the receivers during the
transmission. In each fading slot, Alice broadcasts a nontn of coded layers and, hence, allows Bob to
decode at the rate corresponding to the fading state (unkmowlice). The index of a reliably decoded layer
is sent back from Bob to Alice via a public and error-free afelrand used to generate a common secret key.
In this paper, the achievable secrecy key rate is first deérige a given power distribution over coded layers.
The optimal power distribution is then characterized. Isi®wn that layered broadcast coding can increase

the secrecy key rate significantly compared to single-leeéling.

Index Terms

Secret-key agreement, wiretap channel, layered broadedstg, superposition coding, feedback, interfer-

ence, fading channel

I. INTRODUCTION

Wireless secrecy has attracted considerable researchshtiue to the concern that wireless communication

is highly vulnerable to security attacks, particularly esdropping attacks. Much recent research was motivated
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by Wyner's wire-tap channel modell[1], in which the transsios between two legitimate users (Alice and
Bob) is eavesdropped upon by Eve via a degraded channelidmtbdel, to characterize the leakage of
information to the eavesdropper, equivocation rate is tsetkénote the level of ignorance of the eavesdropper
with respect to the confidential messages. Perfect seceggyres that the equivocation rate is asymptotically
equal to the message rate, and the maximal achievable rdte@rifect secrecy is called the secrecy capacity.
Wyner showed that secret communication is possible witlaosecret-key shared by legitimate users. Later,
Csiszar and Korner generalized Wyner's model to consiggreral broadcast channels in [2]. The Gaussian
wire-tap channel was considered id [3]. Recent researchatideessed the information-theoretic secrecy for
multi-user channel model5][4]3[9]. We refer the readel 1] for a recent survey of the research progress in
this area.

Interestingly, the wireless medium provides its own endewts that facilitate defending against eavesdrop-
ping. One such endowment is fadirig [11]. The effect of fadimgsecret transmission has been studied in
[12]-[14]. In these works, assuming that all communicatpagties have perfect channel state information
(CSI), the ergodic secrecy capacity has been derived. Tareasio in which Alice has no CSI about Eve's
channel (but knows the channel statistics) has also beefiedtin [12]. The throughput of several secure
hybrid automatic repeat request (ARQ) protocols has bealyzed in [15]. In this work, Alice is not assumed
to have prior CSI (except channel statistics), but can vecai 1-bit ARQ feedback per channel coherence
interval from Bob reliably.

Arguably, the most useful application of (keyless) secressage transmission is secret-key generation. For
instance, a key can be sent from Alice to Bob as a secret megaduch is selected by Alice in advance).
More generally, as considered here, the key can be estadlsiter a communication session completes. This
relaxation in the protocol can lead to a higher key rate. Témet-key generation problem in [16] and [17]
assumes an interactive, authenticated public channelumiiimited capacity. In[[17], the “channel model with
wiretapper” (CW) is similar to the wiretap channel model,iltin the “source model with wiretapper” (SW),
Alice and Bob exploit correlated source observations toegate the key. Both SW and CW models have been
subsequently extended to multiple terminals] [18]:-[20] amchon-authenticated public channels|[201]+{23].
Secret-key generation using both correlated sources aadnells has been considered more recently in [24]
and [25].

In this paper, we consider a key-generation problem in whitibe wants to share a key with Bob while
keeping it secret from Eve. The Alice-Bob and Alice-Eve ateln (forward channels) undergo slow fading,
and CSl is known only at the receivers. Furthermore, we assamublic and error-free feedback channel.
The key generation scheme under consideration consistscofmaunication and a key-generation phase. In

the communication phase, via the forward channel, Alicelsdn Bob coded sequences, which are observed



at Bob and Eve after independent distortions due to powenadtion and noise. Subsequently, Alice and
Bob agree on the same secret-key in the key-generation phlasegproblem setting resembles an SW model
but differs in that the shared “correlated sources” are da&kguences (from a public codebook and distorted
by the channel). We assume that the feedback channel fromt@®atice is very limited. For each block
transmission from Alice to Bob, Bob is required to send bank or more bits to Alice, where the one-bit
feedback corresponds to an ARQ ACK/NACK scheme. An exampjgi@ation is where Alice sends a video
clip to Bob, which is a non-secret transmission. Bob respawith a few bits and thus enables agreeing on a
secret-key, which can then be used in key-based cryptomgrg@obtocols.

The communication phase is based on layered broadcastg;auimich effectively adapts the decoded rate
at Bob to the actual channel state without requiring CSI tamglable at Alice. The transmission takes place
over several time slots. In each time slot, Alice transmit®atinuum of layers. Depending on the realization
of the channel state, Bob decodes a subset of layers relifiidyindex of the highest reliably decoded layer at
Bob is sent back to Alice, and used in the key-generationglzs follows Wyner's secrecy binning scheme
[1]. For a given power distribution over coded layers, weidethe achievable secrecy key rate, which permits
a simple interpretation as the average reward collectet fal possible channel realizations. Furthermore,
we characterize the optimal power distribution over codgets to maximize the achievable secrecy key rate
under the broadcast approach.

Layered broadcast coding createsficial noiseso that the undecodable layers at Bob play the role of self-
interference. We show that, by properly choosing the codatg for each layer, it is ensured that Eve cannot
benefit from the layered coding structure and is forced tatttiee layers undecodable at Bob as interference.
Secret communications with interference was studied ihd2é [27] in a more general (but non-fading) setting.
Layered broadcast coding for a slow-fading single-inpagks-output (SISO) channel model was originally
introduced by Shamai in [28] and discussed in greater deitai[29]. The results in this paper are consistent
with [28] and [29] when the additional secrecy key generat@quirement phase is not considered. In a closely
related work, a similar ARQ-based secret-key generatiberme employing single-level coding was studied in
[30]. This scheme can be viewed as a special case of the mdpagered-coding based scheme as all power
is allocated to a single coded layer. We show that layereddwast coding can increase the secrecy key rate
significantly compared to single-level coding.

The remainder of the paper is organized as follows. Seéliahescribes the system model. Sectlod I
states the broadcast approach for key generation. Sddfiayives the achievable secrecy rate for a given
power distribution. Section]V characterizes the optimakg@odistribution. A numerical example involving a

Rayleigh fading channel is given in Section VI. Conclusiane given in Sectiof VII.
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Fig. 1. Alice and Bob want to agree on a kel = K), while keeping the key secret from Ev&l (K|Y2, ha, ¥)/n — 0).

II. SYSTEM MODEL

As depicted in Fig[1l, we consider a three-terminal modelylmich Alice and Bob want to share a secret
key in the presence of Eve, who is a passive eavesdropper.ig,iave is interested in stealing the key but

does not attempt to interfere with the key generation prsees

A. Channel Model

The Alice-Bob and Alice-Eve channels (forward channelgjargo block fading, in which the channel gains
are constant within a block while varying independentlynfrblock to block [11]. We assume that each block
is associated with a time slot of durati@dhand bandwidthB; that is, N = |2BT| real symbols can be sent in
each slot. We also assume that the number of channel usdn @ébh slot (i.e./N) is large enough to allow
for invoking random coding arguments.

Let us assume that the transmissions in the forward chamaladsplace ovel/ time slots. In a time slot
indexed bym € [1, ..., M], Alice sendsX,,,, which is a vector ofV real symbols. Bob receivég,, through
the channel gainhy,,, and Eve receiveY,,, through the channel gaim,,,. A discrete time baseband-equivalent

block-fading channel model can be expressed as

th =V hthm + Ztm (1)

for t = 1,2, where{Z,,,} are sequences of independent and identically distributedl X circularly symmetric
complex Gaussia/ (0, 1) random variables. We denote hy,,, andhs,, the states of the Alice-Bob and Alice-

Eve channels, respectively, in time slat Without loss of generality, we drop the indexand denote random



channel realizations by;. We assume thdt; is a real random variable with a probability density funct{®DF)
f+ and a cumulative distribution function (CDF}, for eacht = 1,2. We also leth; = [h1,...,h ] and
hy = [ha1,..., he ]| denote the power gain vectors for the Alice-Bob and AliceEhannels, respectively.
We assume that Bob and Eve know their own channel gains plgrfédice does not know the CSI before its
transmission, except for the channel statistics.

In addition, we assume a short term power constraint (exaduplower variation across time slots) such that

the average power of the signAl,, per slot satisfies the constraint
CEIX, )7 < P @
N m =

forallm=1,..., M.
Finally, we assume that there exists an error-free feedbhaknel from Bob to Alice, through which Bob
can feed back¥,, for time slotm, where¥,, is a deterministic function ol y,, and h; ,,. The feedback

channel is assumed to be public, and therefdyg is received by both Alice and Eve without any error.

B. Secret Key Generation Protocol

The secret key generation protocol consists of two phasesnanunication phase and a key-generation
phase.

1) Communication Phasale assume that the transmission during the communicatiaseptakes place over
M time slots. That is, Alice sends a sequence of sigials (X, X,,...,X,s) to the channel. Accordingly,
Bob receives from his channel a sequence of signals dengt®d b= (Y11, Y12,..., Y1 ) and Eve receives
Ys=(Y21,Y22,...,Y2 ) from her channel. We let = M N denote the number of symbols sent by Alice
in the communication phase.

After the transmission, Bob uses the feedback channel td 9er- (¥4,...,¥,,), which is received by
both Alice and Eve since the feedback channel is public arat-&ee.

2) Key-Generation Phasefhe communication phase is followed by a key-generatiorsghia which both
Alice and Bob generate the key based on the forward and badksignals. A general key-generation phase
can be described as in the following.

Let £ = {1,2,...,2"%} whereR, represents the secrecy key rate. Alice generates a segrét&eC by
using a decoding functio, i.e.,

k=K (X,P). (3)
Bob generates the secret kkye K by using a decoding functiof, i.e.,
k=K (Y1, h,®) =K (Y, hy), (4)

where the second equality holds since we assume®hit a deterministic function o¥’; andh;.



The secrecy level at Eve is measured by the equivocationRaefined as the entropy rate of the k&y

conditioned upon the observations at Eve, i.e.,
R. = %H(K|Y2,h2, ). (5)
Definition 1. A secrecy key ratd, is achievable if the conditions
Pr(K:f()Zl—e, (6)
and R.> R, —e¢, (7)

are satisfied for any > 0 as the number of channel uses— co.

1. AL AYERED BROADCAST APPROACHTO KEY GENERATION

In this section, we introduce a broadcast approach for s&egegeneration, in which Gaussian layered
broadcast coding is used for the communication phase, amdbna secrecy binning is used for the key
generation phase.

Before presenting the scheme, we briefly introduce Gaudaiared broadcast coding. Finite-level layered
broadcast coding (superposition coding) was introducebyer in [31] for general broadcast channels. In
[28], Shamai studied a Gaussian fading channel with no C8leatransmitter and considered the limiting case
when there is a continuum of coded layers. In this sectionfirge take a look at a fading wiretap channel
with a finite number of fading states, for which finite leveyéaed broadcast coding is applicable. The channel

will be used to derive the result for the limiting case of éonbus fading, which is the focus of this paper.

A. Finite-Level Layered Broadcast Coding férState Fading Channel

Let us first consider a type of channel called “thestate fading wiretap channel,” in which there dre

different fading states possibly observed on the Alice-BolAlice-Eve channel.

Definition 2. In an L-state fading wiretap channel, at any time slot, the retitinaof the power gain of the
Alice-Bob or Alice-Eve channel takes one value frgml!!, h[?), ... hlF1} independently and randomly, and
is characterized by probability functidPr{h; = hl"), hy = hl21}. Without loss of generality, we assume that

{nl"} are ordered in ascending order.

Here, let us focus on the Alice-Bob channel. As shown in Eigin2a layered broadcast coding scheme,
the point-to-point fading channel is viewed as a broadcdaahnel withZ virtual receivers each corresponding
to a fading state. By applying the superposition codind ifj],[8he encoding and decoding procedures can be

described as follows.
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Fig. 2. A point-to-point fading channel with possible fading states is viewed as a broadcast channellmiintual receivers each

corresponding to a fading state.

During the encoding, we assume thatayers are used. That is, the transmitted codeword is a gagigion
of L codewords, i.e.y ., X!, whereX! is a codeword from a Gaussian codebadk with a rater! and
a constant powepl!, I = 1,... L. For a given power allocatiofipl}, the rate of thd-th layer is given b

Rl )

0 =1og (1 P

r og | 1+ — |, (8)
< L+ Al Y pld

and the total power satisfi€s, p/! = P.

During the decoding, for a given fading realizatiaéf!, the receiver can successfully decode the first
layers by using the successive decoding strategy [31]. the. codewordg X!, ... X1} can be decoded
reliably, while the codewordéX [+ ... X[} are undecodable. More specifically, in the decoding process
the receiver first decodeX!! by treating the remaining codewordéX!?,i > 1}) as interference. After
decodingX!, the receiver will subtracK[!l and then decod&!? by treating the remaining codewords
(XUl i > 21) as interference. This process repeats untilittte layer XY is decoded reliably by treating the
remaining codewords{X [, > 1) as interference. As shown i(SZZ.L:al[i] is the total power of coded
layers treated as inference during the decoding of/ttelayer. Note that this predetermined ordering can be

achieved because of the degraded nature of Gaussian gipglesingle-output (SISO) channels.

B. Layered Broadcast Coding for Gaussian Fading Channels

In general,L depends on the cardinality of the random channel variale.aFGaussian fading channel,
a continuum of code layerd.(— o) is required for achieving the best performance. When aioatm of
layers is used, the transmitter sends an infinite numberyafr$aof coded information. Each layer conveys a

fractional rate, denoted byR, whose value depends on the index of the layer. We refer the realization

*All logarithms are to the natural base, and thus rates arering of nats per second per Hertz.



of the fading power, as a continuous index. For a given trangawer distributionp(s) over coded layes,
p(s)ds is the transmit power used by layer Any layer indexed byu satisfyingu > s is undecodable and
functions as additional interference. The total power adegodable layers (for a realization of fading power

s) is denoted by/(s) and is expressed by

16)= [ plwydu. (©)
The incremental differential rate of layeris given by
B sp(s)ds \  sp(s)ds
dR(s) = log <1 1 + Sl(s)> 1+ sI(s)’ (10)

where the second equality in (10) is due to the fact that_,( log(1 + x) = 2 for anyx > 0. The total power

over all layers is constrained by

1(0) = / p(u)du = P. (11)
0
Given a realization of the fading power (or layer index}he decodable rate at the receiver is
5 up(u)du
= . 12
R(s) /0 1+ ul(u) (12)

Hence, for a given CDF of the random fading powedenoted byF(s), the average decodable rate at the

/ / 1+ uI dF(s). (13)

C. Secret-Key Generation Based on Layered Broadcast Coding

receiver is

In this section, we discuss key generation based on Gautsjaned broadcast coding. We outline the
scheme for the continuous case whier+ oo, which is the focus of this paper. For dnstate fading wiretap
channel wherl is finite, the corresponding scheme is discussed in Appdadix

1) Codebook ConstructioriVe need two types of codebooks used for the communicatiokeyrdeneration
phases, respectively.

The codebook used for the communication phase consists ohtinaum of coded layers represented by
{Clsl(2NdR(s) N}, whereN is the codeword length andR(s) is the (incremental differential) rate at layer
s. The (sub-)codebook for each layer is generated randondyigsiependently. That is, for any codebook
Clsl(2NdR(s) N, we generateN4f(s) codewordsX!®(w), wherew = 1,2,...,2N4R() by choosing the
N2NdR(s) Gaussian symbols (with powel s)ds) independently at random.

The codebook used for the key generation phase is based oerdAgecrecy codind [1]/[12]. As shown

in Fig.[3, we use

R= //’“HS[ dF; () (14)



to represent the average decodable rate at Bob. We firstagenalt binary sequences of lengttiR — ¢),
denoted byB, wheren = M N. The sequenceB are then randomly and uniformly grouped inkd = 2n%:

bins each withn(R — Rs; — €) sequences, wherR; is the achievable secrecy rate given later. We denote by
v(k, ) the j-th codeword in thek-th bin, wherel < k < K and1 < j < J = 2fi~F.=9)_Each secret key
ke {1,...,K} is then randomly assigned to a bin, denoted¥) = {v(k,j),j =1,...,J}.

2) Communication Phasefhe communication takes places owrtime slots. In time slotn € [1,. .., M],
Alice first randomly selects a messa@e[,f} € {1,...,2N4E()} for coded layers, independent of the message
chosen for other layers. For convenience, we Ugg to represent the total message sent in time slot
(through all layers), i.e.W,, = xSWE]. Then, Alice sends a superposition of all layers to the chhnn

Bob receivesY,, and tries to decode all his decodable layers, which dependssochannel staté,,.

For convenience, we usié’,[fl] to denote the set of layers reliably decoded by Bob, Wiﬂﬂ to denote the
set of layers undecodable to Bob in time smH After decoding, Bob sends back the index of the highest
decodable layer to Alice via the feedback channel, so thét Alice and Bob get to knoWV,,,. This completes
the transmission in time slot.. The communication phase ends whenMll(independent) transmissions are
completed.

Note that the feedback of a layer index does not need to be letedpright after each transmission in the
forward channel. It is required only before the followingykgeneration phase. Also note that the feedback of
the index of a decodable layer is a special type of channebfeek. In particular, when considering the case
when the number of fading statés— oo, the index of the highest decodable layer in time slots equal to
the fading power gairk,,, (i.e., the public feedback,, = hy,,). For a finite level layered coding approach,
the feedback of the layer index is dnbit quantized version of the realization of the fading pogain. When
L =1, it is the ARQ feedback of ACK or NACK.

3) Key-Generation PhaseOnce the communication phase (including feedback) is cetag@) both Alice
and Bob can generate the secret key. Based on the feedbasknsed@ = h;, Alice generates a binary
sequencer from all the messages reliably decoded by Bob based on amyndieistic one-to-one mapping
as

v =g(WP), (15)

whereW Pl = ( 1[731], WZ[D”, ce WQ[D”) represents the set of messages successfully decoded bycBiHs a

all layers and time slots.

2To be more accurate); in W, should be indexed byn, however, we choose to uge, to simplify our notation. Throughout
the paper,Wf,?l] is shorthand foW7[,?1’"]. If the subscript ofi/ is a set, therD; is also indexed by the set. For example, for a set of
time slotsmM™ C {1,..., M}, we usvejﬂ instead oij[\fiM*] to represent all the messages decoded by Bab/in. The rule
is also applied tdD, U, andis. In addition, it is applied to codeworX and codeboolC besides messadé’.
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Fig. 3. Alice and Bob generate a sequercéom all the messages reliably decoded (acrbdayers andM time slots), look up in

the key-generation codebook forkasuch thatv € B(k), and outputk as the key.

Alice then looks up in the key-generation codebook fdr such thatv € B(k), and outputs: as the secret
key generated. Note that all those messages are decodedbhyaild Bob can generate the same sequence

and the same kel as Alice does. This completes the key generation.

IV. SECRECYKEY RATE

In this section, we present the secrecy key rate achievetidyiioadcast approach and compare it to that
achieved by using a single-level coding approach. For bpgiraaches, we assume that the number of time
slots used in the transmission over the forward channelfiicimntly large (i.e.,M — oc), so that we can

obtain an ergodic key rate.
A. Layered-Broadcast-Coding Based Key Generation
The following result characterizes the secrecy rate whenveep distributionp(s) is given.

Theorem 1. For a given power distributiop(s) over coded layers indexed By the secrecy key rate achieved

by the layered-broadcast-coding based key generatiomezise

00 hi
R, = /0 /0 A(hy, he)dFy(ho)dFy (hy), (16)
where A(hy, ho) is given by
M sp(s) hap(s)
Al he) = /h2 [1 +sI(s) 1+ hol(s) ds (7
and
I(s) = / p(u)du with 1(0) = P. (18)

Proof: The proof can be found in Appendix A. |
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Now we discuss some insights from Theorem 1. Fifgt,can be written as

Ry =En, h, {A(hth)} ; (19)
where
~ A(hl,hg) if hi > ho
A(hy, hy) = _ (20)
0 otherwise.

The key rateR, is the average of rewards (designated Ayh,, hy)) collected from all possible channel
realizations. Positive rewards are obtained from the titoés Sn which Bob’s channel is better than Eve’s
channel f; > hs). On the other hand, whely < hs, the reward is zero.

We can see that except for the rare case in wihhichs always smaller thans, R is positive.

Now we focus on a particular time slat in which h; > ho, and useX,,, to denote all layers sent in the
sIot.H As depicted in Figl4X,,, can be divided as

Xy = X210 (XIPT A XBET) U X, (21)

[D1]

whereX;, " and Xgifl

I denote the sets of decodable and undecodable layers at &syratively, an(KL?Z]
and X%ﬂ denote the sets of decodable and undecodable layers atdspmctively. Note thaKgfﬂ ) XLEQ]
sincehy > ho.

Both Alice and Bob can decod?égfﬂ, and neither of them can decodéffl]. Therefore, a nonzero reward

A(hq,hy) comes from the set of Iayeﬁigfl] N XY To show this, we rewritd (17) as
h h
Losp(s)ds / L hap(s)ds
A(hy, he) = —_— — —_— 22
(71, o) /h 1+ sI(s) Ju, 1+ haol(s) (22)

The first term on the right hand side €f{22) is the sum-rateoded by Bob fromngd mXLﬁ’Z} (by decoding

and canceling?d%] first, and treating the interference temﬁ’ﬂ as noise). Furthermore, the second term can

be written as

/h1 th(s)ds B h2 [I(h2) — [(hl)]> ) (23)
h

Tt hol(s) 8 <1 T bl ()
By noticing that(he) — I(h1) is the total power used for the Iayeng?l] nxel, andI(h;) is the total power
used for the Iayeré(%], (23) gives the rate of information that Eve can possiblyud:edfromXL?] n x|
through her channel with power gain.

An interesting finding here is that what the best Eve can do isdat the interference termlﬁ“] as noise
(as Bob does) with the total noise power hyI(hy), and therefore cannot benefit from the structure of

interference either. Due to the absence of CSI at the tratesnduring the transmission in the forward channel

%X, represents the set df layers in time slotn, and also the signal transmitted by Alice in time siot which is the superposition

of all layers.
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Fig. 4. (a) Coded layers sent by Alice, (b) decodable and eodhble layers for Bob, and (c) decodable and undecodaybesldor

Eve, in time slotm with the channel gaing, > ho.

, the layered broadcast coding strategy creates a mediumintérference, in which the undecodable layers
play the role ofself-interferenceWe remark that this is a special case of secret communicatier a medium

with interference as discussed In [27].

B. Single-Level-Coding Based Key Generation

When single-level coding is used, self-interference da¢®aocur. Alice uses a codebook with a single coding
rate in the forward transmission. Bob uses ARQ feedbacklt@dliee whether the decoding is successful or

has failed. In this case, the following secrecy key rate camdthieved.
Lemma 1. [30, Theoreml] The secrecy key rate of a single-level-coding based schismg&en by

R = pr [R“l < log(1 + hlp)} K, [R“l “log (1+ h2P)] " (24)
where Rl is the coding rate of the single-level codebook.

This key rateRL” still has the interpretation of the average of rewards (aestied byA | (b1, h2)) collected

from all possible channel realizations. Thatlé” can be written as

RYU =&, 1, [Al(hl,fm)] , (25)
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where

~ RU —log(1+ haP) if hy > <RWD-1 5
Aq(hy, he) = o r (26)
0 otherwise.

C. Comparisons and Discussions

The advantage of the layered-broadcast-coding (LBC) bagpdoach over the single-level-coding based
approach (SLC) can be readily observed by comparing therdefuactions given by[(20) and_(26). First, in
LBC, a positive reward is obtained from the set of channelsgRi= {(h, h2) : hy > ho}; while in SLC, it
is obtained from the channel sBt = {(hi, hs) : hy > L (""" — 1) > hy}. It is obvious thatP > P’, which
means there are more time slots that contribute to the sekescgeneration for LBC than for SLC. Second,
the coding rateR[!) for SLC has to be carefully chosen in order to balance betvegtaining a larger value
of reward in a time slot (by increasing*)) and making more time slots contribute to the key generatign
decreasingz[!)); while in LBC, the reward is gained in each time slot adaggibased on the random channel
realizations. Finally and importantly, in SLC, Eve can degldhe information at the rate dbg(1 + hoP)
with a channel gairhs. This is the loss of rate in order to keep the key secret frora. Bv LBC, however,
Eve deduces less information as given byl (23) due to thefémtgrce power (the total power of undecodable
layers). The self-interference plays an important roledecreasing Eve’s capability of eavesdropping.

Hence, although the single-level-coding based approashdveer decoding complexity, and requires less
feedback (only 1-bit per time slot), it is sub-optimal in geal (when feedback of multiple bits is allowed). By
all means, the single-level coding scheme can be consideyedspecial case of a layered-broadcast-coding
based scheme, in which all power is allocated to a singlerldyserves as a baseline scheme and further

motivates us to find the best power distribution for optimigihe layered-broadcast-coding scheme.

V. OPTIMAL POWERDISTRIBUTION

In this section, we derive the optimal distribution of poveser coded layers for our broadcast approach.
The secrecy rate given bl (16) is hard to evaluate and opdimize to the three-dimensional integrals. After

some steps of derivations, we have an alternative form gagefollows:

Lemma 2. The secrecy key rate given by (16) is equivalent to

= max - — Fi(x T xM T

with the constraint (0) = P, andp(z) = —dI(x)/dz.

Proof: The proof can be found in AppendiX E. [ |
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A. Optimal Interference Distribution

In certain cases, optimization @, with respect to the power distribution(z), or equivalently, the inter-
ference distribution/ (=), under the power constraifit can be found by using the calculus of variations. First,

we define the functional of (27) as

L (1), I'(2)) = — [1 - Fi(2)] I'(x) [/0 %} |

A necessary condition for a maximum of the integral Igfr, I(x), I'(z)) over z is a zero variation of the

functional. By solving the associated Euler-Lagrangignation [32] given as

OL d (0L

o (8—1) —0, (28)
we have the following characterization for the optindék).

Theorem 2. A necessary condition for optimizingy(z) in order to maximize the secrecy rate given byl (27)

is to choosel (x) to satisfy

/’C F>(y)dy _ (1 — Fy(2)] Fy(z) (29)
o |

L+yI(@)?  fi(z) 1+ =I(z)*
wherel(z) = 0 whenxz < zg or x > z;. Here,zy andx; can be found by setting(xz¢) = P andI(z;) =0

in 29).
Proof: The proof can be found in AppendiX F. |

In general, numerical computation is needed for solving (@9order to obtain the optimal interference
distribution I(x). For some special CDFB, (), an analytical form of/ (x) is possible if the integral if(29)
can be evaluated in a closed form.

In the following, we consider two of such special cases:

1) Non-Fading Alice-Eve Channelf the Alice-Eve channel is constant with channel power gginthe
CDF Fy(x) is Fy(x) = p(z — =), where u(z) represents a unit step function. In this case, the optimal

interference distribution is given by

1—Fi(z) = (xz —2") fi(z)
r(r —a*) fir(z) — 2% [1 — Fi(z)]

I(x) = (30)

which can be easily shown frorh _(29).

2) Non-Secret Layered Transmissidhkey-generation is not considered and it is desired to fireddptimal
I(x) to maximize the average reliably decodable rate at Bob imthesecret layered transmission, this can
be done by assuming* = 0 in (30). In this case, we have

1-— F1 (l‘) 1
I(z) = _Z 31

which is consistent with the result given in [29].
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B. Secrecy Key Rate With Optimal Power Distribution

Finally, we have the following secrecy key rate under thanoplt power distribution.

Corollary 1. When the optimal power distribution is used, the followiregiecy key rate is achieved:

[T —[1 - Fi(2))? Fy(x)dI(z)
r= [ (32)

whereI(x) and(zg,x) are found from the condition given by Theoréin 2.

0

Proof: The proof is straightforward by combining Lemiina 2 and Theug [ |

VI. A RAYLEIGH FADING CHANNEL

In this section, we assume Rayleigh fading for both AlivesBand Alice-Eve channels. The fading gains

h; are exponentially distributed with means for ¢ = 1,2. That is, the PDFs of the fading galn are

L exp ( —+< if s>0,
filsy =4 ™ (-5 | (33)
0 otherwise,
for ¢t = 1,2 and the CDFs are
l—exp(—+< if s>0,
Fy(s) = ( Aﬂ> (34)
0 otherwise.

A. Single-Level-Coding Approach

For comparison, we first calculate the secrecy key rate wirgieslevel coding is used. As shown in
Appendix[G, the secrecy rate is

] 1N [ ! e !
w = oo (< ) e () |7 () - # ()|

whereE;(z) = [[exp(—t)/t]dt is the exponential integral function. It can be verified ta above function

is concave with respect t&[!] and thus has a unique maximum, which can be searched nufiyerica

B. Layered-Coding Approach

According to [32), the secrecy rate with layered coding urtie optimal power control is computed

numerically by evaluating

B exp(—x /A1) [exp(—x/A2) — 1]
Bs=n / 0+ 21(@)]P dI(z),

where the optimal interference distributidiiz) and boundary points, andz; can be found according to

0

Lemmal2 as follows.

Interference Distribution/ (x)
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As shown in AppendixH, we have
YO RBydy exp(—x/A) -1  exp(1/Nl(z)) [ 1 (1 tal(x)
L roer T e = () 5 ()] @9
We also have

[1-F@)]FH@) Al —exp(=z/Xa)]

A@L+al@F | Grel@F e
Therefore, we can show after some steps of arrangementg (thats found by solving
1 1+ zl(z)
5 () 2 (Sarr ) o
~ Ael(z)[1+ M I(z)] 1 e [ 14 zI(x)
T L+al@P [eXp ( A2I<x>> o ( Aol (@) >] |

Boundary Pointsry and z;

We needs to find the boundary pointg and z; to meet the constraints that
I(fL’O) =P and [(ml) =0.

By letting I(zo) = P in (38), we can solve the equation fog. However,z; cannot be solved by this means

since we cannot lef(z1) = 0 in (38). Instead, we lef(x;) = 0 in (29) and find that

/01’1 Fr(y)dy = x1 + Ao [exp(—x1/A2) — 1],

and
[1 — Fi(x1)] Fa(x1)
fi(x1)

Therefore,x; can be found by solving the following equation:

21+ (M + o) [exp <—%> - 1} — 0.

2

= A [1 —exp(—z1/N\2)].

Interestingly,z; depends only on the channel statistics (characterizet and A\, for the Rayleigh fading
channels) and not on the power constraihtNote that no power will be allocated to a layer with its index
higher thanxz; (however, it is possible that some layers lower thanstill have zero power allocation, as
shown in the numerical example). Finally, we remark thargeguation discussed in this section has a unique

solution after excluding a trivial solutiof.

C. Numerical Examples

Now we show some numerical examples on the achievable sekegcrates and the optimal power distri-
bution p(s). We consider the symmetric Rayleigh fading channel define@B) with A\; = \; = 1.

Fig.[3 compares the secrecy key rates achieved by the lagedidg and single-level-coding based schemes
(both optimized). We also compare them with the secrecywdien perfect and noncausal CSI of the Alice-

Bob channel is available to Alice. In this case, Alice is alole@dapt its transmission rate based on the CSI at
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Fig. 5. Secrecy key rates achievable for the layered-cebasged approach, the single-level-coding-based appreachwhen perfect
CSIT is available at Alice noncausually.

each time slot. We still assume a short-term power consteaid thus Alice does not adapt power in contrast
to the scheme given by [12]. Without CSI at Alice, the secrieey rate achieved by the layered-coding based
scheme is significantly higher. This shows the benefit of tla@adcast approach due to the introduction of
self-interference in transmission.

Fig.[8 shows the optimal power distribution over coded layér trend is that more power is distributed to
lower layers as the total transmit powBrbecomes larger. In general, the optimal power distributioas not
concentrate much on a certain layer (or a small set of layesgecially wherP is large. We also compare the
optimal power distribution for maximizing the secrecy keyerin key-generation and that for maximizing the
average reliably decodable rate at Bob in non-secret trsgm. With different power constraints, the power
distributions for non-secret transmission are on the samneecbut have different boundary points, which is
different from the case for key generation. Also, when thaltoransmit power exceeds a certain threshold,
the power distribution for key generation is more conceattaover higher layers (as shown for the cases of

P =5 and P = 20); while the opposite can be observed whens small (as shown for the case 8f=1 in
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Fig. 6. Optimal power distributions for maximizing the sexy key rate in key-generation (“key-gen”) and for maximéthe average

reliably decodable rate at Bob in non-secret transmissioon¢secret”) when the normalized transmit powetHs= 1, 5, 20.

Fig.[@.)

VIlI. CONCLUSIONS

In this paper, we have introduced a broadcast approach ¢oetskey generation over slow-fading channels
based on layered broadcast coding. We have considered d imadech Alice attempts to share a key with Bob
while keeping the key secret from Eve. Both Alice-Bob andc@&lEve channels are assumed to undergo slow
fading, and perfect CSl is assumed to be known only at theverseduring the transmission. Layered coding
facilitates adapting the reliably decoded rate at Bob toattteal channel state without CSI available at Alice.
The index of a reliably decoded layer is sent back to Aliceanaauthenticated, public and error-free channel,
which is exploited by Alice and Bob to generate the secret W&yhave derived the achievable secrecy key rate
and characterized the optimal power distribution over dddgers. Our theoretical and numerical results have
shown that the broadcast approach outperforms the siagé-toding based approach significantly, which

establishes the important role of introducing self-irgeghce in facilitating secret-key generation over slow-
fading channels when transmit CSl is not available.
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APPENDIXA

PROOF OFTHEOREM [II

Let us first consider thé-state fading wiretap channel defined by Definifidn 2. We hheefollowing result.

Lemma A.l. For the L-state fading wiretap channel defined by Definitidn 2, thdofwing key-rate is

achievable:
R=> >P (h Bl hy = Bl 1) i: [ 0 (1 ! )] (39)
s = T 1= 1 , g = 2 T — Og + L B 5
l1 l2<ly I=l>+1 1 + h[lﬂ Zi:l—i—l pm
where we assume thgh!!! < pl) < ... < alH} andr is given by
UMY
rll = log (1+ lh . ) . (40)
14+ Rl 3 pl]
Proof: We relegate the proof of Lemma A.1 to Appendik B. |

It is easy to observe that the result given by Thedrém 1 is éirawus version of Lemma A.1 (a6 — o0),
and can be shown by following some standard steps in a stfaiglard manner. We omit these steps and next

prove Lemma A.1 only.

APPENDIX B

PROOF OFLEMMA A.1
A. Secret-Key Generation For The State Fading Wiretap Channel

The key-generation scheme for thestate fading wiretap channel is similar to the schemeredlin Section
[M-C] The encoding and decoding in the communication phrese been discussed in SectionTlI-B. To proceed
with the key generation phase, we will use the following tiota(some of which has been explained previously
but is repeated here for ease of reference).

Let W, = W,[ﬁ:” represent the set of messages sent by Alice abithh time slot andWJ,i] represents the
message sent at theh layer. At Bob, the reliably decoded message set aiikl time slot is denoted by
W,[,?d and the undecodable message set is denotd(ﬂ’,w. At Eve, similarly, the reliably decoded message
set is denoted b)W,[,LDﬂ and the undecodable message set/I/i,%’Q]. We useW = (W, Wy,..., W) to
represent the set of messages sent oveialime slots. Similarly, WP = (Wl[D'], WQ[Dt], ce W][\?]) and
wiltl = (el il WZ[\Z"]) are defined for = 1, 2.

We useX,, = XLI,;L} to represent the set of codewords sent in theh time slot, th} and X%]
(for t = 1,2) to represent the sets of reliably decoded, and undecodiaydes, respectively. Furthermore,
X = (X1, Xy,...,Xy), X0 = (x{P x[Pd - xPdy angxiu) = (xM xM1 x4y are the set,

reliably decoded set, and undecodable set of codewordgectely, over allM time slots. In addition,
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Y, = (Y11,Y12,.... Y1 ) and Yo = (Y21,Y29,...,Y5 ) are the signals observed by Bob and Eve,
respectively, over all\/ time slots.

In the key generation phase, two parameters of the key gimre@debook ard? and R,. For the L-state
fading wiretap channelR; is given by [39) andr is given by

L l
R::}jfw(hlzfﬂg (}:rm>, (41)
=1 =1

whererl! is given by [4D).

B. Genie-Leaked Information

In the communication phase, we assume that the messageyedrnvg each layer is chosen independently
of those at all other layers and uniformly at random. Thatistime slotm, the messagW,[,lL] sent by the
[-th layer, is randomly and uniformly selected frgm, 2, . .. ,2N7"[”}. One can always assume that the random
message is generated through a two-step procedure: firsh;n’amsageﬁ/ﬂ and Wﬂ are selected randomly
and independently, wherd’!) € {1,...,2V"} and W € {1,...,2Y")}, where#l] = +0 — 7l Then,
messagéVll = W x W is formed.

Note that this procedure is assumed only for facilitating pinoof and is not actually required for encoding.
In fact, rlﬁb can be any value as long as< rlﬁb < rll. For example, we can assume the following value for
flﬂ:

fﬂ{7@ U] ﬁlg?gtheJeDmJ )
min {r[l}, log (1 Tan o :2§§:H1pm )} otherwise,
wherely,, is the feedback layer index (i.e., the highest index of theodable layers at Bob) in time slot
m. Again, the feedback and channel information are not neeldeithg the transmission since the two-step
procedure is not actually executed.

Following the partitioning of messages, we hava’!! — Wr[,?l}, W,[,?d = (), and W#} = W,E{’l] X W,E{’l].

Hence,W,, is decomposed a8/, = WP x Wl « ) By letiing Wit = (Wl[ul], Wz[“ﬂ, e W]U\jﬂ)
and Wil = (11 wltl )y we haveWw = WP x Wil x Wit correspondingly.

We assume that there is a genie who gives the messad¥ &etto Eve. This is a useful step to enable us
to give a bound on the equivocation rate with respect to tlye/Keat Eve.

One might wonder if this genie-leaked information benefit® End eventually reduces the achievable key
rate. In Fig.[¥, we illustrate that the genie-leaked infaioradoes not benefit Eve. Here, let us consider a
special L-state fading wiretap channel for which = 3 and the support of both Alice-Bob and Alice-Eve
channel gains ighl, 12, hB1}. It is easy to see thal;%"! + ¢ if and only if Ay, = A andhs,, = Al for
a time slotm. Therefore, we can focus on such a time slot. We Hayg = {1, 2}, U1, = {3}, Do, = {1},

andUs,, = {2, 3}.
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Fig. 7. Anillustrative example to show that the genie-lehk&formation does not benefit Eve.

X%} is decoded and subtracted by both Alice and Bob from theieived signals. Therefore, we consider
only Xﬁ] andXEﬂ, WhereXﬁ} contributes to the key generation and Eve tries to deducenidtion onXﬁ],
while XL‘? plays the role of interference. Figl 7 shows the rate of mfation that Eve can deduce dﬁﬁ?ﬂ
versus the rate of interference codebook. (The rate regisembles that of a multiple access channel. Some
related discussion can be found in|[27].)

Eve uses the genie-leaked information to reduce the ratet@fféerence codebook. To achieve this, Eve uses

V% to obtain a thinned codeboak® (1} 7[,3’]). That is, among all the codewords in the original codeb@dk
i.e. only the ones corresponding szz)’,[,f} are kept and the rest are eliminated. However, if the sidarimdtion

is given properly, Eve does not benefit from the genie. As shiowFig.[4, the side information does not help
Eve’s eavesdropping if

3 < Bl _og (1 + hgmp[?’]) .
Under this condition, the pair of coding rates ®@# and /¥ (W,.?)) is represented by any point on the line
segment from A to B. A reward of

(2]
A =1 —log <1 + fmp )

1+ hgmpm

is collected from time slotn in contributing to the key generation.
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C. Equivocation Calculation

Now, we are ready to compute the equivocation rate with iEsjoethe keyK at Eve:

H(K[Y2, ¥, hy)
> H(K[Y2, ¥, hy, hy, W) (43)
= H(K|Yy, W h; hy) (44)

= H(K, Yo, X|WHI hy hy) — H(Yo|WW hy hy) — H(X[Ys, K, W by, hy)
> H(X|Y2, WY by hy) — H(X|Y2, K, W 1y hy), (45)

where [4B) is from the property that conditioning reducesomy, (44) is due to the fact thadt is a deterministic
function ofh; andY5.

As shown in Appendix T and]D, the two terms [in](45) can be bodratein the following,
H(X[Y2, W hy hy) > n(Rs — dn,u), (46)
and
H(X‘Y27K7W[ul}7hl7h2) S nd;V,M7 (47)

wheredy ar, 0%y 5,y — 0 when N, M — oo.

By combining [45), [(46) and_(47), we have
nRe. = H(K[Ys, ¥, hy) > n(Rs — 6), (48)
which gives the perfect secrecy requirement that is
Re > Rg — 6,

wherej — 0 asn — oo (actually N, M — o). Hence, we complete the proof.

APPENDIXC
PROOF OF(48)

First, let us denote

E1 2 HX|Yy, W] hy hy).

Due to independent coding at each time slot during forwaadsimission, we have

By = H(X, Yy, W] hy hy) — H(Y,, W hy hy)
M M
=Y H(Xom, Yo, W hiy hom) = > H (Yo, W, By, o)
m=1 m=1

H (X Yom, W By, hom).

m

I
M=

3
I}
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Furthermore, we have

Er> Y HXp|Yom, W b, hom) (49)
meM+
= Y HXnp W D, hom) + H(Yom X, W B, Bom) — H(Y oW By, o)
meM+
= Z H(Xm|Wr[,Z~:{1}) + H(Y2m|Xm’ h2m) - H(Y2m|W£Z~:{1}, hlma h2m) (50)
meM+
> Z H(Xm|Wr[,Z~:{1}) +H(Y2m|Xm,h2m) _H(Y2m|h2m) (51)
meM+
> Z H(Xm|W£Z~:{1}) _I(Xm§Y2m|h2m) (52)
meM+
where M = {m|m € {1,..., M}, hi,, > hay} is the set of time slots in which Alice-Bob channel is better

than Alice-Eve channel)[_(49) follows from the property ttie@tropy is non-negativel (50) follows from the
property thaﬁ/wgﬂ < X, ¢ Yo, forms a Markov chain, an@(51) follows from the property tbanditioning
reduces entropy.

To bound [(BR) further, we have

H (X, [ W)
L
=1

_llm

L Ul
=N 1D T > log <1+ fiamp )] (53)
Li=1

L .
I=lym~+1 L+ ham Zi:l—i—l pll

[ im L
=N > rll+log (1 +hom Y pm)] (54)

LI=1 =lm+1

wherely,,, denotes the index of the highest decodable layer at Bob ie silwtm, and [53) follows from[{(4R).

We also have
I (Xm; Y2m‘h2m)
=1 (X%)ﬂ’X%ﬂ;Yzm\hzm)
= 1 (X2 Yomlham ) + 1 (X4 Yo X2, hoy )

< H(XDd) 41 (XL&’Z};YM\XL%L th)

lzm L
<N [Zrm + log (1 +hom Y pm> + 6

=1 I=lom+1

; (55)

wherels,, denotes the index of the highest decodable layer at Eve i@ slotm, andé; — 0 as N — oo.
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Combining [52), [(B4), and (55), we have
l1m llm ”
hom D12, 11 pl
Ey>N r —log [ 1+ 2t -6
(> | R

meM+ Li=lzm+1
! 1
: plel sl -l
- NZ Z # (ha = hlb] by = pl [ Z rl — log (1 + I=ls+1 — 01
L <ty ( ) =1 1 + h[lg} ZlL:ll_g.l p[l]

l1 R
N Y 4 <h1 — by = h“ﬂ) { 3 [Tm log <1 N pli]pll] )] - 51} |

L i
L la<ly I=lo+1 1+ Al Zi:lﬂ pl
where# (hy = hlil, hy = hl1) denotes the number of time slots (out/dfslots) thath; = Al andh, = Al:l.
When M — oo, we have

I 2
B > NZ Z M {Pr (hl _ h[h]’ hy = hﬂz]) — 5&} { Z [r[l] —log <1 + Tt h[lZ[;:me p[i}>] - 51}
i=l+1

I <ty I=l,+1

=n(Rs — d2), (56)

wheredy — 0 when N — co and M — oo.

APPENDIX D
PrROOF OF(417)

First, we denote
E2 = H(X’Y27 K7 W[ul]a h17 h2)

To give a bound onF»,, we consider Eve’s decoding &, i.e., the codewords sent over dlllayers and
M time slots, by assuming that Eve obser¥és and h,, and is given (by a genie) the side informatiéhn
Wl andh;. Note thatX = X2 U X¥] whereX ] plays the role of interference and is not used in
the key generation. To boun,, however, we need Eve to decode the interference given thie-géded side
information.

Givenh; andhs, Eve is able to partitiorX as
X:XM+ UXM—, (57)

where MT = {m|m = 1,..., M, andhy,, > hop}t, M~ = {1,... , M}/M*, X+ = {Xpn|m € MT},
andX - = {X,,|m € M~}. We consider the decoding & \,+ and X \,- separately as in the following

subsections.
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A. Decoding ofX 5 -

We note thatX »,- can be partitioned as
X =X uxkel (58)

Based onY,, and side mformatlom/[”ﬂ Eve performs the decoding & ,- for each time sloin ¢ M*
independently. The decoding is performed in two steps:

1) Decoding ofXEai} For eachm € M~, Eve decode§( (decodable layers for Eve) directly based
on Yy, without using side information.

2) Decoding ofX%zl: After subtractingXL?ﬂ decoded previously, Eve attempts the decodin@(&fz]
using the side informatiom%%’ﬂ More specifically, considering the decoding Xﬁl for layer! € Us,,, we
use WY, which is available since we hav,, C Uy,, and therefora¥l ¢ WX}, We denote by (W, [”)
the thinned codebook corresponding to the genle—mformeslsagé/f/ . The size ot (W, [”) is 2N75! where

,[Q is given by [42). Eve attempts to decoﬂfé,ﬂ using CV](VWQ) after subtracting the layers lower than

denoted be[1 (=01 For any typical sequencééy,]b andYy,, it can be shown that

0
I (XL&JL;YM\XW—W) > N |log [ 1+ famp p—
L+ hom Zz’L:lH pli

Hence, Eve is able to decodé[,g with an arbitrarily small error probability wheWV — oc. By performing

decoding for alll € Us,, successively, Eve decodé@,ﬁ’ﬂ.

B. Decoding ofX ,+

We note thatX »(+ can be partitioned as
X = X0 (X0 nxfel) uxBl, (59)

and Eve performs the decoding ®i+ through the following three steps:

[Dﬂ Eve decodeé([ 2] *, directly based orl; without using side information.

[uz]

1) Decoding ofX',/
2) Decoding ofXMQ E\Al Eve decodexgwﬂ L jointly based on a list decoding argument, which

is explained in details as in the following. A similar argumhéased on list decoding was given in[[12].

Definition 3. SequenceX,, is the concatenation of the codewords sent from the groupoofntunication
codebookgPimeml (e, X, = X%f””,...,xl“”] ). The concatenation of sequenc¥s, for all m €

M is called a super-sequence, denotedXay

The length of sequenc€, , is N (11, —l2m ), and the length of super-sequeXés thereforeN >~ i (l1m—
lam ). Therefore, the length of a super-sequence depends on #maelhrealizations oh; andh; for a finite

M. However, asM — oo, it can be seen that the length does not depend on the charatieghtions.
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| (b)

Fig. 8. Two lists of super-sequences: (a) I5(K) constructed based on genie-providéd (b) list 7 constructed based on

joint-typicality.

As shown in Fig[B, Eve generates two lists of such superessmps. and 7 based on genie-provided
secret keyK and joint-typicality, respectively.

First, given a secret ke, Eve narrows down to biB(K) in the key generation codebook. Since the
mapping functiory is deterministic (one-to-one) and encoding in the commatioa phase is also deterministic,
Eve is able to generat®(K), a list of super-sequences each of which corresponds toenwaud in binB(K).
Hence, the size of (K) is ||£(K)|| = 2"f%.

For eachm € M™ and any possible sequen®e, , we define

X, Yo 1 if (ng muz],ng) are jointly typical Whenng 2 are decoded and substraced fraf,, .
Y Ay, Yom) =
0 otherwise

Eve constructs a list,,, such that

That is,7,, consists of the sequences such that the corresponding oadeeoming from codebooksP ]
are jointly typical with'Y5,, given thathfz] has already been decoded and canceled. Finally, Eve cotsstru
a list 7 by concatenating sequencesTp for all m € M™.

Suppose thaX is the super-sequence corresponding to the transmitteel\/\mdsx[ﬁﬂ N X[ﬁ’jl Given
the two listsC(K) and 7, Eve attempts to fin&. Eve declares thaX were sent, ifX is the only common
super-sequence in both(K) and 7. She declares an error if there is no super-sequence or thaneane

super-sequences ifi(K) N 7. Hence, there are two error events correspondingly,
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& T XELK)NT,
&, : there existsX # X, andX € L(K)NT.
The Asymptotic Equipartition Property (AEP) implies tHat(€;) < €1, wheree; — 0 asn — oo. Pr(&) is
bounded as the follows:
Pr (&) < E{ > pr (X c E(K))}
XeT X#X
<E{|c2""}, (61)

where||L|| represents the size of the li§t and [61) follows from the uniform distribution of supemgsences
in £(K).
To proceed, we need to give a bound |pf)|. We denote the size of,, to be | L,,||. For anym € M™,

II£|| can be bounded as the follows:

”ﬁmH =K {Z’Y(Xm7Y2m)}

X

=m

<1+ Y E{v(X,,, Yom)},
X, #X,,

1
ham 3,1, m 1l pl!
N —log<1—i-—2 +€2
lim n 7
<1+ ZN(lezlzm+1 7“)2 { tham Sy, 0 P

[t
Nq S 1 _log( 14 ——t2mp
<2 {Zuzmﬂ[r T S ) [Ty

wherees, e3 — 0 as N — oo. The size ofL is then bounded as

lcl= T I<al

meM+

lim [ _ homplY

As M — oo, by following steps similar as those for derivirig [56), wevdia
le)| < 2nfmes), (62)
Now we can combind (61) anf (62) to obtain that
Pr(&) <27 — 0, (63)
asn — oo. Hence, the average error probability for decodxlﬁﬂ N X%ﬂ is bounded by

Pr(é’l U 52) < Pl“(gl) + Pl"(gg) — 0,

asn — oo. Thus, Eve is able to find the right super-sequeKcwith a vanishing error probability. Sinck

and the group of codeword?ﬁgaﬂ mX[/Z(jl are related by a one-to-one mapping, we conclude that Evielés a

to decodeX[/aﬂ N X%ﬂ with a vanishing error probability.
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3) Decoding ofx%ll: Eve subtractxﬁ"ﬂ andX[/aL] mX[f(’jl from Y, based on the two previous decoding

procedures, and tries to decode:’' using the thinned codebook¥!! (W), The decoding procedure is
similar to that discussed in subsection A.2.
Finally, we conclude that Eve is able to decalegiven Y5, the genie-informed (secret-key) information

K, and the side informatio®W “]. Hence, Fano’s inequality implies that
By = H(X|Ys, W, WH 1y, hy) < nd, — 0, (64)

asn — oo. We thus complete the proof df (47).

APPENDIXE

PROOF OFLEMMA [2

We can rewrite the secrecy key rale as

Ry =Ty =T, (65)
where
- oo phi [ phy SP(S)dS

he /o /0 /h m] d[t = Fp(he)}d[l = Fi(h)], (66)

Ty (ha)

B oo rhi [ rha th(s)ds
and - Te= /0 /0 /h m} d[l — Fy(ha)] d[1 — Fy(ha)]. (67)

T2 (h1)

A. Evaluation ofT;

The under-braced terf; (k1) can be evaluated by integrating by part. We have

Tyi(hy) = [/hh %} [1— Fy(hy)] : _/Ohl [1 — Fy(ho)]d Uhh %]

o hsp(s)ds h (s sp(s)ds
= /0 1+s[(s)+/0 =Bl

B h sp(s)ds
- /0 BT o (68)

By another integrating by part, we obtain

T = /OOO To(h)d[1 = Fy(hn)]
= Tyi(h1) 1 = Fi(h)]lg” — /OOO [1 = Fi(h1)] d[T1i(ha)]

_ /0°° (1~ Fy (b)) d[Thi(h))

sp(s)ds

1+ sI(s) (69)

- /0 T = Fu(s)] Fas)
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B. Evaluation ofT3

The under-braced terff; (k1) can be rewritten as

P e

h s)ds
[ g (14 haT(h) ~ tog (L + BT ().

Notice that

2

and therefore

_i{/mhw®%]_1wﬂ—@MML_ I(h)
dhs ha 1+ hg](s) n 1+ hg](hQ) 1+ h2[(h1) '

Hence,T;(h1) can be written as

ha) — hop(h2) (1)
1+ hol(hg) 14 hol(hy)

Toi(hy) = —/Oh1 [1 — F5(hy)] [I( } dhs. (70)

Furthermore, we have

d _ I(hy) — hip(h1) d & I(h1)
d—thZi(hl) = —[1 = F3()] [ T I I(h) } + [/0 [1 = Fy(ho)] mdfm] . (71

To proceed, we need to interchange the operation of diffexteon with respect tdi; with the operation of
integration overhs, where the integral domain is also a function/af We use the property that for any real

differentiable functiorp(x,y), we can write

d [* B * Ip(z,y)
dx/o p(w,y)dy—p(x,x)Jr/O 5 Y- (72)
In particular, we have

d% [/Ohl (1 — Fy(ho)] ]Eiz)d}”]

I(hy
_ I(h1) i 9 (h1)
= [1 - Fy(h1)] T Inl(hy) + (1 — Fa(h2)] 57— o [m] dha
_ (h1) (hl) 1
—U—B%Hummmﬁ-wLéUwaMﬁ:Emﬁ
_ I(h1) p(h1) [ 1= Fy(h1) M fo(ha)dhsy
== Bl =5 700t iy [1 Tl LT, Tx hg[(hl)} (73)
where we have used integrating by part to get to the last #égual
Putting [73) into[(711), we have
d _ By(h)p(hy) | p(ha) [™ fa(hg)dho
d_thQi(hl) ST T ) I )y 1+ hel(h) (74)
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Now, we can evaluaté&, by
T, — / Tos(h1)d (1 — Fy (b))
0

_ /OOO [1 = By (hy)] dTi (ha)

[ = F(h)] Fa(h)p(hy) o [ L= Fu(h)]p(hy) [ ™ fa(he)dhs
- (k) i, [T [ e e @9

C. Evaluation of R, =T — Ty

Using [69) and[(75), and replacing the variabhleand i, with = andy, respectively, we have

- R@IeE) [ [F Wl )
RS‘/O 1(2) [0 1+ yl(2) 1+:c1<:c>]

- [Cu-Rew | [ %] | (76)

which is [27).

APPENDIX F

PROOF OFLEMMA [2

The functional of [(2F7) is defined by

L(21(@). ') = = [1 = Ai@)] I'(2) [/0 %} |

A necessary condition for a maximum of the integral Igfr, I(x), I'(z)) over z is a zero variation of the
functional. For characterizing the optim&(z), the Euler-Lagrangian equatidn [32] gives a necessargiton

denoted by

OL d (0L
o dr (aT) =0 (77)
for which we have,
OL _ o o e [ YE2)dy
57 = 2l —F@)]I'( )/0 it yl@F (78)
oL _ v R(y)dy
R e et 79)
doL _ . " BWdy . oo od [T By)dy
zar =00 |, wer PO | e (80)
with
i © RBydy Fy(x) ol'(x T oyFy(y)dy
da:/o T+yI@P [ +al(@)] 2I'( )/0 Ntul@)] (81)

Using [78), [(8D), and (81) if (T7), we have

T By)dy [l - Fi(2)] Fa(x)
Jy e L+ 2I@] file)’ (62)

Hence, we proved Lemnid 2.



31

APPENDIX G
ProOF OF(35)

According to Lemmad]1, the secrecy rate is
+
Rl = py [RW < log(1 + hlP)] Ey, [RW —log (1+ hQP)}
hi
=Pr{h; > h“{}/ [R“l —log (1 + h2P)] fa(ha)dhs
0
hT (1] * hi
=exp |~y RYE () —/ log(1 + hoP) fa(ho)dhs | (83)
0

whereh; = [exp(R) — 1] /P. By using integrating by part for the integral in{83), we bav

hy M1 — exp (—ho/X2)] P
(1 — 1 2/ 2
R exp ( /\1> /0 1+ Tl dha

hi " exp (—ha/X2) P
Cexp (1Y R _/ dhs| .
eXp( )\1> [ 0 1+ hoP 2

By letting ¢t = (1 + hoP)/(A2P), we have

1+h}iP
hi 1 xr exp(—t)
1 _ M [ _ _ &Pt
R exp< )\1> R exp <)\2P> /1 ; dt]

oo () o)

(1+hP s 1
[EZ< Ao P ) EZ<>\2P>]}
By usingh} = [exp(RI!) — 1] /P, we can obtain[(35).

APPENDIXH
PrROOF OF(36)

We can write

YO Ry)dy  [Tl-exp(=y/A) (" dy  [Texp(—y/A)dy
/0 [ _/0 dy_/o [ /0 -8

1+ yl(x)] [1+yI(z))? 1+ yl(x)] [1+yI(2)]”
%; Ty
and evaluatd’ and T, separately. First, we have
i
T3 = Tl (85)
To evaluately, we have
_ [Texp(=y/A) 1
ro=- [ = )
Loexp(-y/M)|f 1 /m exp (—y/X2) dy
I(x) 14+yl(z) |, Xel(x) Jo 1+ yl(x)
1 exp (—x/Aq) 1 T exp (—y/A2)
=) [1 T vl ] T N@) /0 13yl L@l (86)

Ts
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By letting 1 + yI(z) = t, we have

_exp (1/oI(2) [T exp (—t/Xa(2)) t
r= SR ) et
1

- /\2[;2(33) exp (/\2[1(;,3)) Es </\2It(33)> 1+21(x)

Combining [85), [(86),[(87) and_(B4), we can obtdin] (36).
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