arXiv:1207.6762v5 [cs.IT] 19 Jul 2013

Cooperative Regenerating Codes

Kenneth W. ShumMember, IEEEand Yuchong Hu

Abstract—One of the design objectives in distributed storage ~ There are two modes of repair in regenerating codes. In the
system is the minimization of the data traffic during the repar  first one, calledexact repair the content of the new node is
of failed storage nodes. By repairing multiple failures sinulta- exactly the same as the content of the failed nodes. Most of

neously and cooperatively rather than successively and irepen- th licit tructi f fi d f
dently, further reduction of repair traffic is made possible. A e explicit constructions of regenerating codes are i@cex

closed-form expression of the optimal tradeoff between theepair ~ repair [5]-{10]. In some works in the literature, such asfra
traffic and the amount of storage in each node for cooperative tional repetition codes [11], self-repairing codes|[12ingle
repair is given. We show that the points on the tradeoff curve regenerating codé [13] and locally repairable codes [14];]
can be achieved by linear cooperative regenerating codes.itv 5 fajled node is repaired by downloading data from some
an explicit bound on the required finite field size. The proof ifi b f . d In thi h

relies on a max-flow-min-cut-type theorem from combinatoral specific subsets o SUFV'Y'”Q nodes. In this paper, however,
optimization for submodular flows. Two families of explicit focus on the model as inl[4], and assume that the new node

constructions are given. can contact and download data from any subset sifrviving

Index Terms—Distributed storage system, network coding, nodes d.uring the repair process, whéres a constant called
regenerating codes, decentralized erasure codes, submdaiu therepair degree
function, submodular flow, polymatroid. The second mode of repair is callgdnctional repair
With functional repair, the content of the new node are not
necessarily identical to the failed nodes, but the propiay
a data collector connecting to amkynodes is able to decode

In order to provide high data reliability, distributed stige the data file is preserved. By showing that the minimum repair
systems disperse data to a number of storage nodes. Redwamdwidth can be calculated by solving a single-sourceimult
dancy is introduced in order to protect against node faslurecasting problem in network coding theory [17], the optimal
There are two common methods in introducing redundandsgdeoff for functional repair between repair bandwidtid an
namelyreplication codingand erasure codingln the former the storage in each node is derived[in [4].
method, a data file is replicated several times, and thetiegul Most of the studies on regenerating codes in the literature
pieces of data are stored in different storage nodes. A godiiocus on single-failure recovery. In large-scale distréolstor-
scheme in which a data file is replicated three times #&e systems, however, multiple-failure recovery is thenmor
employed by the Google file syste [1]. Although replicatiorather than the exception. Suppose we repair a large dittdb
coding is easy to implement and manage, it has lower storagjerage system periodically, say once every two days. If the
efficiency than erasure codes, such as Reed-Solomon (R8inber of storage nodes is very large, very likely, we have
codes. In order to achieves higher storage efficiency, R® cddio or more node failures in a period of time. Multiple fagsr
is recently adopted in several cloud storage systems,dimgu occur naturally in this scenario. On the other hand, in some
Oceanstore [2] and Windows Azure [3], etc. practical systems such as TotalRecalll[18], a recoverygas®c

In a large-scale storage system, failure of storage nodegriggered only after the number of failed nodes has rediche
is a frequent event. The deployment of erasure codes incarpredefined threshold. In this case, even though nodedsilur
a significant overhead of network traffic during the repa#re detected one by one, the lazy repair policy treats themn as
process, because we need to download the whole data fiigltiple failures. Lastly, in peer-to-peer storage systemith
from other surviving nodes in order to recover the lost dathigh churn rate, nodes may join and leave the system in batch.
The required traffic for repairing a failed node, calieghair This can also be regarded as multiple node failures.
bandwidth per nodgs of particular importance in bandwidth- In view of the motivations in the foregoing paragraph, we
limited storage networksRegenerating codesas introduced address the problem of repairing multiple node failuresu$im
by Dimakis et al. for the purpose of reducing the repaitaneously and jointly, by exploiting the opportunity of dat
bandwidth [4]. exchange among the new nodes. This mode of repair, called

cooperative repairwas first introduced by Het al. in [19].

The material in this paper was presented in part at the IEEEJonf. on - The new nodes first download some data from the surviving
Communications, Kyoto, June, 2011, in part at the Int. Syomp.Network .
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Initial nodes Newcomer The third node contains two parity-check packéis+ B; and

A 245 + B,, and the last node contaifisl; + B; and A; + Bs.
Here, we interpret a packet as an element in a finite field,
As and carry out the additions and multiplications as finitedfiel
operations. We can takBs, the finite field of five elements,
as the underlying finite field in this example. It can be regadil
By checked that any data collector connecting to any two séorag
B, nodes can decode the four original packets.
Suppose that the first node fails. We want to replace it
N by a new node, called theewcomer The naive method to
w ke repair the first node is to first reconstruct the four packets
A+ By 7}’ by connecting to any other two nodes, from which we can
245 + B C\y recover the two required packet$; and A,. Four packet
transmissions are required in the naive method. The repair
bandwidth can be reduced from four packets to three by
24, + B, making three connections. Each of the three remaining nodes
adds the stored packets and sends the sum of packets to the
A2+ By newcomer, who can then subtract dff, + B, and obtain

A +2A5 and2A; + As. The packetsd; and A, can now be
solved readily. Hence, the lost information can be regdedra
exactly by sending three packets to the newcomer.

If two storage nodes fail simultaneously, four packet trans
bandwidth cooperative repair. missions per newcomer are required if we generate the conten

We will call a regenerating code with the functionalityin the two new nodes separately (see Elg. 2). Each of the new-
of cooperative repair aooperative regenerating coddn COmers has to download four packets from the two surviving
this paper, we derive the fundamental tradeoff between tRgdes. For example, in order to recover packet the first
storage per node and the repair bandwidth per node, and di¢avcomer has to download packets and 4; + B;. For
closed-form expressions for the points on the tradeoff eurwacketB;, packetsd, and2A, + B, have to be downloaded.
The derivation is based on the information flow graph fofhe two new nodes essentially rebuild the whole data file
cooperative repair. As there are potentially unlimited bem A1, A2, B1 and B, and re-encode the desired packets. The
of data collectors, the information flow graph could be aftal repair bandwidth is eight. If exchange of data amoreg th
infinite graph. The unboundedness of the information flofwo newcomers is enabled, the total repair bandwidth can be
graph incurs technical difficulty in achieving the trademffve reduced from eight packets to six packets (seelFig. 3). Téie fir
by linear network codes. Existing algorithms for networkleo newcomer getsi; and A, + By, while the second newcomer
construction, such as the Jaggi-Saneleal’s algorithm [23], 9etsAz and2A4;+ B,. The first newcomer then figures ot
assume that the graph is finite, and requires that the finf8d24: + B: by taking the difference and the sum of the two
field size grows as the number of sink nodes increases. Weuts. The packeB; is stored and?2A; + By is sent to the
therefore cannot apply the Jaggi-Sandgral’s algorithm second newcomer. Likewise, the second newcomer computes
directly, unless we truncate the infinite information flovagh B2 and A; + Bs, storesA; + B, and sendsB; to the first
to a finite subgraph. If random network coding is employe@léwcomer. The content of the failed nodes are regenerated
the required field size also grows as the number of destimatidfter six packet transmissions. This example illustrates t
nodes increases$ [24]. [25]. The techniques(inl [24]] [25] dePtential benefit of cooperative repair.
not go through if there are infinitely many data collectors. _ _ .

It is therefore not straightforward to see whether we can Formal Definition of Cooperative Repair

support arbitrarily large number of repairs without rertita Let Q be an alphabet set of size We will call an element
the system. Nevertheless, in the single-loss case, Wi ih [# Q a symbol The data is regarded asBtuple m € QF,
succeeded in showing, by exploiting the structure of thwith each component drawn fro@. The distributed storage
information flow graph, that we can work over a fixed finit&ystem consists of nodes, with each node storiagsymbols.
field and sustain the distributed storage systninfinitum We index the storage nodes from 1st0

In this paper, we generalize the results[in|[26] to coopegati Time is divided into stages, and we index the stages by non-
repair. negative integers. Upon the failures of some storage nodes,

we repair the failed nodes and advance to the next stage; the
repair process is carried out in the transition from oneestag
to the next stage. Far> 0, let the content of theé-th node

We examine the following example taken from|[27] (Fig. 1)at thet-th stage be denoted by antuple x(¢,7) € Q*. The
Four native data packetd;, A, B; and B, are distributed distributed storage system is initialized at stage O byirggtt
to four storage nodes. Each storage node stores two packefs,i) = e;(m) for i = 1,2,...,n, wheree; : QF — Q% is
The first one storegl; and A,, the second storeB; andB,. an encoding function.

Fig. 1. Repairing a single node failure.

A. An Example of Cooperative Repair



Initial nodes Newcomers failed nodes byr newcomers, and advance to stageFor

A, s=1,2,3,..., let R, be the set of storage nodes which fail
at stages— 1 and are repaired in the transition from stagel
Az 7, to stages. The setR, containsr elements in{1,2,...,n}.

For each storage nodec R, let H, ; be the set of storage
nodes at stage — 1, called thehelpers from which data is
By downloaded to node during the repair process. We assume
By that the the repair degree is a constdntregardless of the
stage numbes and the index of the failed nodeand different
newcomers may connect to different setsidfelpers. In other
words, the set,; can be any subset dfl,2,...,n} \ R,
with cardinality d.

The repair procedure is divided into three phases.

In the first phase, each of the newcomers downloads
< X B1 symbols from thed helpers. Fori € R, andj € H,;,

2
2A1 + B, A, As 241 + By the symbols sent from nodgto newcomer: is denoted by
Agy+ By B, By Ay + By gs,5,i(x(s —1,7)), where
Gsji: QY — oM

is an encoding function.

Fig. 2. Individual repair of multiple failures.

Initial nodes Newcomers In the second phase, thenewcomers exchange data among
themselves. Every newcomer sertjssymbols to each of the
Ay otherr — 1 newcomers. Foi, iy € Ry (i1 # i2), let
A
’ Goinsis Q¥ — Q-

be the encoding functions in the second phase, and

A B . . .
m— 1 ¥(5,11,12) = Gl iy ({90 (<5 = 1,7)) : 5 € Ha D)
1+ b5y
432 be the symbols sent from newcomgrto newcometi,.
Y In the third phase, for eache R, the content of the new

nodei, x(s, i), is obtained by applying a mapping
hei: Qdﬁﬁ-(r—l)ﬁz — Q~

&)
N4

o to g j.i(x(s —1,5)) for j € Hy,; andy(s,i’,i) for i’ € Ry \
N

24, + By

{i}.

Al
24, + By Ay 24, + By For those storage nodes that do not fail at stagel, the
4y + B, 24+ By}~ A, 4 B, Zq;n;gnt of them do not change, i.&(s,i) = x(s — 1,4) for
s

A cooperative regenerating coder acooperative regener-
Fig. 3. Cooperative regeneration of multiple failures. ation schemeis a collection of encoding functions, f; s,
9s.j.i» 954y i, @Nd A ;, such that then, k) recovery property
holds at all stages > 0, for all possible failure pattern&,
For a subset of {1,2,...,n}, we let and all choices of helper sets, ;, s > 1.
x(t,8) := (x(t,1))ics A few more definitions and remarks are in order.

« The multi-node recovery process makes sense only when
the total number of storage nodes,is larger than equal
or to the sum of the number of nodes repaired jointly,
and the repair degred, Henceforth we will assume that
n > d+r. The results in this paper hold for all> d+r.

« If each storage node contain3/k symbols, then the
regenerating code is said to have timaximal-distance
separable(MDS) property.

fr.s 0 QF — QF o If x(t,4) = x(0,7) forall t > 0andi =1,2,...,n, then
such thatf, s(x(t, S)) = m. the regenerating code is said to &eact

(2) Multi-node recoverywWhen the number of node failures » Therepair bandwidthper newcomer is denoted by
at stages — 1 reaches a threshold, say we replace the v:=dB + (r —1)bs.

be the content of the storage nodes indexedShat thet-th
stage. The design objective is two-fold.

(1) File retrieval. At each stage, a data collector can
reconstruct the data filan, by connecting to any out of the
n storage nodes. We will call this property the, k) recovery
property Mathematically, this means that for akysubsetS
of {1,2,...,n} andt > 0, there is a decoding function



» The encoding functiong; ; ;, and h,; depend Definitions: For j =1,2,...,k, define

!
Gs,in,ine

on the indices of the failed nodeR,,, the indices of the

: r—1
helper nodesH, ;, and possiblyR, and#, ; for t < s, aj = %, )
i.e., the cooperative regeneration scheme is causal. For D
the ease of notation, this dependency is suppressed in the . d+ 5 3)
notations. BT T

« The encoding and decoding are performed over a f'XanereD is a short-hand notation for
alphabet sep at all stages.

« In practice, the file size is typically very large and can Do b(d— ki Ty jG -1 4
be regarded as infinitely divisible. It will be convenient i =K tIt 2 ) 2 “)
to choose a unit of data such that the file siZeis The points(7;, @) are calledoperating points of the first type

normalized to 1, and hence the file sigedoes not matter  For¢—0,1,..., |k/r|, define
in the analysis. After normalization, a pdiy/B, «/B)
is called anoperating point The first (resp. second) & = L’;(Z"'l)’ (5)
coordinate is the ratio of the repair bandwidth(resp. Dy
storage per noda) to the file sizeB. We use the tilde 5 = d+r—1 6)
notatona = «/B, 1 = p1/B, B2 = B2/B, and e D,
4 = ~/B for variables after normalization. All variables,, ..o
with tilde are between 0 and 1. 2000+ 1
« An operating point¥, &) is said to beadmissiblaf there Dy :=k(d+r(l+1)—k)— w 7
is a cooperative regeneration scheme over an alphabet set 2
Q with parametersB, a, 8 and~, such that(y,&) = The points(7;,&;) are calledoperating points of the second

(v/B,a/B). For givend, k andr, let Cap(d, k,r) be type

the closure of all admissible operating points achieved For non-negative integer and positive integer, let

by cooperative regenerating codes with parameders . . ,

andr. We callCap(d, k, r) the admissible regionlf the U)o = Lj/m|m® + (j — Lj/m]m)>. (8)
parameterd, k andr are clear from the context, we will Lety: {0,1
simply write Cap. We let 4(0) := 0, and

v (&) :=min{z : (z,&) € Cap(d, k,r)}. (1) (i) = {j(d—k)f(jz-k‘l’j,r)/? if U, < jr,

., k} = RU{oo}, be a function defined by

jr—w; .

The value ofy*(&) is the optimal repair bandwidth when *° Ity = g

the amount of data stored in a nodeiis for j = 1,2,..., k. The motivation for the definition ofi(j)
« In the single-loss failure modet & 1), it is shown in[[4] will be given in Sectio V.

that we only need to consider > k without loss of

generality. In multiple-loss failure modet (> 1), there

is no a-priori reason why cannot be strictly less than

However, the mathematics for the case & is simpler {(%75@_) cj=23,. . k—1,d<(r—1uG)},

and more tractable. In this paper, we will assume that

Theorem 1. The admissible regio€ap(d, k,r) is equal to
the convex hull of the union of

is larger than or equal té&. We will also assume that ©)
k > 2, because regenerating code with= 1 is trivial. {(:YILJ'/TJ’&IU/TJ) 2 j=2,3,...,k—1,d> (r— 1)M(j)},
We summarize the notations as follows: (10)

B : The size of the source file. - -

n: The total number of storage nodes. {(70 +tedg): e O}’ (11)

d Each newcomer connects tbsurviving nodes. and

k . Each data collector connec_ts ksosForage nodes. {(%7 arte):e> 0}_ (12)

r . The number of nodes repaired simultaneously.

a : Storage per node. Whenr = 1, we use the conventidnoco = oo in (@) and (Z0).
51 Repair bandwidth per newcomer in the 1st phase. Furthermore, linear regenerating codes meeting this bound

B2 . Repair bandwidth per newcomer in the 2nd phasexist for alln > d+r, provided that we work over a sufficiently
~ : Total repair bandwidth per newcomer. large finite field.

We note that each of the sets [ (9) and](10) contains at
mostk — 2 points. The set in[(11) is a horizontal ray, and the
set in [12) is a vertical ray. The proof of Theoréin 1 is given

The main result of this paper gives a closed-form expressionSectiong Tl td"V].
for the regiorCap(d, k, r). The statement of the main theorem Remark:The quantity; ,, defined in[(8) can be interpreted
(Theorentll) requires the following notations. as the maximum value of J_, #? subject to the constraints

C. Main Results



25:1 z; =7 and0 < z; < m for all i. If we divide j by and then show that

m, thg quotient and remainder are, respectivély,mn| and k(2d+r — k)
_]—L]/mJ.'WE have\IIO_,m:Oand\I/Lmlzlforallmz'I. 1- d+n@dtr—1)
Also, for j > 2 andm > 1, we havej < ¥;,, < jm.

Y N2 12 _ _
Equality U, — jm holds if and only if] is divisible bym. = 24—k + =k +k +@r—1)d+{r—1d _,

In particular, we havel; ; = j for all j > 1. (d+7)(2d+r—1)

Definitions: There are two particular operating points of In Section[VIl, two families of cooperative regenerating

special interest. The first one, codes for exact repair are constructed explicitly. Bothifias

der—1 1 haye the propertyl = k. The first family matches the MSCR

m,g), point, and has parametel® = kr, n > d+r, a = r
andy = d +r — 1. The second family matches the MBCR

is called the minimum-storage cooperative regeneratingoint and has parametel3 = k(k +r), n = d + r and

(MSCR) point. This point is the end point of the half-line}f11 o = v =2d +r — 1.

The second one,

(Jmscr, @mscr) = (Y5, &) = (

2d+r—1 (1,1) D. Numerical lllustrations
k@d+r—Fk) 77 We illustrate the admissible regiafup(5,4,3) (with pa-
is called theminimum-bandwidth cooperative regeneratin%ameter?d =5,k = 4,r = 3)in Fig.[4. The solid line (marked
(MBCR) point. This point is the end point of the half-lineDy Squares) is the boundary of the regim (5, 4, 3). The set
in @2). in (@ contains two points, namely

An operating point(5°,a”) is said to Pareto-dominate
another point(3%,af) if 4* < 4% and @ < a&f. An (Y2, 2) = (
operating point(y, &) is called Pareto-optimalif it is in
Cap(d, k,r) and not Pareto-dominated by other operating
points inCap(d, k,r). The MSCR (resp. MBCR) point is the and
Pareto-optimal point with minimum (resp.9).

Whenr = 1, Theorenf L reduces to the corresponding result (A3, a3) = ( Do o)
for single-loss recovery in[4]. Indeed, we havgj) = oo for 3 _ 3
j=1,2,...,k whenr = 1. Using the conventiofl - co = oo, = (6/17,5/17) = (0.3529,0.2941).

the set in[(B) containg — 2 operating points The set in[{ID) is empty. The MSCR and MBCR points are,

2 respectively,
N'ad' = . v d7d_k+ ] s 13

(AMBCR; @MBCR) = (Y, k) =

d+ 5t d_k+2+rgl)
Dy, '’ Do
= (6/15,4/15) = (0.4, 0.2667),

d+ 52 d—k+3+%)

35 i ) ( d+r—1 1)
MSCR; AMSCR) = | 777 77
for j = 2,3,...,k — 1, while the set in[{T0) is empty. For k(d+r—Fk) k
r = 1, the extreme points @ap(d, k, 1) are the points il (13), = (7/16,1/4) = (0.4375,0.25),
and
and
(9nmsRr, Gmsr) = (50, &) = (ﬁv %)a (14) 3 a ) = ( 2d+r—1  2d+r—-1 )
( -lz—d— ) YMBCR; ®MBCR) = Fdtr—k) kedtr—k)
v A = (Y, a) = ————(1,1). = = (0. . .
(YMBR, @MBR) = (V& Q) k(2d+1_k)( 1) (1/3,1/3) = (0.3333,0.3333)

. . For comparison, we also plot in Fifg] 4 the optimal tradeoff
We define thestorage efficiencas the number of symbols . ;e for single-failure repair with parametets= 5, k = 4

in the data file divided by the total number of symbols inthe 54, — 1 (marked by circles). We observe that the boundary
storage nodes. In terms of the normalized storage per roele, §¢ he admissible region is piece-wise linear.

storage efficiency is equal tb/(n&). The storage efficiency
of an MSCR code is/n.
For MBCR, the storage efficiency is

Even though the statement in Theoréin 1 is a little bit
complicated, we can plot the tradeoff curve by the procedure
described in Algorithni1l. As a numerical example, we plot
EQ2d+r —k) the tradeoff curves with parametels= 1, d = 21, k = 20,
n(2d+r—1) andr = 1,3,5,7,9,11,13 in Fig.[H. The curve forr = 1
is the tradeoff curve for single-node-repair regeneratiode.

The repair degred = 21 is kept constant, and the number
of storage nodes can be any integer larger than or equal to
d + 13 = 34. We can see in Fid.]5 that we have a better
tradeoff curve when the number of cooperating newcomers
increases. We indicate the operating points of the first bype
k(2d+r —k) dots and operating points of the second type by squares. We
(d+7)(2d+7r—1) observe that all but one operating points of the second type

If we fix n, d and k, and increase the value of then the
storage efficiency increases. Alternately, if we fix £ and
r, and increase the value af, the storage efficiency also
increases. However, the storage efficiency cannot extgzd
One can see this by first upper bounding it by




0.5

o _e‘_Single‘_IOSS Récovery are on the horizontal line = 0.05. The exceptional operation
! —=— Cooperative Repair point of the second type lies on the trade-off curve with 3.
0457 I | We compare below the repair bandwidth of three different
5 I modes of repair in a distributed storage system ef 7 nodes.
g 04r : 1 We require that any = 3 nodes is sufficient in decoding the
< S original file. Each node contains the minimum amount of data,
& 035 1 ie,a=1/3.
g Suppose that three nodes have failed.
g 03 ’ () Individual repair without newcomer cooperatiokach
newcomer connects to the four remaining storage nodes.
025r =3 © From [13), the normalized repair bandwidth per newcomer
is
02 ‘ i i i ‘ i i d 4
0.3 0.35 04 045 05 0.55 0.6 0.65 0.7 ~ _ _ S 7
Repair bandwidth per failed node, y IMSR = k(d 1 k) = 3(4 11— 3) = 0.6667.
Fig. 4. Tradeoff between storage and repair bandwidth= 1, d = 5, (ii) One'by'one repgere repair the fgi_led nodes one by
k = 4. The solid line is forr = 3 and the dashed line is for= 1. one. The newly repaired nodes are utilized as the helpers

during the repair of the remaining failed nodes. The average
repair bandwidth per newcomer is

Algorithm 1 Plot the tradeoff curve for cooperative repair

1 4 ) 6
Input. d, k, - _( + + ) = 0.5741.
Output: The tradeoff curve of storage per node versus repaﬁr 3(4+1-3) 3(5+1-3) 3(6+1-3)
bandwidth per node. The first term in the parenthesis is the repair bandwidth of
1: 4 = AMSCR, O < GMSCR- the first newcomer, who downloads from the four surviving
2. for 7=2/3,...,k do nodes, the second term is the repair bandwidth of the second
3 if r=1ord<(r—1)u(j) then newcomer, who connects to the four surviving nodes and the
4: T = ), Y — Q. first newcomer, and so on.
5. else (iii) Full cooperation among the three newcome¥sith
6: T VLJ/TJ’ Y d’UM. r =k = 3 andd = 4, the normalized repair bandwidth per
7. end if newcomer is
8: Draw a line segment frony, @) to (z,y). . d+r—1 44+3-1
9 7 A YMSCR = = = 0.5.
Doy Tasy. k(d+r—k) 34+3-3)
10: end for L
11: Draw a horizontal ray from (5 a ) to We thus see that the full cooperation in (iii) gives the sesl|
' - MSCR, EMSCR repair bandwidth.
(00, AMsCR)-
12: Draw a vertical ray from (3umBcr, @vBcr) tO o
(YMBCR, 00). E. Organization

This paper is organized as follows. In Sectidn II, we review
the information flow graph for cooperative repair, and state
some definitions and theorems from combinatorial optimiza-

: tion. In SectionTll, a lower bound on repair bandwidth for
000l I ig?g;:;irfecc%‘fgé (ype10p)|  CoOPerative recovery is derived. The lower bound is expass

: —&— Cooperative recovery (type 2 OP) in terms of a linear programming problem. In Secfion IV, we

solve the linear program explicitly. In Sectign V we show
that the lower bound is tight by using some results from the
theory of submodular flow. We prove in Sectiod VI that we can
construct linear network codes over a fixed finite field, which
match this lower bound on repair bandwidth. Two explicit
constructions for exact-repair cooperative regeneratodes
are given in Sectiof VIl. AppendixIB discusses the scenario
r=1 of heterogeneous download traffic. Some of the longer proofs
are relegated to the remaining appendices.

Storage per node, a
o o
o o
~ oo

o

o

)
:

0.05

Il. PRELIMINARIES

005 01 015 02 025 03 035 04 045
Repair bandwidth per failed node, y A. Polymatroid and submodular flow
We collect some definitions and basic facts of submodu-
lar functions and polymatroids. We refer the readers to the
texts [28]-[30] for more details.

Fig. 5. Tradeoff between storage and repair bandwidth=f 1, d = 21,
kE=20,r=1,3570911,13).



Definitions: Let R be the set of real numbers ai®d. be the Lemma 2. LetV be a finite set andi be a given vector in
set of non-negative real numbers. For a finiteléetve denote RK. The functionf : 2¥ — R, defined by
the cardinality ofY by |V|. We letRY be the set of vectors

with components indexed by the elementsinandRY be _ ol
subset of vectors iRY with non-negative components. In the F(8) = ZUU]
rest of this paper, a vector will be identified with a realued =t
function onV. is a rank function. The set of vectors iRY which are
Let the set of all subsets af be 2V. A set functionf : majorized byu is precisely the base-polymatroid associated
2Y — R is calledsubmodularif it satisfies with the rank functionf.
FS) 4+ f(T) > f(SNT)+ fF(SUT) (15) Proof: (Sketch) For the submodularity, it is sufficient to
check that the condition
for all S, 7 C V. To show that a functiorf is submodular, it
is sufficient to check that 2f(IS[+1) = f(ISD) + f(IS|+2) (16)
FSU{u}) + FSUY) > F(S) + F(SU {u,v}) for all S C V with |S| < |V| — 2. The inequality in[(16) is

equivalent tou s 1)) > u(s)+2), Which holds by construction.
for all subsetsS C V andu,v € V (See([28, Thm 44.1]).  The function f is monotone because the functidn’_, uy

If (I5) holds with equality for allS and 7 in 2¥, then f is monotonically nondecreasing as a function of ]
is calledmodular For a given vectox = (x;);cy, We can It is obvious that any submodular functigtiS) constructed
define a modular function by as in LemmdR only depends on the size&fWe give a

numerical example for Lemnid 2. Lgtbe the rank function
x(S) = in,
iES 0 |f S= @
for all subsetsS C V. £(8) = 2 ifls|=1

A submodular functiory is said to bemonotonef f(S) < 4 if IS =2

J(T) whenevesS C 7. Furthermore, a monotone submodular 5 if |S]|=3

function f satisfying f () = 0 is called apolymatroidal rank )
function or simply arank function induced from the vecton = (2,2, 1). The base-polymatroid

The polymatroidcorresponding to a rank functiofis the B(f) consists of the vectorse, y, z) in R% which satisfy

polyhedron defined as <2 y<2 2<2,x+y<4, y+2<4, z+z<4,
P(f) = {x e RY : x(S) < f(S), VS C V}. r4+y+z=5.

The face of the polymatroid consisting of the points satigfy The vectors in3(f) are precisely the vectors R which are
x(V) = f(V) is called thebase-polymatroichssociated with majorized byu.

the rank functionf. It is well known that the base-polymatroidDefinitions: Let H = (V, £) be a directed graph. For a given
is non-empty (See e.d. [29, Thm. 2.3]). We will use the symbg&HbsetT of V, define the set of incoming edges and the set
B(f) to denote the base-polymatroid corresponding to ra®k out-going edges, respectively, by

function f, AT :={e=(u,v)e€:ugT,veT}
B(f):={xeP(f): x(V)=f(V)}. AT i={e=(u,v) €E:uecT,vg T}

For a given vectox € RY, we sort the components of WhenT is a singleton{v}, A~ {v} is the set of edges which

in non-increasing order and let theth largest component in terminate at vertex, and A*{v} is the set of edges which
x be denoted by, i.e., emanate fromy. We will write

— o A o AT
Tpy > T > > Ty A7v:=A"{v} andATv:= AT {v}.

Let ¢ : £ — R be a real-valued function on the edges
of H. We extend the function naturally to a set function, by
defining
)+ @+ 2 < Yy Y+ B(E) = d(e)
ec&’

Given two vectorsx andy in RY, we say thai is majorized
by y if

fori=1,2,...,|]V|—1and
for & C £. The boundary ofp, denoted byd¢, is the set
Vi Vi function on2Y defined by

270 = 2 i D6(T) = S(ATT) — H(A~T).

In this paper, we will construct polymatroids and ranKhe boundary ofp is a modular function, and can be inter-
functions by the following lemma_[29, p.44]. preted as the net out-flow of the subset of vertifeswith



respect tap. For a given a submodular functigh: 2¥ — R,
we say that a functiop : £ — R is an f-submodular flowif

9(T) < f(T) (17)

forall 7 C V. We will simply write “submodular flow” instead

of “ f-submodular flow” if f is understood from the context.

Letlb : &€ > RU{—o0} andub : &€ — RU {oo} be
two functions defined on the edge set, called, respectitiedy,
lower and upper bound o8, satisfyinglb(e) < ub(e) for all
e € £. For a given subsef’ of the edge sef, we define

Ih(&') := > Th(e),
ec&’

ub(&') := Z ub(e).
ec&’

A submodular flowg is said to befeasibleif 1b(e) < ¢(e) <
ub(e) forall e € £.

Stage -1

Stage 0 Stage 1

Fig. 6. An example of information flow grapf(5, 3, 2, 2; a, 81, 32). Nodes
2 and 3 are repaired at stage R = {2, 3}).

The following theorem characterizes the existence of a
submodular flow. It is a generalization of the max-flow-min-

cut theorem, and is essential in the proof of the main theorem g directed fromin; to Mid; for all pairs of distincti and

in this paper.

Theorem 3 (Frank [31]) Suppose thaff is a submodular
function defined on the vertex Setf a directed graph(V, £)

andlb andub be the lower bound and upper bound functions

defined on the edge sé&t satisfyingf(#) = f(V) = 0 and
Ib(e) < ub(e) for all e € £. There exists a feasiblg-
submodular flow if and only if

Ib(ATS) — ub(A~S) < £(S) (18)

for all subsetsS C V. Moreover, iflb, ub and f are integer-
valued, then there is a feasiblg-submodular flow which is
integer-valued.

Proof of Frank’s theorem can be found in_[29, Thm 5.1]

or [30, Thm 12.1.4].

B. Information Flow Graph and the Max-Flow Bound

We review the information flow graph for cooperative repair

as defined in[[19].

The information flow graph is divided into stages, starting

from stage—1. Given parameters, k, d andr, any directed

graphG = (V, &) which can be constructed according to the

following procedure is called amformation flow graph An
example of information flow graph is shown in Fig. 6.
« There is one single source vert&at stage—1, repre-
senting the original data file.

jinR,.

« For each data collector who shows up at stagee put
a vertex, with labeDC, to the information flow graph.
This vertex is connected to “out” vertices at thes-th or
earlier stages. The contacted “out” vertices did not fail
recently up to stage.

We assign capacities to the edges as follows.

« The capacity of an edge terminating at an “out” vertex
is a. This models the storage requirement in each storage
node.

« The capacity of an edge from an “in” vertex to a “mid”
vertex is infinity. It models the transfer of data inside
the newcomer, which does not contribute to the repair
bandwidth.

» The capacity fromOut; at stages — 1 to In; at stages is
b1, for i € H, ;. This signifies the amount of data sent
from Out; to In; in the first phase of the repair process.
The edge fronin; to Mid, at stages, for j,¢ € R, with
j # £, is assigned a capacity 6. This signifies the data
exchange in the second phase.

« The edges terminating at a data collector are all of infinite
capacity.

The information flow graph so constructed is a directed
acyclic graph. It may be an infinite graph, as the number
of stages is unlimited. We will denote an information flow
graph byG(n,d, k,r; «, 51, B2). If the values of parameters

« The n storage nodes after initialization are representede understood from the context, we will simply write

by n vertices at stage 0, callgdut;, fori =1,2,... n.

Definitions: Let H = (V,€) be a directed graph, in which

There is a directed edge from the source veBdr each each edge € £ is assigned a non-negative capacify). For

of the “out” vertices at stage 0.

two distinct verticesS andT in V, an (S,T)-flowin H is a

« Fors > 1 and for eachy in R, we put three vertices at function ¢ : £ — R, such thatp(e) < c¢(e) for all e € &,
stages: In;, Mid; andOut;. For eachj € R, thereis a andd¢({v}) = 0 for every vertexv in V\ {S,T}. A flow ¢ is
directed edge fronin; to Mid; and a directed edge fromcalledintegralif ¢(e) is an integer for every edge Thevalue
Mid; to Out;. For eachi € H, ;, we put a directed edge of an (S, T')-flow ¢ is defined as(A~T). An (S, T')-cutis a
from Out; at stages — 1 to In; at stages. The exchange partition V¢, W) of the vertex seV of H such thatS € W¢°
of data among the newcomers are modeled by puttingand7 € W. (The superscript stands for the set complement



Stage 0 Stage 1 Stage 2

Fig. 7. An example of flow in an information flow graph. The paeders arev =6,d =4, k=3, r =2, a =7, f1 = 2 and 32 = 1. The labels of the
edges indicate a flow on the graph (the arrows in red are assigositive flow value and the arrows in black are assigned waiue). A cut with capacity
19 is illustrated by a dashed line.

in V.) The capacityof an (S, T)-cut (W<, W) is defined as The minimum in [(ID) is taken over all data collec€ in
graphG. This gives an upper bound on the supported file size
c(ATW) = Z c(e), for a given information flow grapli:. Since we want to build
e€EATW cooperative regenerating schemes that can repair anyrpatte
the sum of the capacities of the edges frovit to W. of node failures, which are unknown the system is initialize
The max-flow-min-cut theorerstates that the minimal cutWe take the minimum
capacity and maximal flow value coincide. Furthermore, éf th B < min min maxflow(G, DC). (20)
edge capacities are all integer-valued, then there is amaxi ~ G DC
flow which is integral. In AppendiX_A, we illustrate thatover all information flow graphsi(n, d, k,r; o, B1, Ba2).
the max-flow-min-cut theorem is a special case of FrankSefinitions: For given parameters, d, k, », we denote by

theorem.
Definitions: For a given data collectddC in the information Cur(d, k,7) (21)
flow graphG, we let the set of operating point§dg,; + (r —1)52)/B, o/ B) which

satisfy the condition in[{20). For a giveh= «/B, let

be the maximal flow value from the source ver@sxo DC. e (@) = minfe: (z,6) € Cur(d k). (22)
Even though the grapli’ may be infinite, the computation ANy operating point not irCyr(d, k, r) violates the max-
of the flow from the source vertex to a particular data cotiectflow bound for some information flow graph, and hence is not
DC at staget only involves the subgraph @ from stage—1 admissible. We have the following inclusion,
to staget. For eachDC, the problem o_f detgrmining the max- Cnir(d, k,7) D Cap(d, k, 7). (23)
flow reduces to a max-flow problem in a finite graph.
An example of flow in an information flow graph far= 6, We note that for fixedy, 8, and ., if B satisfies[(20), then
d=4,k=3,r=2is shown in FiglV. The data collector(20) is satisfied for alB’ between 0 and3. Hence, if(y, &) €
DC is connected to one “out” vertex at stage 2 and two “oumr(d, k,7), then(cy, ca) € Cur(d, k,r) for all ¢ > 1.
vertices at stage 1. All edges from “out” vertex to “in” vette
corresponding to the first phase of the repair process, havell: A CUT-SETBOUND ON THE REPAIR BANDWIDTH
capacity3; = 2. All edges from “in” vertex to “mid” vertex, = Consider a data collect@C connected td storage nodes.
corresponding to the second phase, have capdeity 1. All By re-labeling the storage nodes, we can assume without loss
edges terminating at an “out” vertex have capacity= 7. of generality that théC downloads data from nodes 1 to
The edges with positive flow are labeled (and drawn in re8uppose that among thesaodes/, of them do not undergo
color). The flow value is equal to 19. This is indeed a flowny repair, and the remaininj — £, nodes are repaired at
with maximal value, because there is a cut with capacity Keage 1 tos for some positive integes. Forj = 1,2,...,s,
(shown as the dashed line in Fig. 7). suppose that there afe nodes which are repaired at stage
According to the max-flow bound of network codirig [32jpnd connected to the data collec®€. We have
[33, Theorem 18.3], if all data collectors are able to toiest
the original file, then the file siz& is upper bounded by

maxflow(G, DC)

bo+ly+--+ L=k

and
B < mi fl DC). 19
< min max ow(G,DC) (19) 1<t <r
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consider an “in” vertex at stage 1 WW. We can re-connect the
edges terminating at this “in” vertex so that there are dyact
d — ¢y edges which are emanating from some “out” vertices
in We. Thus, Thef; “in” vertices contributel; (d — ¢y)5; to

the summation in[{24). The terfy (r — ¢1)32 is the sum of
the edge capacities to the “mid” vertices) at stage 1.

Forj =2,...,s, we can re-arrange the edges if necessary,
so that for each “in” vertices at stagen W, there are exactly
d—"7~, ¢; edges which start from some “out” verticesiv".
Then, the sum of capacities of the edges terminating at some
vertices inW at stagej is £; (d — 31—, £:) 1+ £;(r — ;) Bo.

[ |

Stage 0 Stage 1 Stage 2 Stage 3 This completes the proof of Theordmh 4.
Fig. 8. A cut of type(2,1,1,2) in a distributed storage system with Theorem. 5. 1f a dat?- file of Si_ZGB is supported by a
parametersl = 6, k = 6 andr = 2. cooperative regenerating code with parametersd, k, r, «,
1 and 3., then fors =0,1,..., %k, we have

for j > 1. Aft.er some re-labeling again, we can assume that1 < g(k — o)+ S_ﬁl [d— b4 s+ 1} n @S(r _1) (@5)
the/, unrepaired nodes are node 1 to ndgiethe nodes which B B 2 B
are repaired at stage 1 are noe+ 1 to nodely + ¢, and gpqg
SO on. )

In the information flow graph, th.e data collectdC is | < E(k_ s)+ B [s(d— k) + 5"+ ‘I’Sﬂ“} + @(ST—‘IJS,T),
connected td; “out” vertices at stagg. A cut (W<, W) with B B 2 B (26)

W consisting of the data collect®C, the ¢, “out” vertices

. i here U, ,. is given in(g).
at stage 0 associated with nodes %/gpand W - is given in(@)

Proof: The upper bound i (25) comes from a cut of type

4
U {ini, Mid;, Out;} (Cos b1y l) = (k—5,1,1,...,1).
=L _1+1 SN——
at stagej, for j =1,2,...,s, is called a cut of type ’ o

The lasts components are all equal to 1. The derivatiorof (25)

(Lo, b1, Lo, ..., Ls). follows from
An example of a cut of typ€2,1,1,2) is shown in Fig[B. s j—1
Nodes 3 and 4 are repaired at stage 1, nodes 4 and 7 are» (;(d— » ¢;)
repaired at stage 2, and nodes 5 and 6 are repaired at stage 3;=1 i=0

The data collector connects to nodes 1 to 6. The vertices in = (4 —k+s)+ (d—k+s—1)+-- -+ (d—k+1)
W are drawn in shaded color in Figl 8. s+1
ol

_ :sp—k+
Theorem 4. For any (s + 1)-tuples of integersgly, ¢1, ..., ¢s)

satisfying} 7 o (; =k and1 < ¢; < rfor j > 1, the fle  the ypper bound iM{26) comes from a cut of type
size B is upper bounded by

s J—1 (lo,l1,...,0g+1) = (k—s,m,7,...,7, R),
£004+Z [fj(d—z&)ﬂl +£j(7‘—€j)ﬁ2 . (24) Q
j=1 =0

where @) and R are defined as the quotient and remainder
when we divides by r, respectively. @ and R are integers
esatisfyings =Qr+Rand0< R<r.)

Straightforward calculations show that

(The value ofd — Z{;& £; in (24) is nonnegative, becaus
the summation of thé;’s is no larger thark, andk is assumed
to be less than or equal t)

Proof: Let (4o, 41,...,¢s) be an(s + 1)-tuple satisfying Q+1 j=1
the condition in the theorem. Since we take the minimum over Z £;(d — Z&)
all information flow graphs in the max-flow bound_{19), it j=1 i=0
suffices to show that there exists an information flow graph

:Qﬂd—k+s—g%%9q44d—k+s—QnR

G, in which we can find a cut of typ&y, ¢1, ..., ¢s), whose

capacity is equal to (24). Then it follows that the supported 1, 9 9

file size is less than or equal o {24). =s(d—k+s)+ Q(QT — Q7" —2QrR)
Consider an information flow graphs and the ¢, W) _ 1, 05 5 9

described as in the beginning of this section. The capacitie sld=k+s)+ E(QT -5+ R

)
H H “ ” H 1
of the edges terminating at th “out” vertices at stage 0 — s(d—k)+ .

2
. . . . U,
in W sum to/ya. This is the first term in[{24). Foj = 1, (7 + W)
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We have used the notatioli, ., = Qr2 + R2. On the other (£, /,)) satisfying the linear constraints {25) afdl(26) of the
hand, we have linear program with parametér (resp.@’) for s = 1,2,..., k,
O+1 such thaty = dpy + (r — 1)52 (resp.”y’ = dg; + (r — 1)55).
Z Ci(r—0;)=R(r—R) = (s — Qr)r — R> = sr — U, . If (3”,&") = XM#,&) + N(¥,&) is a linear combination
= of (¥,&) and (¥',&’), for some constand < A\, X" < 1 and
A+ XN =1, then\(S1, B2) + N (81, B5) satisfies the constraints

This proves. the inequality i (26) . of the linear program with parametaf + \'a'.
Remarks: At this point, we have established the following relatiapsh
(i) When s = 0, the two inequalities in[{25) and (26) are point, 9 p
identical and can be simplified to Crp 2 Cur 2 Cap. (31)
B < ka. (27) The second inclusion follows from the max-flow bound in

Hetwork coding, and the first from a weaker form of max-flow-
min-cut theorem, namely, the value of any flow is no larger
than the capacity of any cut (the weak duality theorem). In
B<(k—1Da+(d—k+1)81+ (r—1)5s. (28) the formulation of the linear program, we only consider some
- . specific cuts in the information flow graph. Not all possible
an((;lQ{Z‘\?/)ear:gtﬁOt:i[etghaetisgleﬁlments of, $1 and 5, in (23) Cl_Jts are taken into account. Neverthe_zl_ess, in later sextive
(iv) In the special case of a single-loss repair, i.e., wheVHIII show by cher means that equalities hold (31.)'
The bound in Theoref 5 is based on the assumption that the

r = 1, the coefficients of3z in (28) and [26) vanish. L )
Example: We can now show that the example of the coopeg-ownload traffic is homogeneous, meaning that a newcomer
downloads equal amount of data frairsurviving nodes, and

ative regenerating code mentioned in the introductoryicect )
each pair of newcomers exchanges equal amount of data. In

|dsfzt[nill;T2heAfst)§teertiEarSaTeltzr: dfﬁé IL; &G): v%/eangt Appendix(B, we show that at the minimum-storage point, the
T putlings = - ' 9t relaxation of the homogeneity in download traffic does not

(i) When s = 1, (28) and [(2b) are also identical and ca
be written as

4 <24 B1+ Po, help in further reducing the repair bandwidth. In the rermjn
4 < 4B,. of this paper, we will assume that the download traffic is
B homogeneous.

(We have used the fact that,» = 1 and ¥y, = 4.) If we  Example: Consider a cooperative regenerating code with
want to minimize the repair bandwidth = 243, + 2, over parametersi = 5, k = 4 andr = 3. The number of nodes
the regions; > 1 and f1 + B2 > 2 in the $,-f3; plane, the can be any integer larger than or equal to 8. We have following

optimal solution is attained &3}, 35) = (1,1). The optimal constraints based oR (25) aridi(26):
repair bandwidth is thus equal &3] + 85 = 3. The above

analysis also shows that if the repair bandwidth is equal to 1 4 00

the optimal value 3, the values ¢f; and 8> must both be 1 3.2 2

equal to 1. This is indeed the case in the example given in the 1 2 6 2 a

introduction. o I . Al (32)
We note that the bounds i (25) arid](26) only depend on =11 12 0 Bo

the ratiosa/ B, 51/ B and s/ B. This motivates the following 1 1 9 6

linear programming problem, with the ratids/B and 5,/ B 1 0 17 2

as variables. 5 3 1] 0 14 8]

Definitions: Let & := «/B, p1 := p1/B, B2 := [2/B, and with the inequality being understood componentwise. We

¥ = v/B be the normalized values af, 3;, 32 and~, consider the case whei = 1/4, i.e., the minimum-storage

respectively. Consider the following optimization prabte  case. We minimizei3;, + (r — 1), subject toS;, 82 > 0
Uy Y- and the constraints il (B2) by linear programming. The linea
Minimize 5 = df + (r = 1)B; (29) constraints and the objective function are illustratedpbra
. B ically in Fig. [@. The seven solid lines (in blue color) in
subject to [(2b) an@G) for=1,2,...,k and Fig. [@ are the boundary of the half planes associated with
B, B2 > 0. the seven constraints (row 2 to row 8) [n32). The objective
function is shown as a dashed line (in red) passing through
the optimal point. The feasible region is the area to thetrigh
and above these seven straight lines. The optimal solution
B1 = B2 = 0.625 is indicated by the square in Figl 9. The

This is a parametric linear programming problem witheing
the parameter. Let] (&) be the optimal value of this linear
program, and

Crp(k,d,r) := {(5,&) € R*: the linear program in optimal repair bandwidth is
(29) has feasible solutio(f;, 52) and i« (1/4) = (d+r—1)-0.625 = (5+3—1)-0.625 = 4.375.
¥ =dB1+ (r—1)B2}. (30)

We take note of a few points on the ling = 283 in
The regionCrp is a convex region. Supposg,a) and Fig.[8, which will play an important role in solving the linea
(#',a’) are inCp. This means that we can fii#, 52) (resp. programming explicitly in the next section. The poiRt is
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Definitions: For j =1,2,...,k, we letL;(&) be the straight

0.1r e
line in the 5;-5> plane with equation
2
N +UiNs - '
008 1= (k=j)at (j(d—k)+ =) B+ (r—,,) 5, (@8)
and L’;(&) be the straight line with equation
0.06f
o N PHiNs oz ,
« 1= (k= j)a+ (=K + I52) B+ Gr = ik, @)
0.04f . , .
where ¥, ,. is defined in[(B).
Whenr = 1, we note that for alj = 1,2,...,k, the lines
0.02f Lj(&) and L’ (&) coincide, and they are vertical lines in the
B1-52 plane (becaus®;; = j).
0 o= ‘ ‘ We record some geometric facts in the following lemma.
0 0.02 0.04 0.06 0.08 0.1

Lemma 6. Suppose: > 1.
1) Forj=1,2,...,k, the magnitude of the slope 6f (&)
Fig. 9. Repair bandwidth minimization as a linear prograim=(5, k = 4, is equal tOH(j)-

r = 3, anda = 1/4). In this figure, the file sizé3 is normalized to 1, so that . ; (A i
B1 and B2 are the same a8; and f2, respectively. The objective function 2) Forj=1,2,...k, the slope of ImeLJ (a)is

By

581 + 282 is minimized at3; = B2 = 0.625. _d —k+ (] + 1)/2
r—1 ’
the intersection point of the straight line associated it and the magnitude is strictly less thali(r —1).

2,i.e.,1 = 3a+ 2531 + 2B, and the line3; = 2/3,. The point 3) If r dividesj, then the slope of the link; (&) is infinite.
. e A

P, is the intersection point of the straight lines associatéti w  4) The line L, (@) is identical to the lineL;(a), and the

rows 3 and 4 in[{32). The poir®; is the intersection point of slope has magnitude(1) < d/(r —1).

the straight lines associated with rows 5 and 6, and so on. ) Forj =2,3,...,k, the magnitude of the slope 6f(a)
is strictly larger than the magnitude of the slope of

L(@). Lj(a) and Lj(a) intersect at a point lying on

V. SOLVING THE PARAMETRIC LINEAR PROGRAM the line 3, = 23, in the 3;-/3, plane.
In a general parametric linear program with variabtes: 6) u(k) > d/(r —1).
(x1,22,...,2,), We want to minimize the dot product of Proof:

and a coefficient vectoe, subject toAx = b + Ab*, where ) Opvious.
A is a real-valued parametef. is anm x n matrix, andb ) The slope of the line/,(a) has magnitude
andb* arem-dimensional vectors. It is well-known that the
optimal value of a parametric linear program is a piece-wise Jd—k)+(*+5)/2 _d—k+({+1)/2
linear convex function of the parametger34]. jr—1j r—1 ’

The linear prograni(29) in the previous section is paramegnich is strictly less tham/(r — 1) for r > 2 andj < k.
ric, with & as the parameter. For a given valuecofand we  [3) |t follows from the fact thatl; . = jr if r divides .
want to minimizedf; + (r — 1)fz, subject to the constraints @) whenj = 1, we have¥,, = j = 1 for all r > 2.

(23) and[(26), fos = 1,2,...,k, andBy, B2 > 0. The optimal  [B) Forj = 2.3, ..., k, the determinant
value v;p(&) is a piece-wise linear convex function of the

20
parameter@. If & < 1/k, the constraint in[{27) is violated. jld—k)+ % gr—";,
Thus~fp(&) = oo for & < 1/k. As & increases, the feasible j(d—k)+ 32% gr—j
region of the linear program is enlarged, and th{is (&) is . |
monotonically non-increasing as a function af Is equal to

Consider the boundary ofrp, which is the piece-wise J (W —Dd—k+ (r+35)/2]

linear graph . . . :

Since ¥, > j for j > 2, andd > k by assumption, the
{(ip(@),a): a>1/k}U{(vp(1/k)+c,1/k): ¢ >0} determinant is positive, and thus the magnitude of the slope

of L'(a) is strictly larger than the magnitude of the slope of
An operating point(y; (&), &) on the boundary ofyp is L(a&). By subtracting[(25’) from[(26’), we obtaif; = 20
called acorner pointif there is a change of slope, after some simplifications.
. - . - . - . - [6) The inequalityu(k) > d/(r — 1) is equivalent to
Yip(@+h) —p(@) > Yipl@—h) —p(@) g

h (=h) Kd=k)+ s b Terlso (@9
r—

for all sufficiently small and positivéx. In this section we
derive all corner points of the parametric linear progra®)(2 To prove the above inequality, we distinguish two cases:
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Case 1k < r: We have¥, , = k? in this case. Hence, thefor & and Bl. The short-hand notatio®; defined in [(#) is
determinant in[(33) can be simplified to precisely the determinant of this system of equations. We ca
write the solution as

kd kr—k?
‘d I =dk(k - 1), 5 1 1
which is clearly positive. k(d—k+j+55) - L D;
Case 2,k > r: Write k = Qr + R, whereQ and R are, & — i(d—k—k = 1)
respectively, the quotient and the remainder we obtain when - D; J 2 7
is divided byr. Sincek > r by assumption, we havg@ > 1. L . . ,
The determinant i (33) becomes This gives the operating point of the first type A (9). For

Jj=2,3,...,k, the constant; in () is defined such that

d r—1
If R =0, then the determinant is

k(d—k)+ (k* + ¥y,)/2 R(r— R)‘
' Pj(a;) = Pj—1(q; ).

The corresponding repair bandwidth is
(r = 1)(k(d — k) + (k* + Py,) /2) > 0. " =1 r—1
(Recall that we assume > k in this paper.) Y=dhi+(r—1)82 = E(d + 2 )
For1< R <r, this determinant can be lower bounded b)(/Ve have thus derived the operating points of the first type.
‘k(d —k)+ (k*+Vy,)/2 R(r-— 1)‘

For the operating points of the second type, we begin with

d r—1 the observation that the linds; (1/4), L2(1/4) and L3(1/4)
= (r — D[k(d — k) + (k* + ¥, )/2 — Rd] in Fig. [@ intersect at the same point on the lifig = fs.
=(r—D[(k—r)(d—Fk)+ (k> + Uy ) /2 — RE] The operating points of the second type are obtained by
022 + Qr? generalizing this observation. For notational convergenee
=r-1k-r)d-Fk)+ 5 } 0 let Lo(&) be the set of points in thé, -3, plane satisfying the
_ equationl = &k, i.e., it is either the whole plane & = 1/k
This completes the proof qi(k) > d/(r — 1). " o the empty set ifi > 1/k.
Motivated by parf¥) andl5) in the previous lemma, we make )
the following definition. Lemma 8. Let ¢ be an integer between 0 arjd/r|. We can
Definitions: For j = 1,2,3,....k, let P;(&) be the intersec- choosea such thatL;(a), for j = fr, br+1,....0r + 7,
tion point of L; (&), L;(o?) and the lineB; = 25s. a}nd}heI lines; = B2 have a common intersection point in the
- ane.
Lemma 7. For j = 1,2,...,k, the coordinates of?;(&) in Pz P )
the 51-5> plane is . Proof: Let j be an integer beree@r and /r + r. We
1= (k- j)a write j = ¢r + ¢ for some integer in the ranged < ¢ < r.
i —(2,1). (34) Interms ofr andc, we get
§(2d — 2k + 7+ j)
Proof: Put 3, = 253, in (28). n Wprter = I + %,

Ford =5 k = 4 andr = 3, the pointsP;(1/4), for  £qr( < ¢ < 1, we re-write the equation ok, (&) in @8)
J = 1,2,3,4, are shown in Figl19. By the above lemma, weq

can explicitly calculate their coordinates:

Py(1/4) = (1/12,1/24) = (0.0833,0.0417), L=(k—tr—c)a+ ((h +e)d—k)
2.2 2 2
Py(1/4) = (1/14,1/28) = (0.0714, 0.0357), O b A 2 2 )31 belr— ). (35)
P3(1/4) = (1/16,1/32) = (0.0625, 0.0313), 2 _
Py(1/4) = (1/18,1/36) = (0.0556,0.0278). We want to prove that the above equation, et 0,1,...,7,

and 3, = (3, have a common solution.
From the expressioii (84), we observe that if we incréase after substituting; = f3», in (35), we obtain
gradually, the points” (&) to Py (&) will “slide down” along ~
the line B; = 2/, with various speed. In the following, we l=c(—a+(d—k+rl+71)p)

compute the value of such thatP; (&) and P;_; (&) coincide, ~ r20(0+ 1)\ s
for j = 2,3,..., k. It suffices to solve the following system + (k—tr)a+ (ﬁr(d —k)+ #)51-
of two linear equations . o
o - We note that the terms |nvol\~/|ng2 in (39) are canceled. If
1=(k—j)a+ (j(d— k) + Jj)gl +i(r — 1)ﬁ’ we takea = (d — k +r{ + )b, we can eliminate: in the
2 2 above equation and get

1=(k—j+1)a k) YT 1y, 5

=(k—Jj+ )0‘+((J— )d ~ )+f)51 1=(k—tr)(d—k+rl+7)b

. 3 2004+ 1)\ 5
—|—(]—1)(7’—1)%. +(er(d_k)+%)ﬂl,
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Fig. 11. An example of modified information flow graph & 6, d = 4,
k=3, r=2 a=17 81 =2, 062 =1). Nodes 1 and 2 are repaired in the
transition from stage 0 to stage R{ = {1, 2}). Nodes 3 and 4 are repaired
in the transition from stage 1 to stage R{ = {3, 4}).

Fig. 10. The linear programming problem fdr= 19, £ = 18, r = 3,

B - lt'gandgﬁ: 7/11; = 0~059a% Thedfé'e sizeB 't_S nlom%?]“ze?o_fot_ly affecting the repair bandwidth, because the second phase of

SO thatf51 an 2 are the same 1 an 2, respectively. e opjective P P .

function 1981 + 232 is minimized at the poinQ: = (1/117,1/117) = repa!r IS Va(iuous‘ TIF/"SJS reflected ,by the ggometrlcal mt

(0.00854, 0.00854). the line L;(a) and L(&) representing the linear constraints
are vertical lines in thg, -5, plane. Naturally, we takgs; = 0

in the repair of a single failed node. However, in order taegiv

which can be further simplified to a unified treatment covering both single-loss recovery 1
~ 1 1 and mutli-loss recovery > 2, we allow the variable3, to
- k(d+r(l+1)—k) — rzf(§+1) - H@ take positive value in the single-loss case. Whes 1, the
. 2 coordinates ofP;(&;) and @, are nonzero, but it does
Hence, whend = (d + r(¢ + 1) — k)/Dj, the point not matter because in the calculation of repair bandwidth
(1/_D2,1/D;) in the 3-8 plane is a common mtersectlondg1 +(r— 1)32, we multiply Bo by 0. The results in the
point of Lj(a), for j = fr, fr+1,... . fr +r. B next two sections hold foall > 1.
Definition: For¢=0,1,2,...,|k/r], defineQ, as the point
Q¢ :=(1/Dy,1/Dy) (36) V. CONSTRUCTION OFMAXIMAL FLOw
in the f1-3» plane. In this section, the parametefs a, £ and[_32 are assumed
The pointsQy, for ¢ =0,1,2, ..., |k/r], correspond to the t0 be integers. There is no loss of generality because we can
operating points of the second type [m1(10). Wher 0, we always scale them up by a common factor.
have We modify the information flow graph by adding more “out”
1 1 vertices, so that at each stage, each storage node is asdocia
Qo = (k(d L YO k))’ with a unique “out” vertex. If the storage node is not repaire
at stages, we draw a directed edge with infinite capacity from
which corresponds to the MSCR poiffvscr, dmscr) = the “out” node at stage— 1 to it. With these new vertices, all
(d+r—=1)/(k(d+r—k)),1/k). inter-stage edges are between two consecutive stages.aA dat

An illustration is shown in Fid. 10. The poii, is the point  collector connects td “out” vertices at the same stage.
marked by a square on the liig = f,. This is the common A modified information flow graph is denoted by
intersection point ofL(7/117), La(7/117), L5(7/117) and  Gm(p, 4, k, r;a, B1, B2). As an example, the modified infor-

Lg(7/117). Lines L3(7/117) and Lg(7/117) coincide. mation flow graphG™(6,4,3,2;7,2,1) for the example in
Theorem 9. The corner points of the parametric linearFig-[@ is shown in Figl 11. _
program in (29) are precisely the operating points in In this section we study the “vertical” cuts that separate tw

consecutive stages in the modified information flow graph.
{(77',07]‘) pj=23,.. k=1, d<(r- 1)/#(]’)}7 (37) Definition: A vectorv € R is calledtransmissive at stage
s (s > 0), if in all possible modified information flow graph
G™(n,d, k,r;«a, b1, 82), we can assign a non-negative real
{('VLJ‘/TJ’d/Lj/rJ) 2 j=23,...,k—=1,d>(r— 1)/u(j);, nur_nberF(a) to the edges at and before stage such that
(38) (i) for every edgee at or before stage, F(e) does not
and (9, az,) and (3}, &}). exceed the capacity of edge

. ) L i (ii) for all vertices at stagd to s — 1, the in-flow is equal
The proof is technical and is given in Appendik C. to the out-flow, i.e.,

Remarks:In the special case of single-loss recovery, i.e.,
when r = 1, the variablef, can take any value without OF({v}) =0

and
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for all verticesv between stage 1 and— 1 in the modified
information flow graph,

(i) the in-flow of the i-th “out” vertex at stages is equal
to thei-th component in the given vector.

Let T, to be the set of transmissive vectors at stagé
vectorv € R’} which is transmissive at all stages is called
transmissive i.e., a vector is transmissive if and only if it
belongs t0N;>¢ Y.

Some comments on transmissive vectors are in order.

(a) To determine whether a vector is transmissive at stage Vs @ hs
s, we have to consider all possible information flow graphs >
with at leasts stages.

(b) No data collector is involved in the definition of trans- Ve @ he
missive vectors. The number of non-zero components in a
transmissive vector may be more thian Stage s-1 Stage s

(c) A vector which is transmissive at one stage may nat
be transmissive at another stage. For example, the vector
(o, «, ..., «) with all components equal te is in Ty, but not
in T4 for s > 1. This is why we need to take the intersection Let f be the rank function on{1,2,...,n} defined by

Ns>o0 Y s In the definition of transmissive vectors. : .
=50 . . =0, - ... =7. a2
It is trivial that the all-zero vector is a transmissive \@ct 7(8) = for S € {.1’ 2, ’n} with |S| = j. By Limm. '
the base polymatroid( f) consists of the vectors iR’} which

We next show that non-trivial transmissive vectors exist. | n .
. ; are majorized by vect in (39). Theoreni_10 asserts that
Theorem[ID, we show that the vectors in a certain bas[ﬁ- J >d Dy op- - )
e vectors inB(f) are transmissive.

polymatroid are transmissive, corresponding to the operat F distributed st X ith ¢ in th
points of the first type. In Theorem 113, we show that the Or? _'SIS_ UD% storage sysler_lr_th| Elr?iagmetgsl as(;n €
vectors in another base-polymatroid are transmissivageoroxaMmpPie N FIgLLL, We can-apply Theor w an

. 7 .
sponding to the operating points of the second type. show that any vector iR} majorized by(7,7,5,0,0,0) is

transmissive.
Forz=0,1,....k -2, let The proof of Theorenh 10 relies on the layered structure
p.i= (o, .o, —2,a—4,..,a—2(k—z—1), 0,..,0), Of the modified information flow graph, and the important
N——

property that the subgraph obtained by restricting to oagest

12. An example of an auxiliary graph.

FH times ka1 terms ok t'"(‘gsg) is isomorphic to the subgraph obtained by restricting tcfagro
with components in non-increasing order. Fot 0, 1,...,n, stage. This allows us to reduce the analysis to only one stage
let Consider the subgraph of the modified information flow

min(k,j) ~z—1 graph consisting of the vertices at stageand then “out”
0; == (min(k,j) o) = > 2 (40) vertices at stage — 1. We call this theauxiliary graph and
i=0 let V' be the vertex set of this auxiliary graph. By re-labeling

be the sum of the firsj components of the vectgs.. (If the storage nodes, we assume without loss of generality that
the upper limit of a summation is negative, the summation ipdes 1 tor are regenerated at stage The firstr “out”

equal to 0 by convention.) Note thé§ = 0 and vertices at stage — 1 are disconnected from the rest of the
1 auxiliary graph. In order to distinguish the “out” v_erticas
O = gt = - = O, — ko — Z 9 stages — 1 and s, we re-label then — r “out” vertices at
P stages — 1 by v,41, Vry2,. .., v,. An example forn = 6 and

d =r =3 is given in Fig.[IP.

The construction of the flow in Theordml|10 is recursive. We
Theorem 10. Let z be an integer between 0 arid— 2, and consider the vertices on the left of the auxiliary graph asitn
let vertices and the vertices on the right as output verticeshLe
be a vector if3(f). The components ih are majorized by the
vector in [39) and the sum of the components is equdl,to
fr=2,p2=1. The vectorh is regarded as the demand from the “out” vertices
on the right-hand side of the auxiliary graph. We want to look
tig)r a valid flow assignment in the auxiliary graph such that
the flow to each “out” vertices is equal to the corresponding

=ka—(k—2z-1)(k-2).

a=2(d—z2)+r—-1, and

If h € R" is majorized byp., thenh is transmissive. Hence,
we can construct a flow to any possible data collector wi

flow value : . : )
2 components irh, and meanwhile, the input flow assignment
O =k(2d+1r—Fk)—2z—2°. o i
is in the base polymatroi8(f).
Furthermore, if the components of the vectarare non- Define a submodular functioa : 2¥° — R, as follows.
negative integers, then the flow can be chosen to be integiagét O,_; be the set of “out” vertice{v, 41, vry2,...,0n}

at stages — 1, and O, be the set of “out” vertices
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{Outy, Outs, ..., Out, } at stages — 1. Given a subsef of LetS, be the subset
vertices in the auxiliary graph, define So = {Iny, Ina, ..., In,, Midy, Mida, ... Mid, }

0(8) = f(SNOs-1) —h(SNOs). of vertices in the auxiliary graph. We have

The notationh(S N O;) in the above definition means 0=0(Sp) > 06(So) = —0(S5)
h(SN0)= 3 b =~ 3" 06({0uts}) — D6({vrs1.. .. vn})
Out; €S ni:l
The functiono(S) is submodular because it is the sum of > Zhi — f{vrs1,Vrq2y - 00 })
a submodular functiorf(S N O,_1) and a modular function i=1
—h(S N O,). Also, we note that =60,—6,=0.
oV)=f(Os1) —h1 —hy— ... —hy =0, —0, =0. Therefore, all inequalities above are in fact equalitiebu§

d(A~Out;) = h; for all i.

We define upper bounds and lower bounds on the edgeSo show that the flow conservation constraint is satisfied
in the auxiliary graph. Foi = r + 1,7 +2,...,n, the edge for the “in” and “mid” vertices in the auxiliary graph, we
joining v; and Out; has lower bound and upper bound equaldd the inequalitie®¢({In;}) < 0 and d¢({Mid;}) < 0 for
to h;. An edge terminating at an “in” vertex has lower bound 9= 1,2, ... r, and get
and upper boungd;. An edge fromin; to Mid; for i # j, has .
lower bound 0 and upper bourtd, while an edge from from ¢ > Z((%({lni}) + 0¢({Mid;})) = 89(So) = 0(So) = 0.

In; to Mid; for ¢ = j, has lower bound 0 and upper bound =1

oo. An edge from a “mid” vertex to an “out” vertex has lower,

bound 0 and upper bound. We summarize the lower andgﬁcgoézljgﬁg(b
upper bounds on the edges in the auxiliary graph as follows.

(So) = o(Sy) follows from last paragraph.
holds in the above inequality, we have

9¢({Ini}) = 9¢({Mid;}) = 0

| Edgee | Ib(e) | ub(e) | .
(vi, Outy) h; h; fori=1,2,...,r.
(vi, ;) 0 2 If we take any subse# of {v,11,v,42,...,v,} at stage
19 J _ . e .
(ns,Mid,),i 27| 0 S s — 1, from the definition of a submodular flow, we obtain
(Ini,Midj),i=j| 0 | oo p(A) = (AT A) < a(A) = f(A).
('\/'Idl7 Outl-) 0 o

The “input” at the(s — 1)-th stage is thus transmissive at stage
To apply Theorerfil3, we need to verify that conditibn] (18— 1. By the induction hypothesis, we can assign real values to
holds for all subsets C V', the edges from stagel to s — 1 in the modified information
flow graph, such that the flow conservation constraint is
satisfied and the in-flow of the “out” vertices at stage 1
Ib(ATS) — ub(A~S) < o(S), (41) s precisely the inputs of the corresponding vertices in the
auxiliary graph. This gives a flow at theth stage of the
forall S C V. modified information flow graph yielding the desired vector

The proof of LemmaT1 is given in Appendix D. h, and proves thah is transmissive at stage

Proof of Theorerh J0We proceed by induction on stagesSegotr:]j Siggﬁqoennir}tns 1?;; ;%ngnwsggﬁrﬂt?ﬁgi& \t,%if:r;]eis
Let h be a vector inB(f). Since each component bfis less '

than or equal tav, we can always assign a flow on the edge@tegral. This completes the proof of Theorgm 10. -

from the source vertex to the vertices at stage 0 such tfidteorem 12.For j = 2,3,. .., k, the operating point¥;, &;)
h(®) = h, without violating any capacity constraint. Henhe is in Cyir(d, k,7). Thus, all operating points of the first type
is transmissive at stage O. are in Cyir (d, k, 7).

Suppose that all vectors iB(f) are transmissive at stage

s — 1. Consider the auxiliary graph consisting of the Vertice&orage nodes at stage Let = be an integer between 0 and

at stages and then “out” vertices at stages — 1. By '~ 5" \ve want to construct a flow from the source node to
applying Frank's theorem (Theordih 3), there exists a fdm5|tbc such that the flow of thé links from thek “out” vertices

submodularﬂovypn the auxiliary graph. Lebe a submodular to the data collector are precisely the non-zero components
flow on the auxiliary graph.

Lemma 11. With notation as in Theorein 110, we have

Proof: Consider a data collectddC who connects td:

By the defining property of a submodular flow, we have n @9 ie.
a ..., a—2a—4,...,a—2k—2z+1).
3¢({Outz}) = —(b(A_OUti) < —hi, —
z+1 times
and By Theoreni 1D, for any failure pattern, we can always find

Od({Vr+1, Vrg2y -y 0n}) < f(Os—1) = b, a flow with flow valuek (2d+r—k)—z—22, a = 2(d—2)+r—1



andy = 2d+r—1. Hence, for = 0,1, ..
point
1
k(2d+r—k) —

(2d+r—1,2(d—2)+r—1)

z — 22

., k—2, the operating
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The proof of Theorerhi 13 is given in Appendix E.

Theorem 14.For ¢ = 0,1,2,..., |k/r], the operating point
(A}, &) is in Cur(d, k, 7). Thus, all operating points of the
second type are iG\r(d, k, 7).

is in Cvr(d, k, 7). After a change of the indexing variable by The proof of Theoreri 14 is similar to the proof of Theo-

z=k— ja
we check that the denominator in the above fraction is
k(2d+7r — k) = (k= j) — (k- j)?
=k(2d+r—k)—k+j — k2 + 2kj — 2
=k(2d—2k+2j+r—1)+5—j°

=2D;.
Thus, forj = 2,3,..., k, the operating point
1 r—1 r—1
Vi, ;) = —(d+ ——,d—k+j+ ——
('Yjaaj) Dj( + 5 +7+ 5 )

is in CMF(d, k, T).

rem[I2 and is omitted.

In summary, we have shown that all the corner points in
Theoreni D are i€yr(d, k, 7). This implies that all operating
points inCrp(d, k,r) are also inCyr(d, k, 7). We have thus
proved

Corollary 15. Crp(d, k,7) = Cur(d, k, 7).

VI. LINEAR NETWORK CODES FORCOOPERATIVE REPAIR

The objective of this section is to show that the Pareto-
optimal operating points ifyr can be achieved by linear
network coding, with an explicit bound on the required finite
field size.

Let F, denote the finite field of siz¢, whereq is a power of

Analogous to Theorer 10 and Theoréni 12, we have thgme The size of", will be determined later in this section.
following two theorems for the operating points of the s&tony, this section and the next section, we scale the valuB,of

type. For{ =0,1,...,|k/r], let

Q= (a,...,q,a—7,...,a—T,—2r, ..., — 2r,

r times
ceya—Aryo o a—0r0,...,0). (42)
——

r times

k—~¢r times r times

n—k times
Forj=0,1,...,n, let

min(k,j)—k-+40r

>

1=0
be the sum of the firs§j components of the vectay,. We
check that

@; =min(k, j)o — [i/r]r (43)

4
ok =rp1 = =pn=(—lr)a+ry (a—ir)
i=1
¢

zka—TQZi:ka—ﬁé(E;l).
i=1

Theorem 13. Let ¢ be an integer between 0 and/r|, and
let

a=d+r(l+1)—k, and
pr=p2=1

51, B2, anda, so that they are all integers, and normalize the
unit of data such that an element Iy is one unit of data.
The whole data file is divided into a number of chunks, and
each chunk containB finite field elements. As each chunk of
data will be encoded and treated in the same way, it suffices
to describe the operations on one chunk of data. A packet is
identified with an element ii,, and we will use “an element

in F,”, “a packet” and “a symbol” synonymously.

A chunk of data is represented byzdimensional column
vectorm € Ff. The data packet stored in a storage node is a
linear combination of the componentsiin, with coefficients
taken fromlF,. The coefficients associated with a packet form
a vector, called thglobal encoding vectoof the packet. For
i =1,2,...,n, andt > 0, the packets stored in nodeare
represented bMEt)m, WhereMit) is ana:x B matrix and the
rows of Ml@ are the global encoding vectors of the packets
in node: at staget. We use superscript) to signify that
a variable is pertaining to stage We will assume that the
global encoding vectors are stored together with the packet
in the storage nodes. The overhead on storage incurred by
the global encoding vectors can be made vanishingly small
when the number of chunks is very large. The k) recovery
property is translated to the requirement that the totadity
the global encoding vectors in artystorage nodes span the

L. ) .. B
Every vectoth € R” majorized byq, is transmissive. Hence, VECtOr Spacé’y’.
we can construct a flow to any possible data collector with The realization of cooperative repair using a linear nekwor

flow value

r20(0 +1)

o =k(d+r(l+1)—k)— 5

code is described as follows.

Stage O:Fori = 1,2,...,n, nodei is initialized by storing
the a components irl\/Ii0 m.

Staget: We suppose without loss of generality that node 1

Furthermore, if the components bfare non-negative integers, 1 noder fail at staget, and we want to regenerate them at

then the flow can be chosen to be integral.

Theoreni 1B asserts that the vectors in the base-polymatroid Phase 1Forj =1,2,..

B(g) associated with the rank functiandefined byg(S) =
@5, for S € {1,2,...,n}, are transmissive.

staget + 1.

.,randi € H, ;, the B; packets
sent from nodé to nodej are linear combinations of the
packets stored in nodeat staget. For/ =1,2,..., 5,



let the /-th packet sent from nodé to node j be
p!")M{"'m, wherep!’) is a1l x o row vector overF,.

Phase 2.Stack theds; received packets by nodeinto
a column vector calledlg.t). For j1,j2 € {1,2,...,r}

and j; # jo, nodej; sendsj, packets to nodg,. For
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The construction depends on the layered structure of the
modified information flow graph defined in the last section,
and the factorization of the “transfer function” into pradsi
of matrices. We concatenate all packets inith&orage nodes
at stagel into an (na)-dimensional vector, and write

{=1,2,..., B, thel-th packet sent from nodg to node

jo is qE.?_ﬁ_’Zu;?, whereq;?m_l is a (f3;)-dimensional

row vector overfF,,.

s® .= M®m,

whereM®) is the (an) x B matrix

The (r — 1)82 packets received by newcomgr during M®
phase 2 are put together to form &m — 1)3,)-dimensional M%t)
column vectorv§t). For?¢ = 1,2,...,a, newcomer; takes M® .— '2
the inner product of the vector obtained by concatenaniﬁb :
and vg.t), and a vect0|r§? of length (d1 + (r — 1)B2). The M)

resulting finite field element is stored as thth packet in the At stage 0, the distributed storage system is initialized by

memory. s(0 = M®m. The entries iMM(?) are variables, with values
The vectorspg%’s, qg? j,0'S and r§t)’s are called thdocal drawn fromF,.

encoding vectors The components in the local encoding For t > 1, the packets at stage can be obtained by

vectors are variables assuming value& in The total number multiplying s~ by an (na) x (na) transfer matrixT'®,

of “degrees of freedom” in choosing the local encoding vecto 0 (44)

is
Suppose that nodes 1 tofail and are repaired at stageThe
staget.

matrix T(*) can be partitioned into
. : . oI |’
The local encoding vectors are chosen in order to satisfy a
special property. In the followings is a vector of dimension Wherel is the identity matrix of siz¢n —r)a x (n —7)a, and
n, whose components are non-negative integers summingAois anra x (n — r)a matrix. The entries ofA are multi-
the file sizeB. variable polynomials with theV local encoding variables at
Let Z" be the set of all vectors of dimensienwith non- staget as the variables. In summary, we can write
negative integral components, an(pe a vector ipZi. For s — TOPE=1) . pOMO .
eacht > 0 andh = (hy, ha, ..., hy) in Z} majorized byr,
let D{" be the determinant of the matrix obtained by putting A multi-variable polynomial is said to beon-zeroif, after
together the first; rows ofl\/Il(.t) fori=1,2,...,n. expand_ing itas a summ_a_tion of terms, there ?s at least one
Regularity property with respect to r: We say that the term vv_|th non-zero c_oefﬁm_ent. Thecal degrgewnh respect
regularity property with respect tois satisfied if to a given variable is defined as the maximal exponent of
, this variable, with the maximal taken over all terms. A multi
Dfl) #0 variable polynomial induces a function, called taealuation
mapping by substituting the variables by valuesiy. The

i } next lemma gives sufficient condition under which the indlice
We borrow the terminology iri [35] and call the veciothe  eyaluation mapping is not identically zero.

rank accumulation profile ) o )
We are interested in regularity property with respect toegit L€mma 16. If F"is a non-zero multi-variable polynomial

p. o q¢, defined in[(3D) and(32), respectively. The regularitgerFq with local degree with respect to each variable strictly

property implies thén, k) recovery property, because there arlSS thang, then we can assign values to the variables such

preciselyk non-zero entries in the rank accumulation profild@t the polynomial is evaluated to a non-zero value.

in (39) and [(4R), and the sum of the components[id (39) orwe refer the reader t6 [36, p.143] 6r [37, IV.1.8] for a proof

(42) is equal to the file sizé3. For example, if we consider of | emma[16.

z = 1in @9), then we havex = 2(d — 1) + r — 1, and the

rank accumulation profile i (39) becomes

T g1

N =rdfia+r(r —1)B2(dB1) + ra(df; + (r — 1)5s2).

We will call theseN variables thdocal encoding variableat
(45)

for all t > 0 and all vectorsh in Z’} majorized byr.

Lemma 17. The entries of the matriA in (45) are multi-

variable polynomials with local degree at most 1 in each of

(o, —2,a—4,...,a—2(k-2),0,...,0). the local encoding variables.
N——

n—k times Proof: We can see this by fixing all but one local

If the regularity property with respect to this rank accumwencoding variables. Then each packet generated during the
lation profile is satisfied, then the global encoding vectors repair process is an affine function of the variable which is
any storage node have rank the global encoding vectors innot fixed. ]

any pair of storage nodes have ra2dk, the global encoding In the following, we treat the two different types of Pareto-
vectors in any three storage nodes have amk 2, and so on. optimal operating points separately.
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Pareto-optimal operating point of the first type: Let z  After a change of indexing variable= k — j, we see that the

be an integer between 0 artd— 2. We want to construct a operating pointg7;, &;), for j = 2,3,..., k, can be achieved
linear cooperative regenerating code with parameters by linear network coding over a sufficiently large finite field
B=2Dy_, =k(2d+7—k) — 2 — 22, Paretq-opumal operating point of the second type:Let
¢ be an integer between 0 anél/r |, and set
b1=2, fo=1l,a=2(d—2)+r—1, andy=2d+r — 1,
D — k(d i 200 +1)
and rank accumulation profile, given as in[(3D). Le®, be B =Di=k(d+r(l+1)—k) - 5

the subset of vectors i, which are majorized by., and 5, =g, =1, a=d—k+r(l+1), andy=d+r — 1.
|P.| be the cardinality ofP.. We will show by mathematical
induction that the regularity property can be maintainethas
number of stages increases.

At stage 0, we choose the entries M(? such that the

Consider the rank accumulation profig defined in [4R).
Let Q, be the subset of vectors i} which are majorized
by q¢. By similar arguments for the operation point of the
first type, we can guarantee that the regularity property wit

regularity property with respect tp, holds at stage 0, i.e., . 2 ) ]
the determinanb® defined in the regularity property is non_respect tog, is satisfied at all stages provided that the size of
h the finite field is lower bounded by

zero for allh € P,. This is equivalent to choosing the entries
in M(© such that] T, ep. Dl(lo) #£ (0. For eachh € P., the g>r(d—k+r({l+1))]Q.

entries inD{" are distinct variables. Hence, the local degree The next theorem summarizes the main result in this section.
of each entry with respect to each local encoding variable+
equal to one. We can loosely upper bound the local degree
[Ther. D) by [P.|. By Lemmal1b, we can pich(©) such ‘max 7(2(d —k+j)+r—1)|Pr_;|, and
that the regularity property is satisfied @at 0 if ¢ > |P.|. J=2enk

Lett( be)a stage number larger than or equal to 1. Suppose P r(d =k +r(l+1))[Q,
Jbe a
that Dy, " is non-zero for allh € P.. For eachh € P., o \ve can implement linear network codes offgr for

(t) ; i . . . ..
we letT,” be the B x (an) submatrix of T(*) obtained by functional and cooperative repair, attaining the boundary
extracting the rows associated with If the rows of T is points ofCyre. Thus,Carr = Cap.

divided inton blocks, with each block consisting of rows, )

thenT\" is obtained by retaining the firgt, rows of thei-th Proof: We have already shown that the corner points of
block of rows ofTif) fori—=1.2... n. The entries iriI‘if) Cur can be a_lchleved by linear network coding. By an ana_llog
involve the local encoding variables to be determined, bat tOf "time-sharing” argument, we see that all boundary points

entries inM -1 are fixed elements ifi.. The determinant of Cyr are achievable by linear network coding, if the finite
D® can be written as ! field size is sufficiently large. Therefor€ap 2 Cur. The
h

reverse inclusioifap C Cyr is shown in [[2B). We conclude
Dl(f) — det(Tg)M(t_l)). thatCyr = Cap. [
The cardinality of P, and Q, depend on parameters £k,
By Theoren(ID, there is an integral flow in the auxiliary; and, but do not depend on the number of stages. Hence
graph with inpugg and outpuh, for some integral transmissive fixed finite field is sufficient to maintain the:, k) recovery

vectorg. This means that if the local encoding variables angoperty at all stages. The proof Theorem 1 is now completed.
chosen appropriately, the square submatriﬂk{)ff) obtained i i i i
by retaining the columns associated wihis a permutation Corollary 19. The operating point of the first type (in par-

of the identity matrix, while the other columns not assaaiat ticular the MBCR poin{juscr, dvser)) is achieved if and
with g are zero. The square submatrix}f~ 1) obtained by onlyif 8, = 25_2. On t_he other hand, the o_pNeratlnngomt of the
retaining the rows associated wighhas non-zero determinantS€cond type (in particular the MSCR poifituiscr, dmscr))

by the induction hypothesis. We can thus choose the lodi/achieved if and only iy = 5.
encoding variables sutch thmﬁf) is evaluated to a non-zero VII. TWO FAMILIES OF EXPLICIT COOPERATIVE
value. In particular,DIg) is a non-zero polynomial with the REGENERATING CODES

local encoding v.arlablt(ag as the variables. In this section we present two families of explicit con-
After th"'p'y'”g Dy,” over all h € P., we see that g ctions of optimal cooperative regenerating codes face
[luep, D{ is also a non-zero polynomial. Each local enrepair, one for MSCR and one for MBCR. The constructed
coding variable appears in at most rows in the determinant regenerated codes asgstematicmeaning that the native data
Df,t)- By Lemmal[1V, the local degree §f,, . DS) can be packets are stored somewhere in the storage network. Hénce,
upper bounded by«|P.|. By Lemmall6, we can choosea data collector is interested in part of the data file, hetsime
the local encoding vector at stagesuch that the regularity contact some particular storage nodes and download directl
property will continue to hold at stageprovided that without any decoding. Both constructions are for the case
d = k. We note that all single-failure regenerating codes for
q> rafP:| =r2(d=2)+r = 1P| d = k are trivial, but in tr?e multi-failu?e case, gomething
The cardinality ofP, is a constant that does not depend on thHateresting can be done wheh = k. As in the previous
total number of stages nor the total number of data collectosection, a finite field element is referred to as a packet.

orem 18. If the size of the finite fielg is larger than
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A. Construction of MSCR Codes for Exact Repair required in the first phase isl packet transmissions. At the
In this construction, the number of packets in a storage nogidd of the first phase, newcomgrcan decoden;; by inverting

is identical to the number of nodes contacted by a newcomle ¥ x k matrix G [v;.1, vj.2, ... vj.al.
namelya = r. The parameters of the cooperative regenerating!" the second phase of the repair processj fer1,2, ..., r,
code in the first family are newcomer; computes and sends;[i;] - m; to newcomely,
for ¢ € {1,2,...,r} \ {j}. This can be done because;
d=k, B=kr,n>d+r, has been decoded in the first phase, &hdi/] is known to
a=r, y=d+r—1. every newcomer. A total of(r — 1) packet transmissions are
) ) required in the second phase. To complete the regeneration
The operating point process, newcomer, computes and store&;[i;] - m;. The
L 1 1 d+r—1 total repair bandwidth equals(d + » — 1) and matches the
(@,9) = gla7) = (E’ T) MSCR operating point.

The example in Section JA can be obtained by this con-

attains the MSCR point whed = k. . . -, L
We divide the data file into chunks. Each chunk containsstrucuon’ with parameteré = k = r = a =2,n = B =4,

B = kr elements in finite field®,. We needr matricesG;, and

for j =1,2,...,r, as building blocks. For each the matrix

G; is ann x k matrix overlF, (with n > k), satisfying that Gy
property that any: x k£ submatrix is non-singular. For example,
G; may be a Vandermonde matrix with distinct rows. Hence,
the finite field size can be any prime power larger than or eqL@I
to n. We can also use the samex k matrix for all G;’s, but . .
the construction also works if the;’s are different. Fo < The second construction matches the MBCR point. The
a < n, and anya distinct integers , i», . .., i, between 1 and Parameters are

n, we let the matrix obtained by retaining rowis io, . . . , i d=Fk, B=k(k+r),

In Gj by Gj[il, 12, ..., ia].

In a chunk of data, there arB = kr source packets. We
divide the kr source packets into groups, with each group The operating point matches the MBCR point fbe k&,
contalnlngk packets. The groups of packets are represented o 1 9dtr—1 2d4+r—1
by k-dimensional column vectorsn;, ms, ..., m,. Fori = (6,79) = = () = ( , )-
1,2,...,n, andj = 1,2,...,r, we storeG;[i] - m; as the B k(k+r) " k(k+7)
j-th packet stored in theth storage node, where”“denotes  In this construction, we need matricesH; as building
the dot product of two vectors. In other words, th@ackets blocks. Fori = 1,2,...,n, H; is an(n — 1) x k matrix over
stored in node are Fy, such that any x k£ submatrix is non-singular. As in the

) ) ) previous construction, we can use Vandermonde matrices for
Gli] - my, Gofi] -my, ..., G,[i]-m,. instance, and the field size requirement is thus n — 1.

Suppose that a data collector connects to nodes We divide _the data into chunks, such that each chunk

. It downloads all thekr packets stored in theseOf data consists of8 = kn data packets. In each chunk

) G2:

N = O
== O
=N O
—_ == O

Construction of MBCR Codes for Exact Repair

n=d+r, a=y=2d+r—1.

i, ..

k nodes, namelyG;[i,] - m;, for ¢ = 1,2,....k, and We denote thekn data packets by, z1,...,okn—1. We
j = 1,2,...,r. For eachj, the k symbols G;[i¢] - m;, divide thesekn packets inton groups. The first group
¢=1,2,...,k can be put together as a column vector ~ CONSists ofzg,z1,...,zx—1, the second group consists of
Tky Tkt1,--->T2k—1, and so on. Fori = 1,2,....,n, we
Gjli1, ig, ..., ik] - my. represent the packets in tiigh group by row vector
The k. x k matrix G;[i1, 2, ...,k i; non-siqgular by con- Xi = (L) T—1)h41s - o T 1) k1) -
struction. We can thus solve fati;. This establishes the, k) L o ,
recovery property. For1l <a < n-—1, and anya distinct integers, is, ..., i,
Suppose that nodes, i, . ..,i, fail. We want to repair between 1 and — 1, we let the matrix obtained by retaining
A FOWS 1,1, . ..,iq iN H; by H;[i1,ia,...,i,]. We present the

them exactly with repair bandwidih+ » — 1 per newcomer.
In the first phase of the repair process, theewcomers have to
agree upon an ordering among themselves, so that we can R

encoding by am x n array A (see Tablel]l for an example).
e content of array is obtained as follows.

about the first newcomer, second newcomer, and third new-l) Fori =1,2,....n, the diagonal entrA(i, ) contains
comer, etc. Suppose that nodés the first newcomei is the the k packets inx;.

second newcomer, and so on. Foe 1,2,...,r, newcomer 2) Fori=1,2,....n—1landj=i+1,i+2,...,n, the
i; connects to anyl surviving storage nodes, say nodes, entry A(4, j) contains one packd;[i] - x;.
Vja,...,vjq and downloads packet;[v;,] - m; from node  3) Fori =2,3,....nandj = 1,2,...,: — 1, the entry
vie forz =1,2,... d. We note that no arithmetic operation A(i, j) contains one packéfl;[i — 1] - x;.

is required in the first phase, because the paGkgt; |- m; We note that for eachh = 1,2,...,n, each of the packets

can be read from the memory of nodg, directly. The traffic H;[1] - x;, H;[2] - x;,...,H;[n — 1] - x;, appears once and



21

TABLE | . .
THE ARRAY A IN THE EXPLICIT CONSTRUCTION OFMBCR CODE FOR The number of packet transmissions in steps 1, 2 and 3 are

n=5d=k=3ANDr = 2. r(n—r), r(n—r) andr(r—1), respectively. The total number
of packet transmissions in the repair process is thus

X1 Ho[1] - x2 | H3[1] - x3 | Hy[1] - x4 | H5[1] - x5 rln—r+n—r+r—1)=r2d+r—-1),
Hi[1] - x1 X2 H3[2] - x3 | H4[2] - x4 | H5[2] - x5 o o . . .
H[2] x; | Ha[2] %2 X3 H4[3] x4 | H5[3] - x5 achieving the minimum repair bandwidth at the MBCR point.
El Z " X1 32 Z " X2 Es Z " X3 - 24 Hs 4] - x5 For example, suppose nodes 4 and 5 fails in the example in
4] x| Hod]-xz | H[] - x5 | Hal4]- x4 X5 Table[Tl. In the first step, node 1 transmits to node 4 and

To + 1 + x2 to node 5. Node 2 transmits; to node 4 and
r3 + x4 + x5 to node 5. Node 3 transmits to node 4 and

exactly once in the-th column of the array. Each diagonalts + #7 + 25 to node 5. In the second step, nodes 1, 2 and 3
entry of A containsk packets, while each off-diagonal entry ofS€nd packetso, x1o andz1; to node 4, and packetss, 13
A contains 1 packet. Far=1,2,...,n, thei-th node stores @dz14 to node 5. Finally, node 4 computes + 210 + 11
the content ofA(i, 1), A(i,2),...,A(i,n) in the i-th row of and sends it to node 5. Node 5 computes+ z13 + 14 and

array A. The number of packets in a storage node is sends it to node 4. We also observe that in Téble Il, each row
has rank 7, every pair of two rows have rank 12, and every
k+(n—-1)=d+(d+r—-1)=2d+r—1. three rows have rank 15.

The encoding has the important property that it node
stores a copy of the packets in theh group of packets
uncoded so that nodecan compute any packet in theh We invoke an existence theorem of submodular flow to

VIIl. CONCLUDING REMARKS

column of the arrayA. obtain the value of max-flow in the special class of graph
For example, consider the parameters= 5, k = d = 3, induced from the cooperative scheme for functional reyjir.
r=2 a=71.Let exploiting the layered structure of the information flow gia

the computation of max-flow is decomposed into the analysis
of a section of the infinite graph. A closed-form expressibn o
the trade-off between storage and repair bandwidth is eeriv
by determining the rank accumulation profiles at the corner
points of the trade-off curve. We also show that the corners
point can be achieved by linear network codes.
linearly independent ovéf,. A chunk of data consists @® = In the_ Iit(_erature, most of the existing wc_>r|_<s_ related to
he application of submodular flow to deterministic netwsork

15 packetszg, z1, ..., 214, €ach packet contains one bit. Th ) N
P 0 1 i P cus on the the computation of max-flow algorithmically.
g

H=H,=H;=H,=H; =

_ o O
—_ O = O
——_ 0 O

be matrices oveF,. We note that any three rows &1; are

content of the storage nodes is shown in the array in Table . . o .
r example, submodular function minimization are used in

The packets in each row of the array are the content of t % 9 d X h itv of d inistic li
corresponding node. ], [39] to determine the capacity of deterministic linea

Using the property of the matricdd, that anyk rows of networks introduced in_[40]. Combinatorial algorithm fiwet

H; form a non-singular matrix, it is straightforward to Checlgomputatmn of the capacity deterministic linear netwasks

that theB packets in a chunk can be decoded from the contebn? found in [41]. Subm_odular ﬂO.W techmque is also _used
of any k storage nodes. in [42] to compute multi-commodity flows in polymatroidal

. . . . networks [43], and in[[44] for minimum-cost multicast with
Suppose that nodés, i», . . ., i, fail, whereiy, is, . . ., i, are

. . decentralized sources. Extension to a more general phigtn
r distinct integers between 1 and We generate the content, 9 phiyg

of the new nodes,, i i, as follows flow network is given in[[4b].
L2t ‘ The MBCR code construction in this paper is generalized

1) For j in {1,2,....n} \ {i1,iz,...,ir} and i € iy [46]. In [47], a construction for all possible parameters
{i1,i2,...,ir}, the surviving node;j computes the the MBCR operating point is given. An explicit construction
packet inA(i,j) and sends it to newcomer This is of MSCR code fork = 2 is presented in[[48]. Optimal
possible because thgth node stores a copy of thecogperative regenerating codes beyond the ones presented i

packets in the-th group of packets uncoded, and hencgyis paper and ir [46]=[48] is an interesting direction foture
can compute any packet in thgth column of the gyydies.

array A.

2) Fori € {iy,i9,...,4,}, the surviving node with index
in{1,2,...,n}\{i1,...,i-} sends the packet iA(j, )
to the new node. After receivingk packets, the new

APPENDIXA
DERIVATION OF THE MAX-FLOW-MIN-CUT THEOREM
FROM FRANK’S THEOREM

nodes, for i € {iy,ia,...,i,}, iS able to recover thé
packets inx;. To see that the max-flow-min-cut theorem is a special case
3) Fori,i' € {iy,i9,...,4-}, © # 4/, the new nodei of Frank’s theorem, we consider a weighted directed graph

computes the packet iA(4,:') and sends it to the new H = (V,&) with two distinguished verticess' and 7. We
nodes’. denote the capacity of an edgec £ by c(e), which is a
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TABLE Il
AN MBCR CODEFORn =5,d=k=3ANDr = 2.

Node 1 xp,x1,I2 xrs3 e x9 xr12
Node 2 xo xr3,%4,T5 x7 10 13
Node 3 1 T4 T6, L7, T8 11 T14
Node 4 T2 x5 zs Z9, 10,11 z12 + 713 + T14
Node5 || zo +x1 + a2 | 23+ x4 +25 | z6 +x7 + 28 | 29 + T10 + T11 T12,%13,%14
non-negative real number. For a subsétbof &, we lete(E’) APPENDIXB
be the sum of the capacities of the edge€'in THE MSCR ROINT UNDER HETEROGENEOUST RAFFIC

S”Ppose that the source ver@)has no incoming e_d.ge and Homogeneous traffic is assumed in the main text of this
the sink vertex” has no out-going edge. Let the minimal Cubaper. We show in this appendix that the assumption of

capacity be denoted by/. In the following, we prove the y,,mqqeneous traffic is not essential at the minimum-storage
existence of a flow with valuel/ by TheoreniB. Define a it 5 o the repair bandwidth cannot be decreased dven i

function f : V — R by traffic is heterogeneous.

M if =25, Let o = B/k. Let the average number of packets per link in
fl@)=4-M ifz=T, the first (resp. second) phase/be(resp.3;). The total number

0 otherwise of packets transmitted in the first (resp. second) phaseus th

rdf; (resp.r(r—1)32). In this heterogeneous traffic mode, it is
and extend it to a set function by defining only required that the traffic in the first (resp. second) phafs
£(S) = Z (@) all repair processes are identical. It contains the homeges

= traffic model as a special case if each newcomer downloads

for S C V. The set functionf is a modular, and hence isﬁ1 packets per link in the first phase ang packets per link

in the second phase.
submodular. P

For e € &, let the lower boundb(e) be identically zero, Theorem 20. If a = B/k, then the average repair bandwidth
and the upper bounab(e) be the corresponding edge capacitper newcomer under the heterogeneous traffic model is lower
c(e). Hence, [(AB) is equivalent to bounded by

— (&) < £(9): (46)

Now we check that[(46) is satisfied for afl C V' by Proof: Consider the scenario where nodes 1r-ttail at

considering two cases.
0 F(5) 9> 0. The condition in [@5) holds because right_stage 1. Suppose that each newcomer connects to modes

hand side is non-negative, while the left-hand side is lean t Lirt2...rtd d“”r?g the repair process. For= T
or equal to 0. 1L,r+2,....,r+dandj = 1,2,...,r, let the capacity of

(i) £(S) < 0. This case occurs only whe contains the the link from surviving node to newcomerj be 5; (i, j). Let

sink vertexT' but not source verte$. The condition in [(26) ?EE 'Capicttl'xlgfa?eie:m:I;c;in::;jlagtil(\gﬂsldiﬁ ’tr]:(()arfijrls é\gg sbeec ond
can be re-written a3/ < ¢(A~S). The valuec(A~S) is the 2 J15J2)- g p

cut capacity of S, S), which is at least\/ by our assumption phase can be written, respectively, as

d+r—1
k(d+r—k)

that the minimal cut capacity i87. B 1

It can be easily checked th#t()) = f(V) = 0. Thus all the b= SN Bulisg),
conditions in Theorerh]3 are satisfied. By Theolgm 3, there i=r+1j=1
exists a feasiblef-submodular flow, say). We next verify _ 1 L. o
that ¢ is indeed an(S,T)-flow in H. By the definition of P2 = r(r—1) Z Z B2(j1 J2)-
submodular flow, we hav8s({S}) < M, 0¢({T}) < —M, J2=1

andd¢({v}) < 0 for vertexv not equal toS or T'. Using the

) _ Th ir bandwidth is th
fact that) " .\, do({v}) = 0, which holds in general for any © repair bandwidin per neweomer is tus

real-valued functiorp on £, we obtain 1 e T 1 < <& _ _
- Ba(i, j)+- Ba(jr, j2) = dp1+(r—1)pa.
M < -0¢({T'}) = 90({S}) + Z 9¢({v}) " i:;rl g; " ng:l nzl
v@{S,T} J17#32
< 9p({S}) < M. Consider the set of a data collectors which connects to one

of the » newcomers and& — 1 nodes among nodes+ 1 to

Since equalities hold throughout the above chain of inequg,l+d For a data collectoBC connecting to nodg, for some
ities, we havede({v}) = 0 for all verticesv other thanS = "y 5 "y “ond nodesy g, .. ik 1 € {1+ 1,7 +
andT, i.e., ¢ satisfies the flow conservation property. Finally, r 1 d}, consider the cutve, W), with

we havedp({S}) = M = —¢({T}). This is the same as '’ ' YV

saying that the flow value is equal fd. W = {DC, In;, Mid;, Out;, Out;,, Out;,, ..., Out;, ,}.
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Upon dividing both sides by, ¢ ), we obtain

B<(k—r)a+(d—k+r)rp. (48)
With « = B/k, we infer from [4Y) and[(48) that
_ _ d+r—
e NN

Case 2:k < r. Consider the class of data collectors who
connects tdk nodes among nodes 1 to To a data collector
DC connecting toji, jo, ..., Jjk € {1,2,...,7}, we associate
it with the cut(W¢, W) with W given by
Stage -1 Stage 0 Stage 1 k
W = {DC} U | J{In,, Mid;,, Out;, }.

r=1

Fig. 13. A data collector connects to one storage node amuadirst r
nodes andc — 1 storage nodes among the nodes$ 1 to r + d.

The sum of the(}) resulting upper bounds oB is

This cut yields an upper bound on the file si2e An example "Np< ("™ 1 i g’:j Bii. )
is given in Fig[IB, withww drawn in shaded color. k) T \k—-1) & = 1
There arer(,”,) distinct data collectors in this set. If we 1“ =
d ina i iti i r— o
sum over all~(,“,) corresponding inequalities, we obtain + (k - 1) J;l “z::l Ba(j1, j2).
T‘( d )BST‘( d )(k—l)a - J1#72
k-1 k—1 After dividing both sides by(}), we get
d—1 r+d 7T o _ B B
" (k - 1) S S Biig) B < kdBy + k(r — k)Ba. (50)
i=r+lj=1 From [4T) and[{50), we can dedu¢e](49). [ ]
d K kA ' )
+ (k _ 1) Z Z Ba(j1, J2)- APPENDIXC
=, PROOF OFTHEOREMM]

The first term on the right-hand side comes from the fact that\We first prove two lemmas. The first one is about the lower
each of ther(,,) inequalities contributegk — 1)a. For the €nvelope of a collection of straight lines.

second term, we nc_>te that there are é,‘jg}) choices for the Lemma 21. Let y = mjz + b; for j = 1,2,...,N, be
“out” nodes to be included inV. Hence for each, j, the N straight lines in thez-y plane, satisfying the following
term B3, (4, ) is multiplied by(Z:}). By similar argument we conditions:

can obtain the third term. (a) The slopes are negative with decreasing magnitudes, i.e
Aifter dividing both sides by-(,“,), we obtain

_ _ —my > —mg >--->—my > 0.
B<(k-Dat(d-k+1)fi+(r—1)f.  (47) (b) For j = 2,3,..., N, the z-coordinates of the intersec-
In the rest of the proof we distinguish two cases. tion point ofy = m;z +b; andy = m; 1z + b; 1, denoted
Case 1:% > r. Consider the class of data collectors whicRY ;. are strictly increasing, i.e.g2 <3 <--- < an.
download from nodes 1 to andk—r nodes among nodes-1 Then we have

to r + d. For a data collectobC in this class, say connecting max {m;z +b;}

to nodes 1 to, andiy, i, ..., ik—r € {r+1,74+2,...,7+d}, 1<G<N

we have an upper bound d# from the cut(Ve, W) with W miT + by for z < xo,
specified by Mot + by for zo < z < 3,

W= {DC7 Outil,Outiw ceey OUtik—r}UU{an’ Midj, Outj}.

j=1 my—12+by_1 forazn_1 <z <z,
. . _ > .
If we sum over the(ki) inequalities arising from these cuts, mye + by for o > @y
we get
Proof: Fori = 2,3,..., N, since the slope of;_; is
d d ive then the slope b
B < y (k — ) more negative then the slope bf, we get
k—r —r
mi_1@ +b;_1 > m;x +b; forxz < x;,
d 1 r+d r

i (k - r> (k=7) > D> Bili.4). Mmi1x +bi—y = mix +b; forz =z,

i=r+1j=1 mi_1x + b1 <mixz+0b; forz>x;.
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For z between 0 and, we haver < z; for all . Hence This proves that the optimal value é$z + c23. [ |

mix + by > mox + by > - > myz + by. We divide the proof of Theorefd 9 into several propositions.
We need a few more notations.

Definitions: For j = 1,2,...,k, let g;j(@) be the (-
coordinate ofP; (&), i.e.,

Thereforemax;{m;z + b;} = mix + by, for z < z.
Consider z in the interval [x;_1,2;), for somei =
3,4,...,N — 1. Sincex > x;_ 1 > xj_9 > -+ > T, WE
get . 1—(k—ja
95(@) = s or )’
m;x +b; > mi_1x+bi_1 > >mix+b;. j( - +T+])
and let

On the other hand, since< z; < --- < xzy, we get . }
B2(&) := max g;(&).

m;T +b; > mipix+b; > >myx+ by. 1<j<k
Thereforemax;_,._n{m;z + b;} = muz + b; for z;_; < Proposition 23. For j = 1,2,...,k, let &; be defined as in
x < ;. The proof of the last case > z is similar and is @), and for( =0,1,..., |k/r], leta; be defined as irfS).
omitted. | 1) For j =2,3,...,k, we havey;(&;) = gj—1(&;).

The second lemma is a special case of duality in linear2)
programming. It gives a sufficient condition for checking th 1 9d -1 — 1
optimality of a given point in the feasible region. The short = o <ap<az<---<ap= m

proof is given below for the sake of completeness.

Lemma 22. Consider a linear programming with objective 3) F2(@) is a piece-wise linear function af,
functioncix + coy, wherex and y are variables and:; and
co are constants, subject to constraintg x + a;oy > b;, for
i =1,2,...,N, and z,y > 0. We will only consider the g2(
case where:, ¢z, a;; anda,, fori =1,2,..., N, are non- B2(d) =<
negative. If(z, §) is a point which

(a) satisfies all constraints,

(b) attains equality in two particular constraints whoseps

are distinct, and the slope of the objective functionis leefw  4) For j = 1,2,...,k — 1, when the parametef is in the

for ay < a < as,
for aog <a<as,

Q
=
—
v O
= =

gkfl(d) for a1 <a< g,
grx(&) for a > ay.

these two §Iopes, . _ . _ ranged; < & < &;+1, we have
then (z, ) is the optimal solution to the linear programming
problem. Pj(@) = Pjt1(&) = Pipa(a) = -+ = Pe(a),

Proof: It suffices to show that the value of the objective and
function cannot be smaller thanz + coy without violat-

ing any constraints. By re-indexing the constraints, ssppo Pj(a) = Pj-1(&) = Pj—2(@) > --- = P1(a).

without loss of generality thafz, y) satisfies the constraints Whena > @y, we have
a; 1T + a0y > by, for i = 1,2, with equality. Suppose that the -
magnitude of the slope of the first constraint is strictlygkr Pi(a) = Py—1(@) = Px—2(@) = -+ = P1(&).

than the magnitude of the slope of the second constraint, 5) For (= 0,1,... k/r| — 1, we have

a1 /a2 > as1/ass, (51)

~ ~/ ~
) . agr<Oég<Oég+1r.
andc; /ce is sandwiched between them, (&+1)

ai1/ayz > c1/ca > asy/ass. (52) Proof: (1) It follows from the fact thaty; is defined as
e a the value such thaP;(&;) = Pj_1(&;).
Let A := { H 12]. By the assumption in (b), we have (2) We compare two consecutive terms in the sequence
21 a2 (&;)k_,. Forj =2,3,...,k, we have

x by _ T - -
ALz ]2
- r—1
for any feasible solutiorz, ). d-k+j+5

& >
The determinant ofA is positive by [G1). ThusA is k(d—k+j+5%) — %

invertible. The values op andq defined by d—k+j—1+21

C1Q922 — C2G2] C2G1] — Clalg] k(d —k +ji—-1+ 7”2;1) — W

G11a22 — (12021 - 1 < 1
are non-negative by (52). For any feasible solutieny), k— % k— #f_—zi_l
iG -1 -1 -2

2 —2k+2j+r—1 2d—2k+2j—2+r—1'

o di=fo ola =L

1T + ey = [p q] A [ﬂ > [p q} A [ﬂ = 1T + c2y). &
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Since the value ofj is strictly larger than 1 in the aboveThe pointP;(&;) is on the lines, = 243, and is to the right
inequalities, we can cancel the factor- 1. After some more of Q, and P, (&;). Since the slope of;(&;) is negative and

algebraic manipulation, we obtain
G > b1 ©4d—4k+25+2r —2>0.

The last inequality holds becaude> k, j > 2 andr > 1.

has magnitude less than(j), the line L’ (&;) intersects the
vertical line segment betweef, and P,,.(&/,). ThereforeQ,

is lying above the lind.;(&;). Also, by definition,Q, is lying
on the lineL,(&}). This proves thaf), satisfies the constraints

(3) We will apply Lemmd2LL to prove the third part. we (&5) and[(2b) fors = j. u
have already verify part (b) of Lemnial21. For the conditioproposition 25. For j = 1,2,...,k — 1, if
in part (a) of Lemm&21, we check that the magnitude of the

slope of the straight ling = g;(&) in the &-y plane is
k—3j
j2d +2k+1+7)

Whenj increases, the numerator decreases and the denomina-

Jd=k)+ G+ ¥50)/2 gr— T,
d

>
r—1 =0

(53)

then
2d+r—-1)(1—-(k—ja)

j(2d = 2k +1r+j)

Yip(@) =

tor increases. Hence the magnitude of the slope is a deegeag, & < @ < Gy

function of ;.
(4) It follows from the proof of Lemm&_21.

(5) We can prove the asserted inequalities by straightfiarwa

calculation. The details are omitted. [ |

Proposition 24.
1) Forj=2,3,...,k—1, the pointP;(&) is a feasible so-

Also, we have
2d+r—1

RedTr k) Meen

for @ > ap = amBCR.

Proof: Considera in the interval[&;, &;11), for some

lution to the linear program ir29) when the parameter j € {1,2,...,k — 1}. Suppose that the condition ih_(53) is

& is in the ranged; < & < Gj41.
2) For ¢ =0,1,..
to the linear program in(29) if & = a&;.

Proof: (1) Consider the pointP;(&) for somej =
2,3,...,k — 1. Let & be a real number betweefy; and
&j+1. For & in this range, we haveé’; (&) < P;(&) for all

., k, the pointQ, is a feasible solution

satisfied. We want to show tha&t; (&) is the optimal solution
to the linear programming problem ih{29). We have proved
in Prop.[24 thatP;(&) is a feasible solution. By Lemnial22,
it remains to show thaP;(&) satisfies two constraints with
equality, and the slope of the objective function is between
the slopes of these two constraints.

Since the condition i (83) is satisfied, the magnitude of the

i €{1,2,...,k}\ {j}, by the third part in Prof. 23. We will sjope ofL;(a), namely

give a geometric proof thaP; (&) satisfies the inequalities in
(29) and [(2b) fors = 1,2,...,k. We use the property that
the slope of the linear constraints {0 {25) ahdl (26) are eithe

negative or infinite. Recall that for any=1,2,...,k, P;(@)
is the intersection point of;(&) and L;(&). As the slope of
L;(&) and L(&) are either infinite or negative, any poift
in the 3,-5, plane that Pareto-dominaté%(a) satisfies the
inequality [25) and[(26) fors = i. Since P;(a) < Pj(&)
for &; < a < &;41, we conclude thatP;(&) satisfies all
constraints in the linear program, and is thus feasible.

(2) From the last part Prop. P3, we have, < &, <
&(r41)r- By the third part of Prod. 23, we have

Ba(dy) > g;(ay)
and thus
Pj(&y) < Qe
for

je{,2,... k}\{rbr+1,... min{k, (£ + 1)r}}.

This proves that), satisfies the constraint_(25) arld (26) for

sin{1,2,...,k}\ {fr,r +1,...,min{k, ({4 1)r}}.

We give a geometric proof for the remaining constraintfor & = .

(See e.g. Fid. 10.) Fat = &, the pointP,.(&;) is vertically
below @, in the 8;-5, plane. Consider an integer

je{lrtr+1,...,min{k, ({4 1)r}}.

AR+ (P Y,)/2
j’l’ — \Iijr

w(j)

is larger than or equal td/(r — 1). On the other hand, the
magnitude of the slope o’ (&),
d—k+(j+1)/2

r—1
is strictly less thand/(r — 1). By Lemmal22,P;(&) is the
optimal solution to the linear program ih_(29). Thus

1—(k—j)a

§(2d — 2k 4+ 7 + §)

)

Tp(@) = (2d+r—1)g;(@) = (2d+r—1)

for dj <a< dj+1.

For the second part of the propositidd, (&) is a feasible
solution fora > ay. From part [[6) of Lemmal6, we know
that i, > d/(r — 1). On the other hand, the slope &f (&)
is strictly less thani/(r — 1). By Lemmal22,P;(ay) is the
optimal solution of the linear program. Therefore

. - B 2d+r—1 B
YLp (@) = gr(ax) = kQdtr—k)  MBCR

[ |

We now cover the remaining cases which are not covered
by Prop[2b. Suppose that there is an intedeztween 1 ané
such thatu(i) < %. Let ¢ be the quotient whenis divided
by 7.
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We claim thatu(j) is a concave function of for j between  [2) We want to show tha®), = (1/D}, 1/D;) is the optimal

1+ ¢r and (r — 1) + ¢r. Consider integeyi in the formj =  solution to the linear program whea= &;. We have shown
r+ R, for0 < R<r. ThenV,, = or? + R?. in Prop[24 that), is a feasible solution. Because the slope of
L, (&) is infinite and the magnitude of the slope bf, (&)
pllr + R) is less thand/(r — 1), by Lemm&2R(), is the optimal to the
_ (R+r)(d—k)+ (R+€r)* +r* + R?)/2 linear program.
B (R+¢r)yr —r2 — R? From part 4 of Lemm&l6, we have(l) < d/(r — 1).
2R? + 2R(lr + (d — k) + br(fr + 1 +2(d — k)) Therefore,Q, is the optimal solution to the linear program
- 2R(r — R) whenéa = g = 1/k, and we get
R+r+tlr+(d—k br(lr +r+2(d—k 1 d+r—1
R e e (LK) = i) = (7= 1) = i
gyt tr+(d—k)  er(lr+r+2(d— k))_ [3) Consider@ which is within the rangél, < @ < &;,. Let
r—R 2R(r — R) Popi(&) = (Br.opt (@), Ba.opt (&) be the intersection point of
Each term in the above line is a concave functionfdf Lj (&) and Ly, y1(&), i.e.,
Therefore the sum of them is also concave. This completes 5 . -
: ﬁl,opt _ —1 1- (k — 12 — 1)0(
the proof of the claim. [5 ] =A [ 1= (k—ia |
By the above claim, we can find an indgx such that 2,0pt 2
) ) We have
n(jo) =~ min  p(j). (54) ) _
frg<(Etl)r (ﬁl,opt(dé)a 52,01015(6‘2)) = Q, and

Proposition 26. Suppose that(i) < d/(r — 1) for somes, 5 - > - 5 -
and letjo be defined as iff54). Leti, be the smallest integer (B1,0pt (Qiy 1), Ba,opt (Qiy 1)) = Pj2+1(04m+i)-

larger than or equal tojo such thatu(iz) < d/(r — 1), and For & betweend) to d;,+1, the point(51,opt (&), B2,0pt (&)
let i, be the largest integer smaller than or equal #gpsuch is a convex combination o), to P;,.(&;,+1). Therefore,

that u(i) < d/(r —1). (Blyopt(d),ﬁg_,opt(d)) is a feasible solution to the linear pro-
1) The integers; andi, are well-defined, and they satisfygram with the corresponding parameter (See the remark
Or < iy < jo <ig < min{k,r({ +1)}. after [30).) The slope of;, .1(&) has magnitude larger than

2) or equal tad/(r—1), while the slope of,, (&) has magnitude

strictly less thand/(r — 1). Thus by Lemma22P,,:(&) is
the optimal solution to the linear program.
[4)) The proof is analogous to the previous part and is omitted.
[ |

.~ 1
1p(ap) = ﬁ(d‘f‘ r—1).
4
In particular, we have

- d+r—1 Forj=1,2,....k |
* (= = = J ,2,...,k, let
e (1/k) = vip(&) k(d+r—k)

3) Let ¢ _[Bl-krir =1/ i)z d/r-1)
P\ e A= k(L) + D)0 () < d/(r = 1),

aly) =jd=k)+ (j2 T ¥in)/2 (53) be the ~-<;oordinates of the operating points in Theorem 9

c2(j) = jr — i, (56) o perating P '

Divide the intervallanmscr, @mser) into subintervals
and A be the matrix

. . [51752)7 [52153)1"'1[5/@—115}%)1
a(i+1) e2(jr+1)

c1(ir) (i) | with ¢ = amscr and & = auper. From Lemmd 25 and
) ) } Lemmal26, the function; (&) is an affine function ofx in
For & betweeny; and &, 41, we have each subinterval. Consequently, the corner points of thphgr
sip@=fa r-na |t Foa D) {(ip(d),@) : dson < & < oo}
—(k—Jj)a
are precisely the operating points defined in Thedrém 9.
4) For o betweeny;, and &), we have
. _ G [1=(k=j2+1)a)] APPENDIXD
vpla)=[d r—1]B 1= (k—ja |’ PROOF OFLEMMA [T1]
where We first show that it is sufficient to verify that the condi-
B._ o (jo—1) ca(ja—1) . tion (41) in Lemmd Il holds for subsefsin the form of
c1(j2) c2(j2) S = ( U {Ini, Midi,Outi}) U ( U{vj,outj}), (57)
Proof: 1) The first part of the lemma follows from the ieA jeb
property thatu(j) = oo if j is an integral multiple ofr where A is a subset of{1,2,...,r} and B is a subset of

(Lemmal® parfB.) {r+1,r+2,...,n}



An example of a subse&® in the form of [&7) is illustrated
in Fig.[1I2. For notational convenience, we let

K(S) == Ib(ATS) — ub(A~S),

for subsetS of the vertices in the auxiliary graph.

(a) Suppose for somge {r+1,74+2,...,n}, S contains
v; but does not contai®ut;. Then the directed edge =
(v;,0ut;) is in A*S, and makes a contribution @f; to the
term Ib(A*S). But the inequalityx(S) < o(S) holds if and
only if

Ib(AtS) — ub(A~S) — hj < o(S) — h;,

which is equivalent tos(S U {Out;}) < o(S U {Out;}).

An analogous argument shows thatSifcontainsOut; but
does not contains; for somej € {r+1,r+2,...,n}, then
the validity of x(S) < o(S) is equivalent to

Ib(ATS) —ub(A™S) + hj < o(S) + h;
< k(S\ {Out;}) < o(S\ {Out;}).

Hence it is sufficient to consider subgetvhich either contains

bothv; andOut;, or none of them.
(b) For eachi = 1,2,...,
shown in the following table.

Case|| In; € §? | Mid; € §? | Out; € §?
1 no no no
2 no no yes
3 no yes no
4 no yes yes
5 yes no no
6 yes no yes
7 yes yes no
8 yes yes yes

We want to show that case 2 to case 7 are dominated by
case 1 and 8, so that we only need to consider case 1 and

Suppose thaS containsMid;. Since the link fromlin; to

Mid; has infinite upper bound, the left-hand side [of] (41) is
equal to—oo if In; is not included inS. Then the inequality in
(47) holds trivially. We can assume without loss of genéyali
thatn; € S if Mid; € S. This eliminates case 3 and case 4

in the above table.

Suppose thaS containsMid; and In; but not Out; (case

k(S U{Out;}) < o(SU{Out;}).

7), the inequalityx(S) < o(S) is implied by

Indeed, if we assume that the above inequality holds, then

k(S) = k(SU{Out;}) < o(SU{Out;})

=0(S) — h; < a(S).

Thus case 7 is implied by case 8.

Consider case 2, wher& contains Out; but does not

containdn; andMid;. In this case, the inequality(S) < o(S)
is implied by the following two inequalities
(S \{Outi}) < o(S\ {Outi}),
£({Out;}) < o({Out;}).

(58)
(59)

r, we distinguish eight cases as
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The inequality in [[BB) is simply equivalent tea < —h;,
which holds by the assumption dn If we add [58) and{39),
we will get x(S) < ¢(S). Thus case 2 can be eliminated.

Consider case 5. Suppose tlgatontainsin; but does not
contain Mid; and Out;. In this case the inequality(S) <
o(8S) is implied by

A(S\{In:}) < a(S\ {In;}).
If we assume that the above inequality holds, then
K(8) = £(S\{Ini}) < (S \ {Ini}) = o(S).
Finally, case 6 can be taken care of by combining the

argument as in case 2 and case 5. This completes the proof
of the claim.

Now, we prove that the inequality in_(¥#1) is valid for a
subsetS in the form of [5). We let the cardinality ofl and
B be a and b, respectively. Obviously we have < r and
b<n-—r.
In the following we will use(z)™
for max(0, x).
Becausdb(A*S) = 0, we have
k(S) = —ub(A™S)
—a((d = b)B1 + (r —a)Bz)
—a(2(d = b)T + (r —a)).
It suffices to show that
—a(2(d—b)T + (r —a)) < o(S).
Sinceo(S) = 6, — h(A) — h(B) andh(A) + h(B) < 044
by hypothesis, it is sufficient to prove
—a(2(d —b)*
or equivalently
9a+b — 95 < a(2(d — b)Jr +r— CL). (60)

ghVe prove the asserted inequality [n(60) by distinguishing

three cases.
Case Aqa + b < k: We first note that forj < k, we have

as a short-hand notation

+r—a) <0, — 0oy

@ if0<j<z
0; —0;_1 = . . )
a—-2(j—z—-1) f2<j<k
or equivalently
9j—9j_1:a—2(j—z—1)+ f0r0<j§k.

Recall thatee = 2(d — z) +r — 1. For0 < j < k, we have the
following upper bound
0; —0;-1=2(d—2)+r—1-2(j —z—1)*"
<2d—z)+r—-1-2(j—-2-1)
=2(d—j)+r+1.
Summing the above inequality fgrfrom 6 + 1 to a + b,
we obtain

a+b a+b
baro == D 0;—60i1< > (2d—j)+r+1)
j=b+1 j=b+1

=a(2(d—b)+r—a)
=a(2(d—b)" +r—a).
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We have use the assumptions thlat £ and k > b for the Hence,
last equality.

+
Case Bbh <k <a+b: Sincef =041 == 0pp in a((d=0)" +7—a) = (Pa+s = ¢v)
this case, we have atb _
=a((d—b)" +r—a)— Z Q_[M—‘T)
Oatb — Op = O, — O < (K —0)(2(d = b) +7 — (k —b)). e=bt1 r

The inequality follows from the previous case. We observe> a(d —b+r—a—a+(a+b—k+ Er))
that the quadratic function —a(d+ (4D —k—a) =0.

fl@)=z2(d-b)+r—2x)

is a concave with zeroes= 0 andz = 2(d—b) +r. Thus we
havef(xz) > f(k—b) for all z betweerk—b and2d—b+r—k.

We check thatt < k —b, becausé < a+b by the hypothesis Suppose that, + b > k — ¢r + & andb < k — 0r + &r for
in case B, and < 2d—b+r—kbecause < randd > k > b. some integet. We have
Therefore

Oatr — Oy < fla) =a(2(d—b)+r—a)
=a(2(d—b)" +r—a).

Second subcasé{x — k + ¢r)/r] is not constant for

b<z<b+a.

=kt

r

13 forb<ae<k—tr+¢&r
E+1 fork—tr+ér<z<a+b.

For the ease of presentation, we uséo stand fora + b —
Case C,k < b: (60) holds becausé,, — 0, = 0 on the (; _ ¢ 4 &), and lety bed — b+ r — a. The value ofs is
left-hand side, while the right-hand side is non-negative. positive. With these notations, we get
This completes the verification that condition_](41) in

LemmalI1 holds. a((d=0)" +r—a) = (Pa+b — ¥b)
= aY = (Patsb — ¥b)
APPENDIXE =aY — (a—8)(a — &r) — 6(a — (€ + 1)r)

PROOF OFTHEOREM[13

We give a sketch of proof of Theoreml]13, which is along
the same line as in the proof of Theorém 10. Since
We draw the same auxiliary graph as in Figl 12, except tha}
f1 is equal to 1qv is equal tod+r(¢+1)—k, andh is a vector
majorized by the vectoq, in (42). We define a submodularwe get

=(@a=6)(Y —-a+&r)+6Y —a+ (E+ ).

—a+ér=d—-b+r—a—-d—rl—r+k+ & = -4,

function N
a((d=b)" +r1—a) = (Pat+s — ¥b)
p(8) :=g(SENOs-1) —h(ENOy) > —(a—06)§+6(r—0)
on the vertex set of the auxiliary graph. =6(r—a)>0.

As in Lemma[dll, we want to show that the inequalit

Ih(A+S) — ub(A~8) < p(S) holds for all subsetss which "This proves(TBlL) for + b < h. _ ,
is in the form of [57). The proof proceeds by applying Frank’s theorem repeat-

edly, thereby iteratively constructing a flow on the modified

Analogous to[(60), we need to show , ,
information flow graph.

Patv — o < a((d—b)T +r—a) (61)
for0<a<rand0<b<d. REFERENCES
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