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Abstract. Forest automata (FA) have recently been proposed as a tosthépe
analysis of complex heap structures. FA encode sets of geentpositions of
heap graphs in the form of tuples of tree automata. In ordaltda for represent-
ing complex heap graphs, the notion of FA allowed one to pieviser-defined
FA (called boxes) that encode repetitive graph patternbaybe graphs to be used
as alphabet symbols of other, higher-level FA. In this paperpropose a novel
technique of automatically learning the FA to be used as ddat avoids the
need of providing them manually. Further, we propose a Bggmt improvement
of the automata abstraction used in the analysis. The nesaift efficient, fully-
automated analysis that can handle even as complex dattusésias skip lists,
with the performance comparable to state-of-the-art faliyomated tools based
on separation logic, which, however, specialise in dealiitg linked lists only.

1 Introduction

Dealing with programs that use complex dynamic linked datactures belongs to
the most challenging tasks in formal program analysis. Hason is a necessity of
coping with infinite sets of reachable heap configuratioas lttave a form of complex
graphs. Representing and manipulating such sets in a sufficigeneral, efficient, and
automated way is a notoriously difficult problem.

In [€], a notion offorest automatgFA) has been proposed for representing sets of
reachable configurations of programs with complex dynamieHd data structures. FA
have a form of tuples ofree automatgTA) that encode sets of heap graphs decom-
posed into tuples afree component@hose leaves may refer back to the roots of the
components. In order to allow for dealing with complex heapys, FA may baierar-
chically nestedy using them as alphabet symbols of other, higher-levedngside
the notion of FA, a shape analysis applying FA in the framéwedabstract regular tree
model checkinARTMC) [2] has been proposed inl[6] and implemented in theeBter
tool. ARTMC accelerates the computation of sets of reaghplidgram configurations
represented by FA by abstracting their component TA, whicdane by collapsing
some of their states. The analysis was experimentally shovae capable of proving
memory safety of quite rich classes of heap structures dsaweb be quite efficient.
However, it relied on the user to provide the needed nestedd¢alledboxes—to be
used as alphabet symbols of the top-level FA.

In this paper, we propose a new shape analysis based on FAVilids the need of
manually providing the appropriate boxes. For that purpesepropose a technique of
automaticallylearningthe FA to be used as boxes. The basic principle of the learning
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stems from the reason for which boxes were originally _ ~ next ~ ~ next
introduced into FA. In particular, FA must have a sepa-" e W@
rate component TA for each node (callejpi) of the  (8)
represented graphs that has multiple incoming edges:(O)——O——=) -
If the number of joins is unbounded (as, e.g., in doubly JesgfCIEs

/ /‘

linked lists, abbreviated as DLLs below), unboundedly / m—

many component TA are needed in flat FA. However O/pr?V/"O X
when some of the edges are hidden in a box (as, e.ém ' L
the prev and next links of DLLs in Fif] 1) and replacef'd- 1: (@) ADLL, (b) a hierar-

by a single box-labelled edge, a finite number of corfiical encoding of a DLL.
ponent TA may suffice. Hence, the basic idea of our learnitgidentify subgraphs of
the FA-represented graphs that contain at least one jothwéien they are enclosed—
or, as we say later ofplded—into a box, the in-degree of the join decreases.

There are, of course, many ways to select the above mentgutegraphs to be
used as boxes. To choose among them, we propose sevengh thigd we found useful
in a number of experiments. Most importantly, the boxes rbeseusablein order to
allow eliminating as many joins as possible. The generalesfyy here is to choose boxes
that aresimpleandsmallsince these are more likely to correspond to graph patteats t
appear repeatedly in typical data structures. For instantlee already mentioned case
of DLLs, it is enough to use a box enclosing a single pair oftfpegv links. On the
other hand, as also discussed below, too simple boxes argtisues not useful either.

Further, we propose a way how box learning can be efficientsgrated into the
main analysis loop. In particular, we do not use the perhap®as approach of incre-
mentally building alatabase of boxeghose instances would be sought in the generated
FA. We found this approach inefficient due to the costly opencof finding instances
of different boxes in FA-represented graphs. Instead, weya try to identify which
subgraphs of the graphs represented by a given FA could edahto a box, followed
by looking into the so-far built database of boxes whethehsubox has already been
introduced or not. Moreover, this approach has the advanta it allows one to use
simple language inclusion checks fapproximate box foldingreplacing a set of sub-
graphs that appear in the graphs represented by a given FAabyex set, which some-
times greatly accelerates the computation. Finally, tthirrimprove the efficiency, we
interleave the process of box learning with théomata abstractiomto a single itera-
tive process. In addition, we propose an FA-specific impnoset of the basic automata
abstraction whiclaccelerates the abstractiaf an FA using components of other FA.
Intuitively, it lets the abstraction synthesize an invati@ster by allowing it to combine
information coming from different branches of the symbaliecnputation.

We have prototyped the proposed techniques in Forestenahghged it on a num-
ber of challenging case studies. The results show that tken@a approach is both
quite general as well as efficient. We were, e.g., able tgfalitomatically analyse pro-
grams with 2-level and 3-level skip lists, which, accordio¢ghe best of our knowledge,
no other fully-automated analyser can handle. On the othed hour implementation
achieves performance comparable and sometimes even thettethat of Predator [4]
(awinner of the heap manipulation division of SV-COMP’18)lst manipulating pro-
grams despite being able to handle much more general cleflseap graphs.



Related work As discussed already above, we propose a new shape anadgsid b
upon the notion of forest automata introduced[ih [6]. The rmalysis is extended
by a mechanism for automatically learning the needed ndstedvhich is carefully
integrated into the main analysis loop in order to maximiseefficiency. Moreover,
we formalize the abstraction used iin [6], which was not donfg]], and subsequently
significantly refine it in order to improve both its generalis well as efficiency.

From the point of view of efficiency and degree of automatibie, main alterna-
tive to our approach is the fully-automated use of separdtigic with inductive list
predicates as implemented in Space Invader [12] or SLAJeTHese approaches are,
however, much less general than our approach since thegsirieted to programs over
certain classes of linked lists (and cannot handle eventsires such as linked lists with
data pointers pointing either inside the list nodes or oyatily outside of them, which
we can easily handle as discussed later on). A similar cosgraapplies to the Preda-
tor tool inspired by separation logic but using purely grdyaised algorithms [4]. The
work [9] on overlaid data structures mentions an extensfoBpace Invader to trees,
but this extension is of a limited generality and requiressenanual help.

In [5], an approach for synthesising inductive predicatesdaparation logic is pro-
posed. This approach is shown to handle even tree-liketategwith additional point-
ers. One of these structures, namely, the so-called mdf ingg@lementing trees whose
nodes have an arbitrary number of successors linked in a BL&yen more general
than what can in principle be described by hierarchicallstee@ FA (to describe mcf
trees, recursively nested FA or FA based on hedge automatia e needed). On the
other hand, the approach 6f [5] seems quite dependent onigmglthe fact that the
encountered data structures are built in a “nice” way canfog to the structure of the
predicate to be learnt (meaning, e.g., that lists are byikdiding elements at the end
only), which is close to providing an inductive definitiontbe data structure.

The work [10] proposes an approach which uses separation foggenerating
numerical abstractions of heap manipulating programsvailgpfor checking both their
safety as well as termination. The described experimentade even verification of
programs with 2-level skip lists. However, the work stillpexcts the user to manually
provide an inductive definition of skip lists in advance. &ikise, the work([3] based on
the so-called separating shape graphs reports on vewficatiprograms with 2-level
skip lists, but it also requires the user to come up with surgredges to be used for
summarizing skip list segments, hence basically with amdtide definition of skip
lists. Compared ta [10,3], we did not have to provide any na&aid whatsoever to our
technique when dealing with 2-level as well as 3-level slgfslin our experiments.

A concept of inferring graph grammar rules for the heap alotibn proposed in [8]
has recently appeared in [11]. However, the proposed tqukrdan so far only handle
much less general structures than in our case.

2 Forest Automata

Given aworda = a;....an,n > 1, we writea; to denote its-th symbola;. Given a total
mapf : A— B, we usedom(f) to denote its domaiA andimg( f) to denote its image.



Graphs.A ranked alphabeis a finite set of symbol& associated with a mapping # :
> — Np that assigns ranks to symbols. A (directed, ordered, lethpdraph over =

is a total mapy : V — X x V* which assigns to evemgode ve V (1) alabel from %,
denoted agy(v), and (2) a sequence sticcessorgrom V*, denoted a§;(v), such
that #4(v) = |S(v)|. We drop the subscrigtif no confusion may arise. Nodeswith
S(v) = ¢ are calledeaves For anyv € V such thag(v) = (a,v1-- - vn), we call the pair
v (a,v1---Vp) anedgeof g. Thein-degreeof a node iV is the overall number of its
occurrences ig(v) across allv € V. The nodes of a grapywith an in-degree larger
than one are callejins of g.

A pathfromvtoV in gis a sequencp = Vg,i1,V1,...,in,Va Wherevg =v, vp =V,
and for eachj : 1 < j < n, v;j is theij-th successor ofj_1. Thelengthof p is defined
aslength(p) = n. Thecostof pis the sequendaa,...,in. We say thap is cheaper than
another patlp’ iff the cost of p is lexicographically smaller than that pf. A nodeu is
reachablefrom a nodev iff there is a path fronv to u or u = v. A graphg is accessible
from a nodev iff all its nodes are reachable from The nodev is then called theoot
of g. A treeis a graplt which is either empty, or it has exactly one root and eachsof it
nodes is thé-th successor of at most one nodi®r somei € N.

Forests.Let NN = 0. A Z-labelledforestis a sequence of treds:--t, over (XU
{1,...,n})wherevV1<i<n:# =0. Leaves labelled biyc N are calledoot references
The forestt; - - -t, represents the grapht; - - -t, obtained by uniting the trees of
t1---th, @assuming w.l.0.g. that their sets of nodes are disjoirtt,iaterconnecting their
roots with the corresponding root references. Formalty, - -t, contains an edge—
(a,v1---Vm) iff there is an edge — (a,v;---Vy,) of some tred;,1 <i < n, s.t. for all
1< j <m,vj = root(t) if vj is a root reference withi(v;) = k, andv; = v; otherwise.

Tree automataA (finite, non-deterministic, top-dowtiee automatofTA) is a quadru-
ple A= (Q,Z,AR) whereQ is a finite set ofstatesRC Q is a set offoot states is
a ranked alphabet, arfilis a set oftransition rules Each transition rule is a triple of
the form(qg,a,q ...qn) wheren>0,0,0s,...,0n € Q,a€ Z, and A= n. In the special
case whera = 0, we speak about the so-calleaf rules

A run of A over a treet overZ is a mapping : domt) — Q s.t. for each node
v € dontt) whereq = p(v), if g = p(S(v)i) for 1 <i < |S(v)|, thenA has a ruleg —
£(V)(Q1---Qgv)|)- We writet ==, qto denote thap is a run ofA overt s.t.p(root(t)) =
g. We uset = q to denote that =, q for some rurp. Thelanguageof a stateq is
defined byl (q) = {t |t => @}, and thdanguageof A is defined byL (A) = UqerL(0)-

Graphs and forests with port8ve will further work with graphs with designated input
and output points. Ario-graphis a pair(g, @), abbreviated agy, whereg is a graph
and@ € dom(g)™ a sequence gborts in which ¢; is theinput port and@ - Qg is

a sequence afutput portssuch that the occurrence of portsgris unique. Ports and
joins of g are callectut-pointsof g,. We usecpggy) to denote all cut-points ajy. We
say thatg, is accessibléf it is accessible from the input pog.

An io-forestis a pairf = (t1---ty, M) s.t.n> 1 andme {1,...,n}" is a sequence of
port indicesmy is theinput index andTe.... Tl is @ sequence afutput indiceswith
no repetitions of indices im. An io-forest encodes the io-graphf where the ports of
®ty - - -tp are roots of the trees defined fiyi.e.,@ f = (®ty - - th, r00t(tr ) - - - rOOt(try, ) ).
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Forest automataA forest automator{FA) over X is a pairF = (A;---A,, 1) where
n>1,A; A, is a sequence of tree automata o¥er{1,...,n}, andme {1,....n}"
is a sequence of port indices as defined for io-forests.fotest languagef F is the
set of io-forestd ¢ (F) = L(Aq) x --- x L(An) x {1}, and thegraph languagef F is the
set of io-graph& (F) = {®f | f e Lt (F)}.
Structured labelsWe will further work with alphabets where symbols, calidictured
labels have aninner structure. LEtbe a ranked alphabet s@ib-labelsordered by a to-
tal ordering—r. We will work with graphs over the alphabét @here for every symbol
ACT,#A=73S cata Lete=v— ({a1,...,am},v1---Vvn) be an edge of a graghwhere
N=731<i<m#aandai CraxCr--- Cr am. Thetriplee(i) =v— (aj,Vi---v), 1<i<m,
from the sequence(l) =v — (ag,Vi---Via,),--.,&M) =V — (8m,Vn—#iam+1- - Vn) IS
called thei-th sub-edgeof e (or thei-th sub-edge of in g). We useSEJg) to denote
the set of all sub-edges gf We say that a node of a graph issolatedif it does not
appear within any sub-edge, neither as an origin {@(&),= 0) nor as a target. A graph
g without isolated nodes is unambiguously determine®Bjg) and vice versa (due to
the total ordering_r and sinceg has no isolated nodes). We further restrict ourselves
to graphs with structured labels and without isolated nodes

A counterpart of the notion of sub-edges in the context afswif TA is the notion of
rule-terms, defined as follows: Given a rdle- (g,{a,...,am},q1---qgn) Of a TA over
structured labels of'2 rule-termsof & are the term&(1) = a; (g1 -+ - Qga, ), - - - , (M) =
am(An—#am+1- - On) Whered(i),1 <i < m, is called the-th rule-term ofd.

Forest automata of a higher levale letl; be the set of all forest automata ovérahd

call its elements forest automata oveof level 1 Fori > 1, we defind’; as the set of

all forest automata over ranked alphabétg"2whereA C Ij_; is any nonempty finite
set of FA of leveli — 1. We denote elements 6f as forest automata ovér of level

i. The rank # of an FAF in these alphabets is the number of its output port indices.
When used in an F& over 2“2, the forest automata fromare calledboxesof F. We
write I', to denoteUi>ollj and assume thét, is ordered by some total orderimg-, .

An FA F of a higher level oveF accepts graphs where forest automata of lower lev-
els appear as sub-labels. To define the semantiesasfa set of graphs ovEr we need
the following operation ofub-edge replacementere a sub-edge of a graph is substi-
tuted by another graph. Intuitively, the sub-edge is rerdpaed its origin and targets
are identified with the input and output ports of the subtdigraph, respectively.

Formally, letg be a graph with an edgec g and itsi-th sub-edgee(i) = v1 —
(a,V2:-+Vn), 1 <i < [Sy(v1)]. Let g, be an io-graph withg| = n. Assume w.l.0.g. that
dom(g)ndom(g’) = 0. The sub-edge(i) can be replaced by provided that'1 < j <
n: {g(vj) Ny (@) = 0, which means that the nodg < donm(g) and the corresponding
port @; € domg’) do not have successors reachable over the same symbol.ré-the
placement can be done, the result, denafieg)/e(i)], is the graptgn in the sequence
o, - - - ,On Of graphs defined as followSEgo) = SEg) USKJ') \ {€(i)}, and for each
j :1<j <n, the graply; arises fromg;_1 by (1) deriving a graplh by replacing the
origin of the sub-edges of theth port; of g’ by vj, (2) redirecting edges leading to
@j tovj, i.e., replacing all occurrences @f in img(h) by vj, and (3) removingp;.

If the symbola above is an FA andj, € L(a), we say thah = g[g,/e(i)] is an
unfoldingof g, writteng < h. Conversely, we say thagtarises frorrh by folding qp into
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e(i). Let <* be the reflexive transitive closure ef Thel -semantic®f g is then the set
of graphgy’ overrl s.t.g <* ¢, denotedg]r, or just[g] if no confusion may arise. For
an FAF of a higher level oveF, we let[F] = Ug(PeL(,:)([[g]} x {@}).

Canonicity.We call an io-forest = (1 - - - th, 1) minimaliff the roots of the trees - - - t,
are the cut-points o f. A minimal forest representation of a graph is unique up to
reordering ot; - - -t,. Let thecanonical orderingof cut-points of f be defined by the
cost of the cheapest paths leading from the input port to tNgensay thatf is canon-
ical iff it is minimal, ® f is accessible, and the trees withjn- -t, are ordered by the
canonical ordering of their roots (which are cut-points:df). A canonical forest is thus
a unigue representation of an accessible io-graph. We saathFArespects canon-
icity iff all forests from its forest language are canonical. Resing canonicity makes
it possible to efficiently test FA language inclusion by itggtTA language inclusion
of the respective components of two FA. This method is peefis FA of level 1 and
sound (not always complete) for FA of a higher level [6].

In practice, we keep automata in the so caliate unifornform, which simplifies
maintaining of the canonicity respecting form [6] (and ialso useful when abstracting
and “folding”, as discussed in the following). It is definesifallows. Given a node of
atreet in an io-forest, we define itspanas the paifa,V) wherea € N* is the sequence
of labels of root references reachable from the rodt@flered according to the prices
of the cheapest paths to them, ahd- N is the set of labels of references which occur
more than once ib. The state uniform form then requires that all nodes of fisr'lem
L(F) that are labelled by the same statén some accepting run &f have the same
span, which we denote tspar(q).

3 FA-based Shape Analysis

We now provide a high-level overview of the main loop of ouagé analysis. The
analysis automatically discovers memory safety errorsi(sas invalid dereferences
of null or undefined pointers, double frees, or memory leaks) andigge an FA-
represented over-approximation of the sets of heap confiigms reachable at each
program line. We consider sequential non-recursive C mmgmanipulating the heap.
Each heap cell may have sevepainter selectoranddata selectorgrom some finite
data domain (belowPSeldenotes the set of pointer selectdpseldenotes the set of
data selectors, arfdl denotes the data domain).

Heap representatior single heap configuration is encoded as an io-gmplover the
ranked alphabet of structured labels\&ith sub-labels from the ranked alphalfet=
PSelJ(DSelx D) with the ranking function that assigns each pointer seteicémd each
data selector 0. In this graph, an allocated memory cellpsasented by a node and
its internal structure of selectors is given by a lakygl) € 2. Values of data selectors
are stored directly in the structured label of a node as abbl$ fromDSelx D, so,
e.g., a singly linked list cell with the data value 42 and thecgssor nodgnex: may
be represented by a nodesuch that/g(x) = {next(Xnexy), (data,42)(€))}. Selectors
with undefined values are represented such that the corrdsppsub-labels are not in
£g(x). The null value is modelled as the special nadel such thafg(null) = 0. The



input portsf represents a special node that containsstiaek frameof the analysed
function, i.e. a structure where selectors correspondrialis of the function.

In order to represent (infinitegetsof heap configurations, we use state uniform FA
of a higher level to represent sets of canonical io-foresgtsasenting the heap configu-
rations. The FA used as boxes are learnt during the analsisig the learning algorithm
presented in SeCl 4.

Symbolic ExecutioriThe verification procedure performs standard abstractpreea-
tion with the abstract domain consisting of sets of statéoum FA (a single FA does
not suffice as FA are not closed under union) representisgadteap configurations
at particular program locations. The computation stadsfthe initial heap configura-
tion given by an FA for the io-grapbs: whereg comprises two nodesull andsf
wherely(sf) = 0. The computation then executes abstract transformeresmonding
to program statements until the sets of FA held at prograatiogs stabilise. We note
that abstract transformers corresponding to pointer mdatipg statements are exact.
Executing the abstract transformgy over a set of FAS is performed separately for
everyF € §. Some of boxes are firsnfoldedto uncover the accessed part of the heaps,
then the update is performed. The detailed descriptionesfisteps can be foundlin [7].

At junctions of program paths, the analysis computes uniésets of FA. At loop
points, the union is followed by widening. The widening isfpemed by applying box
foldingandabstractiorrepeatedly in a loop on each FA frafruntil the result stabilises.
An elaboration of these two operations, described in diet&8ec[4 andl5 respectively,
belongs to the main contribution of the presented paper.

4 Learning of Boxes

Sets of graphs with an unbounded number of joins can only seritbed by FA with the
help of boxes. In particular, boxes allow one to replace {iple) incoming sub-edges
of ajoin by a single sub-edge, and hence lower the in-dedrbegoin. Decreasing the
in-degree to 1 turns the join into an ordinary node. When aibdixen used in a cycle
of an FA, it effectively generates an unbounded number oEjoi

The boxes are introduced by the operatiofiaddling of an FAF which transforms
F into an FAF’ and a boxB used inF’ such that]F]] = [F’]. However, the graphs
in L(F") may contain less joins since some of them are hidden in theByavhich
encodes a set of subgraphs containing a join and appeapegteslly in the graphs of
L(F). Before we explain folding, we give a characterisation dfgraphs of graphs of
L(F) which we want to fold into a bo®B. Our choice of the subgraphs to be folded
is a compromise between two high-level requirements. Orotteehand, the folded
subgraphs should contain incoming edges of joins and bergdesas possible in order
to be reusable. On the other hand, the subgraphs should oo senall in order not
to have to be subsequently folded within other boxes (in thestvcase, leading to
generation of unboundedly nested boxes). Ideally, thatgbical structuring of boxes
should respect the natural hierarchical structuring ofdd& structures being handled
since if this is not the case, unboundedly many boxes maydganeeded.



4.1 Knotsof Graphs

A graphhis asubgraptof a graphgiff SEh) C SEQg). Theborderof hin gis the subset
of the sedom(h) of nodes ohthat are incident with sub-edges3ii{g) \ SE h). A trace
from a nodeu to a nodev in a graphg is a set of sub-edges= {ep,...,en} C SEQ)
such than > 1, ey is an outgoing sub-edge of e, is an incoming sub-edge of the
origin of g is one of the targets &_; for all 1 <i < n, and no two sub-edges have the
same origin. We call the origins @f, . .. ,e, theinner nodeof the trace. A trace from
utovis straightiff none of its inner nodes is a cut-point.@&cleis a trace from a node
vtov. A confluencef gy is either a cycle of or it is the union of two disjoint traces
starting at a node, called thebase and ending in the node called theip (for a cycle,
the base and the tip coincide).

Given an io-graplyg, the signatureof a sub-grapth of g is the minimum subset
sig(h) of cpggy) that (1) containgpgge) Ndomh) and (2) all nodes oh, except
the nodes osig(h) themselves, are reachable by straight tracex u
from sig(h). Intuitively, sig(h) contains all cut-points offi plus
the closest cut-points th which lie outside oth but which are
needed so that all nodes bfare reachable from the signatur
Consider the example of the gragh in Fig.[2 in which cut- h
points are represented By The signature o, is the set{u, v}. y
The signature of the highlighted subgraphs also equal to Fig. 2: Closure.
{u,v}. Given a seU C cpggy), aconfluence of Us a confluence of, with the signa-
ture withinU. Intuitively, the confluence of a set of cut-poitiss a confluence whose
cut-points belong ttJ plus in case the base is not a cut-point, then the closegtaint-
from which the base is reachable is also fidnFinally, theclosureof U is the smallest
subgrapth of g that (1) contains all confluencesldfand (2) for every inner nodeof
a straight trace offi, it contains all straight traces fromto leaves ofy. The closure of
the signaturd u, v} of the graphg, in Fig.[2 is the highlighted subgragh Intuitively,
Point 1 includes into the closure all nodes and sub-edgésfpear on straight traces
between nodes & apart from those that do not lie on any confluence (such aswmode
in Fig.[2). Note that nodesandy in Fig.[4, which are leaves gf,, are not in the closure
as they are not reachable from an inner node of any straigte wfh. Theclosure of
a subgraph tof gy is the closure of its signature, ahds closediff it equals its closure.

Knots.For the rest of Se€. 4.1, let us fix an io-graphe L(F). We now introduce the
notion of a knot which summarises the desired propertiesobaraptk of g that is to
be folded into a box. Anot kof gy is a subgraph of such that: (1k is a confluence,
(2) k is the union of two knots with intersecting sets of sub-edgeé3)k is the closure
of a knot. Adecompositiorof a knotk is a set of knots such that the union of their
sub-edges equaBEKk). The complexity of a decompositiaf k is the maximum of
sizes of signatures of its elements. We definecitaplexity of a knoas the minimum
of the complexities of its decompositions. A krobf complexityn is anoptimal knot
of complexity rif it is maximal among knots of complexity and if it has a root. The
root must be reachable from the input poriggfby a trace that does not intersect with
sub-edges of the optimal knot. Notice that the requiremémaximality implies that
optimal knots are closed.



The following lemma, proven in[7], implies that optimal kKe@re uniquely identi-
fied by their signatures, which is crucial for the folding@iighm presented later.

Lemma 1. The signature of an optimal knot of gquals the signature of its closure.

Next, we explain what is the motivation behind the notionmbatimal knot:
ConfluencesAs mentioned above, in order to allow one to eliminate a jaiknot
must contain some joimtogether with at least one incoming sub-edge in case the knot
is based on a loop and at least two sub-edges otherwise. Gjicaccessible (meaning
that there do not exist any traces that cannot be extendedrtdrom the same node),
the edge must belong to some conflueacé ge. If the folding operation does not fold
the entirec, then a new join is created on the border of the introduced boe of its
incoming sub-edges is labelled by the box that replacesallded knot, another one is
the last edge of one of the tracesmofConfluences are therefore the smallest subgraphs
that can be folded in a meaningful way.
Uniting knots.If two different confluences andc’ share an
edge, then after folding, the resulting edge shares withtwo
nodes (at least one being a target node), anddheentains a join
of ge. To eliminate this join too, both confluences must be foldédg. 3: A list with
together. A similar reasoning may be repeated with knotsin g head pointers.
eral. Usefulness of this rule may be illustrated by an exangplthe set of lists with
head pointers. Without uniting, every list would generatgiexarchy of knots of the
same depth as the length of the list, as illustrated in[Eigh®s is clearly impractical
since the entire set could not be represented using finitalyynboxes. Rulg]2 unites
all knots into one that contains the entire list, and the §atlGuch knots can then be
represented by a single FA (containing a loop acceptingtherinodes of the lists).
Complexity of knotsThe notion of complexity is introduced to limit the effect of
Rulel2 of the definition of a knot, which unites knots that sheasub-edge, and to hope-
fully make it follow the natural hierarchical structurinfdata structures. Consider, for
instance, the case of singly-linked lists (SLLs) of cyclaudly-linked lists (DLLS). In
this case, it is natural to first fold the particular segmeifithe DLLs (denoted as DLSs
below), i.e., to introduce a box for a single pair of next anelqpointers. This way, one
effectively obtains SLLs of cyclic SLLs. Subsequently, aran fold the cyclic SLLs
into a higher-level box. However, uniting all knots with anemon sub-edge would cre-
ate knots that contain entire cyclic DLLs (requiring unbdedly many joins inside the
box). The reason is that in addition to the confluences cporeding to DLSs, there
are confluences which traverse the entire cyclic DLLs antghare sub-edges with all
DLSs (this is in particular the case of the two circular semes consisting solely of
next and prev pointers respectively). To avoid the undbkrtolding, we exploit the
notion of complexity and fold graphs in successive roundsdch round we fold all
optimal knots with the smallest complexity (as describe®at.[4.2), which should
correspond to the currently most nested, not yet foldedssulztures. In the previous
example, the algorithm starts by folding DLSs of complegitypecause the complexity
of the confluences in cyclic DLLs is given by the number of tHeSB they traverse.
Closure of knotsThe closure is introduced for practical reasons. It allows to
identify optimal knots by their signatures, which is theredido simplify automata
constructions that implement folding on the level of FA @&c[4.2).



Root of an optimal knofThe requirement for an optimal knkto have a root is to
guarantee that if an io-graiy containing a boB representing is accessible, then the
io-graphhy [k/B] emerging by substitutinkfor a sub-edge labelled withis accessible,
and vice versa. It is also a necessary condition for the exxigt of a canonical forest
representation of the knot itself (since one needs to otaecuit-points w.r.t. the prices
of the paths leading to them from the input port of the knot).

4.2 Foldingin the Abstraction Loop

In this section, we describe the operation of folding to-; Unfold solitaire boxes
gether with the main abstraction loop of which folding ; repeat

is an integral part. The pseudo-code of the main abstrag-  Normalise

tion loop is shown in AlgllL. The algorithm modifies a 4 Abstract

set of FA until it reaches a fixpoint. Folding on link 5 is 5 Fold

a sub-procedure of the algorithm which looks for sub-; \ntil fixpoint

structures of FA that accept optimal knots, and replacep'ag 1: Abstraction Loop
these substructures by boxes that represent the corre= ™

sponding optimal knots. The operation of folding is its@lfposed of four consecutive
stepsidentifying indicesSplitting, Constructing boxesandApplying boxesFor space
reasons, we give only an overview of the steps of the maimadigin loop and folding.
Details may be found ir.[7].

Unfolding of solitaire boxesFolding is in practice applied on FA
that accept partially folded graphs (only some of the optknats

are folded). This may lead the algorithm to hierarchicadlgfdata ~ Fig.4: DLL.
structures that are not hierarchical, causing the symbatcution not to terminate. For
example, consider a program that creates a DLL of an arpiagth. Whenever a new
DLS is attached, the folding algorithm would enclose it iatoox together with the tail
which was folded previously. This would lead to creation dfi@archical structure of
an unbounded depth (see Higj. 4), which would cause the syerdbacution to never
reach a fixpoint. Intuitively, this is a situation when a réfi@n of subgraphs may be
expressed by an automaton loop that iterates a box, butristead misinterpreted as
a recursive nesting of graphs. This situation may happemveheewly created box
contains another box that cannot be iterated since it doeapp®ar on a loop (e.g, in
Fig.[4 there is always one occurrence of a box encoding aeshibttl. fragment inside
a higher-level box). This issue is addressed in the predegerithm by first unfolding
all occurrences of boxes that are not iterated by automageslbefore folding is started.

Normalising.We define théndexof a cut-pointu € cpggy) as its position in the canon-
ical ordering of cut-points ofiy, and thendexof a closed subgrapof g, as the set of
indices of the cut-points isig(h). The folding algorithm expects the input FAto sat-
isfy the property that all io-graphs &f F) have the same indices of closed knots. The
reason is that folding starts by identifying the index of gtirmal knot of an arbitrary
io-graph fromL(F), and then it creates a box which accepts all closed subgtdjphs
io-graphs fromg, with the same index. We need a guarantee #liathese subgraphs
are indeed optimal knots. This guarantee can be achievée ibtgraphs from.(F)
have equivalent interconnections of cut-points, as defirebolw.
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We define the relation.q,C N x N between indices of closed knotsgf such that
N ~g, N" iff there is a closed knakt of g, with the indexN and a closed kndt' with
the indexN’ such thatk andk’ have intersecting sets of sub-edges. We say that two
io-graphsge andhy areinterconnection equivalenff ~g, = ~p,,.

Lemma 2. Interconnection equivalentio-graphs have the same irsdi€eptimal knots.

Interconnection equivalence of all io-graphs in the languaf an FAF is achieved
by transforming to theinterconnection respecting fornthis form requires that the
language of every TA of the FA consists of interconnectiameajent trees (when view-
ing root references and roots as cut-points with corresipgriddices). The transfor-
mation is described in_[7]. The normalisation step alsoudek a transformation into
the state uniform and canonicity respecting form.

Abstraction.We use abstraction described in Jec. 5 that preserves tlomicin re-
specting form of TA as well as their state uniformity. It mageék interconnection
uniformity, in which case it is followed by another round afrmalisation. Abstraction
is included into each round of folding for the reason thagtéds to learning more gen-
eral boxes. For instance, an FA encoding a cyclic list of oaiqular length is first
abstracted into an FA encoding a set of cyclic lists of algkls, and the entire set is
then folded into a single box.

Identifying indicesFor every FAF entering this sub-procedure, we pick an arbitrary
io-graphgy € L(F), find all its optimal knots of the smallest possible comptierj and
extract their indices. By Lemnid 2 and sinEeis normalised, indices of the optimal
knots are the same for all io-graphdli(F). For every found index, the following steps
fold all optimal knots with that index at once. Optimal knofscomplexityn do not
share sub-edges, the order in which they are folded is therabt important.

Splitting. For an FAF = (A;---An, 1) and an indexX of an optimal knot found in the
previous step, splitting transforrsinto a (set of) new FA with the same language. The
nodes of the borders ofindexed optimal knots of io-graphs frob{F ) become roots
of trees of io-forests accepted by the new FA. &etl be a position irF such that the
s-indexed cut-points of io-graphs froir(F) reach all the othef-indexed cut-points.
The indexs exists since an optimal knot has a root. Due to the definitfdheclosure,
the border contains allindexed cut-points, with the possible exceptiorsof hes-th
cut-point may be replaced in the border of thimdexed optimal knot by the baseof
thel-indexed confluence that is the first one reached froms-thecut-point by a straight
path. We calketheentry. The entryeis a root of the optimal knot, and ttseth cut-point
is the onlyl-indexed cut-point that might be outside the knote i§ indeed different
from thes-th cut-point, then the-th tree of forests accepted Bymust be split into two
trees in the new FA: The subtree rooted at the entry is reglagea reference to a new
tree. The new tree then equals the subtree of the origittatree rooted at the entry.
The construction is carried out as follows. We find all stated all of their rules that
accept entry nodes. We denote such states and rules astetdyand rules. For every
entry stateg, we create a new FEC? which is a copy of but with thes-th TA Ag split
to a news-th TA A, and a new(n+ 1)-th TA An;1. The TAA{ is obtained fromAs by
changing the entry rules ofto accept just a reference to the ngwt 1)-th root and by
removing entry rules of all other entry states (the entriestare processed separately in
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Fig. 5: Creation off; andBy from F{. The subtrees that contain referentgss J are
taken intoBg, and replaced by thBy-labelled sub-edge iRg.

order to preserve possibly different contexts of entry saatxepted at different states).
The new TAA,, 1 is a copy ofAg but with the only accepting state beiggNote that the
construction is justified since due to state uniformity,leaode that is accepted by an
entry rule and that does not appear below a node that is atepsed by an entry rule
is an entry node. In the result, the Set (1 \ {s}) U{n+ 1} contains the positions of
the trees of forests (Ff(? rooted at the nodes of the borderd ehdexed optimal knots.

Constructing boxed-or everyF(? andJ being the result of splittingr according to

an indexl, a boxBy is constructed fronfy. We transform TA ofr{ indexed by the
elements ofl. The resulting TA will accept the original trees up to that tioots are
stripped from the children that cannot reach a referende 1o turn these TA into an
FA accepting optimal knots with the indéxit remains to order the obtained TA and
define port indices, which is described in detaillin [7]. Rblygthe input index of the
box will be the position to which we place the modifiegh + 1)-th TA of Fc? (the one
that accepts trees rooted at the entry). The output indieetha positions of the TA
with indicesJ\ {j} in F(? which accept trees rooted at cut-points of the border of the
optimal knots.

Applying boxesThis is the last step of folding. For eveF)?, J, andBg which are the
result of splittingF according to an indek, we construct an FA that accepts graphs

of F where knots enclosed iBq are substituted by a sub-edge with the laBgl It

is created fronF(? by (1) leaving out the parts of root rules of its TA that werketa

into By, and (2) adding the rule-terBy(ry,...,rm) to the rule-terms of root rules of the
(n+1)-th component oF(? (these are rules used to accept the roots of the optimal knots
enclosed irBg). The statess,...,rm are fresh states that accept root references to the
appropriate elements df(to connect the borders of knots B§ correctly to the graphs

of F—the details may be found inl[7]). The AR now accepts graphs where optimal
knots of graphs off (F ) with the signaturé are hidden insid8q. Creation ofBq and of

its counterparky from qu is illustrated in Fig[b wherg j,... € J.

During the analysis, the discovered boxes must be storedatedase and tested for
equivalence with the newly discovered ones since the akthaif FA would otherwise
grow with every operation of foldingd infinitum That is, every discovered box is given
a unigue name, and whenever a semantically equivalent fobdisd, the newly created
edge-term is labelled by that name. This step offers an dppity for introducing an-
other form of acceleration of the symbolic computation. iédmnwhen a boB is found
by the procedure described above, and anotheB@ith a nameN s.t.[B'] C [B] is
already in the database, we associate the idumigh B instead of withB’ and restart the
analysis (i.e., start the analysis from the scratch, reneeimdpjust the updated database
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of boxes). If, on the other han{B] C [B'], the folding is performed using the narNe

of B/, thus overapproximating the semantics of the folded FA. Aess@nted in Seg] 6,
this variant of the procedure, callédiding by inclusion performs in some difficult
cases significantly better than the former variant, cdiéding by equivalence

5 Abstraction

The abstraction we use in our analysis is based on the gaeehaliques described in
the framework of abstract regular (tree) model checking &, in particular, build on
thefinite height abstractionf TA. It is parameterised by a heigkE N, and it collapses
TA statesy, ( iff they accept trees with the same sets of prefixes of thenteigmosk
(the prefix of heighk of a tree is a subgraph of the tree which contains all pathm fro
the root of length at mo%). This defines an equivalence on states denotedbyhe
equivalencevy is further refined to deal with various features special fdr [Ramely,

it has to work over tuples of TA and cope with the interconimecof the TA via root
references, with the hierarchical structuring, and with fiect that we use setof FA
instead of a single FA to represent the abstract context attecplar program location.

Refinements ofy. First, in order to maintain the same basic shape of the hdap af
abstraction (such that no cut-point would, e.g., suddepjear or disappear), we re-
fine =~ by requiring that equivalent states must have the same gpandefined in
Sec[2). When applied om1, which corresponds to equivalence of data types, this re-
finement provided enough precision for most of the caseasyatiesented later on, with
the exception of the most difficult ones, namely programé wiip lists [13]. To ver-

ify these programs, we needed to further refine the abstratti distinguish automata
states whenever trees from their languages encode treeoo@mis containing a differ-
ent number of unique paths to some root reference, but sothesé paths are hidden
inside boxes. In particular, two statgesy can be equivalent only if for every io-graph
gy from the graph language of the FA, for every two nodasc dom(g,) accepted by
gandd/, respectively, in an accepting run of the correspondingtfié following holds:

For everyw € cpggyp), bothu andv have the same number of outgoing sub-edges (se-
lectors) in[gy] Which start a trace ifigy] leading tow. According to our experiments,
this refinement does not cost almost any performance, anzkves use it by default.

Abstraction for Sets of FAOur analysis works with sets of FA. We observed that ab-
stracting individual FA from a set of FA in isolation is sonme¢s slow since in each
of the FA, the abstraction widens some selector paths ontyitatakes a while until
an FA in which all possible selector paths are widened isinéth For instance, when
analysing a program that creates binary trees, before irgaalfixpoint, the symbolic
analysis generates many FA, each of them accepting a sutisatoy trees with some
of the branches restricted to a bounded length (e.qg., trabse right branches, trees
with a single right branch of length 1, length 2, etc.). Infsgeases, it helps when the
abstraction has an opportunity to combine information feeweral FA. For instance,
consider an FA that encodes binary trees degenerated tbiragly long left branch,
and another FA that encodes trees degenerated to righttasoaly. Abstracting these
FA in isolation has no effect. However, if the abstractiomllswed to collapse states
from both of these FA, it can generate an FA accepting alliptesbranches.
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Unfortunately, the natural solution to achieve the abowéctvis to unite FA before
abstraction, cannot be used since FA are not closed undar (umiting TA component-
wise overapproximates the union). However, it is possibkertrich the automata struc-
ture of an FAF by TA states and rules of another one without changing thguage of
F, and in this way allow the abstraction to combine the infdforafrom both FA. In
particular, before abstracting an FA= (A - - - Ay, ) from a setSof FA, we pre-process
it as follows. (1) We pick automatd’ = (A] --- Ay, 1) € Swhich are compatible with
F in that they have the same number of TA, the same port refeserand for each
1 <i < n, the root states oAf have the same spans as the root state.dR) For all
suchF’ and each K i < n, we add rules and statesAffto A;, but we keep the original
set of root states d&;. Since we assume that the sets of state of TAs of differentrEA a
disjoint, the language & stays the same, but its structure is enriched, which hegps th
abstraction to perform a coarser widening.

6 Experimental Results

We have implemented the above proposed techniques in thestEortool and tested
their generality and efficiency on a number of case studieshé experiments, we
compare two configurations of Forester, and we also compareesults of Forester
with those of Predatof [4], which uses a graph-based menemmesentation inspired
by separation logic with higher-order list predicates. Vdendt provide a comparison
with Space Invader [12] and SLAyé€rl[1], based also on sejmarddgic with higher-
order list predicates, since in our experiments they wetpastormed by Predator.

In the experiments, we considered programs with varioussyj lists (singly and
doubly linked, cyclic, nested, with skip pointers), treasd their combinations. In the
case of skip lists, we had to slightly modify the algorithriree their original versions
use an ordering on the data stored in the nodes of the list&tjwte currently do
not support) in order to guarantee that the search windoimndet on some level of
skip pointers is not left on any lower level of the skip poisteln our modification,
we added an additional explicit end-of-window pointer. Weaked the programs for
memory safety only, i.e., we did not check data-dependapaties.

Tabled gives running times in seconds (the average of 1Quéres) of the tools on
our case studies. “Basic” stands for Forester with the abttm applied on individual
FA only and “SFA" stands for Forester with the abstractiondets of FA. The value T
means that the running time of the tool exceeded 30 minutekthe value Err means
that the tool reported a spurious error. The names of the pberin the table contain the
name of the data structure manipulated in the program, whit$LL" for singly linked
lists, “DLL" for doubly linked lists (the “C” prefix denotesylic lists), “tree” for binary
trees, “tree+parents” for trees with parent pointers. dstariants of SLL (DLL) are
named as “SLL (DLL) of” and the type of the nested structunepérticular, “SLL of
0/1 SLLs” stands for SLL of a nested SLL of length 0 or 1, and L'Sif 2CDLLs”
stands for SLL whose each node is a root of two CDLLs. The “¢dhdlag stands
for a list where each element points to the head of the listtaadsubscript “Linux”
denotes the implementation of lists used in the Linux kemvbich uses type casts and
a restricted pointer arithmetic. The “DLL+subdata” stafats kind of a DLL with data
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Table 1: Results of the experiments

|[Example |basidSFA/boxegPredatol Example ||basidSFA/boxegPredatof
SLL (delete) 0.030.04 0.04|DLL (reverse) 0.040.061/1 0.03
SLL (bubblesort) 0.040.04 0.03|DLL (insert) 0.060.071/1 0.05
SLL (mergesort) 0.080.15 0.1Q|DLL (insertsortl)| 0.350.401 /1 0.11
SLL (insertsort) 0.050.05 0.04/|DLL (insertsort2)| 0.12{0.121 /1 0.05
SLL (reverse) 0.030.03 0.03/|DLL of CDLLs 5.671.258 /7 0.22
SLL+head 0.050.05 0.03|DLL+subdata 0.060.09-/2 T
SLL of 0/1 SLLs 0.030.03 0.11|CDLL 0.030.031/1 0.03
SLLinux 0.030.03 0.03||tree 0.140.14 Err
SLL of CSLLs 2.070.73 3/4] 0.12|tree+parents 0.180.2142/ 2 T
SLL of 2CDLLS jnux|| 0.160.1713 /5 0.25|tree+stack 0.090.08 Err
skip list 0.660.42 -/3 T||tree (DSW) 1.740.40Q Err
skip lists T|9.14 -/7 T||tree of CSLLs 0.320.42-/4 Err

pointers pointing either inside the list nodes or optionalitside of them. For a “skip

list”, the subscript denotes the number of skip pointershtnexample “tree+stack”, a
randomly constructed tree is deleted using a stack, and “DS&vids for the Deutsch-
Schorr-Waite tree traversal (the Lindstrom variant). Alberiments start with a random
creation and end with a disposal of the specified structuitewhe indicated procedure
(if any) is performed in between. The experiments were rua orachine with the Intel

i7-2600 (3.40 GHz) CPU and 16 GiB of RAM.

The table further contains the column “boxes” where the &dX/Y” means that
X manually created boxes were provided to the analysis thatat use learning while
Y boxes were learnt when the box learning procedure was edalbhe value “-” of
X means that we did not run the given example with manuallystroisted boxes since
their construction was too tedious. If user-defined boxesgiren to Forester in ad-
vance, the speedup is in most cases negligible, with thepéireeof “DLL of CDLLS”
and “SLL of CSLLs", where it is up to 7 times. In a majority ofsms, the learnt boxes
were the same as the ones created manually. However, in stsas, such as “SLL of
2CDLLs jhux", the learning algorithm found a smaller set of more elatobmxes than
those provided manually.

In the experiments, we use folding by inclusion as definedeinl[8.2. For simpler
cases, the performance matched the performance of folgiegbivalence, but for the
more difficult examples it was considerably faster (suchoas'skip list,” when the
time decreased from 3.82s to 0.66s), and only when it was theednalysis of “skip
list3” succeeded. Further, the implementation folds optimalt&rad the complexity
< 2 which is enough for the considered examples. Finally, tiaethe performance of
Forester in the considered experiments is indeed compawatti that of Predator even
though Forester can handle much more general data stracture

7 Conclusion

We have proposed a new shape analysis using forest autorhafa-wunlike the pre-
viously known approach based on FA—is fully automated. Rat purpose, we have
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proposed a technique of automatically learning FA callexklsdo be used as alphabet
symbols in higher-level FA when describing sets of complexghgraphs. We have also
proposed a way how to efficiently integrate the learning wlig main analysis algo-
rithm. Finally, we have proposed a significant improvemebtth in terms of general-
ity as well as efficiency—of the abstraction used in the fraomi. An implementation
of the approach in the Forester tool allowed us to fully-adatically handle programs
over quite complex heap structures, including 2-level atel8l skip lists, which—to
the best of our knowledge—no other fully-automated veriftcatool can handle. At
the same time, the efficiency of the analysis is comparabie ether state-of-the-art
analysers even though they handle less general classeap$tractures.

For the future, there are many possible ways how the preseeroach can be
further extended. First, one can think of using recursivwelsmr forest automata using
hedge automata as their components in order to handle evenaomplex data struc-
tures (such as mcf trees). Another interesting directiadhas of integrating FA-based
heap analysis with some analyses for dealing with infinite-pointer data domains
(e.g., integers) or parallelism.
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