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Abstract—Delays and packet losses are undesirable from a
control system perspective as they tend to adversely affect
performance. Networked Control Systems (NCSs) are a class of
control  systems wherein control components exchange
information using a shared communication channel. Delays and
packet losses in the communication channels are usually random,
thereby making the analysis and design of control loops more
complex. The usual assumptions in classical control theory, such
as delay free sensing and synchronous actuation, assume lesser
significance when it comes to NCSs. Hence, this necessitates a
reformulation / relook into the existing models used for NCS
control loop analysis and design. In this paper, we study and
present the reformulations required for NCSs to include random
delays and packet losses in the channel. This paper therefore,
provides a unified baseline and framework for analyzing a host of
problems that can be captured as NCSs subjected to random
delays and packet losses.

Keywords-Networked Control Systems (NCSs), Random Delays,
Packet loss, symmetric delays, Packet loss compensation.

l. INTRODUCTION

Networked control systems (NCSs) contain a large number of
interconnected devices that exchange data through shared
communication channels.  Recently, there has been an
increasing interest among researchers in NCSs. A detailed
review of NCSs alongside their applications can be found in
([1-11],[26-28], [30-31] and references therein). Two major
challenges in analysis and design of NCSs are random delays
and packet losses in the communication channel. Delays are
undesirable as they not only degrade system performance but
can also make an otherwise stable system, unstable. The effect
of delays on NCSs was investigated in [13] and it has been
shown that the NCSs performance and stability is affected by
the delays in the communication channel. Packet losses result
in system performance degradation and may result in loss of
observability. Further, it is usually desirable from the control
perspective to work with the most recent feedback
information. This is not possible in the presence of packet

losses. One may conclude from the above discussion that the
usual assumptions from classical control theory, such as delay
free sensing and synchronous actuation, are not entirely valid
for NCSs. Hence, the first step to studying and analyzing
NCSs with the intent to design controllers for them requires
capturing the dynamics of the system alongside the
communication constraints, vis-a-vis delays and packet losses.
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Figure 1: NCS Scenarios

Towards accomplishing this goal and given this scenario, a
comprehensive framework for mathematical modeling of
NCSs subjected to random delays and packet losses is
paramount. In our work, we holistically consider these
scenarios (as depicted in Figure 1) and propose a mathematical
framework for analysis and design of NCSs.
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A detailed review and research challenges alongside emerging
applications for NCSs has been discussed in [8], wherein
analysis and control of NCS subjected to random
communication delays and packet losses has been identified as
one of the potential future research areas. In [13], the authors
investigated the effects of delays on NCSs and have also
proposed controller design to compensate for the delays in the
channel. Stochastic controller design for NCSs using (13) has
been proposed in [14]. Peng et al. [18] designed state feedback
control design for NCSs, the controller gains are computed
using a Lyaponov analysis during each time epoch. In [6],
modeling of NCSs subjected to random delays has been
discussed. But, the analysis does not consider packet losses in
the channel and relevant compensation methodologies.
Further, the characteristics of the delays are not considered in
the analysis.

Figure 2 Research Timelines for different NCS models
shows the timeline of research efforts towards different
mathematical models formulations for supporting real-time
applications of NCSs.
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Motivated by the above discussions, in this paper we propose
to model the dynamics of NCSs subjected to random delays
and packet losses. This helps in providing a comprehensive
framework for mathematical modeling of NCSs. This work
can be used as a baseline for future research in NCSs. The
proposed mathematical model not only accounts for the
random delays in the channel but also addresses various
strategies to be employed for mitigating the effects of packet
losses in the channel. We consider three widely adopted
strategies, namely, (i) Transmitting zero in the event of a lost
packet, (ii) Transmitting past value of control input in the
event of dropped packet, and, (iii) Transmitting the estimate of
the state or controller output. For the delays encountered in
the channel, we consider broadly the two cases of delay: (i) the
delay being less than the sampling time, and, (ii) delay being
greater than the sampling time. Further, we analyze these
classification based on the occurrence of the delay as: (i) delay
in sensor to controller to be equal to the controller to actuator
channel — termed synchronous channel delays, (ii) delay in
sensor to controller channel being an integer or/and sub-
multiple of the delay in the controller to actuator channel, and,
(iif) delay in the controller to actuator channel being not
correlated to the delay in the sensor to controller channel. This
leads us to 23 different generic mathematical formulations for
analysis and design of NCSs.

The rest of this paper is organized as follows. Section 2
presents the problem formulation and in section 3 a model of

NCSs subjected to random communication delays is proposed.
In section 4 we extend to the model of NCSs to account for the
packet losses and different compensation schemes.
Conclusions are drawn from the discussions in Section 5.

Il.  PROBLEM FORMULATION
Consider the system with dynamics

x(t) = Ax(t) + Bu(t) (D
y(t) = Cx(t) (2)

with a discrete state feedback controller
u(kh) = —Lx(kh) 3

Where x € R™",u € R™,y € RPthe state, input and output
vectors respectively and A € R™™,B € R™™,(C € RP*"
are constant matrices of appropriate dimensions. Now consider
sampling the continuous time system with a sample rate ‘h’,
we have

x(kh + h) = d(R)x(kh) + T(W)u(kh) 4)
y(kh) = Cx(kh) (5)
®(h) = eAh (6)
h
r'(h) =j e’ dsB (7
0

Now assume that there is a communication channel between
sensor and controller say N1 .Let N2 be the communication
channel between controller and actuator. The presence of
communication channel induces delays t,. and t., in the
system as shown in Fig. 3 Generic block diagram of NCSs.
The dynamics of the system (1) is then [12]:

x(kh + h) = ®(h)x(kh) + [y (h, T)u(kh)

+ Ty (h, Du(kh — h) @)
y(kh) = Cx(kh) 9
®(h) = e (10)
h-t
Io(h 1) = f e dsB (11)
0 T
I, (h,1) = eA(h‘T)J e dsB (12)
u(kh) = —=L(h, ‘r)x(koh) (13)

Let us now assume that the packet loss in the system to be
modeled as a binary random variable as in [29]:

_( 0,packet loss

Vse = {1,n0 packet loss} 14
_( 0,packet loss

Yea = {1, no packet loss} (15

Where y,. and y,, denotes the packet loss betwwen sentor to
controller and controller to actuator respectively.
The dynamics of (3) with the packet loss included is then

x(kh + 1) = yoo (®(W)x(kh)) + Yeu (C(R)u(kh) ) 16

Delays in NCSs are random and, as one may observe from (8),
lead to time-varying system. Further, the packet losses need to
be accounted in the system dynamics as in (16). This depends
on the nature of delays and packet losses. The problem is to



propose a mathematical framework for modeling NCSs
subjected to random delays and packet loss.
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Fig. 3 Generic block diagram of NCSs

In our analysis, we propose mathematical framework for 23
different scenarios encountered in a NCSs.

I11.  NCSs WITH RANDOM COMMUNICATION DELAYS

Communication delays in networks depend on the underlying
protocol used. For eg, in CSMA/CD protocol (Network eg:
Modbus over TCP/IP, Ethernet) delays are random in nature,
in token passing and token ring protocol (Network
eg:ControlNet), delays are bounded, CSMA/AMP protocol
(Network eg , CAN, DeviceNet) has a constant delay in the
network.

A. Modeling of NCSs with constant delay:

There are various methods to handle constant delay like
Pade’s approximation, Nyquist analysis, or first order
estimates. It may be seen that the mathematical model of
NCSs subjected to constant delay is given by (8)-(13).
Constant delays are common in NCSs integrated with token
passing network like ControlNet [16].

B. Modeling of NCSs with time-varying delays:
Time varying delays can be (i) less than sampling time and (ii)
delays which is greater than sampling time. Varying delays are
common in NCSs integrated with CSMA/CD networks like
Ethernet, Modbus over TCP/IP [16]. In CSMA/CD based
protocols transmitting nodes wait for random length of time
(as determined by binary exponential backoff algorithm (BEB-
algorithm)) for transmission access [16].

1) Delays less than sampling time (h)
One may visualize that the total delay of the NCSs () at any
time instant (k>0) is the sum of sensor to controller delay and
controller to actuator delay.

Tk = Tsc + Tca

We analyze the delays by considering the following three
cases

1(@) Tsc = Teq ]
When the delay between the sensor to actuator is

equal, then the total delay 7 is 2 * T,

1(b) Tsc =N *T¢q

When the actuator to controller delay is an integral
multiple or submultiples of  sensor to controller
delay.

1(¢) Ts¢ # Tea

When there is no correlation between the sensor to controller

delay and controller to actuator delay. Mathematical model of

NCSs subjected to random communication delay is given by
x(kh + h) = ®(h)x(kh) + Ty(h, t,)u(kh)

+ I (h, ) u(kh — h) 17)

y(kh) = Cx(kh) + Du(kh) (18)

u(kh) = —L(h,7)x(kh) (19)

d(h) = eAh (20)
h—7g

To(h 1) = f e dsB (21)

Tk
I, (h 1) = 4070 f e dsB (22)

0
2) Delays greater than sampling time (h)

Network delays greater than sampling time (h) is considered
as packet loss. If the time delay is longer than h,then the
previous analysis has to be modified a little. If

t=(d-1Dh+71 (23)
0<7'<h
where d is an integer, the following equation is obtained:
x(kh + h) = &x(kh) + Tou(kh — (d — 1)h)
+ Tyu(kh — dh) (24)
®(h) = e4t (25)
h-t'
Iy(h,t') = f e4S dsB (26)
0
Iy (h,T") = eA(h=T) f e’ dsB (27)
0
The corresponding state-space description is
x(kh + h)
u(kh — (d — Dh|
u(kh — h)
| u(kh)
[ I T, - 0 x(kh)
0o 0 I .. 0| u(kh h)
H H ' -, +
0 0 0 - J u(leh — Zh)
L0 0 0 - u(kh h)
0
0
u(kh) (28)
0
I
y(kh) = Cx(kh) (29)
u(kh) = —L(h,t)x(kh) (30)

All three scenarios mentioned in 1(a), 1(b) and 1(c)is also
valid for delays greater than the sampling period.

IV. NCSs wWITH RANDOM COMMUNICATION DELAYS AND
PACKET LOSS

A. Random communication delay and packet loss between
sensor and controller

In order to compensate for the packet loss three strategies have
been used in literature, they are: (i) transmitting zero, (ii)
transmitting previous value of state and (iii) estimate of the



state [20, 21]. Mathematical formulation considering packet
loss compensation strategy is discussed in this section.
1) Transmitting zero in the event of a lost packet
Mathematical model for open loop is given as
x(kh + h) = ®(h)x(kh) 31D

y(kh) = Cx(kh) (32)

2) Transmitting the previous state
Mathematical model considering the transmission of the
previous state is given as
x(kh + h) = ®(h)x(kh) + ys.(To(h, T )u(kh)
+ I (h, 1 )u(kh — h))

y(kh) = Cx(kh) (34
®(h) = 4t (35)
h—7g
To(h, 1) = J. e4s dsB (36)
0 -
Iy (h, 1) = eA-™0 f e“s dsB (37)
ti(kh) = —L(h, Tk)x(?ch —h) (38)

_( 0,packet loss
Vsc = {1,no packet loss}
3) Transmitting the estimate of the state
Mathematical model using estimated states when there is a
packet loss between the controller and sensor is given as
x(kh + h) = ®(h)x(kh) + y,c(To(h, T )u(kh)
+ I (h, 1 )u(kh — h))

+ (1 = y5)U(kh) (39)

y(kh) = Cx(kh) (40)

D (h) = " (41)

h—7g

Io(h, ) = f e’ dsB (42)
0 o

I, (h,1) = eA(h'Tk)f e4S dsB (43)

0

Z(kh) = a* x(kh) + B *x(kh —h)
X(kh) = ®(h)x(kh — h) + Ty (h, T )u(kh — h)
+ I, (h, T )u(kh — 2h)
fi(kh) = —L(h, T )X(kh) (44)

Where « and B are constants and its value varies between 0
and 1. The state is estimated using the linear combination [26]
of present state estimate and the previous state.
The formulation for NCSs subjected to delays and packet loss
as in (32) and (39) can be extended w.l.g. considering
scenarios mentioned in 1(a), 1(b) and 1(c)in section 3. One
may verify that the three scenarios can be captured using
equations (32)-(44).

B. Random communication delay and packet loss between
the controller and actuator

In this section, we consider the packet loss in the
communication channel between the controller and actuator.
We consider three compensation schemes, they are: (i)

transmitting zero, (ii) transmitting previous value of control
input and (iii) estimate of the control input as in [20,21].

1) Transmitting zero in the event of a lost packet
The mathematical formulation of the scheme is given by
equations (31)-(32)

2) Transmitting the previous controller output
Mathematical model considering the transmission of the
previous control input is given as
x(kh + h) = ®(h)x(kh) + v.q (To(h, T )u(kh)

+ T (h, ) u (kh — h))

+ (1 - yca)u(kh - h) (45)

y(kh) = Cx(kh) (46)

®(h) = eAh (47)
h—7g

To(h 1) = f e4s dsB (48)

Iy (h,Tp,) = eAth—m0) the“ dsB (49)

u(kh —h) = — O(h, T )x(kh — h)

_ ( 0,packet loss
Yea = {1, no packet loss}
3) Transmitting the estimate of the control input
Using estimated control input, we have
x(kh + h) = ©(h)x(kh) + y.q(To(h, i )u(kh)
+ I (h, Ti)u(kh — h))

+ (1 = yeo)u(kh) (50)
y(kh) = Cx(kh) (51)
®(h) = e4h (52)
h.—‘l.'k
Lo(h, 1) = J e4S dsB (53)
0 -
Iy (h,Tp) = eAth—m0 J e4s dsB (54)
fi(kh) g ii(kh) + B * u(kh)
ii(kh) = —L(h, T,)%(kh)
%(kh) = ®(h)x(kh — h) + Ty(h, 1,)u(kh — h) +
T, (h, T )u(kh — 2h) (55)

Where « and S are constants and its value varies between 0
and 1. The controller output is estimated using the linear
combination of estimated control output and present controller
output. The above formulation of NCSs considering packet
loss in the communication channel between controller and
actuator can also be extended w.l.g. to the three cases of delay
discussed (1(a), 1(b) and 1(c)in section 3. Table | summarizes
all the 23 scenarios considered for mathematical model. The
schematic description of NCSs models discussed in this
investigation are captured in Appendix I.

TABLE |
DIFFERENT SCENARIOS IN NCSs

Case Description
Case 1 symmetric delays
Case2 correlated delays
Case3 unsymmetrical and uncorrelated delays
Case4 state space model
Caseb sensor to controller packet loss and symmetric delays with

zero input strategy.




Case6 sensor to controller packet loss and symmetric delays with
previous input strategy

Case7 sensor to controller packet loss and symmetric delays with
linear combination strategy

Case8 sensor to controller packet loss and correlated delays with
Zero input strategy

Case9 sensor to controller packet loss and correlated delays with
previous input strategy

Casel0 sensor to controller packet loss and correlated delays with
linear combination strategy

Casell sensor to controller packet loss and unsymmetrical and
uncorrelated delays with zero input strategy

Casel2 sensor to controller packet loss and unsymmetrical and
uncorrelated delays with previous input strategy

Casel3 sensor to controller packet loss and unsymmetrical and
uncorrelated delays with linear combination strategy

Casel4 controller to actuator packet loss and symmetric delays with
Zero input strategy

Casel5 controller to actuator packet loss and symmetric delays with
previous input strategy

Casel6 controller to actuator packet loss and symmetric delays with
linear combination strategy

Casel7 controller to actuator packet loss and correlated delays with
Zero input strategy

Casel8 controller to actuator packet loss and correlated delays with
previous input strategy

Casel9 controller to actuator packet loss and correlated delays with
linear combination strategy

Case20 controller to actuator packet loss and unsymmetrical and
uncorrelated delays with zero input strategy

Case21 controller to actuator packet loss and unsymmetrical and
uncorrelated delays with previous input strategy

Case22 controller to actuator packet loss and unsymmetrical and
uncorrelated delays with linear combination strategy

Case23 sensor to controller packet loss and actuator to controller
packet loss

V. CONCLUSION

Results derived in this paper can be used to model NCSs
integrated with various communication protocols such as
CSMA/CD, token ring, CSMA.AMP etc. One may verify that
from equations (32)-(55), during computation of controller
gains, delay in channel N2 is not available to the controller. It
then becomes imperative to either estimate/determine the
delay for computing the controller gains in order to design
dynamic controllers. Most of the design methods available in
literature devise a stabilizing controller for the worst case
delay either using a Lyaponov formulation or a linear matrix
inequality (LMI) based approach. It is seen that this
methodology is conservative as the controller is always
designed for worst case delay. Furthermore, the desired
performance specifications may not always be met. The
formulation provided above can be incorporated in controller
design for NCSs subjected to random communication delays
and packet losses for meeting desired performance
specifications. An interesting extension of this study is to
develop compensation methodologies for packet losses and
dynamic controllers to meet performance specifications in the
presence of random delays and packet losses. Further this
paper can also serve as a handy reference to different the
various scenarios that exists in NCSs.
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(45)-(50) or
(51)-(55)

3 sets of
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al model
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loss
compensat-
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al Model

No Delay
(Case 0)

-

Constant
Delay
(Case 0)

(8)-(13)

Case20-22

controller
to actuator
delay is not
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calculate
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Casel J J | (17)-(22)

Case23

Non-
determinis-
tic

Case2

(17)-(22)




