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Abstract—The secrecy capacity of the type Il wiretap channel
(WTC 1) with a noisy main channel is currently an open
problem. Herein its secrecy-capacity is derived and shownotbe
equal to its semantic-security (SS) capacity. In this settg, the
legitimate users communicate via a discrete-memoryless D)
channel in the presence of an eavesdropper that has perfecteess
to a subset of its choosing of the transmitted symbols, cornrsiined
to a fixed fraction of the blocklength. The secrecy criterion
is achieved simultaneously for all possible eavesdroppelubset
choices. The SS criterion demands negligible mutual informtion
between the message and the eavesdropper’'s observationerev
when maximized over all message distributions.

A key tool for the achievability proof is a novel and stronger
version of Wyner's soft covering lemma. Specifically, a randm

codebook is shown to achieve the soft-covering phenomenon

with high probability. The probability of failure is doubly -
exponentially small in the blocklength. Since the combined
number of messages and subsets grows only exponentially twit
the blocklength, SS for the WTC 1l is established by using the
union bound and invoking the stronger soft-covering lemmaThe
direct proof shows that rates up to the weak-secrecy capagit
of the classic WTC with a DM erasure channel (EC) to the
eavesdropper are achievable. The converse follows by estahing
the capacity of this DM wiretap EC as an upper bound for the
WTC Il. From a broader perspective, the stronger soft-coveing
lemma constitutes a tool for showing the existence of codebks
that satisfy exponentially many constraints, a beneficial lility
for many other applications in information theoretic security.

Index Terms—Erasure wiretap channel, information theoretic
security, semantic-security, soft-covering lemma, wiretp channel
of type Il

|. INTRODUCTION

Information theoretic security has adopted the weak-sgcr

and the strong-secrecy metrics as a standard for measur]

security. Respectively, weak-secrecy and strong-secrecy

(S

Their main drawback lies in the assumption that the message
is random and uniformly distributed, as real-life messaayes
neither (messages may be files, votes or any type of structure
data, often with low entropy). Semantic-security (SS) [8],
is a cryptographic gold standard that was proposed in [2has a
adequate alternative and shown to be equivalent to a vaigishi
unnormalized mutual information for all message distiiims.
Adopting SS as our secrecy measure, we establish the SS-
capacity of the wiretap channel of type Il (WTC Il) with a
noisy main channel, for which even the secrecy-capacity was
an open problem until now. On top of that, the SS-capacity
and the strong-secrecy-capacity are shown to coincide.
Secret communication over noisy channels dates back to
Wyner who introduced the degraded wiretap channel (WTC)
and derived its weak-secrecy-capadity [5]. Csiszar anchk&
extended Wyner’s result to the non-degraded WITIC [6], which
is henceforth referred to as the WTC |. A special instance
of the WTC | is when the eavesdropper’s observation is an
outcome of a discrete-memoryless (DM) erasure channel, (EC)
which essentially means that he observes a subset of the
transmitted symbols which is chosen at random by nature.
The WTC Il was proposed by Ozarow and Wynét [7] as
a generalization of this instance, where a more powerful
eavesdropper selects which subset to observe and security
must hold versus all possible subset choices. Thus, the main
challenge in establishing security for the WTC Il boils down
to finding a single sequence of codes that work well for
each of the exponentially many subsets the eavesdropper may
choose. In[[F], the authors overcome this difficulty when the
main channel is1iselesdy relying on a unique randomized
coset coding scheme in the proof of achievability. The aetiv
rgl%-equivocation region was also shown to be tight, which
solved the noiseless main channel scenario. The WTC Il with

fer to the normalized and unnormalized mutual information

between the secret message and the channel symbol strf}en%
observed by the eavesdropper. However, recent work argueg
that, from a cryptographic point of view, both these metrichc, Wi

are insufficient to provide security of applicatioris [1]].[2
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eneral (i.e., possiblpoisy)y DM main channel, however,
ained an open problem ever since.

recent endeavor at the optimal secrecy rate of the WTC
th a noisy main channel was presented [in [8] (see also
[O]-[12] for related work). Requiring a vanishingverage
error probability and security with respect to theak-secrecy
metric (namely, while assuming a uniformly distributed mes
sage and a normalized mutual information), the authorsjof [8
extended the coset coding scheme from [7] to obtain an inner
bound on the rate-equivocation region. An outer bound was
also established by assuming that the subset the eavesdropp
chooses to observe is revealed to all parties (i.e., to the
legitimate users). Specializing these bounds to the mdxima
equivocation results in an inner and an outer bound on the
weak-secrecy-capacity of a general WTC II; these bounds do
not match.
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In this work, we strengthen both the reliability and th&/TC | with a DM-Ed] to the eavesdropper, is achievable. The
security criteria, and derive th8S-capacityof the WTC Il converse follows by showing that the weak-secrecy-capacit
with a noisy main channel under a vanishingximalerror of this WTC | upper bounds the SS-capacity of the WTC II.
probability requirement. In the heart of the proof stands A&n important consequence of the WTC Il SS-capacity proof is
stronger version of the soft-covering lemma which is key fdhat Wyner’s wiretap codes for the erasure WTC I, are optimal
the security analysis. Wyner’s original soft-covering feen The binary version of these codes is, in fact, one of the few
[13, Theorem 6.3] is a valuable tool for achievability preofexamples for which there are explicit constructions of pcat
of information theoretic security [14]=[17], resolvabjli[18], secure encoders and decoders with optimal performance [25]
channel synthesi$ [19], and source coding [20] (see also rffg].
erences therein). The result herein sharpens the claimfef so This paper is organized as follows. Sectioh Il provides
covering by moving away from an expected value analysidefinitions and basic properties. In Sectiod Il we state the
Instead, we show that a random codebook achieves the seftonger soft-covering lemma and provide its proof. Sectio
covering phenomenon with high probability. The probapiliffVldescribes the WTC | and gives an alternative stronger soft
of failure is doubly-exponentially small in the blocklehgt covering lemma based derivation of its SS-capacity. IniSect
enabling more powerful applications through the union iburiVlwe define the WTC II, state its SS-capacity and prove the
Specifically, the lemma lets one prove the existence of codesult. Finally, Sectioh WYl summarizes the main achieveisien
books that satisfy exponentially many secrecy-related- coend insights of this work.
straints, which, in turn, resolves the difficulty in the setu

analysis for the WTC Il Il. NOTATIONS AND PRELIMINARIES

We use the following notations. Given two real numbers
,b, we denote byfa : b] the set of integerdn € N|[a] <

n < [b]}. We defineR; = {z € R|z > 0}. Calligraphic
letters denote sets, e.d(, the complement aft’ is denoted by
18 while |X'| stands for its cardinalityt™ denoted the:-fold

As a simple preliminary application of the stronger soft-
covering lemma, we derive the SS-capacity of the DM-WT
| under a maximal error probability requirement. [n][21]isth
result was established in terms of source universal codi
based on the expurgation techniqug (e.g.,_IEEI [.22’ Theor rtesian product ot’. An element ofY” is denoted by:" =
7.7.1]) for the broadcast channel with confidential messag 1 2, ..., 2y); Whenever the dimension is clear from the

[6], which subsumes the WTC | as a special case. Efficie 6ntext, vectors (or sequences) are denoted by boldfdeeset

code constructions with polynomial complexity that acleueve g.,x. For anyS C [1 : n], we usexS — (2:)ics to denote

the SS-capacity under an average error probability cdnStra\H : n . :

. . e substring of:™ defined bysS, with respect to the natural
were presented in_[2] for the DM scenario and[in/[23] for th8rderlijng OIng For instf:lnce i%/S :VEI; . 4] wpherel <i<j i
Gaussian case, whilé [24] derived the Gaussian SS-capacity, .~ s :'(x_ iy ;C_) o - -
under a maximal error probability constraint. Complexigtn "', (. F, P) Zk;eza r;roblebijlity space, whefeis the sample
being n the scope of_th|s work, we focus_on_the funq%'pace,]-‘ is the o-algebra andP is the probability measure.
mental limits of semantically-secure communication ance gi

: . Rand iabl P denoted b
an alternative proof of the WTC | SS-capacity based on th andom variables ove('Q,]-“, ) are cenoted by Uppercase

¢ ﬂ ing | d classic wiret 4EEES] Igtters, e.g..X, with similar conventions for random vectors.
stronger soft-covering lemma and classic wirelap COO®KES! r,q 5 hapility of an eventl € F is denoted byP(A), while

:Ee gun;)li)er of secrstlr‘(rjlessaggtﬁs IIS only exppdnenually Iar%%’g\\l%) denotes conditional probability ol given 5. We
€ double-exponential decay the lemma provides ensures 14 to denote the indicator function afl. The set of

with arbitrarily high probability. In other words, even tingh a all probability mass functions (PMFs) on a finite skt is

codebook that satisfies exponentially many constrainged| denoted byP(X). PMFs are denoted by the capital letter
to soft-covering is required, the union bound yields tharsu ith a subscript that identifies the random variable and its

a.codebook exists. Th'S.COde is then amgnded to bg relia L)essible conditioning. For example, for a discrete prolitgbi
with respect to the maximal error probability by relying o

) _ pace(Q2, F,P) and two correlated random variablés and
t7h$ ;vell-known expurgation technique (e.g., €f.][22, Tiesor Y over that space, we usBy, Pyy and Py|y to denote,
7.1]). respectively, the marginal PMF of, the joint PMF of(X,Y)
- . . and the conditional PMF o givenY'. In particular, Py |y
Somewhat surprisingly, our optimal code construction fqr

T . epresents the stochastic matrix whose elements are given b
the WTC Il is just the same. Here, SS involves a vanishs v (zly) = P(X — Y = y) We omit subscripts if the

ing unnormalized mutual informat_ion (between th_e messag guments of the PMF are lowercase versions of the random
and the eavesdropper's observation), when maximized O\&liables. The support of a PMP and the expectation of
all message distributions and eavesdropper’s subset ehoi

However, noting that their combined number grows On:?/esrgggtci)\;gl)\//anable)( are denoted byupp(P) andE[X},

exponentially with the blocklenght, the stronger soft-@dng For a discrete measurable spd€e F), a PMFQ € P(1)
e = S shap snough o o L e B0l nse t 3 probabity messue 4. ), which we
small. As for the WTC |, reliability is upgraded to account fo note byPq; accordinglyFo (A) = 3,4 Q(w), for every

maximal error prObabi”ty using expurgation. The diregbqn‘r 1the erasure probability corresponds to the portion of symbie eaves-
shows that any rate up to the weak-secrecy-capacity of tiepper in the WTC Il does not intercept



w uw) VNP\(,B") in expectation over the random selection of theE.sdeln
——— Bo={u(w)} Qviu the literature, [[1B] studies the fundamental limits of soft
covering as “resolvability”,[[28] provides rates of expaiiel
Fig. 1. Coding problem with the goal of making"") ~ Q7. convergence,[[19] improves the exponents and extend; the

framework, [29] and[[30, Chapter 16] refer to soft-covering
simply as “covering” in the quantum context, [31] refers to
it as a “sampling lemma” and points out that it holds for the
A € F. We useEq to denote an expectation taken withstronger metric of relative entropy, and [32] gives a recent
respect toPq. For a random variableX, we sometimes direct proof of the relative entropy result.
write Ex to emphasize that the expectation is taken with Here we give a Stronger claim. With h|gh probabi“ty
respect toPx. For a sequence of random variab¥e’, if the with respect to the set construction, the distance vanishes
entries of X™ are drawn in an independent and identicallgxponentially quickly with the blocklength. The negligible
distributed (i.i.d.) manner according tBy, then for every probability of the random set not producing this desirediltes
x € X" we have Px(x) = [[;.; Px(z;) and we write s doubly-exponentially small.
Pxn(x) = P¥(x). Similarly, if for every (x,y) € X" x Y" Let W = [1:2"%] andB, = {U(w)},_,, be a set of
we have Py« x»(y|x) = [[i_; Py x(yilz:), then we write random vectors that are i.i.d. accordmg@@u We refer toB,,
Pynxn(y[x) = Py (y[x). We often useQ% or Qyy as the random codebook. L&t = {u(w,B,)}, . denote a

when referring to an i.i.d. sequence of random variableg Thealization ofB,,. For every fixed3,,, the induced distribution
conditional product PMFQY|X given a specific sequencejs:

x € X" is denoted ley\X_x P\(/Bn)(v) _9-nR Z Q7\}|U(V|U(w,3n)). (5)
The empirical PMF/, of a sequenca € X" is wew
v () 2 M7 (1) Lemma 1 (Stronger Soft-Covering Lemma) For any Qu,
n Qviv, and R > I(U;V), where |[V| < oo, there exist

where N(z|x) = 7" | 1y,,—,1. We useT*(Px) to denote ~1,7, > 0, such that forn large enough
the set of letter-typical sequences of lengthwith respect to N -

the PMF Px and the non-negative numbef27, Chapter 3], ]P’(D (P\(, ) ’Q(‘/) > e‘ml) <e ¢, (6)
i.e., we have

More precisely, for anys € Nandé € (0,R— I(U;V
To(py) = fx e an precisely. y! ( (U5 V)

| ()= Px (z)| < ePx (), Va € X}.
(2) P(D (P

The relative entropy between two probability measufes

and(@ on the same-algebraF of subsets of the sample spacgyhere

X, with P < @ (i.e., P is absolutely continuous with respect

to Q) is s = sup

dP a>1 204—1
o(Pl@) = [ ariog (4). © I
Q cs = 3loge + 2vyslog2 4 2log max ——— |,

vesupp(Qv) Qv (v)
where 4£ denotes the Radon-Nikodym derivative between (8b)

and Q. I? the sample spac&’ is countable,[{3) reduces to

and d, (T, T) = —L:log, [ dT (42)' ™ is the Renyi diver-
D(P||Q) = Z P(z)log <@> (4) gence of order.” ’ a
zEsupp(P) Q(:C)

‘Q?/) > 65n2”75) < (1+ |V|")87%2n6, (7)

(R 6 —do(Quy, QuQv)), (8a)

Remark 1 The inequality(@) is trivially true for § outside of

the expressed range.
IIl. THE STRONGERSOFT-COVERING LEMMA P 9

The important quantity in the lemma above~isg, which

S the exponent that soft-covering achieves. We seglin @f) th
the double-exponential convergence of probability oceuitls
exponend > 0. Thus, the best soft-covering exponent that the
lemma achieves with confidence, over @tk 0, is

Wyner’s soft-covering lemma 13, Theorem 6.3] states that
the distribution induced by selectinguasequence at random">
from an appropriately chosen st and passing it through a
memoryless channé)y |, results in a good approximation
of Q¥ in the limit of largen, as long as the set is of size

—_ 9onR . i
|B,| = 2™, w_hereR > I(U; V) (Fig.[). In fact, the set Can ¢ — sups = o = Sup (R — do(Quv, QuQV)).
be chosen quite carelessly - by random codebook constnyctio 6>0 >1 2«
drawing each sequence independently from the distribution )
Qr. The double-exponential confidence ratacts as a reduction in

The soft-covering lemmas in the literature use a d|stan§8deb0°k raté? in the definition ofys. Consequentlyy; = 0
metric on distributions (commonly total variation or rélat oré > R—I(UV).
entropy) and( claim that the distance between the Ir]ducedMany of the theorems only claim existence of a good codebbakall
distribution Py, ) and the desired distributio@7, vanishes of the proofs use expected value to establish existence.



Remark 2 (Total Variation Exponent of Decay) The function. For everyw € V", define

stronger soft-covering lemma can be reproduced while A a—nB "

replacing the relative divergence with total variation ]33 P, 1(v)=2 ZQV‘U(V‘u(w’Bn))]l{(u(w,Bn),v)GAe}’
Although, relative entropy can be used to bound total wew (16a)
variation via Pinsker’s inequality, this approach causes a R

loss of a factor of 2 in the exponent of decay. Alternatively’s, 2(v)= 27" Z QT&\U(V‘u(waBn))ﬂ{(u(w B.w)EA}"
the proof of Lemmall can be modified to produce the bound weW

on the total variation instead of the relative entropy. This (16D)
direct method keeps the error exponents the same for thige measuresPs, ; and Ps, » on the spaceV” are not
total variation case as it is for relative entropy. probability measures, buPs, 1 + Ps, 2 = p\(,B”) for each

codebooks,,. We also splitA, into two parts. Namely, for
Before proving Lemmall, we note that the name ‘strongggeryv € V", we set

soft-covering lemma’ is justified becauskl (6) implies that

the expectation of the relative entropy over the ensemble of Ap,1(v) & —=2=(v) (17a)
codebooks decays exponentially fast (i.e., Wyner's notbn dQy;
soft-covering). This is stated in the following lemma and Ap, 2(v) 2 dPs, 2 (V). (17b)
proven in AppendiXxA. v dQy,

With respect to the above definitions, Lemfda 3 states an

Lemma 2 (Stronger than Wyner's Soft-Covering Lemma) UPPer bound on the relative entropy of interest.

Let 41,72 > 0 be such that(®) holds for n large enough,

then for every such, Lemma 3 For every fixed codebook,,, we have
1 noy Bn n
IEBHD(P\(,B”) ’Q"’/) <e "M 4+ nlog (—) e ", (10) D(ng ) ’Qv) <h </ dPBn,l)
120%
where i, = min,cqupp(@y) Qv (v) > 0. + /dPBml log Ag, 1+ /dPBmglog Ap, 2, (18)

Proof of Lemma]l: We state the proof in terms ofwhereh(-) is the binary entropy function.

arbitrary distributions (not necessarily discrete). Wheeded, ) )
we will specialize to the case that is finite. For any fixed The proof is relegated to Appendid B. Based on Lenitha 3, if

codebookC,, let the Radon-Nikodym derivative between thdh€ relative entropy of interest does not decay expongntial
induced and desired distributions be denoted as fast, then the same is true for the terms on the right-harel sid
(B.) (RHS) of [18). Therefore, to establish Lemfja 1, its suffices t
Ag, (v) 2 dPy (V). (11) show that the probability (with respect to a random codepook
" aQy, of the RHS not vanishing exponentially fast to 0ras+ oo,

In the discrete case, this is just a ratio of probability madg double-exponentially small.
functions. Accordingly, the relative entropy of intereshich ~_Notice thatPs, , usually contains almost all of the proba-
is a function of the codebooR,,, is given by bility. That is, for any fixeds,,, we have

D(P\(,B”) ‘Q@) - / dP® log A, . (12) / dPg,2=1- / dPg, 1

To describe the jointly-typical set over andv-sequences, — Z TnRPQ%U ((“(van)v V) ¢ AU = “(van))-
we first define information density,,, .., which is a function wew (19)
on the spacé/ x V specified by

dQy 11— For a random codebooK. (19) becomes
O ) (13)
v W/ dPs, »

In (I3), the argument of the logarithm is the Radon-Nikody
derivative betweer®y;—, andQv. Let ¢ > 0 be arbitrary, = ZQWRPQ@‘U ((U(w,BnLV) ¢ A|U = U(w,Bn))-

to be determined later, and define wEW (20)
1.
EZQ{;,V(U’V) <I(U;V)+er, The RHS of [[2D) is an average of exponentially many i.i.d.

A= {(u,v) eUu"xy"
(14) random variables bounded between 0 and 1. Furthermore,

and note that the expected value of each one is the exponentially small
n probability of correlated sequences being atypical:
Z.Q" (uv V) = iQU,V (utv Ut)- (15)
o > Es, Pay,, ((Ulw.Ba). V) ¢ AJU = U(w.B,))

We split P{**) into two parts, making use of the indicator =Pqn, ((U,V) ¢ AE)



- Similarly, Ag_; is an average of exponentially many i.i.d.
=Pon > : ) ) . :
Pag, (; iQu,v (U, Vi) 2 n(I(U; V) + E)> and uniformly bounded functions, each one determined by one
(@) I sequence in the random codebook:
@ B, (zxztzlmvwnm > 2nA<I<U;V>+e>)
AL Ag, 1(v)
() Eqy , 2" = vy (710 AQV|r=U(wB,)
- INA(I(U;V)+e) = Z 2_angg—n7n(V)1{ (U(w B.) V)E.As} . (27)
Nigy v (UV)I\ " wew v T
Eqy 270V
= 2'A(I(U;V)+E) For every term in the average, the indicator function bounds
» the value to be betweehand2"(/(UiV)+<w.s) The expected
© MG logs Eqy, 4 [ZMQU,VW*V)]—I(U;V)—E) value of each term with respect to the codebook is bounded
= 9 ’ . . . -
above by one, which is observed by removing the indicator
@ QnA(dHl(Qu,v.,QUQV)*I(U:,V)%)’ (21) function. Therefore, the Chernoff bound assures that. 1 is

exponentially close to one for evewy € V™. Setting M =

where (a) is true for any\ > 0, (b) is Markov's inequality, onR ,, — 1 B = 2n(UiV)+eas) gand < = 1 4 27" into
(c) follows by restricting A to be strictly positive, while (25), gives "
(d) is from the definition of the Rényi divergence of order L o (B E(TV) =g 528 5)
A+ 1. We use units of bits for mutual information and Renyi P(Ag, 1(v) > 1+ 2_"’3“"‘) <e 32 T
divergence to coincide with the base two expression of rate. _1gné o
Now, substitutingx = A + 1 into (21) gives =e3T ., VveVvr (28)

_np.. Which decays doubly-exponentially fast for afy- 0.
EB"P%U((U(M’B")’V) EAJU = U(w’B”)) <27 At this point, we specialize to a finite set Consequently,
(222) Ag, 2 is bounded as

where

ﬂa,e = (OL - 1)(I(Ua V) +€— da(QU.,Va QUQV))a (22b) ABm?(V) S ( max #) } Vv e an (29)

vesu v
for everya > 1 ande > 0, over which we may optimize. . pp_(QV) Qu(v) _ _
The optimal choice of is apparent when all bounds of thewith probability 1. Notu_:e that the maximum |s_0_nly over
proof are considered together (some yet to be derived)heut {18 Support of @y, which makes this bound finite. The
formula may seem arbitrary at the moment. Nevertheless, HRderlying reason for this restriction is that with probipi
5 € (0,R—I(U;V)), as found in the theorem statement, anfne a conditional distribution is absolutely continuoushwi

’ ’ respect to its associated marginal distribution.

set
1 Having [26), [28) and{29), we can now bound the proba-
€05 = 2(B-0)+ (? ~ Dda(Quy, QuQv) _ I(U;V).  bility that the RHS of [(IB) is not exponentially small. L&t
7 3+ (a—1) be the set of codeboolfs,, such that all of the following are
T . (23) true:
Substituting intog,,. gives
_ dPg, o < 2-27"as 30a
ﬁa,(? = ﬁa,ea,g = ;—]i(R_(S_da(QU,VaQUQV))- (24) / ( )
@ Ap, 1(V) <1427"Pas vy epn (30b)

Observe thate, s in (23) is nonnegative under the as- n
sumption thatR — ¢ > I(U;V), becausea > 1 and Apg, 2(v) < ( max —) , VveV" (30c)
da(Quy. QuQv) > di(Quv.QuQv) = I(U:V). vemep(@v) Qv (v)

Next, we use the following version of the Chernoff bounffirst, we use the union bound, while taking advantage of the
to bound the probability of {20) not being exponentially #ma fact that the spac&™ is only exponentially large, to show
that the probability of a random codebook not beingSins
double-exponentially small:

1

Lemma 4 (Chernoff Bound) Let {Xm}jle be a collection
of i.i.d. random variables withX,,, € [0, B] andEX,,, < u # ]P(Bn ¢ 5)

0, for all m € [1: M]. Then for anyc with € [1,2], (a)

o < P(/dPBmQ >2. 2”5«»6)

1 Mu (e 1)2
Pl—= S X, >c| <e w61 (25)
(Mmz_l ) + 3 B(Baa) 21420
veyn
The proof is given in Appendik]C. 1 n
Using [25) withA/ = 2", ;) = 27 "Pas B =1, and £ = + Z ]P’(ABH,Q(v) > ( max o )) )

2, assures thaf dPg, - is exponentially small with probability veyn vesupp(Qv) v v
doubly-exponentially close to 1. That is (%) e v o—h2m

. 9—"1Ba, —327(R Fae) (o) .
P(/"PB“’QZ2 ? ) = - 28 < 1+ ez, (31)



where (a) is the union bound, (b) usé€s](26).] (28) dnd (2%rther gives
while (c) follows becausg, s < (R —6).
' (Br) n —nBa.s ny —i2m9
IP’(D(PV ‘QV) > c5n2 ’ ) <(1+V|"M)e 3% .
Next, we claim that for every codebook &, the RHS of ) ) (38_)
@3) is exponentially small. Le3, € S and consider the SINCe (38) is true for alv > 1, it must also be true, with
following. For everyz € [0,1], h(z) < zlog £, using which strict inequality in the LHS, when replacing, s with

(304) implies that ’ -1
) imp Y5 £ sup Ba,s = sup - (R—6—da(Quyv,QuQv)),

a>1 a>12a—1
h </ dPBn,l) =h </ dPBn.,2> (39)

s which is the exponential rate of convergence statefih (&) t
< 2(loge + Baslog2)n27"P0. (32) e derive for the strong soft-covering lemma. This esthilis

Furthermore, by[{30b), we have the statemgnt fronﬂ?) and proves Leminha 1.
Concluding, if R > I(U;V) and for anys € (0,R —
/dPBml]QgABml < /dPBmllog(l—FQ_nBD"é) I(U;V)), we get exponential convergence of the relative
entropy at rateO(277") with doubly-exponential certainty.
< log(1 +27"F=2) Discarding the precise exponents of convergence and coeffi-
(@) cients, we state that there exigt,v2 > 0, such that forn
< 27 "Pas oge, (33)

large enough

where (a) follows sincéog(1 +z) < zloge, for everyz > 0. @) || An - onn
Finally, using [30c) we obtain ]P<D (Pv ’Qv) >e 1) <e : (40)

1 " |
dPs_ ologAp </dP lo ( max —)
/ Bn,2 108 08,2 Bn,2 08 vesupp(Qv) Qv (v)

< 2log Qaﬁ%ﬁgv) Qv(v)) n2 e, V. WIRETAP CHANNEL |
(34)
As a rather simple application of stronger soft-covering
lemma, we give an alternative derivation of the SS-capacity
Combining [32){(3k), yields of the WTC | [2], [21], [23], [24]. Since the channel to the
legitimate user is the same in both WTCs | and II, the maximal
h </ dPBn_,1> +/dPBn_,1 log A3n71+/dPBn_,210g Ap, 2  error probability analysis presented here is subsequesty
to establish reliability for the WTC II.
< <2(10ge+5a,5log 2) +loge . Our direct proof relies on .classic wiretap ches gnd SS
is established using the union bound while invoking the
stronger soft-covering lemma. In a wiretap code, a subcode
))nQ"ﬁM is associated with each confidential message. To transmit a
certain message, a codeword from its subcode is selected
uniformly at random and transmitted over the channel. hgtti
these subcodes be large enough while noting that the number
where (a) comes from setting of confidential messages only grows exponentially with the
1 blocklength, the union bound and the double-exponential de
Cas = 3loge + 2B4.5l0g2 + 2log < max —> . cay the lemma provides show the existence of a semantically-
vesupp(Qv) Qv (v) secure sequence of codes. Using these codes, each tradsmitt

This implies that for alle > 1 and§ ¢ (O,R— I(U;V)), message .induces an output PMF at the eavesdropper that
appears i.i.d. and does not depend on the message.
]P’(D(P\(,B")

’Qr‘z/) > o énz—nﬁa,(s) Wyner’s soft-covering lemma, that is now a standard tool
' for achieving strong-secrecy for the WTC |, comes up short
in providing SS. The classic soft-covering argument sags th
< ]P’<h (/ dPIBn,l) + /dPIBn,l log Ag,, 1 on average over the messages, the output at the eavesdropper
will look i.i.d., provided that the size of these subcoddsige
enough. This can be used to claim that the unnormalized mu-
tual information between the message and the eavesdrspper’
- ]P(IB% ¢ 8) outp_ut is small, thus ensuring strong—secre_cy. Howeverr_, _fo
= " SS, it must be claimed that the output PMF is close the i.i.d.
(%) 1+ V") 32 37) distribution for all messages, and there are exponentiadlgy

’ messages. Here is where the stronger soft-covering lemma is
where (a) follows from[{31). Denoting; £ sup,-; ca,s, (34) advantageous.

+ 21o max
s (vesupp(Qv) Qv (v)

(@)

= ca75n2_"ﬁa"‘ (35)

+ /dp[gmg lOg A]Bgmg > ca,5n2”5a'5>



Y m is a constantsy > 0 and anng € N, such that for every

Channe Decoder——— B
. % n > ng, Sem(C,) < e "7,
——— Encoder Qv,z|1x
S 7 Remark 3 SS requires that a single sequence of codes works
Eave. @) well for all message PMFs. Accordingly, the mutual informa-
tion term in (43) is maximized oveP,; when the cod€,, is
Fig. 2. The classic wiretap channel, referred to as the WTC I. known. In other words, although not stated explicit; is

a function ofC,.

Remark 4 By Definitior[4, for a sequence of WTC | codes to
o o be semantically-secure, the SS metric fr@#d) must vanish
The DM-WTC I'is |IIustrate(;i%|n Fid.R. The sender chooses &ponentially fast. This is a standard requirement in the
messagen from the_set[l +2"7"] and maps it into a S€quence&ryptography community, commonly referred to as strong-SS
x € A" (the mapping may be random). The SeqUERCE (gee e g. 2, Section 3.2]). The coding scheme given in the
transmitted over the DM-WTC | with transition probability yiract proof of Theorerfil1 achieves this exponential decay of
Qv,z|x- The output sequences € V" andz € Z" areé he 55 metric (see SectionIVIC1). An exponential decdyeof t

observed by the receiver and the eavesdropper, rengCtiV§ﬂrong-secrecy metric was previously observed i [21]][28
Based ony, the receiver produces an estimaiteof m. The g

eavesdropper tries to glean whatever it can about the messag

from z. Definition 5 (SS-Achievability) A rate R € R, is SS-
achievable if there is a sequence(ef R) WTC | semantically-

Definition 1 (Code Description) An (n, R) WTC | codeC,, secure codegC,, } L With ¢*(C,,) — 0 asn — oc.
has: "

A. Problem Definition

1) A message seM = [1: 277, Definition 6 (SS-Capacity) The SS-capacity of the WTC 1,
2) A stochastic encodef; : M — P(X™). Csem, is the supremum of the set of SS-achievable rates.
3) A decoding functions; : Y — M, where M = M U

{e} ande & M. B. Results

For any message distributiafy,; € P(M), the joint PMF As stated in the following theorem, thg_ SS—capac_ity _of
over M x X x Y™ x 2" x M induced byP,, and an(n, R) the WTC | under a maximal error probability constraint is
codeC,, is: the same as its weak-secrecy-capacity under an average erro

probability constraint.

P(Cn)(mv X,Y,2, Th) = PM(m)f(x|m)

(41) Theorem 1 (WTC | SS-Capacity) The SS-capacity of the

x QY,Z|X(yaZ|X)11{m:¢1(y)}' WTO 1 i
Definition 2 (Maximal Error Probability) The maximal er- Csem =  max I(U;Y) - I(U;Z)}, (44)
ror probability of an(n, R) WTC | codeC,, is U??ggfm)
¢*(Cn) = max em(Cn), (42a) and one may restrict the cardinality 6f to |U| < |X|.
where The proof of Theoreni]l is given in Sectign TVAC1. Our

n achievability proof relies on the stronger soft-coveriagnma
em(Cn) = Z fi(x|m) Z Qyix(Ylx)- (42D) (5 estaplish the existence of a sequence of semantically-
xeAn ¢f(€y3);m secure codes with a vanishing average probability of error.
The expurgation techniqué_[22, Theorem 7.7.1] is then used
Definition 3 (SS Metric) The SS metric associated to arf0 upgrade the codes to have a vanishing maximal error
(n, R) WTC | codeC,, isfi probability.

Sem(Cy) = PMIQ%)({M)IC" (M;Z), (43) Remark 5 The cardinality bound in Theorefd 1 was estab-
] , ) lished in [35, Theorem 22.1].

wherelc, denotes a mutual information term that is calculated

with respect to the PMF induced H, from (1) Remark 6 The direct part of Theorefid 1 can also be derived
without using the stronger soft-covering lemma. Instead o

Definition 4 (Semantically-Secure Codesp sequence of may invoke the codebook expurgation technique twice. By

(n, R) WTC | codes{C,, }, _, is semantically-secure if there ;emoving a certain portion of the messages, any sequence
of codes that ensures strong-secrecy and a vanishing agerag

_ 3Sen_n(Cn) is actually the mutual-information-security (MIS) metrighich  arror probability, can be upgraded to provide SS and reli'mjoi

is equivalent to SS byL[2]. We use the representaion[id (afer than with respect to the maximal error probability with neglitgb

the formal definition of SS (see, e.gll[2, Equation (4)]) ofitanalytical e )
convenience. rate-loss. In the original codes, the fraction of messages



that induce an error probability greater than three timegth Decoder¢;: Upon observing € V", the decoder searches
average, is less thar%. Similarly, the fraction of messagesfor a unique pairr, w) € M x W such that

with secrecy distance greater than three times the aversge i . ”

less thanzé. Therefore, the fraction of offending messages is (x(r, b, Bp),y) € T (Qx.y)- (45)
less than5. By removing them one obtains a new sequence|@kuch a unique pair is found, then sgt(y) = 7; otherwise,
codes that is semantically-secure and has a vanishing rmixim;,l(y) —e.

error probability. Finally, the rate of the:-th code in the new The triple (M, f1, ¢1) defined with respect to the codebook

sequence isk — 52 (here R stands for the rate of the B, constitutes ’ar(;m R) WTC | code(C,. When a random

original codes), and the loss is negligible for large codebookB,, is usea, we denote the corresponding random
code byC,,.

Remark 7 The expurgation method is insufficient for estab- average Error Probability Analysis: By standard joint

lishing SS for the WTC Il because the messages that neegy{cality arguments we show that the average error prébabi

be removed might differ from one choice of the eavesdroppegy, when expected over the ensemble of codebooks, is arbitr

observations to the next. It also does not work in othg small. For every fixed codebodR, and (i, @) € M x W,
settings such as the multiple access WTC, where expurgatiffifine the event

is problematic in general. On the other hand, even for that o
setting, an achievability proof that relies on the stronger &(m, @, B,) = {(X(mvvan)aY) Eﬁn(QX,Y)}v (46)
soft-covering lemma goes through by similar steps to thos

reY ~ QY o is the random sequence ob-
presented below. Thus, strong-secrecy can be upgraded to‘@? QYlX.:x(mvw=Bn) . que

R 2 .-served at the receiver when the transmitted séndsov). We
even in situations where vanishing average error probapili

cannot be upgraded to vanishing maximum error probability‘we

(via expurgation). Ec, L > em(Cn)
|M| meM
C. Proofs = Ee,Pe, (M # M)

< Ec, Pc, (M, W M
1) TheorenilL:For the converse, I€(C,, } . be a sequence (—) cuPe, (M, W) # (M, W)

of (n, R) semantically-secure WTC | codes with(C,) — = Ec, Pc, (M, W) # (1,1)|M =1, W =1)

0. Since bothe*(C,,) — 0 and Sem(C,,) — 0 hold for any

message distributiod®,; € P(M), in particular, they hold & Es, P | £(1,1,B,)° U U E(m, @, Bn) 5 B,
for a uniform P,;. The converse thus follows sin€&s.,, in " () (1,1)

(44) coincides with the secrecy-capacity of the WTC | under
a vanishing average error probability criterion and thekwea < Pos ., ((va) c ﬁn(QX,Y))
secrecy constraint. '

For the direct part, we first establish the achievability)( P
whenU = X. Then, a standard channel prefixing argument + Z Pon xqp ((X,Y) c ﬁ"(QX,Y)),
extends the proof to any’ with U — X — Y. (7, @)#(1,1)

Fix e > 0, a PMFQx € P(X), and let M and W S
be independent random variables uniformly distributedrove (47)

MandWw £ [1 : 2”3], respectively. M represents the .
choice of the message, whild” stands for the stochasticWhere (a) uses the symmetry of the codebook construction

part of the encoder. Thus, we start by imposing a unifor}wtr1 respect tom and w, (b.) follows by the decoding rule,
distribution over the set of messages and use this to show Yale (c) takes thg expectation over the ensemble of codeboo
existence of a semantically-secure sequencénoR) codes and uses the union bound.

with a vanishingaverageerror probability. Afterwards, the BY the law of large number$’ — 0 asn — oo, while
uniform message distribution assumption is dropped usifg — 0 asn grows provided thHt

the exp_urgati(_)n t.gchniquEU.ZZ, Theorem 7..7.1],.WhiCh alow R+ R < I(X;Y). 48)
upgrading reliability to achieve a vanishingaximal error
probability, while preserving SS. Thus, we have

Codebook B,: Let B, be a random codebook 1
given by a collection of iid. random vectors ECnW Z em(Cr) o 0. (49)
B, = {X(m’w)}(m,w)e./\/lxw’ each distributed meM

acco;ding to Q%. A realization of B, is denoted by  Security Analysis: For any fixedB, (which, in turn, fixed
B, = {Xl(mvvan)}(m,w)ewa' with respect to which a ¢ ), we denote byPI(\f_’"Z) the joint distribution of M and Z
classic wiretap code is constructed.

Encoder f;: To sendm € M the encoder randomly and
uniformly choosesV = w fromV and transmits(m, w, By, 4All subsequent mutual information terms in the proof arecaiated with
over the WTC I. respect toQu, x Qy, 7| x OF its marginals.



induced by the cod€,, (see[(4l)). For any,,, we first have 4 = v, we have

I M Z —n
S e (V3 2) p({semc e} ) s X e

(a) (Cn) meM

= D|( P, n —en
PMIQ%’((M) ( Z|M ) =9l . ¢ 2

< max (P ) St o0 (59)
Pr€P(M) and therefore,

= max P(m)D H
PME'P(M)m;A (m) ( Z‘M m QZ) P(Sem(@n) < 87"'“) >1-n, — L. (56)

n— o0

= PM@%’((M) Z P(m) ﬁfgg);D( Z|M— mHQZ) Inequality [56) implies that if? satisfies[(5B), the probability
M that a randomly generated sequence of codes meets the SS
= max D( 2\ M= mHQz) (50) criterion for largen is arbitrarily close to 1. In fact, because
meM (58) decays so rapidly, the Borel-Cantelli lemma implies
where (a) uses the relative entropy chain rule, while is beea that almost every sequence of reallzatlons{@I }

for any Py, € P(M) we have semantically-secure.
D( ) SS-Achievability: To establish the existence of a sequence
zZIM of (n,2"%) reliable and semantically-secure code, }, _.

we reproduce the Selection Lemmal[36, Lemma 2.2].

LS b 3 Pyt i) @500
> P(m) > PC(zjm)] g( P (z) Q%(Z)>

me € e Lemma 5 (Selection Lemma)Let {4, } _. be a sequence

_D(P ) of random variables, whered,, takes values inA,. Let
PCn)(z) {f(l) 2, f,(f)} be a collection off < oo sequences

‘ZP(m)ZP(C")(Z|m)log< 7 > f bounded functiong\® : A, — R, i € [1: 1]. It
=, e Q% (z) of bounded functiong,, —Ry,ie[1:1].
_ ( éTM) ‘Qn M) _D(Pé n) Ef%(Ay) ——0, Vie[l:]], (57a)
< (P(c ) (51) then there exists a sequen¢e,, },cn, Wherea, € A, for
everyn € N, such that

(4) , : )
Now, let 4 be an arbitrary positive real number to be Fa” (an) n—o0 0, Viel:I] (57b)

determined later and consider the following probability. For completeness, the proof of Lemni 5 is given in

P({Sem(@n)ge‘"ﬁ}j Appendix [D. Applying LemmaEIS to the random vari-

ables{(Cn}nGN and the function M > mer €m(Cr) and

% IP’({ - D Z‘M ‘Qz) - _M}C) {Sem(cnbewﬂ} while using andI]BS) we have that
meM m there is a sequence df,, R) WTC | codes{C,} neny for
n which
=P<{Vmefw p(rfiLallez) <))
Z em n 0, (58a)
( ot |M| n—oo
=P 3Im e M, D Z‘Mm’QZ)>env meM
{Sem(Cn)>e’"'Vl n—oo 0. (58b)
—P U {D(p( HQ )>e*m} . - L
Z|M=m||%Z Since the indicator function i (58b) takes only the values 0
memM and 1, to satisfy the convergence there must exist@a N,
< Z ]P’( ( 2 mHQZ) > e nﬁ), (52) Such that
M ]l{Scm(C )>677ﬂ1} B 07 o= o (59)
where (a) follows from[{50) and (50). "
and therefore,
By the stronger soft-covering lemma, if Sem(Cy) < e™™, V> no. (60)
R>1(X;2), (53) The final step is to amencﬁcn}nGN to be reliable with

respect to the maximal error probability (as definedin%2a)

This is done using the expurgation technique (see, €.d,, [22

p(D(péC&)_mHQ%) > e—nw) <e ", (54) Theorem 7.7.1]). Namely, we discard the worst half of the
codewords in each codebook,. Denoting the amended

for sufficiently largen. Inserting [B#) into[(52) while setting sequence of codebooks l{)B;;}neN and their corresponding

then there areq, v, > such that
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sequence of codes bjC; } we have Qv ix Y m

neN’ Rec.
e*(Cr) —— 0. (61) m X r
e Trans
Note that in eacl there are"~! codewords, i.e., throwing L SCl:n],|S|=p
out half the codewords has changed the rate fil®rto R — X;,1€S8 z Eave. @
L which is negligible for large:. Further note that because Zi= {? 7i¢ S
Cn}, oy IS Semantically-secure, so {5} .. Combining '

(48) with (53), we have that every
Fig. 3. The type Il wiretap channel.

0< R <max [I(X; Y) - I(X; Z)} (62)

is SS-achievable. Based orx, the eavesdropper tries to learn as much as possible

To establish the achievability @fs.,, from (44), we prefix about the message.

a DM-channel (DMC)Q x|y to the original WTC 1Qy, 7/ x With some abuse of notation (reusing notations from Section
to obtain a new channé)y, 7y, where IV-A), we introduce the following definitions. Atin, R) WTC

n _ n n Il code C,, and the corresponding maximal error probability
= . (63
Qzv(y:2lv) = D, Qv (VI 7x(v.21%)- - (63) e*(Cy) are defined similarly to Definitionlsl 1 arid 2, respec-

xEX™"
tively.
Using a similar analysis as above with respedt 7|y, any y
R € RT satisfying Definition 7 (SS Metric) The SS metric with respect to an
U,x:
_x_ S Cn) = Ic (M;Z), 66
U-X—(v,2) emy, (Cr) o TR c.(M;Z) (66)
is achievable. SClln]: |S|=p
where /. denotes that the mutual information term is calcu-
V. WIRETAP CHANNEL Il lated with respect to

The WTC Il scenario considers communication between ., s)
two legitimate parties in the presence of an eavesdroppér th M.,z (m, 2) :P(m)z f(x|m)ﬂ{zi:zi,ies}m{Zi:i?,igzs}'
can choose to observed any subset of the transmitted seqjuenc xeAn
while being limited in quantity. The challenge in this seftis Remark 8 As explained in RemaiK 3, the codg is known
that the eavesdropper knows the codebook when it selects {}sn the mutual information term {8) is maximized. Thus,
subset to observe. Therefore, secrecy will only be achievg observed subsétC [1 : n] and the message PMP,, are
if it is achieved uniformly for all selections of packets, ohoth functions of’,,. Although, for the sake of simplicity, this
which there are exponentially many possibilities. Funthere, gependence is omitted from our notations, the reader should
SS being our goal, secrecy must be ensured for each ong@ép in mind that a single codebook is required to works well
the exponentially many confidential messages. Nonethelegs a|l choices of subsets and message PMFs.
as the combined number of subsets and messages grows only
exponentially with the blocklenght, using the strongertsofpefinition 8 (Semantically-Secure Codes)et a < [0,1]
covering lemma we show that rates all the way up to the wealnd ,, = |an |, a sequence ofn, R) WTC Il COdeS{C"}nGN
secrecy-capacity of the DM erasure WTC | are achievable evigh,-semantically-secure if there is a constants- 0 and an

in this more stringent setting. Then, we establish the dipac,,; ¢ N, such that for every, > ny, Sem,, (C,) < e ™.
of this WTC | as an upper bound on the considered WTC I,

thus characterizing its SS-capacity. Definition 9 (SS-Achievability) Let a € [0,1] and p =
lan], arate R € R, is a-SS-achievable if there is a sequence
A. Problem Definition of (n, R) a-semantically-secure WTC Il cod§€., |, _,, with

The WTC Il is illustrated in Fig3. The sender chooses @& (Cn) = 0 asn — oo.

messagen from the set[l : Q"R} and maps it into a sequence )

x € X" (the mapping may be random). The sequeRrcs Def|n|t_|0n 10 (SS-Capacity) For any a € [0,1], the a-SS-

transmitted over a point-to-point DMC with transition pesb €apacity of the WTC Iser(a) is the supremum of the set

bility Qy/x. Based on the received channel output sequen@ka-SS-achievable rates.

y € Y™, the receiver produces an estimate of m. The

eavesdropper noiselessly observes a subset of its choicéBofConverse

then transmitted symbols. Namely, the eavesdropped chooseghe following proposition is subsequently used for the

S C[1:n],|S] =p <mn, and observes € (X U {?})n, converse proof of the WTC Il SS-capacity. The proposition

where _ states that the strong-secrecy-capacity of a WTC | with a
2 = {Iiv i€s _ (65) DM-EC to the eavesdropper is an upper bound on the strong-

7, i ¢S secrecy-capacity of the WTC Il. To formulate the result,
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slight modifications of some of the definitions from SectionSheorem 2 (WTC Il SS-Capacity) For any « € [0, 1],
[V-Al and [V=Al are required. Specifically, we redefine the

achievable rates for each setting with respect to a strong- Csem(a) = Guax [I(U§Y) —al(U; X)|, (72
secrecy requirement (instead of SS). U-X-Y

and one may restrict the cardinality &f to U] < |.X|.

Definition 11 (Strong-Secrecy Achievability for WTC 1) _ _
A rate R € R is strong-secrecy-achievable for the WTC | if The converse and direct parts of Theofgm 2 are established

there is a sequence ¢f, R) COdeS{Clv"}neN with in Section$ V-CP and V-Q3, respectively. As oppose to the SS-
N capacity of the WTC | (where achievability may be derived
e*(Crn) ——0 (67a) without using Lemmal1l - see Remdk 6), for the WTC II, the

(67b) stronger soft-covering lemma is essential for the direobfpr
Specifically, via the union bound, the double-exponent&l d

where M is uniformly distributed over the message 8¢t  cay that Lemmall provides is leveraged to show the existence

of a sequence of codes that satisfies the vanishing infoomati

Definition 12 (Strong-Secrecy Achievability for WTC 1) leakage requirement for all choices 8fand Py.

Leta € [0,1] and u = |an], a rate R € R, is a-strong-

secrecy-achievable for the WTC Il if there is a sequence REmark 9 (Generalized WTC 1l SS-Capacity) The proof
(n,R) codes{Cgm}nGN with of Theorenf R is robust and readily extends to a more general
setting where the eavesdropper’s observed symbols are cor-

Ie,, (M;Z) —=0,

e*(Cam) o 0 (68a) rupted by random noise. Specifically, we refer to the scenari
max Ic,  (M;Z) s 0, (68b) Where the eavesdropper first chooses a subset of indices
SC[tn]: n—reo S C [1: n] of sizey = |an|, thenx® is passed through

Sl=n a DMC Q| x and the eavesdropper receivés ~ Q z|x—,,
where M is uniformly distributed over the message 3t  for ; € S, and Z =? otherwise. Thex-SS-capacity for this

case is
The strong-secrecy-capacitfor both setting is defined as (Noisy)
the supremum of the set of strong-secrecy-achievable.rates Csepn (@) = Inax [I(U; Y)—al(U; Z)}a (73)
U, X
U-X—(Y,2)

Proposition 1 (WTC | Upper Bounds WTC Il) Let a € and recoverg[7d) by settingZ = X. Both the direct and the
(0, 1] andC{!(a) be thea-strong-secrecy-capacity of the WTCconverse proofs ofZ3) follow by a verbatim repetition of the
Il with a main channeIQ%)X. Furthermore, let € [0,«a) arguments from Sectidn V-C, with two minor changes. Finst fo
and C%(B) be the strong-secrecy-capacity of the WTC | witthe converse, the classic DM-EC from Propositidn 1 (proven

transition probabilitng/l)Z‘X — ngxg(zfg(' whereE(Z@( is a in[=C1) is replaced with a cascade of the DM-EC and the
DM-EC with erasure prbbabilit;B —1-3 ie. DMC Q7 x. Second, for the SS analysis in the direct proof
T (Section[V=CB) we replace the rate bound frff0) with
G (z]z) = @, z=u Vrex. (69) R > «I(U; Z) (the reliability analysis goes through without
Z|1X B, z=? changes).

. . Remark 10 The cardinality bound in Theoref 2 is estab-
Cs (o) < C5(B) = Jhax {I(U; Y) - BI(U; X)] (70) lished using the convex cover method][35, Appendix C]. The
vXSy details are omitted.
See Sectiol_V-Q1 for the proof. Propositibh 1 is subse- . N
quently combined with the following lemma to to establisfkeémark 11 TheoreniR recovers the achievability result from

the converse for the-SS-capacity of the WTC II. [B] Equation (7)] by setting = X and taking X to be
uniformly distributed oveft’. Furthermore, in[[8] secrecy was

established while assuming a uniform distribution over the

Lemma 6 (Continuity of WTC | Capacity) As a function message set, i.e., on average over the messages. Although we

of 5, : require security with respect to a stricter metric (SS versu
Cs(B) = Jnax I(U;Y) - BI(U; X) (71)  weak-secrecy), we achieve higher rates tHan [8, Equatigh (7

U-X-Y and show their optimality. Moreover, to achief&), we use
is continues insid€o0, 1). classic wiretap codes and establish SS using the stronder so

covering lemma, making the (rather convoluted) coset @pdin
The proof of Lemmé&l6 is relegated to Appendix E. The SS$cheme from[[8] (inspired by [7]) no longer required.
capacity of the WTC Il with a noisy main channel is stated

next.
C. Proofs
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1) Propositioril: The equality in[(7D) follows by evaluating n > ny,

the strong-secrecy-capacity formula of a general WTC |, i.e SICII[??fl]. Ie, ., (M; Zg) < % (79)
max [I(U;Y) - I(U;Z)}, (74) [Sl=n

Uf%ﬁ)((?,z) For everyz € 2", whereZ £ X U {?}, define
for the case where the transition probability matrix is Az) £ {iel: n]|zi =7}, (80)
Qg/l_)zp( = ngXE(Zﬂ;(. Let  ~ Ber(3) be a random variable,
such that its i.i.d. samples define the erasure processatr)‘fj lete(Z) be
the DM-EC with erasure probabilitys. Accordingly, ® is 0(Z) 21 L (81)
independent ofX and {1a@)<fan1}

Namely, © indicates if the number of erasures in a sequence
7 = {X’ =0 ) (75) z € 2" is greater than or equal taxn]| or not.
L =1 By conditioning the mutual information term from (78) on

O(Z;), we distinguish between the two cases Zf being
First note that® is determined byZ since ? ¢ X. better or worse tharZ; in terms of the number of erased
Combining this with the Markov relatiod/ — X — (Y,Z) symbols. Wher®(Z,) = 0, i.e.,Z; is worse thaZ,, security
implies that the chairl/ — X — (Y, Z,®) is also Markov. forthe WTC Iis ensured sincfCs .}, . achieve security for
Along with the independence oX and @, this implies that the WTC II. Otherwise, for the case thé&(Z;) = 1, where
U and® are also independent. Consequently, for ev@ryx, Z1 is better tharZ,, we use Sanov's Theorem to show that the

whereU — X — (Y, Z) forms a Markov chain, we have probability of such an event exponentially decreases vhiéh t
(@) blocklengthn, while the mutual information grows linearly at
1(U;Z) 2 1(U;9,2) most. For anyn € N, we have
®) a
= I(U; Z|®) Iey, (M520) @ Ie,., (M;0(24), 2, )
9 B1(U; X) + BI(U; ) ®

Y Ie, . (M; 21‘9(21))

= pI(U; X), (76)
where (a) follows sinceb is defined byZ, while (b) and (c) - P(G(Zl) :O)IC“ (M; Zl‘g(zl) :0)
follows by the independence @f andU. Since [Z6) holds for Zo
everyQu,x as above, we conclude that i P(@(Zl) _ 1)Ic (M- Z1‘@(Z1) _ 1)
CY(B) = max [I(U; Y)-pIU; X)|.  (77) >
UCE[)]’({'Y (82)

To prove the inequality in[(70), we show that for anyc where (a) is becaus®(Z,) is a function 0fZ,, while (b)
. follows since the number of erasures in the output sequence
(0,1] and 8 € [0, o), an a-strong-secrecy-achievable rate for

the WTC 1l is also achievable for the WTC | with erasuré)f a DM-EC is defined by an i.i.d. process that is independent

robability /3 of the message.
i o For 7o, taking anyn > no, (Z9) implies that

Fix a, 5 as above and leR € Ry be ana-strong-secrecy- ‘ €

! ) . = < ; < —.

achievable rate for the WTC II. Furthermore, i ., } le... (M’ Z1|0(21) 0) - sgl[i)fl];lcl" (M:2,) < 2
be the corresponding sequencdf R) codes satisfyingf@é). ISI=p (83)

Since the channel to the legitimate receiver and the defmiti
of the maximal error probability are the same for both versio
of the WTC (seel(67a) an@(88a))Cs . |, is also reliable Ie, . (M; Z1‘9(Z1) _ 1) < nlog (|X] + 1), (84)

when using it to transmit over the WTC |. Therefore, to '

establish [[710), it suffices to show that for every- 0, there holds for everyn € N. Now, fix anyé € (5, a); there exists
is ann* € N, such that for every. > n* annq(d) € N, such that for allh > n,

Ie,, (M:Z1) <e, (78) [an] < dn < Bn. (85)

whereZ,; denoted the channel output sequences observed s, for everyn > n,(6) Sanov’s Theorem [22, Theorem
the eavesdroppers of the WTC I. In other words, we show thkt.4.1] implies

the sequence of code{ﬁ,’zn}n v designed to achieve strong- - 2 0nDy(5.8
secrecy for the WTC 11, also achieves strong-secrecy for tﬁ(@(zl) - 1) < P(‘A(Zl)‘ < 5”) <(n+1)7-2 ©2),

WTC I. - (86)
where Dy (6, 8) = «log(9/s) + dlog(%/5) is the relative

Let Z, be the channel output observed by the eavesdropperdgropy between the PMFs of two binary random variables
of the WTC I, fixe > 0 and letny € N be such that for every distributed according to B&¥) and Be(3), respectively. Since

To upper bound, first note that
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d # B, we have thatD, (¢, 5) > 0, and therefore, there is anaverage error probability shows that if
n1(d) < ng € N, such that for every, > no,

R+ R<I(X;Y), (92)
T, < (n+1)%- 27200 plog (|X] + 1) < % (87)  then
1
Setn* = max{ng, ns}. Based on[(83) and(B7), for every EB"W > em(Cn) —0 (93)
n > n*, we have meM
whereC,, is the random code that corresponds to the random
Ies, (MiZ0) =To+Th < ¢, (88) codebookB,,. P
which completes the proof. Security Analysis: Fix S C [1 : n] with |S| = ¢ = |an],

2) Theoreni2 - ConverseFor the converse, we first showrecall thatZ = X' U{?} and define the following PMF 0g",
that with respect to the notations used in Proposifion 1,
ry)z) = [ L [[zz(z)., vzez", (94)

Cila) < Cl(a) = max {I(U;Y) - OZI(U;X):|, (89) jese =
vIXty whereZy is the average output PMF of the identity DMC on
for anya € [0,1]. Fora = 0,1, the relation is straightforward ¢ I-€-,
as
Qx(z), ze X
- ’ T2 = 3 Qu()t oy = { X2 EY (o)
5(0) = %axI(X;Y) = C5(0) (90a) = 0, z =1
X
Ci(1) =0=C(1). (90b)  For anyC, (defined by fixingB,,) and Py, € P(M), the
Fora € (0,1), (89) is established by relying on Propositior{el"mve entropy chain rule implies
[ and the continuity argument from Lemrhh 6. Namely, by 7, (A1;Z) = D (PéCXiS)HPéC"’S)‘PM)
taking the limit of [70) as3 1 a establishesS(89). ! |
Having this, the converse follows by arguments similar to =D (Péfl’;[’s)HF(ZS)‘PM)
those presented in Sectién VAC1. Fix € [0,1] and let €ni8) |[12(S)
R ¢ Ry be ana-SS-achievable rate for the WTC Il and -D (PZ HFZ ’PM)’ (96)
{C.}, oy be its correspondingn, R) sequence of codes. BY 5 therefore
the definitions in [(42a) and(b6)C,. },  are reliable and
a-semantically-secure for every message distribution, iandP @%?M)Icn (M;Z)
particular, for a uniform message distribution. This irepli M (Cn.5) || ()
11 < max D (PZVG HFZ ‘PM)
Csem(@) < C%(a) < max [I(U;Y) - oJ(U;X)} (91) Pa€P(M)
U,X* (ans) H (S)
sl < P D(P i
o4y <, 30 Pom) ma D (P g
and completes the converse proof. m(ec s )
= o D (Paiion 127 ©7)

Remark 12 Our converse proof relies on the achievability

being defined in terms of a limit as — co (see Definition  For any() # A C [1:n] andz € 2", recall thatz” £

[@). Namely, we show that in the limit, the eavesdropper {;);c 4 is the sub-vector of indexed by the elements of.
the WTC | setting is likely to be within a slightly higherThe relative entropy chain rule further simplifies the RHS of
channel-observation budget than this of the WTC I, whid®1) as follows. For anyn € M, we have

by continuity won't result in much extra rate. The chance of ) ) (CnS) S)

having too many channel observations is too small to provide (PZ|M:mHFZ ) =D (PZS,ZSC\]W:m’ ’FzS,zSC)

non-negligible extra information. If, however, the blaakdth - D (P(cn,S) F(S))

n can be chosen as a design parameter, then it may be possible Z3|M=m||" 2%

that a finiten results in a higher achievable secrecy-rate. For +D (p(gg=5> <| [T | pCn-S) )

instance, notice that the optimal code of length in not 25 |M=m 23 ||7 2577 22| M=m

necessarily better than the optimal code of lengthsince @ D (Péi’l‘]\“;)_m ‘F(ZSS))

when the blocklenght is longer the eavesdropper has more ) © s;

flexibility in choosing his observations. =D (st]‘}\,{:m ‘IZ) ; (98)
3) TheorenlR - Direct PartAs before, we start by showingwhere (a) is becausﬁéﬁﬁ;_m 25 _ys = ]l{z -

the achievability of[(7R) whely = X . After doing so, we use S) s 5|
channel prefixing to extend the proof to afiywith U—X Y. Lzse for everyz® € 21, and (b) follows from [(9H).
Fix a € [0,1], ¢ > 0 and a PMFQx on X. Letting M  Combining [96){(9B), we have that for evey andS <
andW be independent random variables uniformly distributeld : n, with [S| = = |an],
over M andW = [1 : 2"%], respectively, we repeat the code Cn,S Cn,S
(55”18

construction from SectioR IV-G1. A similar analysis of thep,, e (a1 z|M
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< max D (Pzi’"l‘]\‘;l HI") The pruning argument from Sectidn TV-IC1 again upgrades
meM (99) {Cu}, oy o be reliable with respect to the maximal error

probablhty Combining[(9R2) and (102) shows the achievspil
In particular, [[99) also holds when maximizing over the $ebs of

S, which gives R < max [I(X; Y) - aH(X)|. (106)
) N
Sem,, (Cn) < . D (PZS\M:mHIg) . (100) Finally, we prefix a DMCQ x| to the original WTC Il to
SC[Ln]: |S|=p obtain a new main chann€ly |y, given by
Having [_ZIIE)), let be an arl_oitrary positive_ real numb_e_r to QY|U (y|u) = Z QX|U X|u)QY\X(Y|X) (107)
be determined later and consider the following probability xexn
P({Semu((cn) < enS}C) Furthermorer(zs) from (94) is redefined as
) H]l Z_,,}HQZ zj), Vze€ 2"  (108)
_ p< max D (B[ > e )
Py eP(M),

SCl1:n]: |S|=p where@z is given by

ZS|M=m (u,z)EUX X

(%)]P’( max D(P Cn.8) HI“) —ng) Qz(2)= >, QuwQxu(@u)li—
meM
_ {Zuev Qu(u)Qx(z|u), z€ X

SC[1:n]: \:S|:;L

0, z =7

. Crns) 7’!7.5
_p U {D (Psmala|8) > }

Repeating a similar analysis as above shows that relialislit

meM,
SCln]: |S|=p achieved if .
Yy (ol > ). ao A .
meM, while the rate needed for the stronger soft-covering lemsna i

SCim]: |S]=p 3
where (a) used (I00), and (b) is the union bound. B> ol(U; X). (110)

Each term in the sum on the RHS &f (101) falls into th@utting [109){(11I0) together yields that any radte e R
framework of the stronger soft-covering lemma, with respesgatisfying

to a blocklength ofy and the identity channel. Noting that R UV U X (111)
IW| = 2nf = 2#F | we have that as long as = Qo x: { (U3Y) = al(U; )}’
- U-X-Y
ni > H(X), (102) s stronglya-SS-achievable and concludes the proof.
w
there existy,, d» > 0 that for sufficiently largen satisfy VI. SUMMARY AND CONCLUDING REMARKS
(©0.5) N s _onb2 We derived the SS capacity of the WTC Il with a noisy
P<D (PZSTM:mHIz) > € 1> <e . (103) main channel. The SS metric ensures that the unnormalized
) ) mutual information between the message and the eavesdrop-
Sincep = |an] < an, taking per's observation is arbitrarily small, even when maxirdize
R> aH(X), (104) over all message distributions and all p_ossible choic_es of
. o _ the eavesdropper’s observation. The main tool used in the
is sufficient to satisfy[(102) for every € N. direct proof is a novel and stronger version of Wyner’s soft
Settingd = §; and plugging[(103) into(101), gives covering lemma, that states that a random codebook achieves
. . the soft-covering phenomenon with high probability as long
P({Sem#(Cn) < e*"‘;l} > < Z e " as its rate is higher than the mutual information between the
[mE]./\/‘t,I input and output of the DMC. Furthermore, the probability of
SC[1:n]: |S|=p

failure is doubly-exponentially small in the blocklengthus
making the lemma advantageous in proving the existence of
AL 0. codeboqks that satisfy expon_entially many constraints_o@ec
n—o0 that achieves SS for the considered WTC Il should do just that
|nvoking Lemmal:B once more, we have thatm(QZ) and The SS capacity was achieved by using classic V\/yner’s
(I02) are satisfied, then there is a sequencgrgfR) - Wiretap codes. Since the combined number of messages and

< on . 2nR . 676"52

semantically-secure CodE{gj } . with subsets grows only exponentially with the blocklength, SS
was established by applying the union bound and invoking

Ec Z em(Cr) —— 0. (105) the stronger soft-covering lemma. The direct proof showed

! |M| e n—eo that rates up to the weak-secrecy capacity of the WTC | with
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a DM-EC to the eavesdropper are achievable. The converse « []1
followed by showing that the capacity of this WTC | is an {o=1}n{(aw.B.).v)ea }

upper bound on the SS capacity of the WTC II. i1

As a preliminary and simple application of the stronger-soft {0:2}0{ (u(w,Bn),V)aéAe}
covering lemma, it was used to achieve SS for the WTC I.
A main goal in doing so was to emphasize the advantage - /dPan"’ (114)

of this approach over other methods for achieving SS f Md consequently. for every measuralle V"
this scenario, such as the expurgation technique. While the q Y. y =

expurgation method fails to generalize to some multiuser ]}»P(Bn)(v €A 0= 9) :PPMQ(V € A)
settings, such as the multiple access WTC, an achievability v.e

proof that relies on the stronger soft-covering lemma goes :/ dPg, ¢ (115)
through by similar steps to those presented here. Thus makin A

the stronger soft-covering lemma a tool by which the common
weak-secrecy and strong-secrecy results can be upgraded to
SS. Furthermore, the lemma might prove useful in any other
scenario in which performance is measures with respect to an
exponential number of constraints.
For simplicity of notation, denot@\(,B") £ P, Pg, 1= Py,

ACKNOWLEDGMENT Ps, 22 P, Q% 2 Q and PY™) £ T, and consider
The authors would like to thank Mohamed Nafea and Ayli dP
Yener for a helpful discussion of the problem. rb(PHQ) n /dP log (@)
(a) dP dP
APPENDIX A - /dQ@ log (@
PROOF OFLEMMA [Z] ®) 1 dPes
= [dQEry | =—— —
Let ng € N be such that[{6) holds for any > ng. For / @ F@[F@(@) dqQ }
these values of. we have 1 dPg
R xlog | Erg| =—= - ==
Es, D(PY|| @) [o(0) " dQ
(2 /dQ]E [ 1 dPs
. (]Bn) n - FE-) F—- @ . d .
=Ec, D(PV ’Qv) <11{D(P\<,rsn> Qu)<emm ) e(©) dQ

1 dPe
1 )] <1 (e )
{D(P\(,Bn)HQg)>e*"W1} _ Z F@(@)/d@ 1 .dpg
0=1.2

(@) ] o) To(0) dQ
< e~ ™n . n ‘ n —nvy1
<e —i—nlog(uV)P(D(PV QV) >e ) x10g< 1 dP9>

) 1N o To(f) dQ
<e ™ tnlog| — e © 7, (112) ) 1
% = Z log( >/dP9
0=1,2

where (a) follows because for every fixétl Fo(6)

(Bn) dPy
Ellon) = S pln P (v) +Z/MMCﬁ
p(Rer) 2 P 1°g< Q) o2 4Q
(@)
< nlog <L) , = h (/dP1> + 3 /dPe logAg, 0, (116)
1% 0=1,2

and jt, = min, cqupp(q,) Qv (v), while (b) follows from [6). where:
(a) follows since for any two measur@s with u < A and

APPENDIX B a pu—integrable functiory, we have
PROOF OFLEMMA [3 d
. [odn= [ g% (117)
Fix a codeboolC,, and define dA

(b) follows from [1I%) and the law of total probability;

@Z]l{( }+1. (113)

U(W,B,).V) ¢A.

function z — xlog(x);

(d) follows by the properties of the logarithm add (1L17);

PéB”)(G) :/dP\(/Bn) Z 27HRQ7‘L/IU:u(w7Bn) (e) follows from [AI#) and the definition of\g, 4, for
wew 0 =1,2, in (7).

Note that ford = 1, 2, we have

(c) follows by applying Jensens inequality to the convex



APPENDIXC
PROOF OF THECHENOFFBOUND - LEMMA [4]

Let X have the same distribution &s;. For any A > 0,
we have

(@) Ber Zm=1 Xm

1 M
P(MZXWZC> = excM
m=1
EGAX M
(")

AB_ M
1+ <5EX
ekc

M1 M
14+ —g5 M
eAc

efM(Ach L ,%)

(v)
<

, (118

whergB(a) is the Chernoff bound, (b) uses the fact thét<
1+ e 371
1+x<e”.

Optimizing the RHS of [(118) oveh given A\* = £ 1In <
as the minimizer, as long a§ > 1. Plugging this intoIIEﬁS)
yields

M _MM(Q e )
P(ﬁZ&ﬁ)ée FGEDR) gl sy
m=1

(119)
This is a good bound whep <« B, as it is in our case. If

=

¢/ is shrinking, then to further simplify the bound consider

the third order Tayler expansion eflnz — 1) aboutx = 1,

1

z(lnx —1)4+1> %(:v -1)% - 6(:10 —1)3, Vz>1. (120)

The LHS in [I20) is a lower bound because the fourth

derivative is positive for all: > 1. Furthermore, ifr — 1 < 1,
we have

5(:c—1)2—6(gc—1)3 > %@—1)2, Vo € [1,2]. (121)
Putting it all together gives
L5 (5-1)
]:‘)’/ILL c_q 2
P(M;szc>ge 57 v=e1,2]
(122)

APPENDIXD
PROOF OFLEMMA [

Since{f,(f)}neN, i € [1: I], are bounded and by (57a),
there exists a sequengé,, } ,«n such that

Ef(A,) <6,, Vie[l:I], neN, (123)

z, for z € [0, B] due to convexity, and (c) uses

16

andd,, — 0 asn — oo. We have

p(U {50040 2 (113, })

i=1

(124)

Therefore, there exists a realizatid@, },en Of {4, }
such that

Fi(an) < (I +1)8, £ by, (125)

Sincel < oo independently of:, we haves,, — 0 asn — cc.

neN

Vie[l:I], neN.

APPENDIXE
PROOF OFLEMMA [6]

We prove the continuity o€4(3) inside (0, 1) by showing

that it is bounded and convex. L, 32 € (0,1), A € [0,1]
and observe that

CE(A\B1 + ABa2)

max [+ NI(U;Y) = (A8 + A8)I(Us X))
oy

<A max [I(U; Y) — B I(U; X)}

Ry

+ X max [I(U; Y) - BQI(U;X)}
Ry
= AC(B1) + ACK(Ba). (126)
Furthermore, for every € (0, 1),
Ci(B) < max I(X;Y) <log|Y| < oo. (127)
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