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Our goal is to provide different semiring-based formal $ofolr the specification of security require-
ments: we quantitatively enhance thgen-systerapproach, according to which a system is partially
specified. Therefore, we suppose the existence of an unkaodrpossibly malicious agent that
interacts in parallel with the system. Two specificatiomfeavorks are designed along two different
(but still related) lines. First, by comparing the behaviotia system with the expected one, or by
checking if such system satisfies some security requiresneve investigate a novel approximate
behavioural-equivalence for comparing processes behauious extending th&eneralised Non
Deducibility on CompositiofGNDC) approach with scores. As a second result, we equipdamo
logic with semiringvalues with the purpose to have a weight related to the aatish of a formula
that specifies some requested property. Finally, we gdeertile classical partial model-checking
function, and we name it apuantitative partial model-checkinig such a way to point out the nec-
essary and sufficient conditions that a system has to satisfyder to be considered as secure, with
respect to a fixed security/functionality threshold-value

1 Introduction

The considerable amount of trust and decentralisationjrapmith today’s software systems, demands
for a rigorous security analysis. Unfortunately, secuistyrequently in conflict with the functionality
and performance requirements of a system, making 100%iseanrimpossible or overly expensive
goal to be accomplished. For instance, non-functionalirements add to the picture costs, execution
times, and rates. Therefore, the relevant question is nethveh a system is secure, but rather how much
security it provides under such “soft” constraints. Indte& a plain yes/no answer, quantitative levels
of security can express different degrees of protectiod, alow a security expert to reason about the
trade-off between security and conflicting requiremeatg,( on performance). Quantitative security
analysis P1] has been already applied,g, to name a few, for quantifying the side-channel leakage
in cryptographic algorithms, for capturing the loss of pdy in statistical data analysis or information
flows, and for quantifying security in anonymity networks.

Improving a quantitative security-analysis requireseaitéht tools for the rigorous development of
practical systems, and an extended formal foundation ®mtlanagement of security risks. Here we
focus on the latter task. The goal of this paper is to move facqoialitative interpretation of security to
a quantitative one. The basic ingredients in our “recip&’ @semirings ], 8] (or simply “semirings”
in the following) and th&Seneralised Process Algeb(&PA) [10], a quantitative process-algebra where
actions are labelled with a value taken from a semiring. &toee, we use GPA to model processes with
guantitative aspects: different semiring instantiatioas parametrically model different cost-metrics. In
order to formalise security-properties of GPA processespmvide two different approaches.
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Thefirst approach consists in providing several definitions of quantitatiedévioural-equivalencies
in such a way to extend with quantities the family of secuptpperties that can be expressed in
Generalised Non Deducibility on Compositig8NDC) [17]. The GNDC schema is a uniform ap-
proach for defining security properties derived from lden Deducibility on CompositiofNDC) prop-
erties [L9, 15]. The GNDC scheme uniformly expresses many security ptigsesise.g, fault tolerance
properties fail stop, fail silent, fail safeandfault tolerantbehavioure.g, [22]) or, also, many security
properties of cryptographic protocols asy, secrecyauthenticationintegrity, etc. [L6]. Hence, we for-
malise the system through quantitative observationatiogls. We introduce the notion gfuantitative
trace-equivalenceand we recall the definition @fuantitative bisimulatiorgiven in [27]. Furthermore,
we extend both these relations by considering an approgimesion of them: the-equivalence. By
using these equivalence relations, we can compare andysgéfgrent security properties, as a quanti-
tative extension of NDC and bisimulation-based NDC prapeBNDC) [L9, 15].

In the second approachwe present in this paper, we first introduce a semiring-baseension
of the classicaHennessy-Milner Logi¢hamedc-HM Logic) as a means to quantitatively measure the
satisfaction of a given formula: its truth value can now beardy true/false, but a numeric value as well
(e.g, 50% or ¥E). Note that by exploiting the boolean semiring (i false true}, v, A, false true)) we
can still enforce yes/no only requirements. Hence, we uddld-ogic in the frame ofPartial Model
Checking(PMC) [Z]. ClassicalModel CheckingdMC) involves using verification tools to exhaustively
search in a process/protocol specification for all the eti@eisequences with some desired properties.
PMC focuses this verification on part of a system only: themaaivantage is to perform a full analysis
while avoiding the combinatorial explosion of the statecgpaln security, the PMC function has been
often used to point out necessary and sufficient constramtie unspecified/unknown part of a system
that is supposed to show a malicious behaviour. Hence, aotientprogram is required to ensure the
correct behaviour of the whole system, comprehensive ddtfagker P4]. In a quantitative scenario, we
associate the notion of satisfiability of a logic formulatwihe security/functionality level of a system.
Once we set aatisfiability threshold € K, if the system quantitatively satisfies a security requesm
¢ with a valuek worse thar, then we can state that the investigated system is not dgaiirdly secure.

The paper is structured as follows. In SBave recall c-semiring algebraic structures and GPAs. In
Sec.3 we introduce our first approach, which aims at comparing sesy®ehaviour with the expected
one: we adopt both trace and bisimulation equivalence. &leme rephrase them as approximate rela-
tions, in order to include “close”-enough processes, wikrge is related to a threshold-scareln this
way, we are able to specify some security aspects formatisedquantitative GNDC schema. In Séc.
we describe security properties via a semiring-based modgl (i.e., c-HM), and in Se& we define a
QPMC function with the purpose to point out the necessarysaiffitient conditions each subsystem has
to satisfy for guaranteeing such requirements. Finallg, Ssummarises the related work in literature,
and Sec7 wraps up the paper with conclusions and proposes some futarte

2 Background

In this section we recall the necessary fundamental notdnmit c-semirings7, 8] and Generalised
Process Algebrdl 0], a quantitative process-algebra based on semirings.

2.1 Semirings

Definition 2.1 (semiring PC]). A commutative semiring is a five-tuffe= (K, +, x, L, T) such that K is
aset,T,1 € K,and+, x : K x K — K are binary operators making the triplé&,+, L) and (K, x, T)
commutative monoids (semigroups with identity), satigfyi
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e (distributivity) Va,b,c € K.ax (b+c) = (ax b)+ (ax c).

e (annihilator)Vae Aax L = 1.
Proposition 2.1 (absorptive semirings?[)]). LetK be a commutative semiring. Then these two proper-
ties are equivalent:

e (absorptivenessya,b € K.a+ (ax b) =a.

e (T absorbing element of) Vae K.a+ T =T.

Absorptive semirings are referred alsosample and their+ operator is necessarily idempotefd]
Ch. 1, pp. 14]. Semirings wherg is idempotent are called aoids.

Definition 2.2 (c-semiring [/]). C-semirings are commutative and absorptive semirings.réfbee, c-
semirings are dioids wheré is an absorbing element fok.

The idempotency of- leads to the definition of a partial ordering over the seK (K is a poset).
Such partial order is defined as<g b if and only if a4+ b = b, and+ becomes théeast upper bound
(lub, or L) of the lattice(K, <k). This intuitively means tha is “better” thana. As a consequence, we
can uset as an optimisation operator and always choose the besablagolution.

Some more properties can be derived on c-semiririgg)[both+ and x are monotone ovet, ii)

x is intensive (i.e.ax b <k a), iii) x is closed (i.e.ax b € K), andiv) (K, <k) is a complete lattice.
1L and T are respectively the bottom and top elements of such latii¢ken alsox is idempotent))
+ distributes overx, ii) x is thegreater lower boundglb, or 1) of the lattice, andii) (K,<g) is a
distributive lattice.

Semirings and c-semirings have been often adopted in C@nfuotence and Operation Research as
a very simple but very expressive optimisation structttd.[ Some c-semiring instances ateoolean
{F, T}, v, A,F, T)!, fuzzy([0,1], max min,0, 1), bottleneck(R* U {+o0}, max min,0, ), probabilis-
tic ([0,1],max x,0,1) (known as the Viterbi semiring)yopical (N U {+oc0}, min, +,+o0,0). Capped
operators stand for their arithmetic equivalent.

Although c-semirings have been historically used as manotstructures where to aggregate costs
(and find best solutions), the need of removing values hasdai local consistency algorithms and non-
monotonic algebras using constraints (8.[A solution comes fromresiduation theory9], a standard
tool on tropical arithmetics that allows for obtaining aidign operator via an approximate solution to
the equatiorb x x = a.

Definition 2.3 (division [3]). LetKK be a tropical semiring. Ther is residuated if the sefx € K |
b x x < a} admits a maximum for all elementsbec K, denoted as & b.

Since a completedioid is also residuated, we have that all the classicahires of a c-semiring
presented above are residuated, i.e., each elem&nadmits an “inverse”, which is unique in casg
is a total order. For instance, the unique “inveraeZ b in the weighted semiring is defined as follows:
0 ifb>a
a“b ifa>b
Definition 2.4 (unique invertibility B]). LetKK be an absorptive, invertible semiring. Thé&js uniquely
invertible iff it is cancellative, i.eya,b,cc A (axc=bxc)A(c#0) =a=h.

Note that since all the previously listed semiringgy( tropical and fuzzy) are cancellative, they are
uniquely invertible as well. Furthermore, it is also possito consider several optimisation criteria at
the same time: the cartesian product of semirings is stilraisng. Clearly, in this case the ordering
induced by+ is partial,e.g, when we havek;, ky) and(ks,ks), andk; < ks while ky > kg.

a+b=min{x|bix>a} =

1Boolean c-semirings can be used to model crisp problems.
°K is complete if it is closed with respect to infinite sums, ahnel distributivity law holds also for an infinite number of
summandsd].
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2.2 Generalised Process Algebra

In a quantitative processobservable transitions are labelled with some value @socwith a step in

the behaviour of a system. In GPA(] the authors use semirings to model two fundamental modes
of composing observable behaviour, either by combinatiodifterent traces, or by sequential compo-
sition. Process algebras are simple languages with prewgkeematical semantics, tailored to exhibit
and study specific features of computation. Typicallprecess Pspecified by some syntax, may non-
deterministically execute seveitabelled transitionsf the formP 2 P/, wherea s an observable effect

andP’ is a new process. In quantitative process algebras, ti@msiare labelled by pair@, k) wherek

. . . K
is a quantity associated to the effecthus,P (a—)> P.

We define transition systems where transitions are labellddsymbols from a finite alphabet and
from a semiringK. The semantics of a GPA procd3ss Multi Labelled Transition SysteMLTS [10]:

Definition 2.5 (MLTS). A (finite) Multi Labelled Transition System (MLTS) is a fiuple MLTS=
(SAct K, T,s), where S is the countable (finite) state spages S is the initial state), Act is a finite set
of transition labelsK is a semiring used for the definition of transition costs, andSx Actx S) — K
is the transition function.

Definition 2.6 (GPA syntax [0]). The set¥” of agents or processes, in GPA over a countable set of
transition labels Act and a semiring is defined by the grammar

P:=0|(ak).P|P+P|P|aP|P\A|P/A|X|X P

where ac Act, AC Act\{T} is a subset of actions, & K (the set of values in a semiriri§), and X belongs to a
countable set oprocess variablesoming from a system of co-recursive equations of the fofnRX meaning
that X behaves like P. GRK) denotes the set of GPA processes labelled with weigfifs in

The formal operational semantics of GPA operators is gimérab.1, Informally, process 0 describes
inaction or termination(a, k).P performsa with value kand evolves intd; P+ P’ non deterministically
behaves as eith& or P’; P||a P’ describes the process in whiBtandP’ proceed concurrently when they
perform actions belonging t4, and independently on all the other actioR§A expresses the fact that
actions from the seA are hidden, i.e., they beconteactions that are no longer usable in joint actions
with an environment; the dual, i.eR/A, restricts the behaviour of P by allowing it to perform only
actions not irA.

Given a GPA procesB, the set ofderivativesof a P is defined aPer(P) = {P' | P —* P’} where

—* 1S UaeAct keK a—|>( Sort(P) denotes the set of actions names that syntactically appéardgardless
their values.

Beingay,...,a, € Act, atraceis a sequencéa; . ki) --- (a, k,) leading from proces® to process
Q. We call 7 (P) the set of traces rooted . Given a tracgas, ki) --- (an, kn), we define itdabel
[(t) =a1---an, and itsweak run-weightt| = ki x ... x ky, € K (wherex comes from a semiringf). We
also define thetrong run-weight|t|| of a trace, as the weak-run weight without the weights attions.

Hence, it is possible tevaluatethe whole behaviour of a process. The valuation of the O goce
is equal toT. We consider processes different form 0 as evaluated irofiienistic way, i.e., their
evaluation coincides with the value of their best trace@rmally, given a procesB # 0, theweak

evaluation-valuas computed as
K

Pl= S It
{te7(P)}

3We simplify the original definition of MLTS given ini[J], where arinitialization function is taken into account to assign
a quantitative valuation to each of thénitial states (here we only have osgg).
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(ak) (@

k)
— PR F)y L, P P—Pixep
(a,k).P—=P PllaP" —— Pi||aP{ X—P
(ak) (ak) (ak)
el e L e
P||a, P — Py[|aP’ ZP {aks), PllaP' —= P||aP}
(ak) (ag.k1) (an.kn) (ak)
P\A =% P[\A P\A 0 % P\A P/A == P[/A

Table 1: An operational semantics IBPA[10], whereks = Tic, (P > Py) andk; = S (k).

K
wherey is the set-wise version of the operator inkK. Thestrong evaluation-valués computed as

K

Pl= Y It

{te 71P)}

3 Quantitative Generalized Non Deducibility on Compositim

The GNDC schema is a uniform approach for defining severairgggroperties based on the compo-
sitionality nature of the process algebra formalism. It hasn introduced inl[/] to express security
properties in a qualitative way. Hereafter, we extend tlefinition in order to express, in a uniform way,
guantitative security properties. Therefore, what we eahis to be able to quantitatively compare the
behaviour of two GPA processes, according to possiblerdiftedefinitions of quantitative behavioural
relations €.g, a weighted trace-equivalence relation).

Hence, we have a quantitative version of the GNDC schemaafter denoted as QGNDC, given in
terms of GPA:

P € QGNDC K iff VE € &4 : (P|[wX)\H <k a(P) (1)

whereH C Act\{1} is the set of environmental action§, is the set of environmentsg € & x & is a
relation between two processes, whose definition depenttseguartial order of the semirin§ accord-
ing to which the processes are quantified and evaluatedy avd — &2 is a function between processes.
The ||y is the synchronisation operator stating that all actiond iare performed by the system if and
only if both P andE perform them, and thgH is the hiding operator that hides all actionsHn
Informally, theGN DCY K property requires that the behaviour of processnce it is composed with any
possible environmert € &y, is compliantwith the system expected-behaviour, described by the func-
tion a. The notion of compliance depends on therelation we select for comparing the behaviours
of (P||nX)\H anda(P), according not only to an observational equivalence (abenqualitative ap-
proach [L7]), but also with respect to order induced by the semiihg

In the following we provide several definitions of quanfitatbehavioural-equivalence according to
which we are able to specify weighted properties throughQEBNDC schemall/]. Furthermore, we
compare the expressive power of the different equivaleatadions we define.
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3.1 Quantitative Trace-equivalences

One of the basic notions used in the literature to comparegss®es behaviour is the notiontfce two
processes are equivalent if they exactly show the same Bxe®equences, ands their evaluation scores
are comparable in the semiring partial-order. In order tonfdly define traces, we need a transition
relation that does not consider internal moves, denoted We start by highlighting such-actions in
execution traces: a

Definition 3.1 (weighted weak-trace)The notation P—= P’ is a shorthand for P (T« p (@K,
P ko), « P, where a (possibly empty) sequencerofabeled transitions is denoted Pl A

weighted weak-tracg = (a1,ki1) ... (an,kn) € (Act\{7})* is such that P—Ls P’ if and only if there

exist R,...,P,_1 € GPA such that Pﬂ> P....P_1 M P.

We can now define an equivalence relation based on traceasiwii.e., theweak-trace equivalence
(~wtrace) in Def. 3.2, We require both the strong evaluation-score and the weallkia&ion-score of two
processes to be equal, or not comparable:

Definition 3.2 (weak-trace equivalencefor any Pe 2 the set7 (P) of weighted weak-traces associ-
ated with P is .7 (P) = {y € (Act\{1})* | 3P : P L. P'}, where(Act\{1})* is the set of sequences of
actions. P and Q areveak-trace equivaler{hotation P~y4race Q) if and only if all the following three
conditions hold:

1. 7(P)=7(Q)

2. [P #x [Q],* and

3. [P] #x [Q]-

Note that, the first two conditions are related to the obdsevraces ofP and Q, while condition
3 allows us to compare the specific contribution of thactions in terms of weight. In the following,
we provide an approximate version of weak-trace equivalene., thes-trace relation With respect to
Def. 3.2, we allow the weak evaluation-score of two processes terdifp to a threshold-value e K.
Definition 3.3 (e-trace equivalence)For any Pc & the set7 (P) of weighted weak-traces associated
with Pis 7(P) = {y e (Act\{t})* | 3P : P £, P}, where(Act\{7})* is the set of sequences of
actions. P and Q are-trace equivalenfnotation P~ _trace Q) if and only if there exists a valuesuch
that all the foIIowmg three conditions hold:

1. 7(P)=7(Q),

3. [P]+€>k [Q]A[Q] + € >k [P].

These relations are comparable one to another. In pamti¢ch&afollowing proposition holds.
Proposition 3.1. For each couple of processes(P< GPA. The following statement holds

Vee K, P~utraceQ = P~¢_traceQ

Note that wherg = T we have Peyirace Q < P ~¢_trace Q.
Example 3.1. Consider two processes-P(1,1).(a,3).(b,2) and Q= (a,2).(b, 3) in the tropical semir-
ing. We have that B;_trace Q (i.€.,& = 1), while Pasrace Q does not hold.

Note thatP and Q in Ex. 3.1 are qualitatively trace-equivalent according to the atadgfinition
given in [L7]. Therefore, by considering the weight of traces (i.e., kvigace equivalence) we obtain a
more restrictive equivalence-relation. Consequentlyhease introduced the notiogttrace equivalence
with the purpose to gradually be able to relax it and includeenprocesses in the relation.

“In the following we will usegx as a shortcut to denote when two semiring values are equat aomparable in the poset.
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3.2 Quantitative Bisimulation Equivalences

In this section we focus on the weak-bisimulation equivedefor GPA [LO, 27], since we would like
to consider as equivalent the behaviour of two processesdksgs the weight of internal actianthey
perform. Differently from [L0], where only the definition of strong bisimulation is prosd] we assume
that each state of a MLTS has a finite number of transitionk aihon-T weight. In the following, for
Z a relation, we writlPZQ to say that P, Q) € Z.

We extend the definition of quantitative weak bisimulatiarfz7] by considering a poset of prefer-
ence values:

Definition 3.4 (quantitative weak-bisimulation)An equivalence relatio®Z on &7 x &7 is aquantitative
weak bisimulatiorif and only if for all (P,Q) € # and all ac Act and each equivalence classsC7 we
have:

(ak) (ak) (Tke) % (1K),
P—D —D P—="D 5D
Dze ( )%Dze (Q ), > ( ) ¥ EE Q )

DeC
We write P~k Q whenever there is a bisimulatiot such that(P, Q) € Z.

Note that the quantitative weak-bisimulation relationdsobven if the two values related FoandQ
are incomparable in the partial order defineddbyln [27] they have to exactly correspond to the same
value, since partial orders are not considered.

As accomplished in Se@®.1, we define a variant that approximates D&#, named asveake-
bisimulation The intuition behind it, similarly to Seé.1, is to relax the cost of actions by a threshold-
valuee with the purpose to allow two processes to be bismilar (dtebe-bisimilar) despite this differ-
ence. More precisely, sughvalue bounds the difference between the coat aftions before and after
an action at the same time (see Bx).

Definition 3.5 (weake-bisimulation) An equivalence relatio? on &2 x &2 is aweake-bisimulationif

and only if, there exists a valuesuch that for all(P, Q) € # and all ac Act and each equivalence class
C € # we have:

sPpie > 5@ A Q@ D)se > 3 P D)
DeC DeC DeC DeC
S (PESD)re 2 5 QU D) A 5 QN D)re 2k 3 (PLHD)
DeC DeC DeC DeC

We write P~ Q whenever there is a bisimulatie# such that(P,Q) € Z.
These relations are comparable as follows.
Proposition 3.2. For each couple of processes(P< GPA. The following statement holds

VeeK P=gQ =P=:Q

Note that wherg = T we have Pxx Q & P=~:Q
Example 3.2. Consider two processes P (1,3).(a,4).(1,5) and Q= (1,2).(a,4).(1,1)(1,1) in the
tropical semiring. We have that®; Q (i.e.,& = 1) while P~k Q does not hold. Instead, if we have two
processes W= (1,3).(a,4).(1,3) and Y= (1,2).(,4).(1,1).(1,1), W=, Y (i.e.,e = 2) while W~ Y
does not hold.

Note that botH? andQ, andwW andY in Ex. 3.2are weak bisimilar according to the classic definition
given in [28]. Therefore, by considering the bisimulation relation iefCB.4we obtain a more restrictive
equivalence-relation.
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4 C-semiring H-M Logic

In the previous section, we have shown how quantitative rggqoroperties can be specified by using
several quantitative process-equivalences in order tqeoeithe behaviour of a system with respect to
the expected one. A different approach for specifying qtetive security-requirements is to express
them as a logic formula that the system has to satisfy. It eamsleful, for instance, when it is not decid-
able if two processes are quantitatively equivalent (addfin Sec3). Furthermore, some properties
as, for examplesafety properties can be easily expressed through a logic formula and allovndd
requiring the behaviour of the whole system to be checkedi4].

For this reason, in the rest of this section we propose ardifteapproach with respect to the one
described in Se@, with the purpose to advance an alternative methodologyaniitatively specify the
security of a system. Such approach is based on Model Chgekid a satisfiability procedure, instead
of behavioural equivalences and a comparison checking.

Hence, in order to specify whether a system is secure or rdheed to require that it satisfies a
logic formula expressing the intended security-requinetsieTo this aim, next we propose a quantitative
variant of the Hennessy-Milner logic, named c-HM, in suchey o be able to specify a quantitative for-
mula. In particular, differently fromZ43], where weights are associated to system states, in ouoagipr
values are part of transition labels (together with an agtiagain we consider a MLTS (see D&f5),
and we evaluate the satisfaction of a c-HM formula over pses expressed in GPA. In Défl, we
syntactically define the sdyy, of correct formulas given an MLTHI.

Definition 4.1 (syntax) Given a MLTS M= (S, Act K, T,s), and let ac Act, a formulag € ®y, is
syntactically expressed as follows, where K:

p:=kla+@|loaxe|ane|(@e]|[@e

Clearly we can express more than just true (correspondingdd<) and false (. € K) through all
the valuek € K. Semiring operators- (the lubU), glb 1, and x are used in place of classical logic
operatorsv andA, in order to compose the truth values of two formulas togetAs a reminder, when
the x operator is idempotent, thern andm coincide (see Se®). Finally, we have the two classical
modal operators, i.e., “possibly{-{), and “necessarily”[(]).

It is also possible to have a negation operatoK — K, which is a unary operator such that, being
ACAct, ~ac Aand——(a) =aforallac A and—-| |{A'} = {-a|ac A} for all A C A where| | and[]
are the set-wise lub and glb operators of the lat{ike<g). The negation operator allows us to use the
equivalence- L = T. Note that the duality-(a+b) = (—a) x (—b) holds exactly wherx is idempotent.
Some examples where negation can be defined are the logseahicing, where logical negation is a
negation operator, and probabilistic and fuzzy c-sem#jinghere 1 is a negation operator. On the
other hand, it is not possible to define a negation operatah#otropical semiring. Hence, the syntax
given in Def.4.1is proposed without considering the negation operatogratise, we can simplify it by
removing_L and[]@, since they can be respectively rewritten-as and—()—¢.

The semantics of a formulais given on a particular MLT# = (S Act K, T, ), with the purpose
to check the specification defined tpyover the behaviour of a weighted transition-system (in €.

M defines the behaviour of a GPA process). Note that, whil&]ithe semantics of a formula computes
the stated) C Sthat satisfy that formula, our semantifhy : (Py x S) — K (see Tab2) computes a
truth value (inK) for the sameJ. For instance, if we use the boolean semiring we always htaff

5E.g., properties expressing that, if something goes wribiogn be detected in a finite number of steps
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K] (s) =keK VseS

[+ @l(s) =[@l(s)+[el(s)
[ x @l(s) =[@l(s) x[el(s)
[ @l(s) =[@l(snel(s)

[@el(s)  =>(T(sas)x[gl(s))
[[Eels) = Q(T(&a,g) < [¢l(s))

whereR={s € S|s3 5 T}

Table 2: Semantics of c-HM;s (0) = L and[ |(0) =T.

U =# 0, and L otherwise. It is not difficult to extend our semantics to aksiirnU, as in P]; however, in
this work we are focused on computing a degree of satisfaétiog (andU).

In Tab.2 and in the following (when clear from the context) we om¥iitfrom []v for the sake of
readability. The semantics is parametrised over a stat® which is used to consider only the transitions
that can be fired at a given step (labelled with an actiprThe firsts will be the single initial state of
the MLTS we define in Def2.5, i.e.,s.°

4.1 Interpreting c-HM over GPA

Both GPA and c-HM logic formulas can be interpreted on a MLIFSthis section, we focus on the
interpretation of a c-HM formulg on a GPA procesB to provide a notion ofjuantitative satisfiability
for the specification described Iy on the behaviour of a proceBs First of all, we define the projection
of a process on an MLTS.

Definition 4.2 (MLTS projection) Given an MLTS M= (S Act K, T,s), its projection over a process
P defined over the same M is defined agp4= (S, Act K, Tp, %), Wwhere $ = {s€ S| se Der(P)} and
Tp={(s,a,d) € SxActx S|ss € SSArac Sort(P)}./

We are now ready to rephrase the notion of satisfiability t@ temto account a thresholk (k-
satisfiability):
Definition 4.3 (k). A process P satisfies a c-HM formugawith a threshold-value t, i.e., P ¢, if and
only if the interpretation ofp on M |}p is not worse than t. Formally:

Pt o<t < [@lmys(So)

This means thaP is a model for a formulap (with respect to a certain valugiff the evaluation of
@ onP is not worse thamin the partial order defined by in K. It is worth noting that the interpretation
of @ onP is independent by the valuation Bfitself.

Remark 1.Note that, ifP does not satisfy a formula then [@]uwy, = L. Consequently, the only
such thaP = @ist = L. If [@]my, # L, thengis satisfiable with a certain threshdle: L.

6Note that is also possible to let the semantics in Pate parametrised on a set of states, by aggregating valudstba a
transitions originating from all of them. For instance, ase we have multiple initial states, as in.
All the processes in parallel share the sane
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k//P = Kk

(@x@), = (@) > (@),

(@+®), = (@), + (@),

(@n®),, = (@)1,
[@(@) M |:|a ((ka) x (@0)/,,) ag¢L

(Ao, = 1 ((ka) xP[X]Ffpl)//P,) ael
@@+ 3 () x @)y, arL

@ = 5 (e x@@),) acl
prkap/

Table 3: A QPMC function.

Example 4.1. In order to exemplify the concept expressed here, let usaemna formulag stating that
before opening a document “file2” you have to close an alregmgned document “filel” This is a
security property aiming at preserving the confidentiatityd integrity of the two documente. can be
expressed by a c-HM formula as follows:

@=[open_filel]([close_filel][open_file2 T X [open_file2| L)

The sub-formula aftek (i.e.,[open_filed]) is weighted withlL because the opening of file2 has to be prevented
in case filel is not closed. Vice-versa, the left-side @xpresses the right behaviour, and thus it is weighted with
T.

Then consider three different processes P and Q, defingt6m {+}, min, §-, +,0) (i.e., the tropical semir-

ing):

P = (open_file1,5).(close file1,4).0
Q = (open_file1,3).(close_file1,10).0
V = (open_filel,4).(open_file2,2).0

According to our definition, P=11 @ because, referring to TaB, at the first step we consider the cost of the action
open_filel, i.e.,5, which is arithmetically summed to

[([ctose_filel][open_file20F [open_filedoo)]p

where P = (close_filel,4).0. After close_filel, the process halts, thy$open_fileZ ] = 0. Finally, we
have[¢]p = 5+ 4+ 0 = 9, which satisfies the asked threshdltl Q is evaluated in the same way, but since
[¢lo = 3+10+0= 13, we have that B&11 @ becausell £ 14. Therefore, even if there is a subset of Q states
that satisfiegp, the degree satisfaction does not respect the requestedhbid. Finally,¢ is not satisfied by V
becausd@]y =5+ [([close_filel][open_fileZ0+ [open_filed] )]y =4+ 2F 00 = oo,

5 Quantitative Partial Model Checking

In this section we present a quantitative version of PMCrhamed QPMC, with respect to the parallel
composition of GPA processes. Such a function is definedlin3raBeing the logic closed, the interpre-
tation of a formula obtained through the application of sfighction is straightforward. In THs.1 we
report a result similar (i.e., weighted) to the oneih [
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Theorem 5.1. Given any two processes P and Q in parallel, and any c-HM fdangithen we have that

[9lpjo = [9/,]o-

Sketch. & The proposition is proved by induction on the complexity édanula .
Base casep =k: According to Tab2, [K]pjo =k=k/,, = [K//,]q-
Inductive Step: As an example, let us now consider two different formulas:

@ =@ x @: According to Tab.2 we have thaf@]p o = [@ X @]pjo = [@]p|o x [®]p|o-
By inductive hypothesis|@]piq = [(@1),/.]¢ and [@2]pjo = [(®)//.]q- Then[@]p)q x
[@lpie=1(®),/Jox[(®)/]o=1(®),/, X (). ]a= (@ x @),/ ]

The+ and the operators can be similarly proved.

@ = (ayg: According to Tab2, we have

[@lpjo = [(@@]pq= > ((ka) x [@](poy)-

.Ka
PIQ-=s (plQy

Here we only prove one of several possible casesl., then

[(@alrQ= > ((ka) x [@1]poy)
PIQ-2s (pjQy

where(P||Q)’ is equal toP’||Q if P 29, b or to P|Qif Q N Q. Hence,

> (k) xlale)= Y (k)x[ale)+ 3 (ka)x[a]pe)-

PIQ- Py bR, o, I

By inductive hypothesis, this is equal to

((ka) x [(1)//5 Q) + ((ka) x [(@n) /0] )-

p @), o &, o

Hence[@@lpio= 5  ((ke) x [(@))/,]0)+[(@(@),/,lo- On the other hand,
L

O =(@0)/, =@ @)+ > (k)x(@)),,)

b @),

and its semantics evaluation with respect to the proQesg({a)¢),/,lq =

[@(@),,+ > (ka)x (@) )le=1@ (@) le+[ 5 ((ka)x (@), )]

G p &),

Hence[((@) @)/l = [@(@)/pla+ 3 ((ka) x [(@)//,]0)-

b ala),

8The interested reader can find the complete proof in the afpefithe technical report]d].
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Example 5.1. Let us consider, the tropical semirif®* U {+}, min, +, +, 0), and two actionspen
and close (L = {open}). In addition, let us consider a formul@ = [open|(close)l stating that once
a file is opened, then it has to be closed. We omit the name diléH@ecause not significant for our
example. Let P and Q be two GPA processes:

P = (open,5).(close,4).0+ (open,6).0 Q= (open,4).(close,3).0

Let us consider the combined proceds ®, where P and Q synchronise one another on actions in L,arethe
actionopen. It is easy to see that|RQ 20 ¢. By applying QPMC ta w.r.t. P we obtain:

@p = (5x[open|((close)l), p)1(6x [open]((close)l)  p')
= (5x [open|({close)l+ (4x1))M(6x [open({close)l+ (4% 1))

where+ = min, x = 4, andr = max The QPMC function helps to understand which formula Q has to
satisfy in order to guarantee that the whole system sati#ffiesnitial requirement. In this simple case,
we know the behaviour of Q and we can check if it quantitatigatisfiesp, . To do this, we prove that

[olp| .o = [9//plq- We have:

[olp .o = max9+(min(4,3)),10+3) =max1213) = 13,
II(p//pHQ = max5+ (44 min(3,5)),6+4 (4+min(3,5))) = max12,13) = 13

6 Related Work

The aim of this work is to present a semiring-based formah&aork where to deal with quantitative
specification of security in combined systems. We dedidagefitst part of this section to alternative
definitions of quantitative bisimulation relations, in seases even not applied to security (e )|

In [27] the authors extenWVeighted Labelled Transition Syste(WgLTS) towards other behavioural
equivalences, by considering semirings of weights. Thenmasult of such work is the definition of
a general notion olveak weighted bisimulationThey show that this relation coincides with the usual
weak bisimulation in case of non-deterministic and fullpimabilistic systems. Moreover, it can also
be extended towards kinds of LTSs where this notion is ctlgrenissing (e.g., stochastic systems). In
Def. 3.3we also relax quantitative weak-bisimulation to weakisimulation.

In [1] the authors address the problem of providing a quantéagstimation of the confidentiality of
a system by measuring its information leakage. In our arsatiie most powerful adversary is measured
via a notion of approximate process equivalence. In practie lack of information leakage is expressed
by a successful weak probabilistic bisimulation based kkhééhenever such a check fails, approximate
relations relax the conditions imposed by the weak prolsicibisimulation, in such a way that the
level of approximation represents an estimate of the amolimformation leakage. Our notion af
bisimulation is very close tol], except that we generalise it by using semiring operators.

Even the approach in.g] bounds the distance between the transitions of two stdtémir distance
is less equal than a threshaldand this holds for all the states of two proced®eandP,, such processes
are said to be approximately bisimilar withdaprecision. The motivations is that, interacting with the
physical world, exact relationships are restrictive andrabust.

The literature also proposes works using fuzzy weightshigiwork we have the fuzzy semiring): in
[11] a notion of behavioural distance is given to measure thawehbral similarity of non-deterministic
fuzzy-transition systems. Two systems are at zero distédiacel only if they are bisimilar.

Considering the second fragment of the paper, no direct adsgn is available for QPMC. Never-
theless, our c-semiring H-M Logic (see Séfhas been inspired by the work ifij]. Some examples
of quantitative temporal logic aré {, 3]. In [14] the authors prese@LTL, a quantitative analogue of
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LTL and presents algorithms for Model Checking it over a quatite version of Kripke structures and
Markov chains. Thus, weights are in the interval of Real nersfD,1]. In [3] the authors combine
robustness scores with the satisfaction probability tan@pe some control parameters of a stochastic
model: the goal is to best maximise robustness of the desjrecifications. However, even this approach
is focused on Continuous-Time Markov Chains, and not ongegnalgebraic-structures.

Non-binary measures of security have been considered fmsaccontrol systems by Cheng et
al. [12]. The level of security should correspond to a fuzzy domather than a strict separation be-
tween what is secure and what is not. Zhang et al. define watB&RAC model B1] a notion of benefit
for each access, with the underlying idea that allowing aes& comes with a benefit for the system.
The “value” of an access or an action can be for instance leaémiusing market-based techniquag] |

From a different perspective, Bielova and Massacci propog4 a notion of distance among traces,
thus expressing that if a trace is not secure, it should deckth a secure trace close to the non-secure
one, thus characterising enforcement strategies by ttendis from the original trace they create. 14]}

a similar notion of cost has been introduced following sonteiiive leads given in{5] in order to move
from qualitative to quantitative enforcement. Semiringsénbeen used by Bistarelli et al. in the context
of access controlf] and trust systemss]. Here we use them in the context of enforcement mechanism
defined trough process algebra, following the approach lohBolz and Kemperl[J].

7 Conclusion

We have introduced two different formal-frameworks oréhto the specification of quantitative proper-
ties on a GPA-process. Both of the frameworks are have a conmaio d’'union consisting in the use of
c-semiring structures to represent transition costs. Byngaadvantage of such costs, we can constrain
classical qualitative-relations between two processesyedo as our first contribute for trace equiva-
lence and weak bisimulation equivalence. In practice warpatrise the weak bisimulation notion given
in [1] by allowing for different metrics, and not probability ses only. At the same time we refine the
definition of semiring-based bisimulation given in7], by extending the relation in order to consider
e-close processes. As a second result, we propose a way tesexgEcurity constraints via a quantita-
tive version of the Hennessy-Milner logic, and a method farcifying the security of a system through
a quantitative version of PMC, which allows us to move a pssdeom the parallel computation to a
formula ¢. If the system satisfies a security property with a vidweorse thart (a security thresholy
then the system is najuantitatively secureln this way we can use this threshold to tradeoff security
and functionality/performance requirements.

The essence of the paper is to advance the same basic breksgPA and semirings) with the
purpose to enhance two different quantitative framewoirks, (process equivalences and PMC), which
are nevertheless related by the common purpose of (secpraperty specification. Of course both of
the frameworks can be independently (but still interlagedeveloped to offer a complete specification
and validation tool on their own, as the following ideas otufa work suggest.

In the future we aim to extend both the approaches in diffedg@ections. As an ongoing work,
we are investigating on the definition of the characteriiienula of a processes, with respect to each
bisimulation equivalence definitions we have provided in.Seln such way, we will be able to compare
the effectiveness of the two proposed approaches. Furtdrermwe aim to extend both of them in order
to not only use them for the specification has but also for ti@yais. Indeed, referring to the former
approach, we need to investigate on the characterisatithre ofiost powerful attacker in order to compare
the system under attack, with respect to the expected lmiravihis can be done only under certain
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constraints on the considered equivalences. Referrindi@ratter approach, we need to elaborate a
satisfiability procedure for the quantitative logic we hawieoduced here in order to verify if the system
under investigation is secure or not, i.e., it satisfies doaisty requirement.

Another possible direction we would like to investigatehs tdentification of comparative strategies
based on the (partial or total) ordering of the semiring.his tvay we can compare different strategies
and finally synthesise the best one (whether it exists). Weradirection is the extension of the framework
to use more than one measure associated to each action mt@meeluate a process. Such measures
can be combined and orderexlg, by using the lexicographical ordering, in such a way thatti@ling
strategies can be selected with respect to the optimisafitre trade-off between some of them.
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