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Abstract

Predicate encryption is a new type of public key encryptiat enables searches on encrypted data.
By using predicate encryption, we can search keywords dbati:s on encrypted data without decrypt-
ing ciphertexts. Hidden vector encryption (HVE) is a spEdiad of predicate encryption. HVE supports
the evaluation of conjunctive equality, comparison, antkssti operations between attributes in cipher-
texts and attributes in tokens. In this paper, we constiffictant HVE schemes in prime order bilinear
groups derived from previous HVE schemes in composite dafiaear groups, and prove their selective
security under simple assumptions. To achieve this reseltpresent a conversion method that trans-
forms HVE schemes from composite order bilinear groupspnitte order bilinear groups. Our method
supports any types of prime order bilinear groups and useglsiassumptions.
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1 Introduction

Searchable public key encryption is a new type of public kegrgotion (PKE) that enables efficient search-
ing on encrypted datal[3]. In PKE, if an agehtvants to search on encrypted data for a i&dre should
first decrypt ciphertexts using the private K&y of the usemB. This simple method has a problem that the
agent requires the user’s private key. In searchable publicencryption, a ciphertext is associated with
keywords or attributes, and a user can generate a tokendmtsrg from the user’s private key. That is, an
agentA performs searches on encrypted data using the tdkethat is related with keywords or attributes
instead of using the private ke§K. By using searchable public key encryption, it is possibléuild in-
teresting systems like privacy preserving mail gatewayesys [3], secure audit log systems|[25], network
audit log systems [21], and credit card payment gatewagsyst/].

Predicate encryption (PE) is a generalization of searehphblic key encryption [7,14]. In PE, a
ciphertext is associated with an attributeand a token is associated with a predichteéAt first, a sender
creates a ciphertext that is associated with an attribusé®d an agent receives a token that corresponds to
a predicatef from a receiver. Iff(x) =1, then the agent can decrypt ciphertexts that are relatddxwi
Otherwise, that iff (x) = 0, then the agent cannot get any information except tigt = 0. That is, PE
provides bothmessage hiding andattribute hiding properties. Hidden vector encryption (HVE) is a special
kind of PE [7]. In HVE, a ciphertext and a token are associatid attribute vectorx,y respectively, and
the attribute vector for the token contains a special wild cdtribute. If each attribute of a ciphertext is
equal with the attribute of a token except the wild card latiteé, then the predicat (x) is satisfied. HVE
supports the evaluation of predicates such that conjun&uality, conjunctive subset, and conjunctive
comparison.

Many HVE schemes were originally proposed in compositerdsdimear groups/[i7,16,22]. To improve
the efficiency of HVE schemes, HVE schemes in prime ordendgr groups are required. Although many
HVE schemes in prime order groups were constructed frontctc{d3/18| 19], we would like to easily
obtain HVE schemes in prime order groups from previous selsamcomposite order groups. The previous
conversion methods that convert cryptographic schemasdmnposite order to prime order bilinear groups
are Freeman’s method|[9] and Ducas’ methdd [8]. The methdaducks is that random blinding elements
in ciphertexts can be eliminated in asymmetric bilinearugoof prime order since the decisional Diffie-
Hellman (DDH) assumption holds in asymmetric bilinear gieuThe method of Freeman is that product
groups and vector orthogonality provide the subgroup dmtiassumption and the subgroup orthogonality
property in prime order bilinear groups, respectively. Tinerit of this method is that it can convert many
cryptographic schemes from bilinear groups of compositeeoto asymmetric bilinear groups of prime
order. The demerits of this method are that the converteglnsetonly works in asymmetric bilinear groups
and the security of the scheme is proven under complex assnsap

1.1 Our Results

In this paper, we present a new conversion method that tansfHVE schemes from composite order
bilinear groups into prime order bilinear groups.

Our conversion method is similar to the conversion methagreéman([®] since it uses product groups
and vector orthogonality, but ours has the following thriffeiences. The first difference is that Freeman’s
method is related to the subgroup decision (SD) assumptigomiine order bilinear groups, whereas our
method is not related to the SD assumption. The second eliifer is that Freeman’s method only works
in asymmetric bilinear groups of prime order, whereas outhog:works in any bilinear groups of prime
order. The third difference is that cryptographic schenmas are converted from Freeman’s method use



complex assumptions that depend on complex basis vectbesgas HVE schemes that are converted from
our method use simple assumptions that are independensisfisctors.

By using our conversion method, we first convert the HVE sahefiBoneh and Waters|[7] in composite
order bilinear groups into an HVE scheme in symmetric bdingroups of prime order. We then prove the
converted HVE scheme is selectively secure under the deaisbilinear Diffie-Hellman (DBDH) and the
parallel 3-party Diffie-Hellman (P3DH) assumptions. Nexg also convert the delegatable HVE scheme
of Shi and Waters [22] and the efficient HVE scheme of Lee anel [[L€] from composite order bilinear
groups to HVE schemes in symmetric bilinear groups of primikeio Finally, we show that the new P3DH
assumption holds in generic group model introduced by Shoup

1.2 Related Work

PE is closely related to functional encryption [6]. In fuoaial encryption, a ciphertext is associated with
attributesx, and a private key is associated with a functionThe main difference between PE and func-
tional encryption is that the computation of a predichfg) € {0,1} is only allowed in PE whereas the
computation of any functiorf (x) is allowed in functional encryption. Identity-based emtign (IBE) is
the most simple type of functional encryption, and it prevah equality function for an identity in cipher-
texts [4]. Hierarchical IBE (HIBE) is an extension of IBE,dait provides a conjunctive equality function
for a hierarchical identity in ciphertexts [11]. Attribubmsed encryption (ABE) is also an extension of IBE,
and it provides the most general function that consists obDANR, NOT, and threshold gates [12].

The first HVE scheme was proposed by Boneh and Wdteérs [7].r &f&r construction, various HVE
schemes were proposed [n [8] 16 22]. A simple HVE scheme eacobstructed from a PKE scheme
[31[7,15]. This method was introduced by Boneh et(al. [3] tostauct a PKE scheme with keyword search
(PEKS) using trapdoor permutations. After that, Boneh aradev$ showed that a searchable public key
encryption for general predicates also can be constructed this method[[7]. Katz and Yerukhimovich
[15] showed that it is possible to construct a PE scheme fré&#KB& scheme if the number of predicate is
less than a polynomial number of a security parameter. The idea of this method is to use a multiple
instances of key-private PKE introduced by Bellare et dl. lhat is, the public key of searchable public
key encryption consists of the public keys of key-privateEPdhd each instance of public keys is mapped
to each predicate. However, this method has a serious pnablgt the total number of predicates is limited
to the polynomial value of a security parameter.

Another HVE scheme can be constructed by extremely gengrglanonymous IBE (AIBE) [7.,18,13,
16/19.22]. This method was introduced by Boneh and Wetérg [iey used the IBE scheme of Boneh and
Boyen [2] and composite order bilinear groups to provideaihenymity of ciphertexts. Shi and Waters con-
structed a delegatable HVE schernel[22]. Lee and Lee cotestran efficient HVE scheme with a constant
number of pairing operations [16]. In composite order ledéingroups, the random blinding property using
subgroups provides the anonymity of ciphertexts and theogdnal property among subgroups provides
the successful decryption. However, it is inefficient to asmposite order bilinear groups since the group
order of composite order bilinear groups should be largeovBocome this problem of inefficiency, Freeman
presented a general framework that converts cryptogragiiemes from composite order bilinear groups
to prime order bilinear groupsl[9]. Ducas also showed thaEld¢hemes in composite order bilinear groups
are easily converted to schemes in prime order bilinearpgo8]. However, these conversion methods
result in asymmetric bilinear groups.

Finally, an HVE scheme can be derived from inner-productygion (IPE) [14] 18, 20]. IPE is a kind
of PE and it enable the evaluation of inner-product predicditetween the vector of ciphertexts and the
vector of tokens. Katz et al. [14] constructed the first IPResge under composite order bilinear groups.
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Okamoto and Takashima constructed an hierarchical IPEreekising dual pairing vector spaces|[18]. Park
proposed an IPE scheme under prime order bilinear groupg@ved its security under the well-known
assumptions [20]. The main idea of converting an IPE scheraa HVE scheme is to construct a predicate
of conjunctive equality using a predicate of inner prodde]]

2 Preliminaries

In this section, we define hidden vector encryption, andiahice bilinear groups of prime order and two
complexity assumptions.

2.1 Hidden Vector Encryption

Let X be a finite set of attributes and letbe a special symbol not iB. DefineZ, = ZU {x}. The starx
plays the role of a wild-card or “don’t care” value. For a\a@d = (01,...,0;) € =, we define a predicate
f5 overZ! as follows: FOIX = (xq,...,%/) € 2, it setfz(X) = Lif Vi: (g = x or g, = *), it set f5(X) = 0
otherwise.

Definition 2.1 (Hidden Vector Encryption)An HVE scheme consists of four algorithr8gtup, GenToken,
Encrypt, andQuery which are defined as follows:

Setup(1},¢): The setup algorithm takes as input a security paramétemtl the length parametér It
outputs a public keyPK and a secret kegK.

GenToken(d, K, PK): The token generation algorithm takes as input a vedgter (ay, ..., 0;) € 2! that
corresponds to a predicafg, the secret key)K and the public keyK. It outputs a tokerT K5 for
the vectorg.

Encrypt (X, M, PK): The encrypt algorithm takes as input a vecter (xq,...,%/) € =‘, a messaghl € M,
and the public keyK. It outputs a ciphertex@T for X andM.

Query(CT,TKg,PK): The query algorithm takes as input a ciphert€ift, a tokenTK for a vectorg
that corresponds to a predicatg, and the public keyPK. It outputsM if f5(X) = 1 or outputsL
otherwise.

The scheme should satisfy the following correctness ptgpEor allX € =/, M € M, & € =£, let (PK, K) +
Setup(1*,¢), CT « Encrypt(%,M,PK), andTKg < GenToken(a, K, PK).

o If f5(X) =1, thenQuery(CT,TKz,PK) =M.
o If f5(X) =0, thenQuery(CT,TKz,PK) =_L with all but negligible probability.

Definition 2.2 (Selective Security)The selective security of HVE is defined as the following gdraeveen
a challengeC and an adversary:

1. Init: A submits two vectorgy, %; € ='.

2. Setup C runs the setup algorithm and keeps the secret3eyo itself, then it gives the public key
PK to A.



3. Query 1: A adaptively requests a polynomial number of tokens for vedg, .. ., 0y, that correspond
to predicatedy , ..., f% subject to the restriction thdg;, (X) = f5 (Xy) for alli. In responseg; gives
the corresponding tokens; to A.

4. Challenge A submits two messagédy, M1 subject to the restriction that if there is an indesuch
that f5 (Xo) = f5(X1) = 1 thenMp = M1. C chooses a random coinand gives a ciphertex@T of
(Xy,My) to A.

5. Query 2: A continues to request tokens for vectogs, 1, . . ., 0q that correspond to predicate[egwq
.., fz, subject to the two restrictions as before.
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6. Guess A outputs a guesg. If y=y/, it outputs 0. Otherwise, it outputs 1.

The advantage ofd is defined asAdv'}Y5(1") = |Pry = y'] — 1/2| where the probability is taken over
the coin tosses made by andC. We say that an HVE scheme is selectively secure if all pritibab
polynomial-time (PPT) adversaries have at most a negligiblvantage in the above game.

2.2 Bilinear Groups of Prime Order

Let G andGy be multiplicative cyclic groups of primp order. Letg be a generator di. The bilinear map
e: G x G — Gt has the following properties:

1. Bilinearity: Vu,v € G andVa,b € Zp, e(L3,\*) = e(u,v)®.

2. Non-degeneracydg such thai(g,g) has ordemp, that is,e(g,9) is a generator of.
We say that p, G, Gr,e) are bilinear groups if the group operationgGrandGr as well as the bilinear map
eare all efficiently computable.
2.3 Complexity Assumptions

We introduce two simple assumptions under prime orderdalirgroups. The decisional bilinear Diffie-
Hellman assumption was introduced in [4]. The parallel Byp®iffie-Hellman (P3DH) assumption is
newly introduced in this paper.

Assumption 1(Decisional Bilinear Diffie-Hellman, DBDH)Let (p, G, G, €) be a description of the bilin-
ear group of prime ordep. The DBDH problem is stated as follows: given a challengéetup

D= ((p,G,Gr,8), 9,¢*,¢", ) andT,

decides whethell = Ty = €(g, g)abc orT =T =¢eg, g)d with random choices oé,b,c,d € Z,. The
advantage oft is defined a#\dv "™ (11) = | Pr[A(D, To) = 1] — Pr[A(D, T1) = 1] | where the probability
is taken over the random choicesab, c,d € Z, and the random bits used by. We say that the DBDH
assumption holds if no PPT algorithm has a non-negligibleathge in solving the above problem.

Assumption 2 (Parallel 3-party Diffie-Hellman, P3DH)Let (p,G,Gt,€) be a description of the bilinear
group of prime ordep. The P3DH problem is stated as follows: given a challengketup

D= ((p,G,Gr.8), (9, ), (¢ 1), (c", f°), (g™ 2,g7), (g™ F%,g*)) andT,



decides whethef = Tp = (g°f®,g®) or T = Ty = (g° f%,g%) with random choices o#,b,c,d € Zp and
21,2,23 € Zp. The advantage ofl is defined asAdv??°H (11) = |Pr[A(D, To) = 1] — Pr[A(D,Ty) = 1]|
where the probability is taken over the random choicea, bfc,d, z;, 2, zz and the random bits used by.
We say that the P3DH assumption holds if no PPT algorithm hamianegligible advantage in solving the
above problem.

Remark 1. The P3DH problem can be modified as follows: given a challéngieD = ((p,G,GT,e), (9,1),
(6, 12),(dP, fP), (g f2,g?), (o°f2,0%)) and T, decides whethel = To = (g%°f%,g%) or T =Ty =
(g°f%,g%). However, this modified one is the same as the original onehlapging the position of the
challenge tuple ab = ((p,G,Gr,e€), (g, ), (g% ?),(d°, P),(g®f2,¢g%),T) andT’ = (g°f%,g%), Thus,
we will use any one of challenge tuple forms for the P3DH agstion.

3 Our Techniques

The basic idea to convert HVE schemes from composite ortleear groups to prime order bilinear groups
is to use bilinear product groups that are extended fronmdali groups using the direct product opera-
tion. Bilinear product groups were widely used in dual systncryption of Waters [117, 24], private linear
broadcast encryption of Garg et al. [10], and the convergiethod of Freemari_[9]. The product groups
extended from multiplicative cyclic groups represent apagent as a vector. Thus vector operations in
product groups and bilinear product groups should be defibedinition[3.1 and Definitioh 3]2 define the
vector operations in product groups and bilinear produatigs, respectively.

Definition 3.1 (Vector Operations) Let G be multiplicative cyclic groups of prime order. Letg be a
generator ofz. We define vector operations ov@ras follows:

1. Foravectob= (by,...,by) € Zy, d(—:‘finegB = (g™,...,g™) € G".
2. Foravectob= (by,...,by) € Zy and a scalac € Zp, define(gB)C = (g™¢,...,g™%) € G".

3. For two vectorsi = (ay,...,an),b= (by,...,by) € Zy, definegigP := (ga+br, ... gtbn) € GN.

Definition 3.2 (Bilinear Product Groups)Let (p,G,Gr,e) be bilinear groups of prime order. Lgtbe a
generator of. For integers andm, the bilinear product groupgp, G, Gt,€),g™,...,g"") of basis vectors
by,...,bnis defined as follows
1. The basis vectorsy, ..., by are random vectors such tHat= (bi1, ..., bin) € Z5,.
2. The bilinear ma@: G" x G" — Gr is defined a®(g?,¢°) := 1", e(g¥,g") = e(g,0)P where- is
the inner product operation.

To guarantee the correctness of cryptographic schemebriadri product groups, the orthogonal prop-
erty of composite order bilinear groups should be implememb bilinear product groups. The previous
research[[9, 10, 17, 24] showed that the orthogonal progartybe implemented in bilinear product groups.
The idea is that the orthogonality between vectors can baeatkfising the inner-product operation such that
X-y = 0 since the bilinear map provides the inner-product opmmaDefinition 3.8 define the orthogonality
in bilinear product groups.



Definition 3.3 (Orthogonality) Let ((p,G,GT,e),gBl, .. ,gBm) be bilinear product groups witth m param-
eters. LeG;, G; be subgroups spanned §%,g", respectively. That iz = (g”) andG; = (g"). Then the
two subgroupss; andG; are orthogonal to each otherefA, B) = 1 for all A € G; andB € G;.

The main idea of our method that converts HVE schemes fronposite order bilinear groups to prime
order bilinear groups is that the previous HVE schemés [[223in composite order bilinear groups use
the composite 3-party Diffie-Hellman (C3DH) assumptiort ianot a kind of the subgroup decision (SD)
assumption.

The SD assumption is to distinguish whether G or h € G1 whereG is a group ands; is a subgroup
of G [5]. In product groupsG", a subgroupG is defined as a vector space spanned by some basis vectors
b1,...,bm such thatG = (gBl,...,95m>. If a subgroup is constructed from one basis vector, therSthe
assumption is related to the DDH assumption. If a subgrogpristructed fronk number of basis vectors,
then the SD assumption is related to the decisikrldahear k-DLIN) assumption([9]. In symmetric bilinear
groups of prime order, a subgroup should be constructed finanbasis vectors since the DDH assumption
is not valid [10,,24]. If a subgroup is constructed from tweaisasectors, then cryptographic schemes become
complicated and there is no generic conversion method famposite order groups to prime order groups.
In asymmetric bilinear groups of prime order, a subgrouplmaoonstructed from one basis vector since the
DDH assumption is valid [9,17]. If a subgroup is construdiean one basis vector, then there is a generic
conversion method of Freeman, but it only works in asymrodiditinear groups.

The C3DH assumption is defined in Assumpfidon 3. The notaldpesties of the C3DH assumption are
that the target valug& is always an element dbp, ,, in contrast to the SD assumption, and the subgroup
Gp, plays the role of random blinding. From these propertieshef@3DH assumption, it is possible to
use just one basis vector to construct a subgroup. Addltigiitas possible to use simple basis vectors for
cryptographic schemes since ciphertexts and tokens catiftexent subgroups that are not orthogonal.

Assumption 3 (Composite 3-party Diffie-Hellman, C3DH).et (N,G,Gr,e) be a description of bilinear
groups of composite ord& = p; - - - pm Wherep; is a random prime. Led, be a generator of the subgroup
Gp. The C3DH assumption is stated as follows: given a chall¢ngle

D= ((N,G,Gt,8),9p,. - -, Opm, 05, O, - 07 R1, G3°Ry) andT,

decides whethef = Tgp = g%le orT=T1 = g%le with random choices dd, b, c,d € Zp, andR{,Ry,Rs €
Gp,-

For instance, we select basis vectBig = (1, 0),51,2 = (1,a),b, = (a,—1) for the conversion from
bilinear groups of composit®l = p1p2 order. For the conversion from bilinear groups of composite
N = p1p2ps order, we select basis vectd?n§1 = (1,0, al),Bl’z = (1, az,O),Bz = (ap,—l,aga, — a3),53 =
(aq,a3,—1). Although different basis vectors were selected, the apsomfor the security proof is the
simple one that is independent of basis vectors.

4 Conversion 1: BW-HVE

In this section, we convert the HVE scheme of Boneh and W§iféia composite order bilinear groups to
an HVE scheme in prime order bilinear groups and prove iecsgke security under the DBDH and P3DH
assumptions.



4.1 Construction

Setup@?,¢): It first generates the bilinear group of prime orderp of bit size ©(A). It chooses a
random valuea € Zy and sets basis vectors for bilinear product groupsas= (1,0), by =

(1,a@), by = (a,—1). It also setsBy; = gBl»l,I§172 — g72,B, = ¢g®. It selects random exponents
V(UL N W o € Zp, 2, {2, Zni, Zui }_1 € Zp and outputs a secret key and a public key as

XK= (Vk = BY,, {Uki = B, Hii = B, Whi = Bl ), ;B )7
a3 a3 5 \ 7/ _’ Al _’h|/ 5 2h,i e |
PK = (Buy, Bio, Bz, Vo= BY,85, {Uei = BB}, Fei = BLL B}, Vie, = BY4ES" )

Q= e(é\l/;a B12)” )

i=1’

GenToken@, K, PK): It takes as input a vectdi = (a,...,0;) € ¢, the secret key, and the public
key PK. Let Sbe the set of indexes that are not wild-card fields in the vegtolt selects random
exponentsry,ra; tics € Zp and outputs a token as

TKy = (Ki= EiZI_L(Uk.Hkl)”'Wkrf'» {Roi =V ™, Ko =V 15 ).
le

Encrypt(X,M,PK): It takes as input a vectet= (xg,...,x/) € =, a messag® € M, and the public key
PK. It first chooses a random exponént Z, and random blinding values, {z,zs; }le € Zp.
Then it outputs a ciphertext as

<CO QtM C]_ VtBél, {C2|— U Hc|) ZZ' C3I WéIBZ&L 1)

Query(CT,TK3,PK): It takes as input a cipherte®T and a tokerT K of a vectord. It first computes

M <« Cy- <e(51, Kl) . I_Le(éz,i,Rz.i) : e(és,i,lzs,i))

le

If M ¢ M, it outputs L indicating that the predicaté; is not satisfied. Otherwise, it outpuks
indicating that the predicatg; is satisfied.

4.2 Correctness
If f3(X) =1, then the following calculation shows th@uery(CT, TKg, PK) = M using the orthogonality
of basis vectors such thefg®,g2) = 1.

e(C1,Ky)- ]1 (e(C2i, Kai) - €(Cs;, K3j))

= e(Ve. Bz [ (Ui i) W) - [ e((UiHei) i ™) - eV Vi ™)
IS

le

(BllvB 2)']1 e(g”,gH(a))tni _e(8117812)
e

Otherwise, that if5(X) = 0, then the probability oQuery(CT, TKz,PK) #_L is negligible by limiting| M|
to less thanG|Y/4.



4.3 Security

Theorem 4.1. The above HVE scheme is selectively secure under the DBDH and P3DH assumptions.

Proof. The proof of this theorem is easily obtained from the follegvfour Lemmas 412, 4.8, 4.4, ahd 4.5.
Before presenting the four lemmas, we first introduce thleviehg three assumptions. The HVE scheme of
Boneh and Waters constructed in bilinear groups of compasderN = p; p2, and its security was proven
under the DBDH, bilinear subgroup decision (BSD), and C3BKuaptions([[7]. These assumptions in
composite order bilinear groups are converted to the fallgwAssumptions 4-1, 4-2, and 4-3 using our
conversion method. O

Assumption 4-1 Let ((p,G,GT,e),gF’Ll,gBlz,gBZ) be the bilinear product group of basis vectbxs, =
(1,0),b12 = (1,a),b, = (a,—1). The Assumption 4-1 is stated as follows: given a challengéet

D= ((p.G,Gr.e), ¢, g2, g%, (¢, ()%, (¢79)%, (g™)%, (%) andT,
decides whetheF = Ty = e(g,9)%%% or T = Ty = e(g,g)® with random choices of;, c;,c3,d € L.
Assumption 4-2 Let ((p,G,GT,e),gﬁl,l,gBl»Z,gBZ) be the bilinear product group of basis vectﬁﬁg =
(1,0),b12 = (1,a),b, = (a,—1). The Assumption 4-2 is stated as follows: given a challengéet

— ((p,G,Gr,8), ¢, g2,¢) andT,

decides whethef = Tp = e((gbll)cl(gBZ) (gbl,Z)CZ) orT=Ty = e((gBl,l)Cl, (951,2)02) with random choices
of C1,C2,C3 € Zp.

Assumption 4-3 Let ((p,G,GT,e),gﬁl,l,gBl»Z,gBZ) be the bilinear product group of basis vectﬁﬁg =
(1,0),b12 = (1,a),b, = (a,—1). The Assumption 4-3 is stated as follows: given a challengéet

D = ((p,G,Gr,e), d*,0P2,g%, (g%2)%, (gPr2)%, (g )%z (g2 )2, (gPrt) 1203 (gf2)2) and T,

decides whethef = To = (gBl»l)CS(gBZ)23 orT=Ty = (gBl,l)d(gBZ)Za with random choices afy, ¢y, C3,d € Zp
andzy, 2,23 € Zp.

Lemma 4.2. The above HVE scheme is selectively secure under the Assumptions 4-1, 4-2, and 4-3.

Proof. The proof of this lemma is directly obtained from [7] since thssumptions 4-1, 4-2, and 4-2 in
prime order bilinear groups are correspond to the DBDH, B&1d, C3DH assumptions in composite order
bilinear groups. Thatis, the proof of [7] can be exactly dated using the vector operations in the Definition
[3.7 and the Assumptions 4-1, 4-2, and 4-3. O

Lemma 4.3. If the DBDH assumption holds, then the Assumption 4-1 also holds.

Proof. Suppose there exists an adversatythat breaks the Assumption 4-1 with a non-negligible ad-
vantage. An algorithn3 that solves the DBDH assumption usipgjis given: a challenge tupl® =
((p,G,Grt,€),9,0%,9%,9%) andT whereT = To=¢e(g,9)%1%% or T = Ty = &(g, 9)¢. Bfirst chooses random
valuesa € Zp and computes

¢t = (g,1), g%2 = (9,69, g% = (%07 V),
()% = (g, 1), (gP)% = (g2, 1), (gP4)% = (g™, 1),
(g

(gP2)% = (g, (g™)?), (g%2)% = (g2, (g7)?).



Next, it gives the tupl®' = ((p,G,Gr,€), g%, g%2,g, (gP)%, (gP1)%, (gPr2), (gr2)%2, (gP1)%) andT
to A. ThenA outputs a guesg. B also outputs/. If the advantage aofd is €, then the advantage & is
greater tharg since the distribution of the challenge tupledas equal to the Assumption 4-1. O

Lemma 4.4. The Assumption 4-2 holds for all adversaries.

- - -

Proof. The equatiore((gP1)%(gP)%, (gPr2)%) = e((gP1)%, (gP2)¢2) holds by the orthogonality of basis
vectors such tha#(g”, g”2) = 1. Therefore, any adversary can not break the Assumptian 4-2 O

Lemma 4.5. If the P3DH assumption holds, then the Assumption 4-3 also holds.

Proof. Suppose there exists an adversatythat breaks the Assumption 4-3 with a non-negligible ad-
vantage. An algorithm3 that solves the P3DH assumption usidgis given: a challenge tupl® =
((p,G,Gr,e),(g, f), (g%, f%), (g%, f2), (g2 fa,g4), (g92%=f2 g?2)) andT whereT = To = (g% f%,g%)
orT =Ty = (g9f%,g®). B first computes

ot =(g,1), g™ =(g,f), > = (f,g7h),

(@)% = (g, 1%, ()% = (g7, 1%),

()12 (@)™ = (g% £2, (g7) 1), (gPH2) 2% (gf)% = (g2 1%, (g2) 7).
Intuitively, it setsa = logf. Next, it gives the tupleD’ = ((p,G,GT,e),gBlfl,gF’lZ,ng,(gBM)Cl, (gBlfl)CZ,
(gb1~2)°1, (gb1¢2)02, (gb1~1)°1°2°3) andT to A. ThenA outputs a guesg. B also outputs/. If the advantage of

A is g, then the advantage & is greater tham since the distribution of the challenge tuple4as equal to
the Assumption 4-3. O

5 Conversion 2: SW-dHVE

In this section, we convert the delegatable HVE scheme ofa8ti Waters[[22] to prime order bilinear
groups and prove its selective security under the DBDH ar@HP&ssumptions.

5.1 Construction

Let X be a finite set of attributes and let<®e two special symbol not iB. DefineZ,, = XU {? x}. The
symbol ? denotes a delegatable field, i.e., a field where @aiiged to fill in an arbitrary value and perform
delegation. The symbal denotes a wild-card field or “don’t care” field.

Setup@?,¢): It first generates the bilinear group of prime orderp of bit size®(A). It chooses random
valuesay,ap,a3 € Zp and sets basis vectors for bilinear product groupbias= (1,0,a1), by, =

(1,82,0), by = (ap, —1,a18 — a3), b3 = (a1,a3,—1). It also sets
Bii= 951’1, Bio= 951’2, By = 952, Bs = 953-

It selects random exponentsw;, Wy, {u, W}, a € Zp, 2,,2u1,2w2, {2, Zni }/_, € Zp and outputs
a secret key and a public key as

— SV — W, — YA — —u/ — —h Y/ —
XK= <Vk =B12Wk1 = 317127\’\4@2 =B13, {Uk.i =By, Hei = Bl:Z}i:]_? sz)a
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2 B . B B U _BY By W SWL B2u1 (¥ S0 522
PK = ( Bl717 Bl727 827 B37 VC = BL]_B;Va WC71 = 81.1182 ) WC72 = Bl’ZZBZ )

. U =7 o Sh 570y { _, _,
{UCJ = BilBé"’ ; Hei = BLlth }i:r Q= 9(5\1/.175172)01 >

GenToken(d, K, PK): It takes as input an attribute vectdr= (a,...,0;) € 5, and the secret ke§K.

1. LetSbe the set of indexes that are not delegatable fields andoariidifields in the vectod. It

first selects random exponemisra, {r3; }ics € Zp and random blinding valueg, y», Y3, {Va, }ies €
Zyp. Then it computes decryption components as

U S
Ki= 1.2Wk,11Wk.22 I_L(Uk,EHkJ) * B§17 K2 =V, 15)3/,27 Ks =V, 25)3/,37
le

{K4J = \7k7rs’i g)elf"i }ieS'

2. LetS; be the set of indexes that are delegatable fields. It seleotbom exponentss; j, s j,
{s3i}} € Zp and random blinding value§ys ju,Y1jn,¥2j,Y3,j, 14} } € Zp. Next, it com-
putes delegation components as

_ o AV T S . .
VieS: Liju=Ug"B3"", Lujh =W W3 I‘L(Ulgi Hici) =11 H, 5 B3,
le

T g Suiglel 7. g 2i¥si 7, .. g SiigYii
Loj=Vi "'B3", Laj =V "By, {Laji=V, "B} g ij)-

3. Finally, it outputs a token as
TKg = (K1> Kz, Ks, {Kaji}ies, {L1ju Lajns Loj, Laj, {E4.j.i}ie${j}}jes?)'

Delegate@’, TK3, PK): It takes as input an attribute vectdt= (0y,...,0y) € Zf,* and a tokerm K. With-
out loss of generality, we assume thitfixes only one delegatable field of. It is clear that we can

perform delegation on multiple fields if we have an algorittorperform delegation on one field.
Supposear’ fixes thek-th index ofo.

1. If the k-th index of @’ is set tox, that is, a wild-card field, then it can perform delegation by
simply removing the delegation components that correspoketh index.

2. Otherwise, that is, if thie-th index of g’ is set to some value iB, then it perform delegation as
follows:

(a) LetSbe the set of indexes that are not delegatable fields andcaiidlfields in the vector

o’. Note thatk € S. It selects random exponentsyi, Yo, s, {ya; tics € Zp and updates the
token as

K1 = Ka(LTi Lrin)BY, K = KoL), BY, Ky = Klg, By,
72/ _TH BY4k ¢/ 7. TH BYai
K4,k = L4’k’kBg ) {K4,i - K47| L4,k,iB3 }iES\{k}'

(b) LetS; be the set of indexes that are delegatable fields in the vettdrselects random ex-

ponents{ Ty, Y1 ju,Y1,jh,Y2.i,¥3.j> 1Y4,.i tiesu{j} } jes: € Zp and re-randomize the delegation
components of the token as

: . T/ _TH  BYLju T/ M 7Ok T T gYLlih
VieS: Lyju=L1juBs"" Lijn =Ly n(Lokybikn)"Bs™,
=/ _—»“ —»'[J- _’yZ.j =/ _—.\u —.\TJ- _"y3,j
2’1' — L2~]L2~]B3 3 L3,J — L3,JL3,JBS 9
T/ _TH gY4ii 7 T BY4ik T/ _TH 7T BY4i
Loy =La;iBs™" Laju=LauBs ™, {Laji = LajilajuBs" Yics -
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(c) Finally, it outputs a token as
TKg = (KL Ks, Ks, {Kiities, {Lhjn L0 Lo Lhj, {Ea.j.i}ieaJ{j}}jg&)'

Encrypt(X,M,PK): It takes as input an attribute vect®r= (xq,...,x/) € ¢, a messagdl ¢ M C Gr,
and the public keyPK. It first chooses a random expondnt Z, and random blinding values
2,2,23,{2; }le € Zp. Then it outputs a ciphertext as

prd (CO = QtM, él :\_/EB?, 62 :Wé’lgéz, 63 :W&zé?, {64’| = ( HC|)tBZ4I }l 1 >
Query(CT,TK3,PK): It takes as input a cipherte®T and a tokerT K of a vectorg. It first computes

. o RN N . -1
M «— Co . (e(Cl, Kl) . e(Cz, Kg) . E(Cg, K3) . QG(CM s K4.i )) .

le

If M ¢ M, it outputs L indicating that the predicaté; is not satisfied. Otherwise, it outpuks
indicating that the predicatg; is satisfied.

5.2 Correctness

If f5(X) = 1, then the following calculation shows th@uery(C
basis vectors such thatgP1, g%) = 1,e(gP2,g%) = 1, e(gP2, g

e(Cy,Ky) - e(Cp, Ky) - (C3, Ka) - I_Le(é4,i ,Kaj)
e

T,TKz,PK) = M by the orthogonality of

=e((Vo), éf.zwﬁwkrfz I_L(U Hei)'™) - eWE 1, Vi ™) - e(WE 5,V "2) - I_Le((ljé Hei)', V™)
e S
(BllvB 2)']1 e(g”, gH(@—))trai _9(3117312)
e

Otherwise, that is5(X) = 0, the probability ofQuery(CT, TKz,PK) #_L is negligible by limiting| M| to
less than G |Y4.

5.3 Security
Theorem 5.1. The above dHVE scheme is selectively secure under the DBDH and P3DH assumptions.

Proof. The proof of this theorem is easily obtained from the follogviive Lemmas 5]Z, 5.8, 3.4, 5.5 and
[5.6. Before presenting the five lemmas, we first introducddth@ving four assumptions. The HVE scheme
of Shi and Waters constructed in bilinear groups of compositlerN = p1p,ps, and its security was
proven under the DBDH, BSD, and C3DH assumptions [22]. Inmosite order bilinear groups, the C3DH
assumption imply thé-C3DH assumption that was introduced (in![22]. However, thiplication is not
valid in prime order bilinear groups since the basis vectorsiphertexts and tokens are different. Thus
the C3DH assumption for ciphertexts and the C3DH assumjdiotokens should be treated as differently.
These assumptions in composite order bilinear groups ameeded to the following Assumptions 5-1, 5-2,
5-3, and 5-4 using our conversion method. O
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Assumption 5-1Let ((p,G,GT,e),gBll,gBl,Z,gBZ,gBS) be the bilinear product group of basis vectB{§ =
(1,0,a1),b12 = (1,8,,0),b, = (ap,—1,a18, — &3),b3 = (a1, a3, —1). The Assumption 5-1 is stated as fol-
lows: given a challenge tuple

D= ((p.G.Gr.@), g™ g2 g% g%, (@)%, (¢4)%, ()%, (%)%, (¢*)%) andT,
decides whetheF = Ty = e(g,9)%%% or T = Ty = e(g,g)® with random choices of;, ¢, c3,d € L.

Assumption 5-2Let ((p,G,GT,e),gBl=1,gBL2,gBZ,gBB) be the bilinear product group of basis vectB{§ =
(1,0,a1),b12 = (1,8,0),b, = (ap,—1,a18, — &3),b3 = (a1, a3, —1). The Assumption 5-2 is stated as fol-
lows: given a challenge tuple

D= ((p.G.Gr.6), ¢*1,g", ¢ ¢™) andT,
decides whethef = Tp = e((gBl»l)Cl(QBZ)CS, (951,2)02(953)04) orT=T; = e((gBl,l)Cl, (gBl»Z)CZ) with random
choices ofcy, €2, C3,¢4 € Zp.

Assumption 5-3Let ((p,G,GT,e),gBl»l,gF’1~2,gF’2,gB3) be the bilinear product group of basis vectbrs =
(1,0,a1),b12 = (1,a,0),b, = (a2, — 1,18, — a3), bz = (a1,a3, —1). The Assumption 5-3 is stated as fol-
lows: given a challenge tuple

D= ((p.G.Gr.8), P2, g%2, g2 g™, (gP2), (o), (gP2)ac2 (g2, (gPrt) 2022 (g2)%) andlT,
decides whethef = Tp = (gBl»l)"3(gB2)23 orT=Ty = (951,1)d(952)23 with random choices af;,Cp,C3,d €
Zp, andzy, 2,73 € Zy,.

Assumption 5-4Let ((p,G,GT,e),gBLl,gBl,Z,QBZ,gBB) be the bilinear product group of basis vectB{§ =
(1,0,a1),b12 = (1,,,0),by = (ap,—1,a18» — &3),b3 = (a1, a3, —1). The Assumption 5-4 is stated as fol-
lows: given a challenge tuple

D= ((p7 G, GT,G), 951,17 951,27 9527 9537 (951,1)017 (951,1)027 (951,2)0102 (953)21’ (951,2)010203 (953)22) andT,

decides whethef = Tp = (951»2)%(953)23 orT=Ty = (9512)0'(953)23 with random choices aof;,Cp,C3,d €
Zp, andzy,2,,23 € Zp.
Lemma 5.2. The above dHVE scheme is selectively secure under the Assumptions 5-1, 5-2, 5-3, and 5-4.

Proof. The proof of this lemma is directly obtained from [22] sinbe Assumptions 5-1, 5-2, 5-3, and 5-4
in prime order bilinear groups are correspond to the DBDHDBG3DH (for ciphertexts), and C3DH (for
tokens) assumptions in composite order bilinear groups. O

Lemma 5.3. If the DBDH assumption holds, then the Assumption 5-1 also holds.

Proof. Suppose there exists an adversatythat breaks the Assumption 5-1 with a non-negligible ad-
vantage. An algorithn3 that solves the DBDH assumption usipgjis given: a challenge tupl® =
((p,G,Grt,€),9,0%,9%,9%) andT whereT = To=¢e(g,9)%1%% or T = Ty = &(g, 9)¢. Bfirst chooses random
valuesas,ap, a3 € Zp and sets

.

ot = (g.L.g%), P2 = (9.6%.1). o = (g*.g Lg% %), ¢ = (g*.g%.g7Y),
()% = (6,1, (g™)™), ()%= = (6,1, (g%)™), (P)* = (g%, 1),
(@)% = (@, (¢™)*.1), (@)% = (g%, (¢%)*.1).

13



Next, it gives the tupl®' = ((p,G,Gr,€), g%, g%2,g, (gP)%, (gP1)%, (gPr2), (gr2)%2, (gP1)%) andT
to A. ThenA outputs a guesg. B also outputs/. If the advantage aofd is €, then the advantage & is
greater tharg since the distribution of the challenge tupledas equal to the Assumption 5-1. O

Lemma 5.4. The Assumption 5-2 holds for all adversaries.

Proof. The equatiore (gP:+) (g2)%, (gP12)%(g)*) = e((g?), (g2)%2) holds by the orthogonality of
basis vectors such thafgP:1,g%) = 1,e(g?,g?2) = 1,e(g™,g>) = 1. Therefore, any adversary can not
break the Assumption 5-2. O
Lemma 5.5. If the P3DH assumption holds, then the Assumption 5-3 also holds.

Proof. Suppose there exists an adversatythat breaks the Assumption 5-3 with a non-negligible ad-
vantage. An algorithm3 that solves the P3DH assumption usidgis given: a challenge tupl® =
((D,G,GT,G), (g’ f)’ (g°1, fcl)’ (gcz’ fcz)’ (gC1C2 le,ng), (gC1C2C3 fzz’gzz)) andT = Ty — (Ty,laTy.Z) whereT =
To=(g=f%,g%) or T = Ty = (g¥f%,g®). B first chooses random valuas, az € Zp, and sets

P = (g.1.g%), P2 = (g.1.1), g% = (f.g7%, fag™), ¢ = (g*.g%.g ),
(9 D12\C1 ( cL fo 1), (gb12)c2 Cz  fe 1),
(g 1,1 Cch(gbZ)Zl (90102 f217 (921)*17 (gclcz le)al (921)*33)’
( 11)616253 (gf2)2 — (gRR% 22 (g72) T, (g2 72) % (g72) %),

= (Ty1, Ty2, (Ty2)* (Ty2) ™).
Intuitively, it setsa; = log f. Next, it gives the tupl® = ((p,G,Gr ), gPur, gz, g2, g, (gPro), (i),
(gPr1)aaCe (gP2) 2 (gPr1)aacels(g2)%) and T’ to A. Then.A outputs a guesy. B also outputsy. If the

advantage o4 is &, then the advantage & is greater tham since the distribution of the challenge tuple to
A is equal to the Assumption 5-3. O

)
)

Lemma 5.6. If the P3DH assumption holds, then the Assumption 5-4 also holds.
Proof. Suppose there exists an adversatythat breaks the Assumption 5-4 with a non-negligible ad-
vantage. An algorithmB that solves the P3DH assumption usidgis given: a challenge tupl® =
((p.G,Gr,e),(9, ), (9%, £), (g%, £2), (g2 f2,g7), (g"=={%2,¢%)) andT =T, = (Ty.1, Ty2) whereTo =
(g®=f=,g%) or T, = (g¥f%,g®). B first chooses random valuas, az € Zp, and sets
g™t = (9,1, f), g2 =(9,0™,1), g% = (g,9 1,g™), g = (f,f2g *,g7?),

()7 = (g,1,1%), (¢™1)%= = (g%, 1, %),

(g 12)0102(gb3)21 (gCICZ f21’ (gCICZ le)az (921)—&3’ (gzl)—l)’

(g 12)010203(gb3)22 (9010203 f227 (9010203 fzz)az (gzz)*as7 (gzz)*1)7

T = (Ty.b (Ty.l)a2 (Ty.z)_%> (Ty.z)_l)-
Intuitively, it setsay = log f,a; = ap, 85 = 18, — as Whereay, &, a; are elements of basis vectors for the
Assumption 5-4. Next, it gives the tupl¥ = ((p,G,Gr,e e), g1, P2, g% g%, (gPr1)a, (gP1)%, (gPr2)ace .

(gP)2, (gPr2)ec2ts (ghe)22) and T’ to .A. ThenA outputs a guesg. B also outputs/. If the advantage oft
is £, then the advantage &f is greater thar since the distribution of the challenge tupleAds equal to
the Assumption 5-4. O
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6 Conversion 3: LL-HVE

In this section, we convert the HVE scheme of Lee and Leké [d@fime order bilinear groups and prove
its selective security under the DBDH and P3DH assumptions.

6.1 Construction

Setup@?,¢): It generates the bilinear group of prime orderp of bit size ©(A). It chooses random
valuesay,ap,a3 € Zp and sets basis vectors for bilinear product groupbias= (1,0,a1), by, =
(l, az,O), 62 = (az, —laa— a3), 63 = (al,ag, —l). It also sets

Bii =™, Bio =92 By=g%, By=g™.

It selects random exponentswy,wh, {u/,h}_,,a € Zp, 2, Zw1,2Zw2, {Zuis Zni }_; € Zp and outputs
a secret key and a public key as

-, -y, —W, -y N A
s( = (Vk = B\£27V\4(71 = Bl7127V\4(72 - Bl722’ {Uk7| = BT|727 Hk7| = Bl:2}|:l’ g.2>7
— — — — — . . — W, = — W =
PK = ((Bry, Bio, By, Ba, Vo= BY, B, Vies = BIAES", Wez = B4E,
{UCJ = éilé?’iv Hei = Bl 1Bzm}| v Q= e(é\l/.bglz)a >
GenToken@, K, PK): It takes as input a vectd = (01,...,0;) € ¢ and the secret ke§K. Let She the

set of indexes that are not wild-card fields in the veciolt selects random exponemntsra,r3 € Zy
and random blinding values, y»,ys,ys € Zp. Next it outputs a token as

TKg = (Ko = BE MV rl(uka;H )7BY, Ko =V, "BE, Ks =V, “BY, Ky =V B} ).
IS
Encrypt(X,M,PK): It takes as input a vectot= (xq,...,x/) € X', a messag® € M, and the public key
PK. It first chooses a random exponént Z, and random blinding values, z,,zs,{z4;}{_; € Zp.
Then it outputs a ciphertext as

(co Q'M, G =V!B%, Co =W, B%, Cs =W,B2, {Cai = (O FAei)'B ) 1)
Query(CT,TK5,PK): It takes as input a cipherte®fT and a tokerT K5 of a vectorg. It first computes
[ -1
M « Co- (&(C1,K1) - e(Co,Ko) - e(Cs,Ra) 1164.,K4) .

If M ¢ M, it outputs L indicating that the predicat&; is not satisfied. Otherwise, it outpuld
indicating that the predicatg; is satisfied.
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6.2 Correctness

If f5(X) = 1, then the following calculation shows th@uery(C
basis vectors such thatgP1, g%) = 1,e(gP:2, g%) = 1, e(gP2, g

e(C1,K1) - &(Cp, K2) - €(Cs,K3) - I_LC4|,K4
= (\7;=#GZV_V|:11W|£22Q(UI<U:Hki)r3) (Wé.bvk fl)_e(V_\’/éZ’\_/’k—l’z)_e(ll(Uéini)t’\_/’k—fs)

le
(117512 e(g’, I_Lg (e~ tra_e(8117812)

T,TKz,PK) = M by the orthogonality of
)=

Otherwise, that if(X) = 0, the probability ofQuery(CT, TKz, PK) #_L is negligible by limiting| M| to
less than G |Y4.

6.3 Security

Theorem 6.1. The above HVE scheme is selectively secure under the DBDH and P3DH assumptions.

Proof. The proof of this theorem is easily obtained from the follogvifive Lemmag 6124, 6.3, 6.4, 6.5
and[6.6. Before presenting the five lemmas, we first introdbedollowing four assumptions. The HVE
scheme of Lee and Lee constructed in bilinear groups of ceitgporderN = p;p2ps, and its security
was proven under the DBDH, BSD, and C3DH assumptions [22tomposite order bilinear groups, the
C3DH assumption imply the C2DH assumption that was intredua [16]. However, this implication is
not valid in prime order bilinear groups since the basismector ciphertexts and tokens are different. Thus
the C3DH assumption for ciphertexts and the C2DH assumjdiotokens should be treated as differently.
These assumptions in composite order bilinear groups ameded to the following Assumptions 6-1, 6-2,
6-3, and 6-4 using our conversion method. O

Assumption 6-1Let ((p,G,GT,e),gBll,gBl,Z,gBZ,gBB) be the bilinear product group of basis vectB{§ =
(1,0,a1),b12 = (1,8,,0),b, = (@, —1,a18, — &3),bs = (a1, a3, —1). The Assumption 6-1 is stated as fol-
lows: given a challenge tuple

D= ((p.G.Cr.@), g g%2. g% g%, (@)%, (¢4)%, ()%, ()%, (¢%)%) andT,
decides whetheF = Ty = e(g,9)%%% or T = T; = e(g,g)® with random choices of;, ¢, c3,d € L.

Assumption 6-2Let ((p,G,GT,e),gBl»l,gF’1~2,gF’2,gB3) be the bilinear product group of basis vectbrs =
(1,0,a1),b12 = (1,8,,0),b, = (a2, — 1,18, — &3), b3 = (a1, a3, —1). The Assumption 6-2 is stated as fol-
lows: given a challenge tuple

= ((vavGTve)v 961'17961'279627953) andT7
decides whetheF = Ty = e((gP1)% (gP2), (gPr2)%(gPe)%) or T = Tp = e((gPr1), (gP2)%2) with random
choices ofty, ¢p,C3,C4 € Zp.

Assumption 6-3Let ((p,G,GT,e),gBLl,gBl,Z,QBZ,gBB) be the bilinear product group of basis vectB{§ =
(1,0,a1),b12 = (1,8,,0),b, = (ap,—1,a18, — &3),b3 = (a1, a3, —1). The Assumption 6-3 is stated as fol-
lows: given a challenge tuple

— ((p7 G, GT,G), 951,17 951,27 952’ 9537 (951,2)017 (gb1,2)02’ (gﬁl,l)clcz(gﬁz)zl7 (951,1)010203(952)22) andT,
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decides whethef = To = (gB1~1)‘"'3(gB2)23 orT=Ty = (gBl,l)d(gBZ)Za with random choices afy, ¢y, C3,d € Zp
andzy, 2,73 € Zy.

Assumption 6-4Let ((p,G,GT,e),gBl»1,951~2,952,gB3) be the bilinear product group of basis vectbrs =
(1,0,a1),b12 = (1,8,0),b, = (a2, —1,a1a8 — a3),bs = (a1,a3,—1). The Assumption 6-4 is stated as fol-
lows: given a challenge tuple

= ((p,G,Gr,e), g1, g2 g, g, (g%2)° (g2, (g2)%(gP)%) andT,

decides whethef = Tp = (9512)01"2(953)23 orT=Ty = (gBl»Z)d(gB3)23 with random choices df1,Cp,d € Zp
andzy, 2,23 € Zp.

Lemma 6.2. The above HVE scheme is selectively secure under the Assumptions 6-1, 6-2, 6-3, and 6-4.

Proof. The proof of this lemma is directly obtained from [16] siné® tAssumptions 6-1, 6-2, 6-3, and
6-4 in prime order bilinear groups are corresponds to the BBBSD, C3DH, and C2DH assumptions in
composite order bilinear groups. O

Lemma 6.3. If the DBDH assumption holds, then the Assumption 6-1 also holds.
Lemma 6.4. The Assumption 6-2 holds for all adversaries.
Lemma 6.5. If the P3DH assumption holds, then the Assumption 6-3 also holds.

The Assumptions 6-1, 6-2, and 6-3 are the same as the Asamafgil, 5-2, and 5-3. Thus we omits the
proofs of Lemmas 6.3, 6.4, 6.5.

Lemma 6.6. If the P3DH assumption holds, then the Assumption 6-4 also holds.

Proof. Suppose there exists an adversatythat breaks the Assumption 6-4 with a non-negligible ad-
vantage. An algorithm3 that solves the P3DH assumption usidgis given: a challenge tupl® =
((p,G,Gr.€),(g, ), (g%, £%), (g%, £%2), (g22f2,9%), (g% f2,0%)) and T = Ty= (TV.lvTV.Z) whereT =
To= (g% {2 gB3) or T = Ty = (g9 f®,g%). B first chooses random values, a; € Z, and sets

P =(g.11), g2 = (9.0 1), g% = (g%.g t.g%), ¢ = (f, =g = gP),

()5 (g%)" = (% £, (g 1) (¢7) . (¢") ),

(@2)%(g) = (g 12 (g 12)2(g) . (@) 7).

T = (Tv717(Tv71)a2(Tv72) (Tv2) 1)
Intuitively, it setsa) = log f,&, = ap,a; = ayap — ag andc; = €1C,C, = c3 Wherea),a,,a; are elements
of basis vectors for the Assumption 6-4. Next, it gives thelélD’ = ((p,G,Gr,e),g"1, g2, g%, g,
(gPr1)e(gP2), (g71)%(g™2)%) and T’ to A. ThenA outputs a guesg. B also outputs/. If the advantage

of A is g, then the advantage & is greater tham since the distribution of the challenge tupleAas equal
to the Assumption 6-4. O
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7 Conclusion

We converted the HVE scheme of Boneh and Waters, the deldgdd® E scheme of Shi and Waters, and the
efficient HVE scheme of Lee and Lee from composite order é&gimgroups to prime order bilinear groups.
Though we used our conversion method to HVE schemes thatl loasthe decisional C3DH assumption, it
would be possible to use our method to other scheme in cotepasier bilinear groups that based on the
decisional C3DH assumption.
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A Generic Group Model

In this section, we show that the P3DH assumption holds irgtmeric group model. The generic group
model introduced by Shoup [23] is a tool for analyzing gemaigorithms that work independently of the
group representation.

A.1 Master Theorem

We generalize the master theorem of Katz et al. [14] to usegodrder bilinear groups instead of composite
order bilinear groups and to use multiple groups elementsararget instead of just one element.

Let G,Gt be cyclic bilinear groups of ordgy wherep is a large prime. The bilinear map is defined
ase:. G xG — Gr. In the generic group model, a random group elementd&t is represented as a
random variablé®, R, respectively wher®,R; are chosen uniformly iiZ,. We say that a random variable
has degret if the maximum degree of any variabletisThen we can naturally define the dependence and
independence of random variables as in Definitiod A.1.

Definition A.1. LetP = {P,...,Ri}, To={To1,..., Tom}, Tt = {T11,..., Tym} be random variables over
G whereTp; # Ty forall 1 <i <m, and letR= {Ry,...,R/} be random variables ové . We say thafl,
is dependent oA if there exists constantw;}, {5} such that

gGin.i = iﬁiﬂ

whereaq; # 0 for at least oné. We say thafly, is independent oP if Ty, is not dependent oR.

Let S = {(i,]) | &To,,To,j) # e(T]_:i,T]_.j)} andS = {(i, ) | &To;,P;) # e(T1,P;)}. We say that
{e(TbJ,TbJ )}(i,j)ésl @] {e(TbJ , Pj )}(i,j)ész is dependent oRURU {e(TbJ,TbJ )}(i,j)%Sl @] {e(TbJ , Pj )}(i,j)§é82 if
there exist constanta j}, {af ;},{Bi;},{B;},{v.j},{} such that

> aij €T, o)+ > o eTiTo)+ > Bij-eMiP)+ > B e(Thi,P)
(.)€ (i NES (i,))e2 (i,))¢S

u u
=3 S ¥%i-eP.P)+ z 3 R.
T ]
wherea; ; # 0 for atleastongi, j) € S or 3 j # 0 for atleast onéi, j) € S,. We say tha{e(Tp,i, Tnj) } i j)es, U
{e(Th,i,Pj) }i.j)es, is independent oP URU {&(Tyj, Toj) }(i.j) ¢51U{e(Tb7i,Pj)}(i7j)¢Sz if {e(TbJ,TbJ)}(i’j)eSl
U{e(Tb,i,PJ)} (i,i)es IS not dependent oRU RU {e(Tb.,TbJ)}(i’wslu{e(Tb,i,Pj)}(i.j)@.
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Using the above dependence and independence of randorhlgarieve can obtain the following theo-
rem from the master theorem of Katz et al.|[14].

Theorem A.1l. Let P={P,....Ri}, To={To1,..-.Tom}, Tt ={T11,..., Tum} be random variables over
G where T # Ty for all 1 <i<m, and let R={Ry,...,R/} berandom variables over Gt. Consider the
following experiment in the generic group model:

An algorithmis given P = {P,...,R,} and R= {Ry,...,R,}. A random bit b is chosen, and
the adversary is given Ty = {Tp1,..., Tom}. The algorithm outputs a bit b/, and succeeds if
b’ = b. The algorithm's advantage is the absolute value of the difference between its success
probability and 1,/2.

LetS ={(i,]) | e(Toi, Toj) #e(Twi, Toj) } and S ={(i, j) | &(To,,P;) # €(T1;,P}) }. If Ty isindependent of P
forallbe {0,1}, and {&(Th;i, To,j) }(i,j)es UL(Thi, Pj) 1, Des isindependent of PURU {€(Th,i, To j) } i, j)¢s U
{e(Th,i, Pj) }S i)¢s, for al b e {0,1}, then any algorithm A issuing at most g instructions has an advantage
at most O(g<t/p).

Note that this theorem that is a slight modification of thakatz et al. [14] still holds in prime order
bilinear groups since the dependent equation of an adyecser be used to distinguish the targgtof
the assumption. Additionally, it still holds when the targensists of multiple group elements since the
adversary can only make a dependent equation in Defirifidn A.

A.2 Analysis of P3DH Assumption

To analyze the P3DH assumption in the generic group modebnkeneed to show the independence of
Ty, T1 random variables. Using the notation of previous sectiba,R3DH assumption can be written as
follows

P = {1,X,A XA B,XB,AB + XZ1,Z1,C + XZ5,Z5}, R= {1}
To= {ABC+X23, Z3}, T = {D—|—X23, Z3}.

TheT; has a random variabl@ that does not exist iR. Thus the independence ©f is easily obtained.
Therefore, we only need to consider the independendg. dfirst, Ty is independent o sinceTy contains
Z3 that does not exist if?. For the independence §&(Toj, Toj) } i jjes, YU {€(Toi, Pj) }(i.j)es,» We should
define two sets;,S,. We obtain thas; = {(1,1),(1,2),(2,1),(2,2)}. However,e(To;, To,j) containsz2
because o3 in Ty, andZ§ can not be obtained from the right part of the equation in DtefimA.1. Thus,
the constantsr; ; should be zero for alli, j). From this, we obtain the simple equations as follows

z Bi,j‘e(TbePj)"‘ z Bi/,J Tblapj ZZVJ Plapj "‘Zé R.
(.)eS (.)¢S

The setS; is defined ad((i, j) | Vi, j} because oD in T;. However,Z3 in Tp should be removed to
construct a dependent equation sidga&loes not exists iR, R. To removeZs from the left part of the above
simple equation, two random variablgsXY should be paired witfp; for someY € P. If Z3 is remove
in the left part of the above simple equation, then the left pas at least a degree 3 and it contahiBc.
To have a degree 3 in the right part of the above simple equad®+ XZ3,Z; should be used. However,
the right part of the above equation can not contalBC sinceC,XC do not exist inP. Therefore, the
independence 0l is obtained.
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