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Twisted Gabidulin Codes in the GPT Cryptosystem

Sven Puchinger, Julian Renner, Antonia Wachter-Zeh

Abstract—In this paper, we investigate twisted Gabidulin
codes in the GPT code-based public-key cryptosystem. We show
that Overbeck’s attack is not feasible for a subfamily of twisted
Gabidulin codes. The resulting key sizes are significantly lower
than in the original McEliece system and also slightly smaller
than in Loidreau’s unbroken GPT variant.

I. INTRODUCTION

A rank-metric code is a set of matrices whose distances
are measured by the rank of their difference. These codes,
as well as their most famous family, Gabidulin codes, were
independently introduced in [1]-[3]. Gabidulin codes are
maximum rank distance (MRD) codes, i.e., they fulfill the
rank-metric Singleton bound with equality.

Twisted Gabidulin codes were introduced by Sheekey in [4],
and are defined by adding an extra monomial to the evaluation
polynomials of a Gabidulin code and choosing its coefficient in
a suitable way such that the new codes remain MRD. A special
case of Sheekey’s twisted Gabidulin codes was independently
introduced in [5]. The idea of twisted Gabidulin codes was
adapted to the Hamming metric and generalized in [6], [7],
resulting in so-called twisted Reed—Solomon (RS) codes. The
methods developed for the latter codes were used to widely
generalize Sheekey’s construction in [8].

The Gabidulin—Paramonov—Tretjakov (GPT) cryptosys-
tem [9] is a modification of the McEliece code-based public-
key cryptosystem using rank-metric codes. Its motivation arises
from the fact that all known generic rank-metric decoders
[10]-[13] are exponential in the square of the code parameters,
which, compared to codes in Hamming metric, results in much
smaller key sizes for a given security level (in cases where
generic decoding is the most efficient attack). The original
GPT system was modified several times [14]-[20] due to
efficient attacks by Gibson [21], [22] and Overbeck [23]-[25].
However, most of these systems were broken by variants of
Overbeck’s attack, cf. [26]-[28]. The only variants that have
not been broken so far are the one by Loidreau [29], [30] and
the one by Berger et al. [31].

Recently, it was shown that a subfamily of twisted RS
codes resists several known structural attacks on the McEliece
cryptosystem based on RS-like codes [7]. In this paper, we
establish an analogous result in the rank metric. We prove
that certain twisted Gabidulin codes resist Overbeck’s attack
which provides key sizes that are smaller than comparable
code-based systems for the same security levels.

II. PRELIMINARIES

Let Fym and F, be finite fields, where Fym is an extension
field of ;. It is well-known that I is also an m-dimensional
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vector space over [F; and that elements of Fy= can be uniquely
represented in a fixed basis of Fgm over IF,. Hence, we can
represent a vector ¢ € Fgi, of length n as an m X n matrix
C € ;""" by expanding the entries of ¢ column-wise. The
rank rank(c) of a vector ¢ € F,m is defined by the rank of
its matrix representation.

A. Rank-Metric Codes
The rank metric is defined by

dr : Fgm xFgm — Ny, (x,y) — rank(x — y).

It can be shown that the rank metric is indeed a metric. A
linear rank-metric code of length n, dimension k£ and minimum
(rank) distance d over F,m, denoted by C or C[n, k|, is a k-
dimensional subspace of ]Ff;m, which fulfills
d=  nin dr(c1, c2).
c1#ca

The rank-metric Singleton bound states that the minimum
distance of such a code with n < m is upper-bounded by
d < n—k+1. If a code fulfills this upper bound with equality,
then it is called maximum rank distance (MRD) code.

B. Linearized Polynomials

Linearized polynomials were first studied in [32]. They are
polynomials of the form f = )", fiz?, where f; € Fym and
fi # 0 for finitely many i. For notational convenience, we
define [i] := ¢', so we write f = Y, f;zl!l. The g-degree of
f is defined by

deg, f = {max{i : fi #0},

if £ #0,

—00, if f=0.

The evaluation map f(-) : Fgm — Fgm, o = >, fiad'
is Fg4-linear. Using ordinary addition and composition of
polynomials as multiplication, linearized polynomials form
a (non-commutative) ring, which we denote by L;m.

C. Gabidulin Codes

Gabidulin codes are MRD codes that were independently
introduced in [1]-[3]. They are defined as follows.

Definition 1 (Gabidulin code [1]-[3]) Let «y,...,a, €
Fym be linearly independent over ¥y and k < mn. The
corresponding [n, k] Gabidulin code is defined by

Coun= {[F(ar). F(a2), .., flan)] : f € Lym, deg, £ < k.

D. Sum Operator

Definition 2 (¢-Sum) Let C[n, k] be a linear code over Fym
and i € Ng. Then, the (i**) q-sum of C is defined by

AiC)=C+cW 4 ... 4 cli.
It is well-known that a random code fulfills

dim A;(C) = min{n, ik}



with high probability and that a Gabidulin code satisfies
dim A;(C) = min{n, k + i}.

Hence, for k < n — i, a Gabidulin code has smaller ¢-sum
dimension than a random code with high probability. This
observation was used in [24], [25] to obtain a distinguisher
and an attack on the GPT cryptosystem.

We will also use the g-sum operator for matrices.

Definition 3 (¢-Sum) Let A € F;*" and i € No. Then, the
(i) q-sum of A is defined by

Al

If G is a generator matrix of a code C, then A;(G) is a
generator matrix of A;(C).

III. VARIANTS OF THE GPT CRYPTOSYSTEM AND
OVERBECK’S ATTACK

A. The GPT Crpytosystem and Its Variants

The GPT cryptosystem is an instantiation of the McEliece
cryptosystem with Gabidulin codes. In this paper, we study
the most general form of the GPT cryptosystem, cf. [33].

Key Generation: Let G be the k x n generator matrix of
an [n, k] Gabidulin code, S a random full-rank &k x k matrix
over Fym, X a random matrix of size k x A over Fym of rank
1 <s < Xand P arandom (n+A) x (n+ A) full-rank matrix
over IF,. Then, the public key of the GPT cryptosystem is
defined as:

Gpu = S[X|G|P M

and the integers n, A, k, t = | 25%|.

To ensure proper decoding, it is important that P lies in IF,.

However, this enables Overbeck’s attack (see the following
subsection). In [17], [19], variants for P were suggested where
P is in F ;. However, as shown in [27], in all of these variants,
the public key can be rewritten as

Gyuy = 87| X*|G*] P,

where P* is in Fy.
Encryption: To encode a plaintext m, choose randomly a
vector z € Fy, of rank ¢ and compute the ciphertext as

c=mGpy, + 2.

Decryption: Apply the decoding algorithm corresponding

to G to the last n symbols of cP ™. Clearly rank(zP 1) < t.

This decoder therefore provides m.S and by inverting S, the
secret message m can be recovered.

B. Overbeck’s Attack
Overbeck’s attack [24], [25] is based on two observations:
i) An [n, k] Gabidulin code has a parity-check matrix of

the form
ia% 71 Y2 e Tn
1) 1l 1 [
Y 71 Y2 e Tn
H= . = . . . .
n—.k—l n—.k—l n—.k—l n—.k—l
v ! " DA } g ]

where v € Fy. with linearly independent entries.

ii) There is an integer ¢ such that
dimA;(C) =n —1.

The idea is to recover a vector v by choosing a non-zero
vector in the dual code of A;(C).

In the following, we show that property (ii) is fulfilled for
the most general form of the GPT system, the one with a
public key as in (1).

The generator matrix of the code A;(Cpysp) is:

Gpub X|G

cll, x|l
Ai(Gpub) = : = : P

Gl x|l

where Pl = P since P € FS*" and S’ is a block diagonal

matrix with .S, S[l], cee St on the diagonal.
Since
X G
x 1l relty
rank < min{\,i}, and rank =k+1,

xli Gl

we have dim A;(Cpyp) < min{n, k+i+t}. Fori = n—k—t—
1, we get that rank A;(Gpy,) = n—1 and there exists a vector
v = (0|v’) such that A;(Gpup)-v7 = 0 and Overbeck’s attack
can be applied by simply using a polynomial-time decoder on
the public code.

IV. TWISTED GABIDULIN CODES

A. Definition

Definition 4 (Twisted Gabidulin Code, [8]) Letr n,k,{ €
N with k <n and ¢ < n — k. Choose a
« hook vector! h € {0,...,k— 1} and a
o twist vector t € {1,...,n — k}* with distinct t;, and let
e n € (Fgn \ {0})"
The set of [k, t, h,n]-twisted linearized polynomials over Fym
is defined by

k—1 ¢
k ; iy
Peng = F = fia+> nifo, 2t 4051 f € Fom
i=0 j=1
Let ay,...,an € Fgm be linearly independent over F, and
write o = [aq,...,a,]. The [a,t, h,n]|-twisted Gabidulin

code of length n and dimension k is given by

Catnln K = { [F(ar), flao),.., flon)] = fePiE, b

B. Generator Matrix of a Twisted Gabiulin Code
A generator matrix of a twisted Gabidulin code with hy <

hy < --- < hy is given by:

IFor didactic reasons, this definition slightly differs from the one in [8],
i.e., is a special case.



«
all

alhi=1]

ali] 4y alh=1+]
a[hl""l]

GrGab =

o [h.e —1]

a[hf] + nea[k’_l‘i‘tf]
a[h2+1]

a[k_l]

Example 1 The following matrix is a example for the genera-
tor matrix of an [n, k] = [27,10] twisted Gabidulin code with
t =1[6,12], h = [5, 6], see also the illustration in Figure I:

GrGab = | 5]

Fig. 1. Tllustration of the generator matrix in Example 1.

C. MRD Twisted Gabidulin Codes

It was shown in [8] that if the n; and the evaluation points
«; are chosen in a proper way, the twisted Gabidulin code
Covt.h.nM: k] is MRD.

Theorem 2 (Twisted Gabidulin are MRD, [8, Thm 1])
Let sg,...,s¢ € N be such that

FgCFgo CFyer -0 CFgoe =Fym

is a chain of subfields. Choose k < n < sg and h,t,n,a as
in Definition 4 with the additional requirements

iy ..., 0y €Fyso, and

T]iEIFqu' \]Fqsifl Vi=1,...,/L

Then, Cy, 4 p, 1 k] is MRD.

Remark 3 We can choose s; = 2-s;_1 in Theorem 2. In this
way, we obtain
m = QZSO > 2ln,

This means that when n = sq, the memory required to store
a generator matrix of a twisted Gabidulin code with { twists
is 2¢ times larger than the one of a Gabidulin code with the
same parameters [n, k.

D. Decoding

Finding an efficient decoding algorithm for twisted
Gabidulin codes is an open problem and research in progress.
For the original twisted Gabidulin codes by Sheekey [4], an
efficient decoding algorithm was found in [34], [35]. Although
a generalization to the twisted codes in [8] does not appear
to be straightforward, it seems likely that an efficient decoder
will be found soon.

V. TWISTED GABIDULIN CODES WITH LARGE
q-SUM DIMENSION

In this section, we show that twisted Gabidulin codes can
have larger g-sum dimension than a Gabidulin code of the
same dimension would have.

Theorem 4 (Large ¢-Sum Dimension) Let n,k,t,h,n, o
be chosen as in Definition 4 such that
A =2t €N, 2)
=0+ 1)(A+1), Vi=1,...,¢, 3)
O<hi<hy<...hy<k-1 st
\hig1 — hi| > 1, Vi=1,....0—1. (4

For all 1 € N, we then have
dim Ay (Cy ¢ 1 1, K]) = min{k — 1+ (i + 1)(£ + 1), n}.
Proof: Let C :=C [n, k]. We first prove that

a0

ol

at,h,n

alkl
alk—1+t1]
alk+t]
olk—1+t2]
alk+tz]

GAl(C) =

a[k—.l—‘rtg]
alktted

is a generator matrix of the code A4 (C). The proof is illustrated
in Figure 2.

LITTTITTTTITT] (1] L[]
Fig. 2. Tllustration of the first part of Theorem 4’s proof.
By Condition (4), for any i = 1,...,/, the vectors a1
and a1 are in C, so
(ahifl)[l] — ahi’ (ah7_+1)[1] — ahi+2
are in C[!. Hence, for any o/ with j = 0,...,k, o is in the

code C (if we have j # h; for all 4) or in ct (if, e.g.,j=h;
for some 7).
Any alF=1*t] is in A;(C) since
b1+t — n;l(ma[k’—l-&-ti] i a[m]) — ot ol
cC €A (C)




and similarly, we have

alkrtil — (m_—l)[—l] (ma[k—u-t,;] 4 a[h,;})[l]_(n_—l)[—ll

; a[h,]

~—~

ecl

Since the !’ are linearly independent for 0 < i < n
and there are no other possible powers of a achievable by
linear combinations of elements in C and C!, the rows of the
generator matrix G'x, (¢ are a basis of A;(C). As the matrix
has k+1+20 =k —1+2({ + 1) rows.

By the choice of the t;, the “power gaps” between o
and alf=17t1] as well as between alf il and qlF—1+ti+1]
for any i = 1,...,¢ — 1, and between aF+%] and !, are
exactly A — 1.

If we iteratively increase the g-power of A;(C) to A;41(C),
the new basis elements are

K]

a[k+i]7 a[k+t1+i]’ a[k—o—tg—&-i]’ . a[k+t[+i},

which are ¢ + 1 many. This process can be repeated until we
have ¢ = A, in which case the code A;(C) already contains

all ol alll) ... «al” 1 and has dimension n.
This implies the claim. The iteration is illustrated in Figure 3.
|
1 =1:
(T T TTTTITTT] (1] L]
+
I A A T L[]
[(TTTTTTTITTIT] [T T] [T T]
i=4=A-1:
HEEEEEEEEEEEEEREEEEEREEEEE
+

Fig. 3. Illustration of the inductive argument in the second half of Theorem 4’s
proof.

VI. OVERBECK’S ATTACK ON TWISTED

GABIDULIN CODES

We consider the code family in Theorem 4 and show that
it is resistant against Overbeck’s attack by considering its two
underlying key ideas (Properties i) and i) in Section III-B).

A. Property i)

Theorem 5 Let C be a code defined as in Theorem 4 and let
C; == A;(C) be its it" g-sum. If C; # Fym, then C; does not
have a generator matrix of the form

~
A

')/[jfl]
where v € Fiin with linearly independent entries and j < n.

Proof: The g-sums of the codes C in Theorem 4 increase
by ¢+ 1 when increasing 4. If any of the ¢g-sums C; := A;(C)
had a parity check matrix of the above form, then, by the same
arguments as in [2], C; would have a generator matrix of the

€ Al(C)

T T
form [BT,,BM ..., B ]T for some B € Fym with
linearly independent entries. This would, however, imply that

“ the first ¢-sum A;(C;) of C; would have dimension

dim A4 (Cl) = dimCiJrl =dimC; + 1,
contradicting the fact that the g-sum increases by /+ 1. H

B. Property ii)

Theorem 6 Let C be a code defined as in Theorem 4 and let
C; == A;(C) be its i*" q-sum. Then, we have C; = Fym or

dimC; <n— (£+1).

Proof: This statement follows directly from the dimen-
sion of C;, which is given in Theorem 4. [ |

C. An Exponential-Time Attack

By construction, any g-sum (that is not equal to F¢..) of a
code C as in Theorem 4 is a subset of a large Gabidulin code
D, which is defined as follows:

C;:=A(C) C (o, ... a2y = D.
Since any non-zero vector -~y in the dual code of D gives a
parity check matrix from which the evaluation points a can
be recovered, such an ~ can be found by first determining the
g-sum C; of C of dimension n — (¢ + 1) and then searching
its dual code C;-. Due to |Ci*| = (¢™)**, such an attack has
work factor

(q’m)l—i-l
qm — 1

WExpfAtt = ~ CIMZ- (5)
Hence, we must choose m and ¢ large enough in order to

prevent this attack to be efficient.

VII. EXAMPLE PARAMETERS

In this Section, the security level, the rate and the keysize
of the GPT cryptosystem based on twisted Gabidulin codes
is compared with McEliece’s cryptosystem based on Goppa
codes using list decoding [36], Loidreau’s new rank-metric
code-based encryption scheme [29], [30] and the QC-MDPC
cryptosystem [37].

The considered attacks on the new GPT variant based on
twisted Gabidulin codes are the syndrome decoding attacks in
[11], [13], Gibson’s attack [21], [22], and the exponential-time
attack described in Section VI-C, cf. (5).

Table I gives parameters for expected work factors of around
280 2130 and 2260, The security level of the GPT system
which is based on twisted Gabidulin codes is determined by
the smallest work factor which is given by the decoding attack
in [11] for all three cases. We observe that for all work factors
McEliece has the highest rate followed by Loidreau, Twisted
GPT and QC-MDPC. The results show further that although
the keysizes of Twisted GPT and Loidreau are larger than
the keysizes of QC-MDPC, they require much smaller key
sizes compared to McEliece. Since the QC-MDPC scheme
gives no guarantee that the cipher can be decrypted, the GPT
cryptosystem based on twisted Gabidulin codes should be
considered as an alternative of McEliece, Loidreau and QC-
MDPC.



TABLE I
COMPARISON OF MCELIECE, LOIDREAU, TWISTED GPT AND QC-MDPC

Method lg] kK | n | m [ L] X]s]|t]| 7 |t | N || Securitylevel | Rate | Key size
McEliece 2 1436 1876 11 41 80.04 0.77 78.98 KB
Loidreau 2 32 50 50 3 3 80.93 0.64 3.60 KB
Twisted GPT | 2 18 26 104 | 2 6 1 83.10 0.56 3.28 KB
QC-MDPC 2 4801 9602 80.00 0.50 0.60 KB
McEliece 2 2482 3262 12 66 128.02 0.76 242.00 KB
Loidreau 2 40 64 96 4 3 139.75 0.63 11.52 KB
Twisted GPT | 2 21 33 132 | 2 8 1 138.89 0.51 6.93 KB
QC-MDPC 2 9857 19714 128.00 0.50 1.23 KB
McEliece 2 5318 7008 13 133 257.47 0.76 1123.43 KB
Loidreau 2 80 120 128 4 5 261.00 0.67 51.20 KB
Twisted GPT | 2 32 48 192 | 2 12 | 2 262.75 0.53 21.50 KB
QC-MDPC 2 | 32771 65542 256.00 0.50 4.10 KB
VIII. CONCLUSION

We have shown that a subfamily of twisted Gabidulin resists
the Overbeck attack and could therefore be considered for the
use in the GPT cryptosystem. The resulting example key sizes
improve upon the original McEliece and the Loidreau’s rank-
metric cryptosystem.

A drawback of the codes remains that for a small number
of twists ¢, their g-sum dimension is rather low compared
to random codes of the same dimension (though larger than
the one of a Gabidulin code). This gives a distinguisher and
potentially results in a weakness of the system. However,
we are not aware of an explicit attack that can utilize this
distinguisher. Further research must be conducted in order to
investigate this issue.
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