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Abstract. The intense research activity on Twin-Field (TF) quantum key distribution (QKD) is
motivated by the fact that two users can establish a secret key by relying on single-photon interference
in an untrusted node. Thanks to this feature, variants of the protocol have been proven to beat the
point-to-point private capacity of a lossy quantum channel. Here we generalize the main idea of the
TF-QKD protocol introduced by Curty et al. to the multipartite scenario, by devising a conference key
agreement (CKA) where the users simultaneously distill a secret conference key through single-photon
interference. The new CKA is better suited to high-loss scenarios than previous multipartite QKD
schemes and it employs for the first time a W-class state as its entanglement resource. We prove the
protocol’s security in the finite-key regime and under general attacks. We also compare its performance
with the iterative use of bipartite QKD protocols and show that our truly multipartite scheme can be
advantageous, depending on the loss and on the state preparation.

The most mature and developed application of quantum communication [1,2] is certainly quantum
key distribution (QKD) [3-8]. The majority of the QKD protocols proposed so far involve just two
end-users, Alice and Bob, who want to establish a secret shared key. Nowadays there is a vibrant
research towards protocols which are proven to be secure in the most adversarial situation possible
(i.e. reducing the assumption on the devices) [9-14], but at the same time are also implementable with
today’s technology [15-18]. In this context, a protocol which recently received great attention is the
Twin-Field (TF) QKD protocol originally proposed by Lucamarini et al. [19], further developed to prove
its security [20-27] and experimentally implemented [28-31]. Indeed, the TF-QKD protocol relies only on
single-photon interference occurring in an untrusted node, making it a measurement-device-independent
(MDI) QKD protocol capable of overcoming the repeaterless bounds [32, 33].

In a scenario where several users are required to share a common secret key, one can for instance perform
bipartite QKD protocols between pairs of users and then use the secret keys established in this way to
encode the final common secret key. Alternatively, one can perform a truly multipartite QKD scheme
—also known as conference key agreement (CKA)— whose purpose is to deliver the same secret key to all
the parties involved in the protocol [34-38]. In order to accomplish such a task, a resource which seems
necessary is the multipartite Greenberger-Horne-Zeilinger (GHZ) state [34-37] or a multipartite private
state —a “twisted” version of the GHZ state [39,40].

In this work we introduce a CKA which exploits for the first time the multipartite entanglement of a
W-class state [41], in order to deliver the same secret key to all users. Despite having a number of
users involved, the scheme relies on single-photon interference in an untrusted node and it is inspired by
the bipartite TF-QKD protocol by Curty et al. [24]. We prove the security of our CKA in the finite-
key scenario, allowing Eve to perform the most general attacks (coherent attacks) on the transmitted
signals. We compare the performance of our genuinely multipartite QKD scheme with the iterative use
of bipartite QKD protocols, both in the asymptotic regime and in the finite-key regime. In doing so, we
show that performing a truly multipartite scheme can yield a higher secret key rate, depending on the
loss and on the state preparation.

The paper is structured as follows. In Sec. 1 we present the CKA based on single-photon interference,
while in Sec. 2 we discuss the establishment of a secret conference key where the entanglement resource
is a W state. In Sec. 3 we prove the CKA security in the finite-key scenario (the detailed proof is given in
Appendix A). In Sec. 4 we provide simulations of the protocol’s secret key rate and compare them with
the repeated use of bipartite schemes (further comparisons in Appendix C). We present our conclusions
in Sec. 5. In Appendix B we report in detail the calculations of the relevant parameters for an honest
implementation of the protocol.
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Fig. 1: The CKA based on single-photon interference in the untrusted central node and on trusted measurements
performed on each party's (Alice;) qubit.

As anticipated in the introduction, our CKA scheme is an extension of the original bipartite TF-QKD
protocol [24, Protocol 1] to a scenario with N users who want to establish a secret conference key. The
parties distill the secret key by sending optical pulses to an untrusted node and by performing suitable
measurements on a qubit they hold. In order to keep the notation symmetric, the N parties involved in
the multipartite QKD protocol are named: Alice;, Alices, ..., Alicey. The protocol is composed of L
rounds, each round is characterized by the following seven steps (see figure 1):

(i) Every party (Alice;) prepares an optical pulse a; in an entangled state with a qubit A;, given by:

D) 4,0, = VA0) 4,100, + V1 —ql1) 4, 11),, Vie{l,2,...,N}, (1.1)
where 0 < ¢ <1, |0), is the vacuum state, |1),. is the single-photon state, and {|0) , ,[1) 4 } is the
computational bablb of qubit A;.

(ii) Every party sends her optical pulse a; to the untrusted node via optical channels characterized by
transmittance ¢, in a synchronized manner.

(iii) The central node applies a Bell-multiport beam splitter [42-47] with M input and output portsi to
the incoming pulses and features a threshold detector D; at each output port (i = 1,...,M). The
action of the multiport beam splitter is defined by the unitary transformation given in figure 1.

(iv) The central node announces the measurement outcome k; for every detector D;, with k; = 0 and
k; = 1 corresponding to a no-click and a click event, respectively. The round gets discarded if
Zﬁ1 k; # 1, i.e. whenever single-photon interference did not occur in the central node. The
probability that only detector D; clicked is p;.

(v) According to a preshared secret key of L - h(ppg) bits§, the round is classified as a parameter-
estimation (PE) round with probability ppg or as a key-generation (KG) round with probability
1 — ppr. There are on average m = Mp;Lppr PE rounds that do not get discarded.

(a) In case of a PE round, every party measures her qubit in the Z-basis and then announces the
measurement outcome to compute the frequency: Q% = (1 + (Z®V) /2.

1 We assume that there are at least as many input ports of the beam splitter as parties taking part to the protocol, i.e.

M > N.

§ Where h(z) = —zlogyz — (1 — z) logy (1 — z) is the binary entropy function.
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(b) In case of a KG round, conditioned on detector D; clicking, Alice; measures her qubit in the basis
of the operator Oxy (¢;) = cos; X + sin ;Y (where X and Y are the Pauli operators), with
¢; = arg(U;;) (U;; is given in figure 1). The parties announce m randomly chosen measurement
results in order to estimate the quantum bit error rate (QBER) by computing the frequency:
Q% 4, = (1 = (Oxv(p1)Oxy(¥i)),,)/2, i-e. the frequency of discordant outcomes.

(vi) The secret key shared by the N users is extracted from the remaining n = Mp;L — 2m raw key bits
of the KG rounds.

(vii) The parties perform classical post-processing and correct their errors to match Alice;’s raw key.

Remarks. Note that the quantity )7} is the frequency of the outcome +1 when the parties measure the
operator Z®V. By making an analogy with the bipartite scenario, one can view Q% as an estimation of
the phase-error rate between Alice; and the other N — 1 parties (when the phase-error rate is defined as
in [24]).

Since the Bell-multiport beam splitter redirects each incoming photon with equal probability to each
potential output port, the probability of having a click in only one specific detector is the same for all
detectors, i.e. p; reads the same for j = 1,..., M. For this reason, the total probability of having exactly
one click in any detector is given by Mp;.

In an honest implementation of the protocol, where the parties’ state preparation and the operations of
the central node are carried out as described above, the state of the qubits Aj,..., Ay from which
the parties distill a secret key is approximately a W-class state of N qubits [41], as we show in
Sec. 2. Therefore, the protocol here introduced represents an alternative to other multipartite QKD
protocols [34-37] where the entanglement resource used to generate the key is, instead, a noisy version of
the GHZ state of N qubits. Moreover, the W-class state used by the CKA is an entangled state which is
post-selected after the interference of one single photon at the multiport beam splitter. Thus the resulting
key rate scales linearly with the transmittance ¢ of one of the quantum channels linking the parties to
the central node. This is in contrast to the other mentioned multipartite QKD protocols [34-37], where
the distribution of an N-qubit GHZ state (e.g. encoded in orthogonal polarizations of a photon) would
lead to a key rate which scales with ¢V (with ¢ being the transmittance of the link between one party
and the node distributing the GHZ state). This makes our CKA much more suited to high-loss scenarios
than previously proposed multipartite QKD protocols.

2. Multipartite QKD with a I state

As mentioned at the end of Sec. 1, the entanglement resource exploited to distill the secret key is a noisy
W-class state of N qubits [41], which is post-selected after single-photon interference occurred in the
central node. In fact, the optimization of the CKA key rate (Sec. 4) over the parameter ¢ weighting
the initial superposition of the qubit-photon state always yields values of ¢ close to 1. This means that
the quantum signal sent by the parties is strongly unbalanced towards the vacuum. Thus the events in
which one of the detectors clicks are mainly caused by the arrival and detection of one photon. However,
because of the balanced superposition generated by the multiport beam splitter, the detected photon
could be sent by any party with equal probability. Since the photon is initially entangled to the qubit
in state |1), the qubits’ state conditioned on the detection is a coherent superposition of states in which
one qubit is in state |1) and all the others are in state |0), that is the mentioned W-class state. A secret
conference key can then be extracted by proper measurements performed on such a state.

Let’s start by considering the simplistic scenario in which the parties share the N-partite W state:

1
VN

It has been proven [34] that the parties cannot extract perfectly correlated outcomes in any set of local
measurement bases (for N > 3). Indeed, the only N-qubit state achieving that and yielding uniformly
distributed random measurement outcomes is the GHZ state. Nevertheless, the N-partite W state can
still be used to extract a secret conference key. The key bits are given by the outcomes of the X-basis
measurements performed by the N parties on their respective qubit. The expected QBER between any
two parties is given by 1/2—1/N, which amounts to subtracting the fraction h(1/2—1/N) from the secret
key rate due to error correction (h(z) is the binary entropy). On the other hand, the eavesdropper’s
knowledge about the key can be estimated via the phase-error rate Q7 (as defined in Sec. 1, more details

W)y [100...01) +[00...10) + ... +]10...00)] . (2.1)
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in Appendix A), which turns out to be zero on the W state. This is crucial for having a non-zero key
rate even when the number of parties is large. The resulting asymptotic key rate, when the parties share
an N-partite W state, is given by 1 — h(1/2 — 1/N).

Our CKA is constructed following the same philosophy. The only difference is that the conditional state
shared by the parties after the detector’s click is not exactly the W state given by (2.1), but rather a
noisy W-class state (the full expression is given in Appendix B). Indeed, the multiport beam splitter
introduces complex phases in the balanced superposition of states shared by the parties, that depend on
which detector clicked. For this reason, we require the parties to adjust their KG measurements in the
X, Y plane in order to remove such phases and obtain the same QBER they would observe by measuring
in the X-basis had they shared the standard W state (2.1). However, the adjusted KG measurements do
not commute with the operations performed in the untrusted node and prevent the CKA to be recast as an
MDI prepare-and-measure scheme, opposed to its bipartite version [24]. Consequently, the multipartite
scheme presented here is more challenging to implement than its bipartite counterpart. Nonetheless,
the operations that the parties are required to perform seem to be within technological reach [48,49].
In particular, the qubit system could be realized by a nitrogen-vacancy electron spin, whose coherence
time has recently reached the order of seconds [50]. The entanglement between the electron spin and the
photon’s Fock state would then be generated via selective optical pulses and coherent rotations [48].

3. Finite-key analysis

The protocol presented in Sec. 1 can be effectively regarded as an N-partite QKD protocol solely
characterized by the unknown quantum state p%ﬁj_ 4> Which is the global state of the parties’ qubits
in all the rounds that were not discarded||. In this way we allow the eavesdropper, who is in total
control of the untrusted node, to perform any kind of operation (coherent attacks) on the whole set
of signals sent by the parties in the different rounds. As described above, in each round the parties
perform trusted measurements on the state p%ﬁj._ 4, according to the preshared key they hold. The
security of such a multipartite QKD protocol can be proven thanks to the finite-key analysis developed
in [36]. In particular, since Alice; (who holds the key to which all the other parties correct their raw
key) measures her qubit only in the two mutually unbiased bases Z and X, the protocol’s security proof
follows analogous lines to the one of the N-BB84 protocol presented in [36]. The detailed proof of the
CKA security is given in Appendix A.

Theorem 1 The CKA in Sec. 1, with the optimal 1-way error-correction protocol (which is exc-fully
secure and 2(N — 1)epg -robust) and where the secret key generated by two-universal hashing has length

2(N —1
(N = [ B (@ + 50 m, QY 22)) — mach (QU, 4, +1(n,m, Qg,52)) | — oy 2
7 EC
1-2(N -1
~ 91og, L= Jern (3.1)
2epa

1S Etot -Secure with iy = 26pg + €rc + €pa, where epg is defined as:

epE = V(N —1)e, + ¢, (3.2)

and y(n,m, A, €) is the positive root of the following equation:

In (”(Am ‘;33: mA’") +1In ((” * ”;3((11 B ﬁ::)) N m) —ln (” ;m> tlne.  (3.3)

We remark that the length L-h(ppg) of the preshared key must be subtracted from the secret key length
in order to have the net amount of fresh secret key bits. We also remark that our leakage estimation
considers the worst-case QBER affecting the parties’ raw keys, which is (with high probability) not larger
than the QBER observed in appositely designated KG rounds with the appropriate statistical correction.
This is in contrast to several other finite-key analyses [51-54], where either the QBER is assumed to be
known a priori or its estimation does not account for statistical fluctuations.

In the asymptotic regime (L — 00), the finite-size effects are not present and the secret key rate (r = ¢/L)
reads:

r(N) = Mp; |1-Nh(Qz) max h(Qaya,)| (3.4)

ie{l,...,

where Q7 and Q) 4, 4, are the probabilities correspondent to the frequencies defined in Sec. 1.

|| On average, the number of rounds that are not discarded by the CKA is Mp;L.
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4. Simulations

In this Section we provide plots of the secret key rate -number of secret key bits per round— achieved by
the CKA both with finite-key effects (3.1) and in the asymptotic regime (3.4), as a function of the loss
in one of the channels linking a party to the central node, measured in dB (—101log;, t). We assume that
the protocol is honestly implemented as described in Sec. 1 and we account for a dark count probability
of pg = 1079 in every detector (which can be attained with superconducting nanowire single photon
detectors [29]) and for a polarization and a phase misalignment between Alice; and each other party
of 2%. The relevant error rates and probabilities for this configuration are given in Appendix B. The
plots are optimized over the parameter g of the initial superposition between the two qubit-photon states,
unless otherwise stated. The finite-key plots are further optimized over the probability ppg of performing
a PE round and over the security parameters ¢,,¢,,egc and epy, constrained by a fixed total security
parameter of e = 1078,
In order to assess the performance of our CKA with an untrusted node, we consider the situation in which
the central node is removed and the IV parties are linked by a star network, where the transmittance
of the link between any two parties is t2. For this configuration, we consider the conference key rate
generated by the following strategy and compare it to our CKA key rate. One selected party performs
the best possible bipartite QKD scheme with every other party in the network, i.e. N —1 times. Because
of the network symmetry, every bipartite secret key has the same length and its asymptotic rate is upper
bounded by the Pirandola-Laurenza-Ottaviani-Banchi (PLOB) bound [33] given by: — log,(1—?). Then,
the selected party encodes the final conference key by using the keys she/he established singularly with
each other party. Hence, the conference key length is equal to the bipartite keys’ lengths, but the total
number of roundsY needed to establish the conference key is given by the number of rounds performed
by a pair of parties, multiplied by the number of bipartite schemes (N — 1). Thus the conference key
rate achieved by this strategy is upper bounded by:
2

Faivect (N) = % . (4.1)
We will refer to (4.1) as the direct-transmission bound, even though we emphasize that it only upper
bounds the achievable conference key rate when the strategy we just described is employed. Indeed, we
do not claim that this strategy yields the highest possible conference key rate for the considered network
configuration. In this Section we show that our CKA provides an advantage, in terms of performance,
with respect to the above strategy (4.1).

4.1. Asymptotic regime

In figure 2 we plot the asymptotic key rate of the CKA (Eq. 3.4, solid and dotted lines) as a function of
the loss in one of the quantum channels, for different number parties establishing the secret conference
key. In particular, the solid lines are obtained by fixing M = N, i.e. the number of input (output) ports
of the beam splitter is given by the number of parties taking part to the protocol. The dotted lines
are instead obtained by fixing the number of ports to M = 10. Finally, the dashed lines represent the
direct-transmission bound (4.1) for the correspondent number of parties.

We observe that the CKA key rate can surpass the direct-transmission bound for sufficiently high losses.
This is expected since the CKA key rate basically scales linearly with the transmittance ¢ of the quantum
channel linking one party to the central node, while the direct-transmission rate scales linearly with the
transmittance (#2) of the whole channel linking two parties [33]. We note, however, that the performance
advantage of the CKA with respect to the direct-transmission bound decreases for increasing number
of parties. This is due to the fact that an increase of the number of parties is more detrimental for
the CKA rate, as it severely affects the QBER, than for the direct-transmission bound, where it simply
increases the total number of rounds dividing the key length. Moreover, the presence of dark counts
in the detectors prevents the CKA from outperforming the direct-transmission bound if the number of
parties is too large (see the N = 9 case in figure 2). As a matter of fact, for increasing number of parties
the key rate optimization yields a lower probability of having a single click in one of the detectors, thus
increasing the relative effect of dark counts.

From figure 2 we also deduce that performing the CKA with a higher number of ports in the beam

€ By round we mean a set of steps of a given QKD protocol which contains only one transmission of quantum signals
(more parties at the same time can transmit a quantum signal).
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Fig. 2: The CKA key rate (Eq. 3.4, solid and dotted lines) and the direct-transmission bound (Eq. 4.1, dashed lines),
as a function of the loss in the channel linking one party to the central node, for different number of parties
N =2,3,5and 9 (black, blue, red and green; top to bottom). The CKA key rate overcomes the correspondent
direct-transmission bound for increasing losses, as the number of parties increases. For instance, the CKA
performed by 5 parties becomes advantageous at distances larger than 150 km (assuming a fiber attenuation
of @ = 0.2 dB/km). We also observe that having more ports in the beam splitter than parties involved in
the protocol is advantageous at low losses (dotted lines are above the solid lines) but disadvantageous at high
losses, where more ports imply a higher chance of having a dark count.

splitter (dotted lines, where M = 10) is advantageous at low losses and disadvantageous at high losses.
The advantage of having more output ports is that the probability that two photons arrive at the same
detector diminishes (this is an error source in our CKA). However, these errors could only occur if there
is a non-negligible probability that two photons arrive at the central node, i.e. when the losses are low.
At the same time, the presence of more output ports —and thus detectors— increases the chances of a
dark count. And the negative effect of dark counts on the performance becomes tangible when their
probability is comparable to the probability of having a click in a detector, i.e. at high losses.

Another relevant scenario for assessing the CKA performance in comparison to the iteration of bipartite
protocols could be the following. The parties are given the same CKA experimental setup but they
are now allowed to use it in pairs (or larger subgroups) in consecutive runs, effectively performing the
original TF-QKD protocol [24, Protocol 1] between one selected party and every other party. The different
established keys are then used to encode the final conference key, similarly to the direct-transmission
scenario. This strategy can then be compared to the case where the parties choose to use the CKA setup
all at once, thus performing a truly multipartite QKD scheme. A detailed analysis of this comparison in
the asymptotic regime is given in Appendix C. It turns out that, depending on the loss and on the state
preparation, it is still advantageous to perform a multipartite protocol instead of iteratively executing
bipartite protocols, on the CKA experimental setup.

4.2. Finite-key effects

In figure 3a we plot the finite-key conference rate (Eq. 3.1 divided by L) as a function of the number of
rounds L, for different fixed values of the loss (20dB and 30dB, solid and dot-dashed lines) and different
number of parties. We stress the fact that we normalize the key length to the total number of rounds
(L), i.e. we also take into account the rounds that get discarded due to double-clicks or no click in the
detectors. The horizontal dashed lines correspond to the value of the direct-transmission bound (4.1) for
the various combinations of losses and number of parties. We observe that the number of rounds leading
to a non-zero key rate is in general higher than other multipartite schemes (see for example [36]). This
is caused by the fact that the CKA devised here relies on single-photon interference events, which are
only a fraction of all the events occurring in an experiment run. A considerable amount of rounds gets
thus discarded, but still contributes to the rounds’ count. Nevertheless, the number of rounds needed for
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(a) Finite-key conference rate (Eq. 3.1 over L) as a (b) Minimum number of rounds such that the finite-
function of the number of rounds L, for fixed losses key rate (Eq. 3.1 over L) is at least 10% of its
of 20 dB (solid lines) and 30 dB (dot-dashed lines), asymptotic value, as a function of the number of
and different number of partiess N = 2,3 and 5 parties and for fixed losses (1 dB blue circles, 20
(black, blue and red; top to bottom). We observe dB red squares and 40 dB green diamonds). We
that the rates quickly achieve their asymptotic value notice that increasing the number of parties and/or
once the number of non-discarded rounds is enough the losses is more detrimental for the finite-key rate
to get a non-zero key. The CKA key rates overcome than for the asymptotic one, due to an increase of
the direct-transmission bound (dashed lines) even in the fraction of discarded rounds and thus of the
the finite-key scenario. statistical fluctuations.

Fig. 3: Here we study the finite-key effects on our CKA. The number of ports in the beam splitter is given by the
number of parties taking part to the protocol: M = N.

a non-zero key rate is comparable to other bipartite TF-QKD protocols [55,56]. On the other hand, the
advantage of relying on single-photon interference in a multipartite scenario is the excellent scaling of the
protocol’s key rate with respect to losses, which allows it to overcome the asymptotic direct-transmission
bound (dashed lines) even with a finite number of rounds.

In figure 3b we instead plot the minimum number of rounds (Ly,) such that the finite-key rate (¢/L)
does not decrease more than 90% with respect to its asymptotic value r (3.4), i.e.: £(Lmin)/Lmin > 7/10.
The threshold Ly, is plotted as a function of the number of parties (N) and for fixed values of the loss.
We observe that L,;, increases both with the number of parties and with the loss. The reason is that, in
both cases, the fraction of the total number of rounds that gets discarded increases. This has a negative
effect both on the asymptotic rate and on the finite-key rate, however the effect on the latter is greater,
thus requiring a larger number of rounds L;, to maintain the finite-key rate within 90% range of the
asymptotic one. Indeed, a larger fraction of discarded rounds decreases the prefactor Mp; in both the
finite- and the asymptotic-key rates, but it additionally decreases the number of rounds used for PE in
the finite-key regime. This causes larger statistical fluctuations and thus a smaller finite-key rate.

5. Conclusions

In this work we introduced a new multipartite QKD protocol that exploits for the first time the
correlations derived from an N-partite W state [41] to establish a secret conference key among the
N users. In an honest implementation of the protocol, the W state is post-selected thanks to the
interference of a single photon in a central node, extending the idea of the bipartite Twin-Field QKD
protocol devised in [24] to the multipartite scenario. Hence the resulting key rate scales linearly with
the transmittance of one of the quantum channels linking the parties to the central node, making the
protocol particularly suited for conference keys established in high-loss scenarios.

We prove the protocol’s security in the finite-key regime by considering the most adversarial situation
possible, i.e. coherent attacks are allowed by the eavesdropper. In order to achieve this, we rely on
previous results on the finite-key security of multipartite QKD schemes derived in [36] and employ the
entropic uncertainty relation [57].

We provide simulations of the conference key rate both in the finite- and in the asymptotic-key regime.
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We compare the performance of our conference key agreement (CKA) to that achieved by performing
bipartite QKD schemes between one party and each of the others and then using the established keys to
encode the conference key. In particular, we analyze the cases where the bipartite schemes are performed
with the same setup used for the CKA (in Appendix C) and in the direct-transmission scenario (i.e. the
central node is removed and the optimal bipartite QKD scheme is performed). We show that, in both
cases, the execution of a truly multipartite scheme could be advantageous even when finite-key effects
are accounted for.

Although the feasibility of the proposed CKA requires further investigation, with this work we
demonstrate that, in principle, multipartite QKD does not necessarily need a GHZ-class state as its
entanglement resource and that it can be implemented even in high-loss scenarios.
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Appendix A. Security proof

In order to prove the security of our CKA in the finite-key scenario, we start from the general security
statement given in [36, Theorem 1]. The resulting secret key length is thus determined by the amount
of information the eavesdropper has about the secret key and by the information the parties leak during
the classical post-processing. The former is quantified by the min-entropy HE, (0% g|E), where p% g
is the classical-quantum state of Alice;’s raw key and the eavesdropper’s quantum system E which is
partially correlated to it. Since the eavesdropper’s system is unknown, one cannot directly compute the
mentioned min-entropy. Nevertheless, it can be bounded by means of the uncertainty relation [57] as
follows:

win(PX B|E) 21— Hoo (0%, 23122 ZN) (A1)

where the max-entropy on the r.h.s. quantifies the uncertainty of Alice;’s Z-measurement results when
the Z-outcomes of the remaining IV — 1 parties are known, if all parties would measure Z in the n rounds
yielding the raw-key. The max-entropy can be upper bounded via the phase-error rate )% —as defined
in Sec. 1- of the n raw-key rounds. We get:

Hiin(pxplE) 2 n—nh(Q%) , (A.2)
where h(-) is the binary entropy function: h(xz) = —zlogy(x) — (1 — z)logy(1 — z). Finally, since the
parties do not directly observe the phase-error rate Q) of the n rounds producing the raw key, this can
be inferred through the theory of random sampling without replacement. In particular, the phase-error
rate of the raw key (Q7%) can be upper bounded with high probability, once the observed phase-error

rate (Q) is known. For this, we make use of the following tail inequality [55, Lemma 1] which features
a tighter bound with respect to the Serfling inequality.

Lemma 1 [55]. Let X4 be a random binary string of n + m bits, X, be a random sample (without
replacement) of m entries from the string X, and X, be the remaining bit string. Upon calling Ay,
and A, the frequencies of bit value 1 in string X,, and X, , respectively, for any € > 0 it holds:

Pr[A, < Ay +y(n,m,Ap,e)] >1—¢ (A.3)
where y(n, m, A, €) is the positive root of the following equation:

A A 1—An) —
In W(Am +7) +m +1In (n+m)( )=y =1In nm +Ine . (A.4)
mA,, m(1 — An) m

By applying Lemma 1 to the case of %, we can finally bound the eavesdropper knowledge about the
secret key as follows:

Hiin(pxplE) 2 n—nh(QF +7(n,m, Q7 e2)) (A.5)
The remaining part of the secret key length that needs to be estimated is the leaked information during
classical post-processing. This is readily estimated through the observed QBER between Alice; and any

other party, by means of [36, Theorem 2].
Putting these considerations together, we obtain the security statement given in Th. 1.
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Appendix B. Channel model

In this Section we compute the QBER (Qa,4, ), the phase-error rate (Qz) and the probability that
a given detector clicked (p;), assuming that the protocol is implemented as described in Sec. 1. We
also account for a dark count probability p; in each detector and we consider the specific scenario in
which there are a polarization and a phase misalignment of angles 6 and ¢, respectively, between Alice;
and each other party. In the simulations of Sec. 4 we set: pg = 1072 and § = ¢ = arcsin/0.02. For
simplicity, we assume that the input signals of the IV parties enter the first IV ports of the M-port beam
splitter. Nevertheless, the results in terms of achieved key rate are independent of which input ports are
used, thanks to the balanced redistribution of the input photons to the output ports of the considered
Bell-multiport beam splitter (see figure 1). We remark that the expressions derived here together with
the asymptotic key rate given in (3.4) reproduce those of the original TF-QKD protocol [24, Protocol 1]
in the case of two parties (N = 2) with a balanced 2-port beam splitter (M = 2).

We first derive the QBER, the phase-error rate and the probability p; assuming no dark counts in the
detectors, i.e. every click is caused by the arrival of one or more photons. In the last Subsection we use
the derived expressions to obtain analogous quantities, with the assumption that every detector has a
probability pgy of clicking conditioned on no photon arriving.

Appendiz B.1. Qubits’ state conditioned on one click

According to the protocol, the global state of the parties’ qubits and signals, before sending the signals
to the central node, reads:

N N

1) = @)10) a0 = @ (VI0) 4,10}, + VI [1) 4, al[0),,,) - (B.1)

k=1 k=1
where the phase mismatch ¢y, is defined as zero if k = 1 and as ¢ if k # 1, which means that every other
party has the same phase mismatch with respect to Alice;. The signals a; are then sent to the central
node through lossy optical channels, which are modeled as beam splitters with transmittance ¢. The
global state after the transmission of the signals to the untrusted relay reads:

N
) = ) [VaI0).4, 10) + VT —ae® 1) o, (VEa] + VI=E1])]0)]
k=1
= Z (=) F B,y @ O (VL VT T0), (B2)
g(5)=0

where l,t is the creation operator of the lost photon in channel k, b is a N-bit vector that runs from 0 to
2N _ 1 in binary notation (covering all the possible combinations of qubit states) and |b| is the Hamming
weight of vector b. From now on, we denote as ¢g(-) the bijective function that takes as input a binary
vector and outputs the correspondent decimal number.

We assume now that the polarization of the photons sent by Alices, ... Alicey is rotated by an angle 6

with respect to Alice;’s signal:

2N _1
— 1Bl i .
|®5) = Z ¢ 7 (1-q)7| ) aray @it € (VI cosOral p — Vi sinbpal p + VT —11])"(0) (B.3)
9(5)=0

where 60, is defined as zero if k¥ = 1 and as 6 if £ # 1, while the subscripts p and p, indicate the
polarization of Alice;’s signal and its orthogonal direction, respectively.
Finally, the global state after the application of the Bell-multiport beam splitter on the incoming signals
(its action on the incoming creation operators is reported in figure 1) is:

2N 1 i
@)= ¢ 7 01— ) A, s
9(5)=0
N .
® H elor Pk (\/g cos 0y, Z]]\/il Uij;,P — \/i sin 0, Z]]Vil Ukjo—;,PL ++v1- tl};)bk |0> R (B4)

k=1



where U;

p and a;’Pl are the creation operators of the output signals in the two orthogonal polarizations
and Uy; is reported in figure 1. At this point, every output signal is measured in the respective threshold
detector. Since the detectors do not distinguish the polarization of the output signals, we will use
the subscript ,; to indicate the combined Hilbert space of the signals exiting port j, when there is no

ambiguity.

We are now ready to compute the conditional state of the qubits A;,..., Ay when only detector D,

clicked:

D3P, .y = Tror o (o, = Py, ) @iy P, 19a)(®al(ids, — Py, ) @iz Py, | (B.5)
N

where p; is the probability that only detector D; clicked, pihm 4, is the normalized conditional state of
the qubits and Pg, is the projector on the vacuum state of output signal j. In order to compute (B.5),

we start by calculatlng the followmg quantity:

— 18] -,
(d -P|O> ) ®z¢j P\O) ‘(I)4 Z q 2 ]- - Q)T| > AN
(b)_l

N
. b
® (idoj B ‘P\O)(,j) Rigj P|0)(,i H P [\/%ng (COS 91@0;713 — sin de;[’PL) +v1-— tl};] |0>

2N _1

1Bl .
Z ¢ (1—g)7| ) aray @ (o, = Poy ) @izj Poy, [¥)5, (B.6)
9(B)=1

where the effect of the projectors is to select the outcome signal o; and to remove the case g(l_;) =0,
since it would correspond to a vacuum state for the outcome signal ;. We now focus on rewriting the
following term:

N
. b
|¢>oj,l _ H PRI [\/iUk:j (COS 0}60';713 — sin 9160';71%_) +v1-— tl;i:| k |O> =

k=1
2V-1 N -
dy (b®d)
o(Bl=b1)9 Z H {\/Ukj (cos@kaj p— smekaj PL):| <\/1 — tl};) |0) (B.7)
NH=0s.t. k=1
it
B 2N —1 1 o o
b8 §Y G RUDE dee) ( /J&) (VI =7)Fed
g(dH)=0s.t.
InG=d
t - P\ 2R
X H (COSH}CO‘j7p - smOkULPL) ) @b@d), > (B.8)
k=1

where we expanded the product in the first line of (B.7) by introducing a sum over the binary vector d.
The sum runs over all the N-bit vectors d for which dr = 0 whenever b, = 0, for all k¥ —the condition
di N\ b = di Yk. This is to make sure that the k-th factor in the first line does not contribute to the
expanded product in the second line whenever by = 0. The remaining bits of d that are not affected by
the mentioned condition, can be either 1 or 0. If di = 1 we intend that, for this particular term in the
sum, the contribution of the k-th factor in the first line of (B.7) is given by its first addend (vt Uy;(...)).
While if dj, = 0 and b, = 1, we mean that the contribution is coming from the second addend (v/1 — tl,i).
The exponents in the second line of (B.7) are chosen according to these rules. Finally, (B.8) is obtained
by using the definition of Uy; from figure 1 and by applying the creation operators on the vacuum. We
now expand the remaining product in (B.8) with the same technique and obtain the following expression:

2V 1 Id]
)y, = i (181=b1)¢ - I3 (=1 il dr(k—1) <‘ /]\tJ> (VI —¢)lbed
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Z Hcosak I (= sin0) @D\ Fin/|d @ L 1F1),, p @ 1D )y p, @ B,

9(N=0s.t. k=1
Fnd=f
oN _1 7 |d_]
_ GilBl-b1)e 2G-S dee-) [ [ 2 VI =7 lbed
e Z e < M) ( )
g(d)=0s.t
dAb=d
2N 1 B o
x> (cosO) I (—sin 6)l9® ooV IFIVId® AL, p@lld® fl),, p, @ b@d), ;(B.9)
9(FH)=0s.t.
Fnd=F

We now substitute (B.9) back into (B.6) and note that the effect of the projectors (idy; — Py )®iz; Po),_

is to remove the case g(d) = 0 from (B.9). Hence we get:
(ido; — P|0>aj) ®izj Ploy, “I)4>

2N oN_1 . : | o
Z q M ) B el bl)ﬂb) Ardy @ Z 3T =1 5 di(k— 1)( /M> ( /71_75)\1;@\

g(b) g(d)=1s.t.
dnb=d

2N _1
xS (cost)IN(=sing) /| fif|d @ F 1)), p @ lld® Iy, o, @ B@d), . (B.10)

g(f)=0:f1=d;

Fadlr
By substituting (B.10) into (B.5) we finally get the state of the qubits conditioned on D; clicking:
2N 1 _ _
, _ 1B BT §[15]— 5| — (b — b)) | 7\ 77
pjpih...AN = Z qN Pl (]_ — q) e [16]=1¥"[— (b1 b1)]¢|b><b/|

9(b).g(b")=1

2N 1 n |d]+]d"|
127 (j—1) T, (k—1) (dk—d},) ) V1—t [bed|+]6 @d|
X Z e M k=1 ( M ( )

g(d),g(d")=1:dAb=d

' AbT =d
2N 1 2V -1 o o
X Z Z (cos ) 1HIFI=Ni=11(_gip g)ld@ S|
9(F)=0:f1=d1 g(f7)=0:f{=d}
Frd=F f’Ad’ f/
< ANFIFIN D FIL I © 1 67, 7 Sydofydior: Srodsad - (B.11)

We use the Kronecker deltas to reduce the sums over cf d f and f’ The third delta fixes the value of d':
d=babad The fixed value of d’ combined with the other constraints on this vector imply additional
constraints on d. In particular, d ;é 0 unphes d + ba b while d ANV = d implies v A (b ® d) =bad
Finally the first two deltas imply |d|= ||, which combined with the third delta yields |b|= |0/|. Putting
everything together allows to simplify (B.11) as follows:

2N 1
pjpih...AN = Z qN*Ib‘(]__q)lb‘el[(b1*bl)]¢|b><b/‘ Z LA 1) SN (k—1)(di —br®dr ®b},)
9(8),9(87)=1 deD(b,b)
17 |=15]

|d] 2N 1 2N 1
t b|—|d 7 7 2| fl—d1—d1 Db B, 2(|d]—
X <M> (1 —t)lel-1d > > A (dl= 1D (cos 6)*] (sin@)2(4=1/D (B.12)

FeF(d) frer (F.dbb)

where the sets of binary vectors D(b, ), F(d) and F'(f,d, b, V) are defined as follows

Db,V) ={deg " ([1,2Y —1)):dAb=d, d£bab, bod) AV =bod} (B.13)
Fd)={feg ' (0.2Y 1)) : fad =] fr =di} (B.14)
F(Rdb0)={f eg(0.2" ~1): Fabodol)=F, fi=bodob), |Fl=[f}.  B.15)
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We can now sum over the vectors f)’ since no term depends on them in (B.12):

o _
PiPa,.Axn =

2! 1
Ty Y o o o , t .
T N g F] S G B Gt din) <M> (1= )lil-1d
9(B),9(b7)=1 deD(b,0)

I671=13]
R R Py *
Fodol|l-baod b\ - - - ) , )
peaEII S BN A (1 ) (cosp)2 - bEn S s 207D (e
Fp |f]1—b1 @ d1 @b}
fe

where the asterisk on the binomial coefficient means that it is defined as zero if | ﬂ: 0 and by Bd; ®b) = 1.

Finally, since every term just depends on | f|, we can sum over all the vectors f with equal Hamming
weight and obtain the final expression for the conditional state of the qubits when detector D; clicked:

PiPA,..Ay =
2N -1 . . . £\l .
N=1B (1 _ o) lBl L0 =016y (5 122 (- 1) S, (D) (de—br@da) (L) _ /Bl
Z q (1—-q)"e 16) (V| Z e M i ( )

9(B),9(")=1 deD(b,0)
167 |=15|

a o B .
3 d—d:\ (bedeV|-bed eb) | - N o

L (|d]—m)! (cos §)?m——dr1@01@b (gip g)2(dl=m) (B.17
Xm,d (m—d1 m—b ®dy DY m! (|d|—m)! (cos ) (sind) ( )

Appendixz B.2. Probability of exactly one click

We can now compute the probability p; of having just one click in detector D; by simply computing the
trace of both sides in (B.17):

AR, L2l AN o
D= Z qN—\bI(l _ q)lb\ Z (M) (1— t)'b‘"d‘
(b)=

1 g(d)=1:dAb=d
X[ d-ay ] ]
X Z l(m—dﬁ)] m! (|d]—m)! (cos )"~ (sin g)2(dl=m) (B.18)
m:d1

In order to thain an easier expression to compute, we distinguish the cases: by = 0, by = 1 and the
special case b = 100...0:

2N 1 B B 2N 1 ‘ |d] o |d] \J] 2 )
pj= Y " Pla—-gl " (M> (1 =)l 3= [(m)] m! (|d]—m)! (cos 8)2™ (sin 9)2(1dl=m)
g(b)=2 g(d)=2: dAb=d m=0
b1=0 dq=0
t - o
+ qN_l(l —q) (M) (this term comes from: b=100...0, d=100...0)
2N 1 .
£ Y g g
g(b)=3
by=1
aN _1 " |d] o |d| |CZ] 1 2 )
i _ plol=ld| - 1 (1dl—m)! 2(m=1) (gin )2(ld]=m)
X Z (M) (1-1¢) [(m 1>1 m! (|d|—m)! (cos 0) (sin0)
g(d)=1:dnb=d m=1
dj=1
2N _1 " |d] o |d] |J] 2 B )
+ Z (M) (1 _t)‘bl_ldl [(m)] m! (|d|—m)! (0059)2m(sin9)2(‘d|_m) . (B.19)
g(d)=2:drb=d m=0
d;=0
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We can now partially sum over the vectors d since the terms in the sums only depend on the Hamming
weight of these vectors:

2NV 1 . 5] 5 \d] o
pj = Z NPl — Z ol (1 — ¢)lel=ldl
()
|d]
i  9)2m (ldl=m) |  N-1 t
(Id[=m)! (cos #)"" (sin 0) + (1—-q)
szo l(m)] coS s q q (M)
+2i1qN"g'(1—q)‘b'
g(5)=3
B \d] Lo 7 2 ;
[ ) ([ ()] st s
+|bzl <|b| )<t>|ﬂ(1t)5"‘f' % <|T) 2m' (|d]—m)! (cos 6)2™ (sin §)2(4=m) (B.20)
|ﬂ:1 |d| M m=0 m . ‘ . .

By employing the following identity:

o, da -
|d| - o\2(ldl-m . \2(1dl-m)
I (|d]—m)! (cos 8)>™ (sin ) (cos §)*™(sin 6)
5[] - -1 3 ()
= |d]! (sin® 0 + cos® 0)|d| =|d]! , (B.21)

both in the second and last row of (B.20), we get the following expression:

P ZQNZ_:qu_g' “"Z (|b> ( )l 1= =) 4 g1 - g) (_,;)

g(b)=2
b1 =0

2N _1

+ Y gVl - g

a(B)=3
<5|l—1) (AZ)M (1=t mi_o Krm " 1)1 (0= ) (eon0) (s 02—
|b|—1

+> (|El_1> (&)l (1-nlF=tn ]| . (B.22)

=1

|61

(]

=0

The remaining sum over m can be similarly simplified as follows:
l

Z [(Til)} 2 (m +1)! (I —m)! (cos 0)>™ (sin §)2=™) = ! (14 1cos®0) . (B.23)

m=0
By substituting (B.23) into (B.22) and by partially summing over vectors b we obtain the final expression
for the probability that only detector D; clicks:

=Ng""'(1-q) (1\2) + Af (NT_ 1) "1 -q) i (;) (&)l (1=t

r=2 =1

+ ZN: (f_‘f) V(=g [Z (;’ - 11) (;4)[ (1= )41 — 1)! (sin® 0 + L cos® 6)

=1

B ) o]
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We observe that the probability p; that only detector D; clicks is independent of the particular detector
because of the symmetric action of the multiport beam splitter.

Appendiz B.3. QBER

Starting from the conditional state (B.17), we can compute the QBER between Alice; and Alicey’s
outcomes when they measure their qubit in the eigenbasis of the operator Oxy (1) and Oxy (pk),
respectively, with Oxy (p) = cos(p)X + sin(p)Y (X and Y are the Pauli operators). The operator
Oxy () has eigenvalues A = £1 and correspondent eigenvectors: [\),, = %(|O> + Ael?|1)).

To start with, we compute the following quantity:

1 1 "k b K ik —bi i . —bii
<b’|P‘f_11) ®P|Ak1> |b> = 1 (eb 1 m) ((_1)b k etk <Pk> (e by 501) ((_1)bke by sok) H Ob, b, (B.25)
1#1,k
and we insert it into the probability that Alice; measured the outcome +1 and Alice; measured the
outcome -1, when D; clicked:

) bk-‘r k , , . - -
S N B ol wl e e
g(b) 157€Q(b)

Id] D
X ) Zﬁ (A’;) (1 — ¢) 1= 1] i3F G~ 1) (k=) (de—br @V k@)
deD(b,b)
“ﬂ 77 - ' — K
ldl=di\ (Ib®d®V[=byr & d1 @ b} 1 (1d] 2m—dy —dy b B, (o T
I (ld|—m)! g)2m—d1—d1® 100 0 2(|d|—m) B.26
Xz<m_dl m_bl@dl@bll m (|| m) (COS) (Sln) ( )

where Q(b) is a set of at most 2 binary vectors, defined as: o(b) = {b, ble E b (iff by Db = 1)}
This means that the sum over Vs reduced to just one term, namely V= b plus the possibility of a

second term in which & differs from b in position 1 and k, as long as the bits of vector b differ from each
other in those positions. Now we compute the sum over b’ as follows:

. 271 N—1Bl (1 _ Bl 2V 1 \dl o
1 1 ¢
A A ¢ "(1—q) -
TT{PIJrll) ®P| kl} pf41,~~~,AN:|:]T Z -1 Z (M) (1—t)|b‘ |d]
T e®=1 o(d)=1: drb=d
\d] |d_]fd 2 )
m=a;
2N _1 BT o
— Z M 1(—1)"1 (p14¢)+i(—1)k @p+i 2 (j—1) (k—1)(—1)"k&*

- 4
g(b):l :b1Pbr=1

X > <J\t4)| l (1=l i (lei—l:) (fj‘;) ! (|dl—m)! (cos )™ (sin §)2(1 -

deD(B,b1bs...by,...bx)

(B.27)
where the set D(b, bibs ... by ...by) simplifies to: D(b,biby ... b...by) ={d € g~ ([1,2Y —1]) : dAb =
d, di = b1, di =b}. We notice that the first addend in (B.27) is proportional to p; (B.18):

A A j
Te [Py @ P, sy =
_1_o QNX_:l VI (1 = )Pl (1t 0)+(-1) % ki (1) (k1) (1)
4 4p] .
g(b)=1:b1®br=1
\dl ol -5\
t B—|d] |d|—b1\ ([d]—b: - 1 i

_ #lol=ldl _ 2m—1 2(|d]—m)
) ﬂizi <M> (1—1) > (m - b1> (m 5 m! (|d]—m)! (cos 0)™*(sin ) .
deD(b,b1bs...by...bN) m=b;

+ The straight line over a bit indicates its negation.
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(B.28)

Finally, we split the sums over b in the two sub-cases: b; = 1,b; = 0 and b; = 0,b; = 1 and we notice
that the two contributions differ only in the exponential term. By summing the two contributions, the
exponential factor produces a cosine function and one gets:

1 2cos (P14 — o)+ 22 —1)(k—1)]

A A j
T [Py, @ RS, pal,...,AN}—4 i
N=[Bl (1 _ )bl
Xz(w Do

- | >~ () () oo

x % (1) (178 Yont st im0

=l
T M =

:”Ii cos [(p1 + 6 — or) + 57 — D(k — 1]
4 2
X ]j_: (NT— 2) AR O ) L i (;) (J\t/[)lﬂ (1—t)(+1 'mi_o ( > cos )2+ (sin )2(—m)
= i - 2;] {(w +¢— k) + M(] —1)(k— 1)} cos 0
- N__: (Nr_ 2) "~ Q)Hl; (;) (AZ)[H 1=ty +1)r. (B.29)

In a similar fashion, one computes the probability of A; measuring the outcome -1 and A; measuring
the outcome +1 and obtains an identical expression to (B.29). In conclusion, the QBER conditioned on
D; clicking is given by twice the probability given in (B.29).

By fixing the angles 1 and ¢y, as mentioned in the protocol’s description: ¢1 = 0 and ¢y = arg(Uy;) =
2%(k —1)(j — 1) we minimize the QBER and thus increase the secret key rate. This requires Alicey, to
adjust her measurement depending on which detector clicked, implying that such measurement does not
commute with the operations performed by node C'. On the other hand, the QBER is now minimal and
reads the same regardless of which couple (A, Aj) one considers or which detector D; clicks:

I+1
QAlAk;;COS¢COSQZ<N 2>qN 1 - T+1Z<>l+1 (]\Z) (1-t)"", (B.30)

r=0
where p; is given in (B.24).

Appendiz B.J. Phase-error rate

Finally we compute the phase-error rate, defined as the probability that the product of the Z-
measurement results of all the parties equals +1 (i.e. the qubit of an even number of parties collapsed
in state |1), which corresponds to the outcome Z = —1):

N 2N 1 ‘
H Za, =1 < Z P|f>>/’f41,...,AN] (B.31)
k=1

9(f)=3

| fl even

QZ:PI"

where the quantum state pi‘ conditioned on detector D, clicking is given in (B.17) and the case

1, AN
g(f) = 0 is excluded since |6> does not appear in (B.17). By following analogous steps to those presented
in Appendix B.2 we obtain the following expression for the phase-error rate:

0e- 25 (- () () -0

=1

SR [E T o
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Jér: (2;”_‘11) (J&)l (1— )2 1(1— 1)) (sin® 0 + Lcos?0) | . (B.32)

=1

Appendiz B.5. Dark counts

So far we computed the quantities p;, Qa, 4, and @z assuming that every click in the detectors is due
to the arrival of one or more photons. By naming ), the event in which one or more photons arrive at
detector D; and no other photon arrives at any other detector, we can formally express the computed
quantities as:

P =Pr(Qm) (B.33)
Qa,a, = Pr(A1 # Ag[Qpn) (B.34)
Qz =Pr (Hk 1 *HQph) . (B.35)

For the setup presented in Sec. 1 and the channel model described at the beginning of this Section, the
explicit expressions of (B.33), (B.34) and (B.35) are given in (B.24), (B.30) and (B.32), respectively.
We now assume that every detector is characterized by a probability pg of clicking conditioned on no
photon arriving. We also define {2cjick to be the event in which only detector D; clicks and Qo pn to
be the event in which no photon arrives at any detector. Then, the error rates Qf}fl 4, and Q% and the
probability p?c that enter the key rate formula and that model the correspondent observed quantities
read as follows:

Py =Pr(Qaic) = p;j(1 — pa)™ " + pa(l = pa)™ ' Pr(Qnopn) (B.36)
Q% 4, = Pr (A1 # Ak|Qetick)
1
pT [Pr (A1 # Ak|Qnoph) Pr (Qmopn) pa(l — pa)™ ' + Qaya, pj (1 — pa)™ ] (B.37)
j
%C (Hk 1 - 1|Qchck)
1 _ _
pdc {PI‘ (Hk 1 - 1|Qn0ph) Pr (Qnoph) pd(l _pd)M ! + Qij(l _pd)M 1:| ) (B38)

where p;, Qa, 4, and Qz are defined in (B.33), (B.34) and (B.35), respectively, while the probabilities
related to the arrival of no photon read:

Pr(Quopn) = (¢ + (1 —¢)(1 — t))N (B.39)

Pr (A1 # AilQuop) = 3 (B.40)
| 5]
Pr (Hk . _1|Qnoph) ol lz( ) N-20(1 )21 — )2 (B.41)

The probabilities (B.39), (B.40) and (B.41) are obtained by following similar steps to those presented in
this Section and that led to the final expressions for p;, @, 4, and @z, respectively. The starting point
in this case is the conditional state of the qubits when no photon arrived at any detector:

Pr (Dnopn) 70y = Tros o {@?ﬁlp,0>ai|<1>4><<p4| oM, P\0>gi] (B.42)
PN

Appendix C. Optimized conference key agreement

Although we have shown in Sec. 4 that a truly multipartite QKD scheme can outperform the iterative
use of any bipartite QKD scheme in the direct-transmission scenario (i.e. the central node is removed),
this does not necessarily hold when one has at hand the CKA experimental setup and uses it to perform
bipartite QKD protocols. In other words, it might be possible to outperform the multipartite CKA by
iteratively executing its bipartite version (fix N = 2 in Eq. 3.4) between one selected party and all the
other N — 1 users, and then using the established secret keys to encode the final conference key via one-
time pad encryption. In this case the asymptotic conference key rate would be r(2)/(N — 1) according to
the reasoning given at the beginning of Sec. 4, where r(N) is given in (3.4). More generally, it might be
advantageous to group the N parties in subsets of equal cardinality, let them perform the CKA within
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(a) The optimized conference key rate (Eq. C.1, solid (b) The optimal number of parties belonging to the
lines) as a function of the loss in the channel linking subsets in which the total number of users (N = 5)
one party to the central node, for different fixed have been subdivided, as a function of the loss in
values of ¢: ¢ = 0.995,0.998 and 0.999 (top to one quantum channel, for different fixed values of
bottom). We also plot the direct transmission q: ¢ =0.995,0.998 and 0.999 (bottom to top). We
bound (Eq. 4.1, dashed line) for five parties. We observe that performing a truly multipartite scheme
observe that the optimized key rate outperforms the could be optimal especially at low losses, i.e. when
standard CKA especially at high losses (compare the parties' shared state is well approximated by a
with the case N = 5 in figure 2), since having a multipartite W state.

lower number of parties taking part to the CKA all
at once reduces the negative effect of dark counts.

Fig. C1: We optimize the conference key rate achieved by N = 5 parties over the cardinality of the subsets of
parties performing the CKA all at once. The different keys established within each subgroup (which can be
composed of either two, three or five parties each) are then used to encode the final conference key.

the subset, and then use the secret keys established in each subset to encode the conference key. Since
one selected party must belong to every subset in order to distribute the final conference key to the others
in a secure way, there are (N — 1)/d subsets of d + 1 users each. In this case the asymptotic conference
key rate would read: d-r(d+1)/(IN —1). In order to investigate which of these configurations yields the
highest asymptotic conference key rate, we optimize the rate with respect to the possible subdivisions
of the N parties in groups of equal cardinality (i.e. we maximize it with respect to all the divisors d of
N —1):

Nd, 17"(d—i— 1), (C.1)
which includes the cases where the parties are iteratively performing bipartite protocols (d = 1) and
where the N parties are performing the CKA all at once like in figure 2 (d = N — 1).

In figure Cla we plot the optimized conference key rate for N = 5 parties (Eq. C.1, solid lines) as a
function of the loss in each quantum channel, for different fixed values of the parameter ¢ and a fixed
number of input (output) ports of the beam splitter: M = 5. We also plot the direct transmission bound
(4.1) for the same number of parties. The correspondent optimal number of parties within each subset
depends on the loss and on the value of ¢, and it is given in figure Clb.

From figure Cla we observe that the resulting key rate, although not being optimized over the parameter
q, is similar to the N = 5 key rate in figure 2 for most losses, since we fixed ¢ to values close to the
optimal ones. Furthermore, it performs better than the standard CKA with five parties in the high-loss
region. Indeed, as already explained in figure 2, the effect of dark counts becomes greater when more
parties are performing the CKA at the same time. Thus, allowing for a lower number of parties within
each subset increases the maximum tolerated loss.

In figure C1b we observe that at low losses it is optimal for the five parties to perform a truly multipartite
scheme rather than iteratively performing bipartite protocols. The reason is that in the ideal scenario of
extremely low losses (t — 1) and ¢ close to 1, there is only one party successfully sending one photon to
the central node to be detected. In this case the post-selected state shared by the parties is the W-class
state used for establishing the secret key. Of course, there are more chances that this event is going to

Topt (V) = dﬁ?\fa—)i
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happen when more parties are involved, thus a multipartite scheme is advantageous with respect to an
iteration of bipartite schemes. One can see this also analytically, by showing that the asymptotic rate
(3.4) of the CKA performed by N parties all at once can be approximated as follows (when the above
assumptions hold):

1 1
N)~NN M1 —gt|1-h{-—-— C.2
)= N - a5 )| (©2)
while the rate achieved by subdividing the task in N — 1 bipartite schemes is:
2q(1 —q)t
rbipartite(N) =~ % . (03)

By numerically comparing (C.2) with (C.3) for sufficiently high values of ¢, one notices that the former
results in a higher key rate. When the value of g decreases, the probability that two or more parties send
their photon to the central node increases, reducing the key rate. Being such events more likely when
more parties are involved, the iterative execution of bipartite schemes is favored. Similarly, increasing
the loss transforms the same events —which are more likely with more parties— from neglected events
(if they cause double clicks) to harmful events (when some photons get lost in the transmission), thus
favoring the iteration of schemes with a low number of parties.
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