General theory of quantum fingerprinting network

Ji-Qian Qin!, Jing-Tao Wang!, Yun-Long Yu!, Xiang-Bin Wang!2:34
L State Key Laboratory of Low Dimensional Quantum Physics, Department of Physics,
Tsinghua University, Beijing 100084, China
2 Shanghai Branch, CAS Center for Excellence and Synergetic Innovation Center in Quantum Information and Quantum Physics,
University of Science and Technology of China, Shanghai 201315, China
3 Jinan Institute of Quantum technology, SAICT, Jinan 250101, China
4 Shenzhen Institute for Quantum Science and Engineering, and Physics Department,
Southern University of Science and Technology, Shenzhen 518055, China

The purpose of fingerprinting is to compare long messages with low communication complexity.
Compared with its classical version, the quantum fingerprinting can realize exponential reduction in
communication complexity. Recently, the multi-party quantum fingerprinting is studied on whether
the messages from many parties are the same. However, sometimes it’s not enough just to know
whether these messages are the same, we usually need to know the relationship among them. We
provide a general model of quantum fingerprinting network, defining the relationship function f& and
giving the corresponding decision rules. In this work, we take the four-party quantum fingerprinting
protocol as an example for detailed analysis. We also choose the optimal parameters to minimize
communication complexity in the case of asymmetric channels. Furthermore, we compare the multi-
party quantum fingerprinting with the protocol based on the two-party quantum fingerprinting and
find that the multi-party protocol has obvious advantages, especially in terms of communication
time. Finally, the method of encoding more than one bit on each coherent state is used to further
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improve the performance of the protocol.

I. INTRODUCTION

The application of quantum mechanics in the field of
communication brings benefits in many aspects, such
as security and communication complexity, which is the
minimum amount of communication required among par-
ticipants in order to complete a task. With respect to se-
curity, Quantum key distribution (QKD) [1-7] is a repre-
sentative example that can provide information-theoretic
security, while the security of their classical versions is
based on computational complexity. In terms of com-
munication complexity ﬂE, @], compared with the clas-
sical version ﬂﬁ, |ﬁ|], quantum fingerprinting can expo-
nentially reduce the amount of information required to
communicate, which is very useful in energy-saving com-
munication ].

The purpose of the fingerprinting protocol is to com-
pare the two messages x1,22 € {0,1}", where n is the
length of the messages, through the transmission of their
fingerprints. In the simultaneous message passing model
], there are two senders that send the fingerprints of
the original messages to the Referee, who needs to de-
termine whether x1 = x9 within a small error proba-
bility P.. The quantum fingerprinting can significantly
reduce the communication complexity required to com-
plete the comparison, i.e., the communication complex-
ity of the classical version is O(y/n)-bits [10, [11], while
that of the quantum version is only O(log, n)-qubits [12].
However, the original protocol requires high-dimensional
entanglements, which makes its implementation challeng-
ing ﬂﬂ] Fortunately, a quantum fingerprinting protocol
based on coherent states is proposed |16] and since then,
there have been many advances in theory and experiment

ﬂﬁ—@] Recently, in order to reduce the communication
time, wavelength division multiplexing (WDM) is used
in the quantum fingerprinting and the result shows that
not only the communication time is reduced, but also the
communication complexity is further reduced m]

Most studies focus on two-party quantum fingerprint-
ing protocols M, | and there are only two relation-
ships between the two inputs, 7 = x2 or 1 # 3. As
the amount of messages increases, things get more com-
plicated and interesting. If we need to determine whether
N messages are the same, a simple way is to use the two-
party quantum fingerprinting to compare N inputs in
pairs, which needs to be done (N — 1) times. So is there
a more efficient way? Recently, a multi-party quantum
fingerprinting is proposed M], which only needs to be
run once to determine whether N inputs are the same.
Obviously, in this case, the quantum fingerprinting net-
work presents a huge advantage. However, the relation-
ship among N inputs is more complex than that between
two inputs, and sometimes it is not enough just to know
they are different. Usually, we also need to know which of
these inputs are different and whether, and by how much,
the quantum fingerprinting network still has advantages
in this case. Unfortunately, the original protocol ] can
not answer these questions. Therefore, it is of great sig-
nificance to study the quantum fingerprinting network
deeply and solve these problems. In this work, based on
the existing framework [21], we solve the above problems
by the ingenious design of the decision rules. We can
determine the relationship among N inputs by exchang-
ing the interference positions of senders so that the com-
parison results can correspond to a unique relationship,
rather than several possible relationships. In addition,
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FIG. 1: N-party quantum fingerprinting protocol. Si, Sa,
..., Sy are N senders. They encode the original messages
zr € {0,1}", which is shown in green, with the ECC and
change them into E(xy) € {0,1}™, which is shown in yellow,
k = 1,2,...,N. Then they prepare fingerprint states |sg)
according to E(xx), and send to the Referee, respectively. ng
represents the loss of fingerprint states |s;) to the Referee.
Finally, the Referee can calculate the function f4%, fF¥ and
f® according to the different decision rules.

we consider the more general case of asymmetric chan-
nels and provide the optimal parameter which minimizes
the communication complexity. Moreover, by comparing
with the protocol based on two-party quantum finger-
printing, it can be found that the quantum fingerprint
network has obvious advantages, especially in communi-
cation time. In order to further improve the performance
of the protocol, we also use a multi-bit encoding scheme
HE], which can further reduce the communication com-
plexity and communication time.

The rest of this paper is arranged as follows. In Sec.II,
we present a general N-party quantum fingerprinting
protocol. Then a four-party quantum fingerprinting net-
work based on the balanced beam-splitter (BS) is used
as an example to show how to determine the relationship
among multiple inputs in Sec.III. Moreover, in Sec.IV.,
we consider the more general case of asymmetric chan-
nels and optimize the parameters in this case. After this,
we discuss the advantages of the quantum fingerprinting
network and use the multi-bits encoding method to fur-
ther improve the performance of the protocol in Sec.V.
Finally, a brief summary is given in Sec.VI.

II. N-PARTY QUANTUM FINGERPRINTING
PROTOCOL

(1) There are N senders S7,5s, ..., Sy, each of which
holds a string of messages xp € {0,1}",k =
1,2,..., N, to be compared, where n represents the
length of the input messages, as shown in Fig[ll

(2) The N senders use the error correction code (ECC)
E(zr) € {0,1}™ to encode input messages, where

m = cn is the length of the E(zy), ¢ > 1, and 0 is
the smallest relative Hamming distance of any two
different messages. The ECC is used to increase the
hamming distance between different inputs. For
k # K, E(xy) and E(z) ) have at least dm different
bits.

(3) Each sender Sj encodes the coherent state accord-
ing to E(xy), then sends them to the Referee.

(_1)E(Ik)j &> | (1)

m
S =
|sk) g NG
We can call |s;) the fingerprint state, which con-
tains m coherent states. The amplitude of each

Ak

coherent state is N and the phase depends on
E(,Tk)j.

In practice, the impact of the channel loss on the
protocol needs to be considered, so we use the 7y
to represent the losses experienced by these finger-
print states respectively. If the channel is symmet-
ric, M = 1. More generally, the loss of different
channels is not equal, which will affect the selec-
tion of optimal parameters.

(4) The Referee uses the device consisting of several
BSs and N detectors Dy, D, ..., Dy to perform the
interference measurement with the N fingerprint
states.

(5) The Referee records the total counts on N detec-
tors, which are C1,Cs,...,Cy, and selects appro-
priate thresholds Ct" C§h. ... Ct®. Then, the Ref-
eree compares C with O3 If C), < O, the Ref-
eree records the result as the number 0, otherwise,
records it as the number 1.

(6) The Referee can draw a conclusion about the fol-
lowing contents under the condition that error
probability P. < e (e is the maximum error prob-
ability that the protocol can tolerate) according to
the corresponding decision rules.

All-equality function ﬂﬂ] : Determine whether the
N messages are the same,

1, ;1=20=---=2x
fAE: 1 2 N (2)

0, else.

Exists-equality function @] Determine whether
there is an equal pair of input messages,

1, for some k # k', xp = xp/
= (3)

0, else.

fEE



Relationship function : Determine the relationship
among the N input messages,

fR(,rl,xg,...,«TN) -

U{V’l, (,’E1,$27-'-7‘TN)1

W12 (1, oN-1)1, (TN)2

Ugl_1,2, (w2,...,2N)1, (21)2

N

’U{V_2)27 (@1, .., eN—2)1, (TN-1,2N)2 (4)
4

vzcvgz,z, (x3,...,ZN)1, (71, 72)2

v, (G1, (Ga)z2, -, (Gj);

vi’Nv (z1)1, (22)2, - - -, (TN )N,

where v, represents different values of f R and we write
different inputs in different parentheses, where subscripts
are used to distinguish the different parentheses. There
are j such groups and G represents the same N; inputs of
the total IV inputs, which satisfies Ny > Ny > --- > N;
and 375 ) Nj, = N. We define Ny = i, which means
at most ¢ inputs are the same, i = N — (j — 1), N —
(G—1)—1,..., [%1. kE=1,2,...,k, where k;” is the
total number of cases for the same (i, j). We provide the
expression for k;” in the Appendix [Al

In function f®, for example, viv_l’Q represents the
first relationship among N inputs when there are two
groups and at most (N — 1) inputs are the same, i.e.,
(r1,...,2N-1)1, (n)2. When N = 4, the form of f® is
shown in the last column of Table [l

Decision rules of the fAF : The device in the Referee
has the feature that there is only one detector D; has
clicks if all inputs are equal and all detectors are likely to
have clicks as long as there are different inputs, ideally.
The Referee can determine whether the N inputs are
equal, according to the results of comparison between
total counts on detectors and the threshold Ct" or CtI
21]. If C1 > C™ or Cyum < CE2 | where Cyym = Co +
.-+ 4+ Cy, N inputs are equal (fA =1). If C; < O™ or
Coum > C N inputs are different (fAF = 0).

Decision rules of the fR : The Referee can deter-
mine the relationship among N inputs based on the com-
parison results of C} and C’,';h. If the result of the first
run of the protocol corresponds to a unique relationship,
then the calculation of f® is complete. Otherwise, we
need to exchange the interference positions of senders
and run the protocol several times until the comparison
results can correspond to a unique relationship, rather
than several possible relationships. As shown in Table [l
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FIG. 2: Determine the relationships among N messages based
on the quantum fingerprinting network composed of balanced
BSs, N =2% s€ Z". S1, Sa,...,Sn are N senders who hold
the messages to be compared. Each bracket, which is equiv-
alent to a balanced BS in the Fig. [Bl compares the input
of the two parts. The first layer shows the comparison re-
sults of E(xr) and E(xk+1), k = 1,3,...,N — 1; the second
layer shows the comparison results of F(zy) + E(xk+1) and
E(zgy2) + E(zk13), Kk =1,5,...,N — 3, and so on, and the
sth layer shows the comparison results of Zilll E(xx) and

Zg:25*1+1 E(zy).

in this work, we analyze in detail how to calculate f& in
the four-party quantum fingerprinting protocol (N = 4).

From Eq.@2)-Eq.[ ), we can find that as long as we
calculate fR®, we can know the values of fAF and fFF,
and conversely, this is not the case, so the calculation
of f® is very important. In the following, we mainly
consider the calculation of f&.

The design of N-party quantum fingerprint-
ing network based on balanced BSs. We show in
Figl2l how to determine the relationships among N in-
puts based on quantum fingerprinting network composed
of balanced BSs, N = 2%, s € ZT. Each bracket, which is
equivalent to the BS in the Figl3l compares the input of
the two parts. The first layer shows the comparison re-
sults of E(x;) and E(x;41),¢=1,3,..., N—1; the second
layer shows the comparison results of E(x;)+E(z;4+1) and
E(zit2)+E(zit3), i =1,5,..., N—3, and so on, and the
sth layer shows the comparison results of Z?;l E(z;)
and Z?Lzs,l 41 E(x;). Swapping interference positions is
equivalent to changing the content of the comparison to
get a new set of comparison relationships. We need to
swap the interference position of different senders until
we can determine a unique relationship, not just a few
possible relationships, based on the comparison results.

Communication Complexity. When determining
whether the N inputs are equal (calculating f4F), the
total communication complexity of the classical optimal
fingerprinting protocol CAF and the classical limit C'IAE

are as follows [21, [29]
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(5)
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where P, is the error probability of the fingerprinting
protocol.

Determining the relationship among multiple inputs is
more difficult than determining whether they are equal,
so the following relationship should exist

C]AE:N|:(1_2\/1E_)8)\/H 1], (6)

CR > CAE o
CR > CPF,
where C® and CIR represent the optimal communication
complexity in classical version and classical limit when
calculating R, respectively.

In quantum fingerprinting based on coherent states
HE], the total communication complexity Q*F when cal-
culating fAF can be written as

N
QM =" pxlogyn, (8)
k=1

where 1 = |ag|? represents the total photon number of
the fingerprint state. According to the decision rules of
R, the maximum total communication complexity QF
can be written as

tmax
§ : A

QR = toE7 (9)
t():l

where tyax represents the maximum number of times the
protocol need to be run in order to calculate fR.

In order to compare the performance of the multi-
party quantum fingerprinting protocol with the classi-
cal version in terms of communication complexity when
calculating fR, we need to compare CX, CR and QR.
However, there are very few studies on the communica-
tion complexity C® and CIR. Therefore, in this work,
we choose to compare C2F, CIAE and Q®. When QR <
CAE < CAE| then combined with (), it is obvious that
QR < CR < C can be concluded, which can reflect the
advantage of multi-party quantum fingerprint protocol in
communication complexity.
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FIG. 3: Four-party quantum fingerprinting of symmetric
channels (nx = n,k = 1,2, 3,4) based on balanced BSs. Si,
S2, S3, Sa are four senders, who hold the messages to be
compared. D1, D2, D3 and D4 are four detectors in the Ref-
eree, who can determine the relationship among four inputs
according to the decision rules of f&.
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IIT. DETERMINE THE RELATIONSHIP IN
FOUR-PARTY QUANTUM FINGERPRINTING

Consider the case of four-party quantum fingerprinting
protocol with symmetric channel, where n; = n and uy =
lag|? =, k =1,2,3,4, as shown in Fig.

There are 15 kinds of relationships among the four in-
puts x1, x2, w3 and x4, as shown in the first column
of Table [ The relationship among {x)} is the same as
the relationship among {E(xj)}. The same letters rep-
resent the same inputs and different letters represent dif-
ferent inputs. For example, AAAA means that the four
inputs are equal and ABCD means that they are com-
pletely different. Among them, AABC and ABCD are
more complicated, as analyzed in Fig. M FE(x;) is all
white, indicating the reference message. The white part
of E(xq), E(x3) and E(x4) represents the same part to
E(x1), and the black part represents the different part
to E(x1). For the convenience of expression, F(zy) are
shown as above. The order of the actual F(z)) may not
be the same as the Fig. @ but we only care about the
total counts C on the detectors, so the order does not
affect the decision rules. In AABC, ¢’ = §1 + 85 + 5.
Since ¢ is the minimum relative distance of ECC, it sat-
isfies min{d} 4 65, 07 + 05,95 + 5} > J, which means that
the distance between E(xy) and E(xy) is at least dm
when k # k. In ABCD, §" = 21.721 0. In the same way,
min{dy + 8} + of + 64,64 + 04 + 6F + 0,04 + 6% + o +

7,07 05 405 40, 61 +05 +06) +05, 05 +05+05 +06} = 0.

Based on the above analysis, we can list the prob-
ability of observing a click on detectors Dy, Ds, Ds,
and Dy for each pulse sent under all relationships, as
shown in table[[Il 6. represents the proportion of events
except for E(Il)j = E(Ig)j = E(Ig)j = E(I4)j,
j € [1,m], in E(xg),k = 1,2,3,4. 612 represents the
relative distance between F(x1) and F(x2). Similarly,
3.4 represents the relative distance between E(x3) and
E(x4). 61934 represents the proportion of events, where
the relationship among E(x1);, E(z2);, E(x3),, E(x4); €



TABLE I: Determine the relationship among the four mes-
sages x1, T2, T3, T4 by three detectors Da, D3 and Dy in Figl3l
R1 represents the comparison results of total counts C2, Cs,
C, and thresholds C8", C5", C%® of the three detectors after
the first run of the protocol. For example, if Cy < Ci°
Cs < O, Cy < C8, we record it as R1= 000. Similarly, R2
and R3 represent the comparison results of the three detectors
after the second and third run of the protocol after exchang-
ing the interference position of 52,53 and 53,54, respectively.
Rl R2 R3 represent the comparison results correspondlng
to the relationship of ABCD in the three runs. [Rl R2, R3]€
{[101,111,0],[111, 101, 0], [111,111,101], [111,111,111]},

where () means that there is no need for a third comparison.
In f®, we write different inputs in different parentheses.

RI R2 R3 fF

AAAA 000 14 : (z1, 22,23, Ta)1
AAAB 011 011 13 : (z1,22,23)1, (T4)2
AABA 011 110 12 : (1,22, 24)1, (T3)2
ABAA 110 011 11 : (z1,23,24)1, (T2)2
BAAA 110 110 10 : (x2,x3,24)1, (T1)2
AABB 010 9: (z1,22)1, (23, 24)2
ABAB 101 010 8: (z1,x3)1, (T2, T4)2
ABBA 101 101 7 (z1,24)1, (T2, 23)2
AABC o011 111 6: (z1,22)1, (23)2, (4)3
ABAC 111 011 5: (z1,23)1, (2)2, (4)3
ABCA 111 111 011 4: (x1,24)1, (x2)2, (3)3
BAAC 111 111 110  3:(w2,z3)1, (z1)2, (z4)3
BACA 111 110 2t (z2,4)1, (21)2, (23)3
BCAA 110 111 1: (x3,24)1, (21)2, (x2)3
ABCD R1  R2 R3  0:(z1)1,(22)2, (x3)s, (z4)a

{AAAB,AABA,ABAA,BAAA}, in entire E(xy); 6%2734
represents the proportion of events, where the relation-
ship among E(z1),, E(x2);, E(x3);, E(z4); € {AABB},
in entire F(xy). For example, if the relat1onbh1p is
AABC,

Po, = (1= 8)(1—e ™)+ (8 + ) (1 —e ™) + Py,

Pp, = (8, +0)(1—e ")+ 84(1—e m)+ Py,
Po, = (0] + 05)(1 — ™ =) + Py,

(10)

where P, represents the dark count probability of detec-
tors.
We can calculate f® according to the probability of
observing a click on detectors Ds, D3 and Dy in Figl3
Decision rules of f? in four-party quantum fin-
gerprinting:

[ : | [ ! )
E(xy) ( A ] [ A)
E(xy) a) i
B S B § | e
) (B ¢) (A o)
e
5] 65 84 S5y 8y Sy8LSUSY 1 -6

FIG. 4: In the four-party quantum fingerprinting protocol,
the left relationship is AABC and the right relationship is
ABCD. m is the length of the E(zx),k = 1,2,3,4, and §’ and
0" represent the relative Hamming distance. In the relation-
ship of AABC, ¢’ = Zf:l 5. In the relationship of ABCD,

8" =37, 81

Select the threshold C", Ci® C' and compare the
total counts Cs, C5, C4 of the three detectors with cor-
responding thresholds respectively. As shown in table [I,
R1 represents the comparison results after the first run
of the protocol. The number 0 means the total counts
are less than the threshold, and the number 1 means the
total counts are greater than the threshold. For exam-
ple, if Oy < C§P, C3 < O and Cy < CfF, we record it
as R1=000. On the first run of the protocol, if the re-
sult on Dy is 0, then it means F(x1) = E(x2), otherwise,
it means F(x1) # FE(x2); similarly, if the result on Dy
is 0, then it means F(z3) = E(x4), otherwise, it means
E(x3) # E(x4); if the result on D3 is 0, then it means
E(x1) + E(z2) = E(x3) + E(x4), otherwise, it means
E(z1) + E(x2) # E(x3) + E(x4). When we run the pro-
tocol once, we can identify two of the relationships, i.e.,
R =14 (AAAA) and f® = 9 (AABB), for which the
results of comparison are R1=000 and R1=010, respec-
tively. If R1=011, then it corresponds to three possible
relationships AAAB, AABA and AABC. To determine
which relationship it is, we need to swap the interference
positions of S5 and S5 and run the protocol for the second
time.

On the second run of the protocol, if the result on
D, is 0, then it means F(x;) = E(x3), otherwise, it
means E(x1) # E(x3); similarly, if the result on Dy is
0, then it means E(z2) = E(z4), otherwise, it means

(x2) # E(x4); if the result on Dj is 0, then it means
E(z1) + E(z3) = E(x2) + E(z4), otherwise, it means
E(z1)+FE(x3) # E(x2)+E(x4). For instance, if R1=011,
R2=011, then f® =13 (AAAB). If we still can not deter-
mine the unique relationship according to R1 and R2 (for
example, R1=R2=111), we need to exchange the inter-
ference positions of S3 and 54 on the basis of the second
swapping, and then run the protocol for the third time.

On the third run of the protocol, if the result on Do
is 0, then it means F(z1) = E(x4), otherwise, it means
E(x1) # E(z4); similarly, if the result on Dy is 0, then
it means E(xq) = E(x3), otherwise, it means E(zq) #
E(x3); if the result on D3 is 0, then it means F(x1) +
E(z4) = E(x2) + E(x3), otherwise, it means E(x1) +



TABLE II: The probability Pp,, Pp,, Pp,,Pp, of observing a click on detectors D1, D2, D3, D4 under all relationships in
four-party quantum fingerprinting. o1 represents the proportion of events except for E(z1); = E(z2); = E(z3); = E(z4)5,
j € [1,m], in E(xzk),k = 1,2,3,4. 01,2 represents the relative distance between E(z1) and E(z2). Similarly, d34 represents
the relative distance between E(z3) and E(x4). 5%2734 represents the proportion of events, where the relationship among
E(x1)j, E(x2);, E(23);, E(r4); € {AAAB,AABA, ABAA,BAAA} in entire E(xx); 075,34 represents the proportion of events,

where the relationship among E(x1);, E(z2);, E(x3);, E(x4); € {AABB}, in entire E(xzy).

P, | o,

| o, | o,

ne 2np

anp

4 2
(1= 8a)(1 e~ %) 4 8bpaa(1—c™ %) £ Pa812(1 — ¢ ) + P [dhaga(l—e™ %)+ 0% aa(1—c™ W)+ Pa83.a(1 — ) + Py

E(z4) # E(x2) + E(x3). If R1=111, R2=111, R3=011,
then f® = 4 (ABCA). R1, R2, R3 respectively repre-
sent the comparison results corresponding to ABCD in
the three runs. [R1,R2,R3]e{[101,111,0], [111,101, 0],
[111,111,101], [111,111,111]}, where () means that there
is no need for the third comparison. In other words, if
the relationship among the four inputs is ABCD, it can
be identified by running the protocol twice or three times
and whether a third run is needed depends on R1 and R2.

In short, we can determine the relationship among four
inputs by exchanging the interference positions of senders
to compare different parts. Whether the latter run is
needed depends on the previous results. That is to say,
whether the second run is needed depends on R1, and
whether the third run is needed depends on R1 and R2.
When the comparison result corresponds to only one re-
lationship, instead of several possible relationships, the
calculation of f® is completed.

Then, we show how to choose appropriate thresh-
olds C', Cf* and Ci" and total photon number p of
the fingerprint state. The total number of clicks on
the detectors is approximated by a binomial distribution
Cr.u ~ Bin(m, P}), where k € {2,3,4} and v € {E,D}.
The probabilities of observing a click on three detectors
D5, D3 and D4 are as follow when the inputs are equal
and different,

PY=r,

PP =5(1—e )+ Py

PP =P

I (1)
P3 :5(1—677)—|—Pd

PE=p,

PP =§(1—e ) + Py,

where P, represents the dark count probability of detec-
tors, u is the total mean photon number of the fingerprint
state, d represents the minimum relative distance of ECC
and n describes the channel loss.

The error probability P, of the protocol can be defined
as follows

TABLE III: Determine the relationship among four inputs
based on three detectors D3, D3 and D4 in Figlll n = 1013,

§=022,1n=01 P;=10"", ¢=02 e =10"2. CIE =
1.29 x 10'°, CAE = 3.04 x 10°.

Iz ot cs ci Q"

4961 602 553 602 2.57 x 10°

P. = max{P®(Cy > Ci"), PP(Cy < CiM),
PR(Cs > "), PP(Cy < C5),  (12)
PE(Cy > M), PP(Cy < O},

With the proper selection of ; and threshold C§", C§h
and Ci", we can make QR as small as possible under
the condition that P, < e. If p is too small, QF can
be small, but no matter how to choose the threshold, P,
may be very large, which cannot meet the requirements
of the protocol. Conversely, if i is too large, then QR
will be large even if the appropriate threshold can make
P, small. Therefore, we should choose appropriate y and
Cih, Ct and CP to balance the relationship between Q%
and P..

We can see from table [Tl that when n = 0.1 and
P. < 1072, the total number of photons sent by each
sender p = 4961, the thresholds of the three detec-
tors are chosen as C§" = 602, Ci" = 553 and C{* =
602, respectively, and the maximum total communica-
tion complexity Q® = 2.57 x 106, which is four orders
of magnitude smaller than the classical optimal protocol
CAE = 1.29 x 10'°. Meanwhile, Q® also breaks the clas-
sical limit CIAE = 3.04 x 10%. To sum up, they satisfy
QF < CPE < CAP| and combined with (), we can con-
clude that Q® < CF < CR. This shows the advantages
of the quantum fingerprint network in communication
complexity compared with the classical version.

In conclusion, as shown in Table [, we provide an ef-
ficient way to determine the relationships among four
messages and we can easily obtain the values of fAF and
fPE with the knowledge of fR.



TABLE IV: The selection of parameters in two-party quan-
tum fingerprinting protocol of asymmetric channels. n =
3x10'2,¢=0.2, P, =101, 6 =0.22, /i1 = 0.3, /712 = 0.4,
e=107% CAE =1.24 x 10'°, CAE =1.46 x 10° .

th R
a1 (6% Cg Q

85 78 1685 5.52 x 10°

IV. QUANTUM FINGERPRINTING
PROTOCOL OF ASYMMETRIC CHANNELS

We consider the more general cases of asymmetric
channels. Whether the channel is symmetric does not
change the decision rules of the Referee. However, it af-
fects the probability of observing a click on the detectors
for each pulse when the inputs are equal and different,
which has an impact on choosing the appropriate finger-
print states and thresholds to minimize communication
complexity.

A. Two-party quantum fingerprinting protocol of
asymmetric channels

When N = 2, fAE — fEE — fR, QAE —
The communication complexity QF should be taken as
the objective function to optimize the parameters ay, ao
and C" under the condition of P, < e.

In Table [[Vl we show the results of parameter opti-
mization in two-party quantum fingerprinting of asym-
metric channels. The details are in the Appendix [Bl
When /1 = 0.3 and /m = 0.4, the total ampli-
tude of the two fingerprint states can be set to a; =
85 and as = 78 respectively, and the threshold value
DS = 1685. At this time, the communication complex-
ity QR = 5.52 x 10°. Not only is it about five orders
of magnitude less than the classical communication com-
plexity C2F = 1.24 x 10'°, but it also breaks the classical
limit CAF = 1.46 x 10°. They satisfy QF < CAP < CAF
and combined with (), we can obtain Q% < C} < C}.
Therefore, compared with the classical version, the two-
party quantum fingerprinting has great advantages in
terms of communication complexity.

EE _ QR-

B. Four-party Quantum fingerprinting of
asymmetric channels

We show how the Referee can determine the relation-
ship among four inputs of asymmetric channels. The
decision rules of the Referee are the same as those of the
symmetric channels, as shown in Table [l The difference
lies in the probabilities of observing a click on detectors
when the inputs are equal and different, which affects the
selection of the thresholds. The detailed analysis is in the
Appendix [Bl and the results are shown in Table [V]

TABLE V: Determine the relationship among four inputs
by four-party quantum fingerprinting protocol of asymmet-
ric channels. The ay of each sender and the thresholds Cgh,
Cit CtP can be different in each run and we write them in
the corresponding 1st, 2nd, 3rd rows of the following table,
respectively. n = 10", ¢ = 0.2, P; = 107, § = 0.22,
Vi = 03, 2 = 04, \/n3 = 0.5, /n1 = 0.6, ¢ = 1075,
CHE =1.01 x 10", CAF =119 x 107 .

th th th R
(671 (%) a3 Qg Cz CS C4 Q

Ist 109 109 69 69 5367 5700 5332 4.43 x 10°
2nd 97 77 99 78 5519 5600 5439
3rd 90 84 8 91 5699 5600 5347

In the process of parameter optimization, it should be
noted that the fingerprint states and thresholds of each
run can be different, as long as P, < e. As shown in table
V] when /1 = 0.3, /2 = 0.4, /75 = 0.5, /1 = 0.6,
on the first run of the protocol, the total amplitudes and
thresholds can be set to a; = 109, as = 109, a3 = 69,
ay = 69, Cih = 5367, Ci" = 5700, C4" = 5332. If the
relationship cannot be determined by R1, then the in-
terference positions of Sy and S3 needs to be exchanged
and we need to run the protocol again. On the second
run of the protocol, the total amplitudes and thresholds
can be set to a3 = 97, ag = 77, ag = 99, ay = T8,
Cih = 5519, Ci = 5600, Ci" = 5439. If fR still cannot
be calculated based on R1 and R2, then positions of S5
and S; need to be exchanged. On the third run of the
protocol, the total amplitudes and thresholds can be set
to a; = 90, az = 84, az = 85, ay = 91, Ci* = 5699,
Cih = 5600, C{* = 5347. We can find that the max-
imal total communication complexity QR = 4.43 x 10°
is five orders of magnitude less than CAF = 1.01 x 10!
of classical optimal fingerprinting. Moreover, it breaks
the classical limit CA® = 1.19 x 107. In short, they sat-
isfy Qf < CPE < C2F and combined with (), it can
be concluded that Q% < Ct < CR. This shows the
advantage that the quantum fingerprint network can re-
duce the communication complexity compared with the
classical version.

V. DISCUSSION

In this work, we demonstrate the advantages of quan-
tum fingerprinting networks in the field of communica-
tion complexity compared with classical versions accord-
ing to QR < CIAE < CAE. Tt is important to note that
the actual advantages (the difference among Q, C* and
CY) will be greater than that shown by the above com-
parison method because C} > CAE and CR > CAP.

The comparison between multi-party protocols
and two-party protocols. For simplicity, we call the
multi-party quantum fingerprinting protocol the multi-
party protocol and we call the protocol, which uses the



TABLE VI: The comparison of the N-party quantum finger-
printing and two-party protocol when N = 2%, s € ZT. QFM
refers to the N-party quantum fingerprinting protocol based
on balanced BSs and QFx refers to the two-party protocol,
which compares N inputs in pairs. f is the function that the
protocol needs to compute and tmax represents the maximum
number of times the protocol needs to be run.

f tmax
QFN FAR 1
QFy FAE N-1
QFX e N-1
QFy fR sN(N - 1)

two-party quantum fingerprinting to compare N inputs
in pairs, the two-party protocol.

If the Referee needs to calculate f&, when the rela-
tionship is AABB (or AAAA), the four-party protocol
only needs to be run once, tyy = 1, QR = 1.55 x 10° (the
parameters are shown in Table [J]and Q® is the commu-
nication complexity of the first run of the four-party pro-
tocol), while the two-party protocol needs to run multiple
times, tr = 4 (or 3), Q% = 3.19 x 10° (or 2.75 x 106).
Therefore, the four-party protocol shows advantages in
terms of communication time and communication com-
plexity. As shown in Table in Appendix [C it can
be found that no matter what the relationship is, the
number of runs ¢y required by the four-party protocol is
lower than ¢t required by the two-party protocol.

Furthermore, in Table [VI, we compare the N-party
quantum fingerprinting based on balanced BSs and the
protocol based on two-party fingerprinting when N =
2%, 5 € Z*t. When calculating fAF, the multi-party pro-
tocol only needs to run once, while the two-party scheme
needs to be run up to (N — 1) times. When calculating
B, the multi-party protocol only needs to be run up to
(N — 1) times, while the two-party scheme needs to run
up to %N(N —1) times. To sum up, the multi-party pro-
tocol has obvious advantages over the two-party protocol,
especially in terms of communication time.

Multi-bits encoding Methods. To further improve
the performance of the protocol, multiple bits of E(xy)
can be encoded on each coherent state @] Different
from (), the fingerprint state of the kth sender is pre-
pared in the following form

iE(@r) i OB (k)41 (_1)E(Ik)j

),
(13)

where i? = —1 and E(zy); ® E(xk) 41 means E(xg); +
E(zk)j+1 mod 2.

The total communication complexity of the single-bit
encoding method is Qgﬂgle—bit = 5.52 x 105 (as shown in
the table [[V]), while that of the two-bit encoding method

TABLE VII: The selection of parameters in two-party quan-
tum fingerprinting protocol of asymmetric channels when us-
ing the two-bits encoding method. n = 3 x 102, ¢ = 0.2,
Py=10"",6=0.22, /i1 =03, /2 = 0.4, e =10"".

th R
a1 Q2 s Q

69 70 898 3.91 x 10°

is smaller, QR .= 3.91 x 10°, as shown in table
[VIIl In either case, the total communication complex-
ity of the quantum fingerprinting is about five orders
of magnitude smaller than that of the classical optimal
protocol, CAF = 1.24 x 10'°. Moreover, the communica-
tion complexity of both schemes breaks the classical limit
CMF = 1.46 x 10°. They satisfy Qfyo pits < Qingle_bit <
CAE < CAE) combined with (7)), we can conclude that
Q&O_bits < Qgi{ngle_bit < CIR < C®, which reflects the
advantage of quantum fingerprinting in communication
complexity. Besides, in the two-bits encoding method,
the number of fingerprinting states sent by the senders is
half that of the single-bit encoding method, which means
in terms of communication time, the two-bit encoding
method also has more advantages.

Of course, it does not mean that the more bits are
encoded in each coherent state, the better. If all bits are
encoded in one coherent state, the communication time is
undoubtedly minimal, but the error probability P. may
be very high. Therefore, it is important to find a balance
among the communication complexity, error probability
and communication time.

Our analysis above is based on ideal balanced BSs. In
practice, the interference visibility v < 1 (¥ = 0.99 in
[17]), but this does not affect the analysis of decision
rules. We consider the impact of interference visibility
v in the Appendix D. It can be found that the there is
a slight effect on parameter selections and the commu-
nication complexity QR increase a little, but they still
satisfy Q® < CP* < CR. This means that the quantum
fingerprinting still has obvious advantages over the clas-
sical version in terms of communication complexity after
considering the effect of v.

The device composed of balanced BS used in N-party
quantum fingerprinting, N = 2%, s € Z™, can also be used
in M-party quantum fingerprinting, M < N, which is
analyzed in the Appendix E. Compared with the extend-
able design for M-party quantum fingerprinting (M = 3)
[21)], we only need balanced BSs and the number of runs
needed to compute f® is smaller, which is very beneficial
to the experiment.

When the Referee needs to calculate fAF, the protocol
only needs to be run once. In addition to the two decision
rules proposed in ﬂﬂ], we provide another decision rule
to calculate fAE. As shown in the second column R1
in Table [l the Referee can only observe two detectors
D2,D3 (or D3,D4) and only if Co, C3 (or Cs, Cy) are all
less than the corresponding threshold respectively, fAF =



1; otherwise, fAF = 0.

The characteristic of our method of exchanging inter-
ference positions to determine the relationship among N
inputs is that the latter run depends on the results of
the previous runs. When N is larger, we may be able
to design more flexible steps. For example, according to
the results of the previous runs, the latter run only re-
quires some of the NV senders to send fingerprint states for
comparison, so as to further reduce the communication
complexity.

VI. CONCLUSION

We provide a general theory of quantum fingerprint-
ing network, which can determine the relationship among
multiple messages, and choose the optimal parameters to
minimize the communication complexity in the case of
asymmetric channels. We take the four-party quantum
fingerprinting protocol as an example to analyze in de-
tail how to calculate f® by exchanging the interference
position of different senders. Moreover, we demonstrate
the advantages of quantum networks, especially in terms
of communication time, by comparing quantum finger-
printing networks with the two-party protocol. To fur-
ther improve the performance of the protocol, we use the
multi-bits scheme, in which multiple bits are encoded in
each coherent state. It is important to find a good bal-
ance among communication complexity, error probability
and communication time.

Appendix A: The expression for kij

There are j groups and G represents the same IV;
inputs of IV inputs which satisfies Ny > Ny > --- > Nj,
7=1,2,...,N. We define N; = i, which means at most
i inputs are the same, i = N — (j -1),N—-(G-1) -
1,..., [%] .k = 1,2,... k", where kI is the total
number of cases for the same (i, j),

1 .
i Na N3
—CONONLONY Ny -

jid — 3

i>N2>N3>-->Nj

N]71
CN:‘—1+NJ"
(A1)

where Ny 4+ N3 + --- 4+ N; = N — i; sg represents the
effect of the repeat count due to the same number of
elements in different groups. For example, when N = 4,
= 2, j = 2, (1'171'2)1, ($3,$4)2 and ($3,$4)1,($1,JJ2)2
represent the same relationship. So, we need to use sg
to eliminate the effect of this type of repeat count.
When N is large, the relationship among N inputs

is complicated, i.e., f& has Jnany values. For instance,
when N =8, 1—4 j=3, k> =C3C3 + 50402—490.

Appendix B: Quantum fingerprinting protocol of
asymmetric channels

Whether the channel is symmetrical does not change
the decision rules of the Referee. However, it affects the
expression of the probability of observing a click on the
detectors for each coherent state when the inputs are
equal and different. Therefore, it has an impact on choos-
ing the appropriate fingerprint states and thresholds to
minimize communication complexity. So, we focus on
analyzing the probability of observing a click on the de-
tectors for each coherent state in different protocols.

Two-party quantum fingerprinting protocol of
asymmetric channels

When N = 2, there are two detectors D; and Do on
the Referee and ideally, when x1 = x5, only D; has clicks;
when x7 # x2, both D; and D5 have clicks. The prob-
abilities of observing a click for each pulse sent on Dg
are P}’ and P when the input information is equal and
different.

P2Esingle = [1 - e_ﬁ(mal_\/ﬁaz)ﬁ + Pd
P2I7)single = 5[1 - €7ﬁ(\/n_lal+\/n_2a2)2] + (Bl)

(1-0)[1— e‘ﬁ(\/"_lo”_‘/"_zo‘zy] + Py.

In addition, it can also be determined by the detector
D;. The analysis is similar.

To further improve the performance of the protocol,
we consider the multi-bits encoding scheme. The follow-
ing is the corresponding probability of two-bits encoding
scheme

P2Etwo = [1 —€ — (Viaa - \/77720‘2)2] + Py
PQ]?two = (1 - 5) [1 — e_%(\/n_lal—\/n_gag)ﬁ_’_

—d0)[1- _%(W’?_lal)“(ﬂ_zw)z)ﬂ 2

52[1_ (Ve vmEe)] 4 p,

Four-party quantum fingerprinting protocol of
asymmetric channels

Similar to the decision rules shown in table [l we can
determine the relationship among four inputs according
to the detector Do, D3 and Dy4. The probability of ob-
serving a click on Do, D3 and Dy for each pulse when the
inputs are equal and different are as follows



PPs = [1- o 2 (— Vel +ymias)? |+ Py
pQD =§[1 - o~ (Vo + nja5)2]+

(1-6) [1— ez (-vmeitvimes)’] | p,
PPS = [1 — ¢~ -Vl ymaj vt +vmai)*] | p,
PP® = §[1—e a4
(1-08)[1—e (=
PP = [1— e (Cvmeitvmai)] 4 p,

oS — oS s 512
nic; \/77]0‘]+\/77k0‘k+\/77_la1) } +Pd

PP* = 6[1 — e~ 2 (Vi +vmai)*] 4

1-68)[1- e—ﬁ(—\/n_wih/ﬂ_zaf)ﬁ + Py,
(B3)

where s = 1,2,3, (i,7) (k,1)= (1,2)(3,4), (1,3)(2,4),
(1,4)(2,3) and z* = min{|\/miej — \/mj05 + /kag, +
VIO, | = /T3 + 05 + i + /e, | = /i -

503 — ykeq + o], | = Viias — /503 + e} —
vma;|}. This means that we can change the amplitude
of coherent states and thresholds of detectors in each run
with the purpose of minimizing Q% under the condition
that P, < e.

Appendix C: Compare the number of runs between
a multi-party protocol and a two-party protocol

We can use a two-party quantum fingerprinting pro-
tocol to perform pairwise comparison to determine the
relationship among four inputs, as shown in Table
The two-party protocol must be run at least three times
and at most six times to determine f®. The blank sec-
tions in the table indicate that this run is not required.
The number 0 means the total counts are less than the
threshold, and the number 1 means the total counts are
greater than the threshold. ¢ stands for the number of
times to be run when using the two-party protocol, ty
stands for the number of times to be run when using the
four-party quantum fingerprinting protocol of which the
decision rules are based on three detectors Dy, D3 and
Dy.

It can be seen from the Table [CI]l that no matter what
the relationship is, the number of runs ¢y required by the
four-party protocol is lower than ¢t required by the two-
party protocol. For example, if the relationship is AABB,
the protocol needs to be run four times, ¢t = 4, using
two-party protocol. However, the protocol only needs to
be run once, ty = 1, to identify AABB by four-party
protocol.

Appendix D: The impact of interference visibility

The protocols we analyzed are based on ideal BS with
interference visibility » = 1. In practice, the interference
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TABLE C1: Compare the number of runs ¢y using the four-
party protocol of which the decision rules are based on three
detectors and ¢t using the two-party protocol. R1, R2, R3,
R4, R5 and R6 respectively represents the comparison re-
sults of E(z1) and E(z2), FE(z1) and E(x3), E(x1) and E(z4),
E(x2) and E(z3), E(x2) and E(z4), E(zx3) and E(z4) with
two-party protocol. The number 0 means the total counts
are less than the threshold, and the number 1 means the to-
tal counts are greater than the threshold. The blank sections
indicate that this run is not required.

Rl R2 R3 R4 R5 R6 tr tum
AAAA O 0 0 3 1
AAAB 0 0 1 3 2
AABA 0 1 0 3 2
ABAA 1 0 0 3 2
BAAA 1 1 1 0 0 5 2
AABB 0 1 1 0 4 1
ABAB 1 0 1 0 4 2
ABBA 1 1 0 0 4 2
AABC 0 1 1 1 4 2
ABAC 1 0 1 1 4 2
ABCA 1 1 0 1 4 3
BAAC 1 1 1 0 1 5 3
BACA 1 1 1 1 0 5 2
BCAA 1 1 1 1 1 0 6 2
ABCD 1 1 1 1 1 1 6 2o0r3

visibility is slightly lower, for example v = 0.99 in [17].
We can make some modifications to the probability of
observing a click on detectors when considering the im-
pact of v. Take the two-party quantum fingerprinting as
example.

The probability of observing a click on detectors Do
for each pulse when the inputs are equal and different
becomes

PE=v[1 - e*ﬁ(\/ﬁarmaz)z}

, (D1)
(1-v) [1 _ ez (Vion+y/ipaz)? ] + Py,
PP =gy (1 - emmn (v tvman’”) |
(1 - v) (1 emmtvme—vme) |
. (D2)
(1-10)[v (1 _ o (Viren - yigan)” ) I
(1-v) (1 _ o (VT ras)? )} . P,

The comparison of the first row in Table [V] and Ta-
ble [D1] shows that there is a slight effect on parameter



TABLE D1: The selection of parameters in two-party quan-
tum fingerprinting protocol with non-ideal BS in the case of
asymmetric channels. n = 3 x 10'2, ¢ = 0.2, P; = 10719,
§=022, /1 =03, /72 =04, =10"°. CHF =1.24x10"°,
CPE =1.46 x 10°.

14 a1 Qa2 Céh QR

0.99 88 7 1695 5.67 x 10°

selections after considering the interference visibility v
and the communication complexity Q% increases a little,
but they still satisfy Q® < CIAE < CAE. Based on this,
and combined with (), we can obtain Q% < C} < C},
which means that the communication complexity of the
quantum fingerprinting protocol is lower than that of the
classical version.

The analysis in the multi-party quantum fingerprinting
protocol is similar.

Appendix E: M-party quantum fingerprinting based
on the device composed of balanced BSs

The device composed of balanced BSs, which can be
used for N-party quantum fingerprinting, N = 2° s €
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77, can also be used for M-party quantum fingerprint-
ing, where M < N. We show how to determine the
relationship among three inputs using the device shown
in Fig[3l which is the device used for four-party quantum
fingerprinting.

Different from four-party quantum fingerprinting,
when N = 3, the sender S; prepares the same two sets
of fingerprint states according to E(z1), one is still sent
to the interference position of S; and the other is sent to
the interference position of Sj in the Figl3l The Referee
can determine the relationship among the three inputs
according to the comparison results of the total counts
Cs, C3, Cy and corresponding thresholds O3, Ct8, Ctb,
respectively. As shown in Table[Ell each comparison re-
sult corresponds to a unique relationship, so the Referee
only needs to run the protocol once to calculate f® . For
example, if the results is R1=011, then the relationship
is AAB.

The three-party quantum fingerprinting based on ex-
tendable design ﬂ2_1|] needs to exchange the interference
position to determine the relationship, which can only be
completed for three times at most. The method above
can calculate f¥ in one run and does not require unbal-
anced BSs, which is very beneficial for experiments.
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