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The core of security proofs of quantum key distribution (QKD) is the estimation of a parameter
that determines the amount of privacy amplification that the users need to apply in order to distill
a secret key. To estimate this parameter using the observed data, one needs to apply concentration
inequalities, such as random sampling theory or Azuma’s inequality. The latter can be straightfor-
wardly employed in a wider class of QKD protocols, including those that do not rely on mutually
unbiased encoding bases, such as the loss-tolerant (LT) protocol. However, when applied to real-life
finite-length QKD experiments, Azuma’s inequality typically results in substantially lower secret-key
rates. Here, we propose an alternative security analysis of the LT protocol against general attacks,
for both its prepare-and-measure and measure-device-independent versions, that is based on random
sampling theory. Consequently, our security proof provides considerably higher secret-key rates than
the previous finite-key analysis based on Azuma’s inequality. This work opens up the possibility of
using random sampling theory to provide alternative security proofs for other QKD protocols.

Quantum key distribution (QKD) allows two distant users, Alice and Bob, to generate a shared secret key in the
presence of an eavesdropper, Eve, with unbounded computational power [1, 2]. To prove the security of QKD, we
often consider the error rate that Alice and Bob would have obtained in a fictitious scenario, known as the phase-error
rate, which directly bounds the amount of sifted-key information that could have leaked to Eve, and determines the
amount of privacy amplification that the users need to apply to distill a secret key [3-6]. Since Alice and Bob cannot
directly observe the phase-error rate, they must estimate it using the data collected in the test rounds, i.e. the detected
rounds which are not used to generate the sifted key. For this estimation, it is indispensable to employ statistical
techniques. For example, in the case of the BB84 protocol [7] without source flaws, one can use the fact that Alice’s
encoding bases are mutually unbiased to estimate the Z-basis phase-error rate from the X-basis bit-error rate, and
vice-versa, using random sampling theory [8, 9]. In protocols where the users do not employ two mutually unbiased
bases, the detection statistics of a particular round may depend on the basis choices made in previous rounds, and
Azuma’s inequality [10] has been typically applied to deal with this dependency [11-14]. However, recently, Maeda et
al. [15] have successfully applied a non-trivial security analysis based on random sampling theory to a twin-field QKD
variant in which the users do not employ mutually unbiased encoding bases. This work raises the obvious question of
whether random sampling theory could also be applied to other protocols that do not use mutually unbiased bases,
and whose security proofs currently rely on Azuma’s inequality. Since the estimation of Eve’s side information is
the core of QKD security proofs, investigating the possibility of using different estimation techniques deepens our
understanding of QKD protocols and their security. Moreover, it has important experimental implications, in terms
of the secret-key rate obtainable, since concentration bounds for independent random variables, such as the Chernoff
bound, are typically tighter than those for dependent random variables, such as Azuma’s inequality.

One obvious candidate to investigate is the loss-tolerant (LT) protocol [12], a three state protocol that is resistant
to state preparation flaws (SPFs), which arise from the finite precision of modulation devices. Earlier attempts
to address SPFs [16] resulted in a performance that degraded very quickly with moderate-to-high channel losses.
Conversely, even in the presence of large SPFs and high losses, the performance of the LT protocol is close to that of
a perfect four-state BB84 protocol, at least in the limit of infinitely-long keys [12]. Recent works [17-19] have shown
that one can prove the security of the LT protocol in the presence of additional source imperfections, such as mode
dependencies, Trojan horse attacks or pulse correlations, as long as one can ensure that their magnitude is sufficiently
small. Also, the LT protocol can be combined with measurement-device-independent (MDI) QKD [20] to guarantee
the security in the presence of arbitrarily flawed detectors. Moreover, the LT protocol is highly practical and can be
implemented with off-the-shelf devices. In fact, several experiments have implemented the LT protocol [21, 22], and
a variation of it [23] set a fibre QKD distance record. For these reasons, a deep understanding of its security is of

theoretical and practical interest.
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Clearly, the LT protocol does not rely on using two mutually encoding bases. For starters, in its standard three-
state formulation, Alice only emits one of the two X-basis states. However, even if one were to apply the LT idea
to a four-state protocol, the encoding bases would still not be mutually unbiased, due to the SPFs. Thus, Azuma’s
inequality has been used in both the asymptotic [12] and finite-key [13] security proofs of the LT protocol. In the
asymptotic regime, the specific statistical technique employed does not affect the performance, since the deviation
terms vanish in the limit of infinitely-long keys. However, choosing the tightest statistical technique available does
have an impact on the key rate obtainable in (existing and future) real-life finite-length implementations of the LT
protocol.

In this paper, we show how the finite-key security of the LT protocol against general attacks can be reduced to
a random sampling problem, for both its original prepare-and-measure (P&M) version and its MDI version. This
random sampling problem can be solved using concentration inequalities for sums of independent random variables,
which results in tighter bounds than those of a previous analysis [13] based on Azuma’s inequality. Our paper is
structured as follows. In Section I, we present our general statistical analysis, inspired by that of Ref. [15], and apply
it to a generic scenario. In Section II, we show how this analysis can be used to estimate the phase-error rate of the
P&M LT protocol, and in Section III, we do the same for the MDI LT protocol. In Section IV, we give an expression
for the secret-key rate obtainable in both protocols. In Section V, we simulate the secret-key rate obtainable for
different values of the block size, and compare it with that of alternative analyses. Finally, in Section VI, we conclude
our paper.

I. GENERAL STATISTICAL ANALYSIS

In this section, we present our general estimation procedure and apply it to a generic scenario, which we denote as
the Tagged Virtual Protocol (TVP). Its name refers to the fact that, as we will see in Sections II and III, one can
draw an equivalence between the TVP and the virtual protocols of both LT P&M QKD and LT MDI QKD, once the
users probabilistically assign tags to their emissions.

In the TVP, the users emit, amongst others, the states pyir, ppos and pneg, With probabilities pyir, Ppos and preg-
These may be states sent by Alice, in the P&M protocol, or joint states sent by Alice and Bob, in the MDI protocol.
Also, pyir is one of the virtual states, emitted only in the virtual protocol, while ppos and pneg are actual states,
emitted also in the actual protocol. These states satisfy

Pvir = CposPpos — CnegPneg (1)

where cpos and cyeg are some non-negative coefficients such that cpos — cneg = 1. For reasons that will become clear
later on, we assume that the users assign a tag of t € {vir, pos, neg} to each emission of p;. That is, each emission of
pvir 1s trivially assigned a tag ¢ = vir, and so on. In the quantum communication phase of the protocol, some of these
emissions will be detected. Here, a “detection” refers to any process that depends on Eve’s attack and distinguishes
some emissions from others. For the P&M protocol, we will define a detection as an event in which Bob obtained
a particular measurement result, and for the MDI protocol, as an event in which Charlie reports a projection to a
particular Bell state. We denote by N; the number of detected emissions with a tag of ¢, i.e., the number of detected
emissions of p;. In the actual protocol, the outcome of the random variables Nos and Nye, can be directly observed
by the users, but the outcome of Nyj cannot, and must be estimated. Thus, the objective of the analysis is to
find a statistical relationship between Nyi;, Npos and Nyee; more specifically, we want to find a function f such that
Pr[Nyir > f(Nposs Nneg; €)] < €, where € can be made arbitrarily small.

The starting point of the analysis is Eq. (1), which we now rewrite as

Ppos = Ppyi,|posPvir + ppneg\pospnega (2)

where p, . jpos = 1 /Cpos and Ppneglpos = Cneg /¢pos- Equation (2) implies that sending ppos is equivalent to sending pyir
with probability p, . |pos and pneg With probability p,, . |pos- That is, the TVP is indistinguishable from the following
scenario:

— The users select tag t € {vir, pos,neg} with probability p;.
— If t = pos, the users emit pyi, with probability p, . |pos, O pneg With probability p, . ipos-
— If t € {vir,neg}, the users emit p;.

In the above scenario, some emissions of py;, will have a tag of “vir”, and some will have a tag of “pos”, but they
are otherwise identical. The same is true for emissions of pne; with tags of “neg” and “pos”. Thus, one can go even



further, and think of another equivalent scenario in which the users first decide the quantum state that they emit,
and then probabilistically assign a tag to it. Namely:

Modified scenario
e The users select and emit the state p, € {pyir, pneg} with probability p,, := P + PposPp,|pos-

e Next, they assign their emission the tag ¢t = 2 with probability p,|,, := pz/P,,, or the tag ¢t = pos with
probability ppegip, = 1 = Dajp, -

This modified scenario is equivalent to the TVP in terms of tags, because:

1. The overall probability to assign a particular tag t € {vir, pos,neg} is the same in both scenarios, i.e. p;.

2. The quantum state emitted given a particular tag ¢ is the same in both scenarios, i.e. p;.

In the modified scenario, let N be the number of detected emissions of p, with a tag of t, NP= = Do NP be
the total number of detected emissions of p,, and Nt = Z N Pz he the total number of detected emissions with a
tag of t. That is, NVlr = Nflvr‘“, NpOb = Nler + N{;S;i and Nneg = N{fggg. The equivalence above implies that, for
any attack by Eve, the set of random varlables {Nvir, Npos; Nneg } in the TVP has an identical distribution as the set
{Nvir, Npos, Nneg} in the modified scenario. Hence, if we find a function f such that Pr [Nvir > f(NpOS, Nneg; 5)} <e
in an execution of the modified scenario, then it must also be the case that Pr [Nvir > f(Nposs Nneg; a)] < ein an
execution of the TVP. The equivalence between the two scenarios is shown in Fig. 1.
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Figure 1. Relationship between the Tagged Virtual Protocol (TVP) and the modified scenario. In the modified scenario, each
emission of pvir (Pneg) is assigned a tag of either “vir” (“neg”) or “pos” with a fixed probability, in such a way that emissions
with a tag of t € {vir, neg, pos} are equivalent to emissions of p; in the TVP. In the modified scenario, the detection statistics
of each emission must be independent of the tag assigned to it, since Eve does not have any tag information. Hence, each of
the N”vir (N?me%) detected emissions of pyir (pneg) is assigned a tag of either “vir” (“neg”) or “pos” with the a priori fixed
probablhty This allows us to find a statistical relationship between the random variables NVlr = NPV“ Npob = fo(v,;r + N{f:;:g
and Nneg = Nné‘ ;% using a random sampling analysis, see Eq. (5). Since the TVP is equivalent to the modified scenario, the
same relationship must hold for the random variables Nyir, Npos and Npeg in the TVP, see Eq. (6).

The random tag assignments in the modified scenario allow us to find a bound on Ny, by using a random sampling
analysis. The key idea is that the probability to assign a particular tag to a particular emission must be independent
of whether the emission is detected or not, since the tag assignment does not change the emitted quantum state, and
Eve does not have any tag information. Thus, each of the N#vi* detected emissions of py;, is assigned a random tag of
“vir” or “pos” with probabilities p Dir|puis and p | Ppos|pvie = 1 — Pyir|p,.» Tespectively. This implies that N{; Peir is a random

sample of a population of N/vir = N Peir 4 N bt elements, where each item is sampled with probablhty Dvir|pys, - 1D



Appendix A, we show that this implies that, except with probability /2,
N\fi‘gr S gu (Ng(‘),;r7ﬁvir|p\,;ra 5/2) 3 (3)

where gy is defined in Eq. (A3). Similarly Njss# is the size of a random sample of a population of N*res = Nfast 4 Njuee
elements, where each item is sampled with probability pyos|p,.,- This implies that, except with probability e /2,

N{;Sgg > gL (Nnegaﬁpos|pneg5€/2) s (4)

where g, is defined in Eq. (A3).

Using the relations Nyiy = N2, Npos = NEsi + Njos®, and Nyeg = Nies®, in combination with Egs. (3) and (4),
we have that

Nyir < gu (Npos - Nggggaﬁviﬂpvh-v 5/2)

N i ()

< gu (Npos —4gL (Nnegaﬁpos|pncga€/2) aﬁvir|p\,;r75/2) )
except with probability e, where in the first inequality we have used Eq. (3), and in the second inequality we have
used Eq. (4) and the fact that gy is an increasing function with respect to its first argument.

As explained above, the random variables { Nyiy, Npos, Nneg } in the TVP are identically distributed as the random
variables { Nyir, Npos, Nneg} in the modified scenario. Thus, Eq. (5) implies that, in the virtual protocol

Nyir < gu (Npos —9gL (Nnegvﬁposmnegv5/2>7ﬁvir\pvir75/2> = f(NpOEH Nneg;5)7 (6)

except with probability €, as required. Since Npos and Nyeg are observables of the actual protocol, Alice and Bob can
use their observed values to obtain an upper bound on Ny;,.

In Sections IT and I1I, we explain how to apply this statistical analysis to the LT protocol, for both its P&M and
MDI versions. In this protocol, the virtual states and the actual states are all in the same qubit space. Because of
this, each virtual state can be expressed as an operator-form linear function of the actual states. However, this linear
function does not necessarily have one positive term and one negative term, as in Eq. (1). To apply the analysis
above, the users will first probabilistically assign tags of “pos” and “neg” to some of their emissions, in such a way
that the average state with a tag of ¢ € {pos,neg} is p;. After these tag assignments, the resulting tagged virtual
protocol will be equivalent to the TVP, shown on the left side of Fig. 1.

II. PREPARE-AND-MEASURE PROTOCOL

In this section, we apply our analysis to the P&M LT protocol [12]. For each round, Alice sends Bob a pure state
|¥;), with probability p;, j € {0z,1z,0x}, where emissions of |10y ), (|%0,), and |¢1,),) are considered to belong
to the X (Z) basis. The only assumption needed to apply our analysis is that Alice’s states are characterised and
linearly dependent, i.e. they are all in the same qubit space. For simplicity, in this discussion we assume that the
states are in the X Z plane of the Bloch sphere; in Appendix B, we show how to apply our results in the general case.
Bob measures the incoming signals in the Z or in the X basis, with probabilities pz, and px,, respectively. We do
not need to assume that Bob’s measurement bases are mutually unbiased, but we do assume that his choice of basis
is fully random, and that the detection efficiency is the same for both bases. Afterwards, Bob reveals which rounds
were detected, and both users reveal their basis choice in those rounds. The sifted key is generated from the detected
events in which Alice and Bob both chose the Z basis. The detected rounds in which Bob chose the X basis are
considered to be test rounds. In these, Bob will reveal his measurement result. The full protocol description is given
in Appendix C.

The objective of the security analysis is to estimate the number of phase errors in the sifted key, using the test

data. To define this quantity, we consider an equivalent entanglement-based virtual protocol, in which Alice replaces
the key emissions by the generation of the entangled state

1

|\I’Z>Aa = \/§

(102) 4 [%0,)0 + 112) 4 101,)4 ) (7)



where a is the photonic system sent to Bob and A is Alice’s fictitious qubit ancilla, which she keeps in her lab. For
simplicity, in Eq. (7), we have assumed that py, = p1,. The key generated in the actual protocol is equivalent to the
key that Alice and Bob would obtain by performing a Z-basis measurement on the systems A and a of the detected
rounds in which Alice generated |¥z) ,. . The number of phase errors is defined as the number of errors that Alice
and Bob would have observed if they had measured these systems A and a in the X basis instead. This is equivalent
to a scenario in which, in the key rounds, Alice sends Bob the virtual states

|wvira>a = |u)OZ>’1 + (_1)(1 |’lplz>a

T V2= (D)7 (Wogl1,),) (8)

with probabilities

Peirs = 202, (1 (=1) (o, [¥1,),), (9)

2
and Bob measures these states in the X basis. Here, pz, is the probability that Alice selects the Z basis, and
a € {0,1}. Thus, Alice’s choice of state in the virtual protocol can be equivalently described by assuming that she
fictitiously prepares the entangled state

‘\IIVir>Sa =+/PvirgPZp |O>S |wviro>a + VDviriPZg ‘1>S |wvir1>a + VPozPXp |2>S W)Oz)a
+\/plszB |3>S |7/jlz>a + VPoxPXp |4>S W}OX>a + VPoxPZg |5>S |¢0X>a ’

and then performs a measurement on system S. Note that S holds information about Alice’s and Bob’s setting
choices. For instance, |2) 4 represents the events in which Alice selects the actual state |1, ), and Bob chooses the X
basis. In the right-hand side of Eq. (10), the first two terms are associated with virtual events. That is, the events in
which Alice and Bob select the Z basis in the actual protocol, but their basis choice is replaced by the X basis in the
virtual protocol. All the other terms in Eq. (10) correspond to actual events that occur in the actual protocol.

(10)

In the virtual protocol that we have just defined, the occurrence of a phase error is defined as an event in which
Alice measures system .S, obtains the outcome 0 (1), and Bob’s X-basis measurement outputs the bit value 1 (0). The
measurement statistics associated with these events cannot be directly observed, since the virtual states are never
sent in the actual protocol. However, as we show in Appendix B, one can exploit the fact that the virtual states and
the actual states live in the same qubit space to find an operator-form linear relationship between the virtual states
and the actual states. Namely,

Pvirg = Coyz|virg POz + Clz|virgPlz + Cox |viroPOx

Pviry = €0z |viry POz T Clz|vir; P17 + Cox |vir; POx 5 (11)

where pyir, = [Uvir, \Wvir |o» 05 = [¥)1)],,, and the coefficients cjjyiy, can be positive, negative or zero depending on
the form of the actual states {[¢;) }. For example, when there are no SPFs, the emitted states are [1,), = [0z),,
[V1,), = 12), and Yoy ), = |0x),; and Eq. (11) becomes pyir, = poy and pyir, = po, + p1, — Pox- Next, in order
to employ the analysis in Section I, we rewrite Eq. (11) as

Pvirg = CposgPposg — CnegpPnegp s (12)

Pvir; = Cposy Ppos; — Cneg; Pnegy s (13)

where, for ¢ € {pos,neg} and « € {0,1},

Ctu = D |Cjvirals (14)

JESt,

Pto = Z Pjlta |¢j><7/1j|a~ (15)

JESty

In Eq. (15), Spos, (Sneg,) is the set of indices j such that ¢} is positive (negative), and

¢ vira |
Pjjtn = e, (16)
Ct

e%

Now, each of Egs. (12) and (13) is identical to Eq. (1), the starting point of the statistical fluctuation analysis
introduced in Section I. We will apply this analysis to estimate the detection statistics of each virtual state, separately.



Recall that, in the TVP defined in Section I, the states sent are pyir, ppos and pneg (see Fig. 1). However, n the virtual
protocol defined above, Alice does not emit the states pposy, Pposi s Pnego A Preg, - Instead, Alice will probabilistically
assign tags of to € {posp,negp} and ¢; € {pos;,neg;} to some of her emissions, in such a way that the average state
with a tag of to (t1) is py, (pt,). After doing so, we can draw an equivalence between the virtual protocol and the
TVP.

More concretely, let us consider the events in which Alice emits [1);),, j € {0z,12,0x}, and Bob chooses the X
basis, corresponding to measuring system S of Eq. (10) in 2, 3 or 4. Each of these events occurs with probability
Pj.x5 = DPjPxp, and is assigned a tag of ¢, € {posq,neg,} with probability

Pt Dyt

Ptolj,Xs = 17
tali Xs T Xy (17)

or a tag of t, = junk, otherwise; where a € {0,1}, p;¢, is given by Eq. (16), and p;, is the total probability of
assigning tag t,. Note that the assignment of tag ¢ty and of tag ¢; is done independently: each of these emissions will
have both a tag of {5 and a tag of ¢;. This is allowed because our key idea relies only on a probabilistic assignment of a
tag, and even if multiple assignments are made for a single pulse, the argument still holds. In Eq. (17), the conditional
probabilities py,|; x, become fixed once one chooses the value of p;,, which must be such that p;, < p;px,/pjs., for
all j € {0z,17,0x}, since py,|j,x, < 1. In order to waste as few test rounds as possible, and thus obtain a tight
estimate of the number of phase errors, we assume that Alice chooses the largest possible value of p;_, given by

pt, = min DiPXp (18)

7 Pjlta

Moreover, in the virtual protocol, Alice assigns a deterministic tag of ¢y = virg (¢t1 = viry) to each emission of |¢yir,),
(|%vir, ),), corresponding to S =0 (S = 1).

After these tag assignments, an emission with a tag of ¢, is equivalent to an emission of p;_. Thus, if Alice disregards
the outcome of her measurement of system .S, and considers only the tags of ¢, that she assigns, the virtual protocol
becomes equivalent to a scenario in which Alice actually emits p;, with probability p;_, and then trivially assigns her
emission a tag of t,. This scenario, which we denote as the the Tagged Virtual Protocol a and depict on the right
side of Fig. 2, is identical to the TVP defined in Section I and shown on the left side of Fig. 1.

vir,,

|¢vira> Pvir,,

S =«
POSq
Yoz) Ppos
S=2 «
I’(/)lz> negq
S=3 pnega
junk,,
Pjunk,
Virtual Protocol Tagged Virtual Protocol «

(before tagging)

Figure 2. Relation between the virtual protocol and the Tagged Virtual Protocol «, where a € {0,1}, for the P&M scheme.
In the virtual protocol, events for which S € {2,3,4} are probabilistically assigned a tag of to € {posa, nega,junka,} (dashed
arrows), in such a way that the average state with a tag of t, is pt,. Events for which S = « are deterministically assigned
a tag of to = vire (solid arrow). If one considers only the tags of t, that Alice has assigned, the virtual protocol becomes
equivalent to the Tagged Virtual Protocol a. The ellipses at the top of the diagram represent events which are identical in
both scenarios, but which are not relevant for the analysis.

Let Ntlox (N,?lx ) be the number of detected events with a tag of ¢ty (¢1) in which Bob obtained measurement result 1x
(0x). Equation (6) of Section I implies that, in the Tagged Virtual Protocol 0, it holds that, except with probability



£/2,

1 1 1 ~ ~
Nvi)r{() < gu (Npé{so — gL (Nné(g(]apposO\pnegov 6/4> » Pvir0| pyiro s 6/4) ; (19)

and in the Tagged Virtual Protocol 1, it holds that, except with probability /2,
N\?i)r(l < gu (Np?é(sl — gL (Nr?e)é;lvﬁposl\pneg ) 5/4> 773vir1|pvix-1v5/4) ) (20)

Where7 for o € {07 1}7 ﬁvira\pvim = pvira/(pvira + pposa/cposa) and ﬁposoz\pnega =1- pnega/(pnega + pposacnega/cposa)~
Moreover, since the virtual protocol is equivalent to the Tagged Virtual Protocol 0 (1), in terms of the assigned tags
of ¢y (t1), Eq. (19) (Eq. (20)) must also hold for the virtual protocol. Thus, combining Eqgs. (19) and (20), we have

that, in the virtual protocol, the number of phase errors NV, := Nji’r‘o + N\?ifl satisfies

Nph S qu (Néé(so — gL (Néé(gmﬁposmpnegov 5/4) ’ﬁviro\p\,im ’ 5/4

0 0 ~ ~
+ gu (Npgsl — gL (Nné(gupposllpnegw5/4)apvir1\pvir17€/4

)

) 21
) (21)

except with probability €.

In order to use Eq. (21) to prove the security, the quantities Np.X and N*, for a € {0,1} and t, € {posa, nega},
must be observables in an actual implementation of the protocol. Thus, the probabilistic tag assignments defined in
Eq. (17) must happen in the actual protocol too. However, note the following: (1) the tag assigned to a particular
emission must be independent of Bob’s measurement result, since the tag assignment does not change the emitted
quantum state; and (2) the assignment of tag t, is only relevant for the analysis if Bob happens to obtain a measure-
ment outcome of (a@® 1) x in that round. This implies that it is only necessary for Alice to probabilistically assign a
tag of to (t1) to the events in which she sent |¢;) , j € {0z,12,0x}, and Bob obtained measurement result 1x (0x).
For a full description of the protocol, including the tagging step, see Appendix C.

III. MEASUREMENT-DEVICE-INDEPENDENT PROTOCOL

In this section, we apply our analysis to the LT MDI QKD protocol. For each round, Alice (Bob) selects the state
[v5), ([¥5),) with probability p; (p}), where j (s) € {0,1,7}, and sends it to an untrusted middle node Charlie.
As in the P&M case, the only assumption required to apply our analysis is that all states emitted by Alice (Bob)
are in the same qubit space. For simplicity, in this discussion we assume that all states lie in the X Z plane of the
Bloch sphere; in Appendix D, we show how to treat the case in which they do not. Emissions for which 57 € {0,1}
(s € {0,1}) are considered to belong to the Z basis, and for simplicity their selection probability is assumed to be
equal, i.e. po = p1 = pz/2 (py = i = p'y/2). We denote Alice and Bob’s joint state by [v; )., = [¢;), ® [¢%),, and
its associated probability by p; s = p,pl.

Alice and Bob expect Charlie to perform a Bell state measurement on each incoming joint pulse, and announce the
result. In most MDI protocols, including the original MDI QKD proposal [20], Charlie may obtain a projection to one
of two Bell states. However, for simplicity, for now we assume that Charlie attempts to obtain a projection to only one
of the four Bell states, and that if he is successful (unsuccessful), he reports the round as “detected” (“undetected”).
At the end of the section, we show how to generalise the analysis to the case in which Charlie may report a projection
to two or more different Bell states. Also, note that Charlie is untrusted, and may even be fully controlled by Eve.
Thus, in what follows, we directly assume that it is Eve who performs the measurements and announces the results.
Importantly, Eve is not limited to measuring each round independently: if she performs a coherent attack, her full
set of announcements may depend on an arbitrary general measurement acting jointly on the photonic systems of all
the rounds in the protocol.

After Eve’s announcements, Alice and Bob reveal, for each round, whether or not they used the Z basis, thus
learning whether or not (j,s) € Z := {(0,0),(0,1),(1,0),(1,1)}. The rounds for which (j,s) ¢ Z are automatically
considered to belong to the set of test emissions, which we denote as 7. The rounds for which (j,s) € Z receive
a special treatment: with probability pi|z they are considered key emissions, and with probability pr|z they are
considered test emissions, where K is the set of key emissions, and px|z + p7jz = 1. This is needed because we want
to use data from some Z-rounds to estimate the phase-error rate. The resulting scenario is shown on the left-hand
side of Fig. 3. For all rounds in 7, Alice and Bob reveal their choice of (3, s).

Alice (Bob) defines her (his) sifted key as her (his) choices of j (s) in the detected rounds in K. The objective
of the analysis is to use the detection statistics of the 7T-rounds to estimate the number of phase errors in their



plc K

Pph
(G,s)€Z K K
pos

|¢j,8> ppOS
(4.s)ez2 T T
neg

Pneg
|95.5) T
junk
Gogz T Pjunk

Actual Protocol Tagged Virtual Protocol

(before tagging)

Figure 3. Relationship between the actual protocol and the tagged virtual protocol in the MDI scenario. In the actual protocol,
shown on the left, emissions such that (j,s) € Z are probabilistically assigned to either I or T, while emissions such that
(4, s) ¢ Z are always assigned to 7. In both the actual and virtual protocols, events in T are probabilistically assigned a tag
of t € {pos,neg, junk}, in such a way that the average state with a tag of ¢ is p;. The dashed arrows represent this tagging
process. In the virtual protocol, K-emissions are substituted by emissions of ppn and oo and are assigned tags of “ph” and
“ph”, respectively. If Alice and Bob consider only the tags that they have assigned, the virtual protocol becomes equivalent to
the tagged virtual protocol, shown on the right.

sifted keys. This quantity is defined as the number of errors that Alice and Bob would have obtained if they
had run a virtual scenario in which they replaced the K-emissions by the generation of the virtual state |Ux) =
3 > is=01172:52) ap [¥j.s) gy followed by an X-basis measurement on their local ancillas A and B. Let 115, be the
projector onto the phase-error subspace in AB. Note that the definition of a phase error depends on the particular
Bell state onto which Charlie is supposed to project the incoming pulses. The average state of a key emission may be
written as

1
P =7 D 1.8 )Xssl 0y = PphicPph + Dy Ppn- (22)

7,=0,1
where ppn and pop are quantum states such that ponixppn = Trap[l% [ X Ux|] and PonicPpn = Trap[(I —
Hi}g) |UicXPil|]. Thus, the virtual protocol may be regarded as the following scenario: the users jointly select
or T with probabilities px = pzpx|z and p7 = 1 — pg, respectively, and
o If they select IC, they emit ppn and Pol with probabilities pppx and Pphiks respectively.

o If they select T, they emit [¢); ), with probability p; 7 = pj sp75,s/P7, Where pry; s = priz if (j,5) € Z and

The number of phase errors, Npy, is defined as the number of detected emissions of pp, that Alice and Bob would
have observed if they had run this virtual protocol. To estimate this quantity, we use again the random sampling
analysis of Section I. To apply this analysis, however, we need to first show that p,, can be written in the form of
Eq. (1), i.e.,

Pph = CposPpos — CnegPrneg) (23)

and then add a tagging step to the protocol, so that it becomes equivalent to a scenario in which the states ppos and
Pneg are actually emitted. In Appendix B, we show that ppn can be expressed as an operator-form linear function of
the actual states, that is

Poh = Y Ci.sPiss: (24)
i



where p; o = [1; s)1;,s|,, and the coefficients c¢; ; are real and can be negative. Thus, if we denote by Spos (Sneg) the
set of pairs (4, s) such that ¢;  is positive (negative), and, for ¢ € {pos, neg}, we set

=Y lejslh, (25)

7,8ES:
pr="Y_ Disithis (26)
J,SESt
where
lcjsl/ee if (5,5) € St
RIRES ’ 27
Pislt {0 otherwise, (27)

we obtain Eq. (23).

In the tagging step, Alice and Bob need to probabilistically assign tags of “pos” and “neg” to their emissions in 7T,
in such a way that the average state with a tag of ¢ is p;. To achieve this, in the actual protocol, Alice and Bob must
assign a tag of ¢ € {pos,neg} to each emission of [¢);),, in T with probability

Dt|TPj,s|t
Pafjos = =l (28)
Dj,s|T

where p; 4 is given by Eq. (27), and py 7 is the probability that a round in 7 is assigned a tag of t. Note that the
assignment probabilities py|; ;7 become fixed once one chooses py7. From Eq. (28), it follows that the value of py+
must be such that pyr < p; o7/pjs)e» V(4,5) € S;. Hence, its maximum possible value is

. Pis|T

= min —/—— 29

piT = i S (29)

and we assume that Alice and Bob choose this value, in order to waste as few T-rounds as possible and thus obtain

a tight estimate of the phase-error rate. Finally, Alice and Bob assign the tag “junk” to all the remaining rounds in
T that have not been tagged as “pos” or “neg”.

Since T -emissions are identical in the actual and virtual protocols, the previous tag assignments can be regarded as
taking place in both protocols. Besides, let us further assume that, in the virtual protocol, Alice and Bob assign trivial
tags of “ph” and “ph” to each emission of p,, and i respectively. Then, if Alice and Bob disregard their choice
of state, and consider only the tags that they have assigned, the resulting tagged virtual protocol becomes equivalent
to the scenario depicted in the right-hand side of Fig. 3, in which Alice and Bob emit p;, t € {ph, ph, pos, neg, junk},
with probability p;; where p; = pxpyx for t € {ph,ph}, and p; = p7py7 for t € {pos,neg, junk}. This scenario is
identical to the starting point of the random sampling analysis in Section I, the TVP shown on the left side of Fig. 1.
The only differences are that here we have denoted the virtual state of interest as ppn, not pyir; and that we have
some extra emissions of Po and pjunk, which we simply ignore in the analysis. Using Eq. (6), we have that, except
with probability €, the number of phase errors Ny, satisfies

Nph < gu (Npos — gL (Nneg713pos\pneg7 5/2) af)ph\pph 3 5/2) 3 (30)

where N; is the number of detected events with a tag of ¢, Pynjp,, = Pph/(Pph + Ppos/Cpos) and Pposjpue, = 1 —
Pneg/ (Pneg + PposCneg/Cpos)-

In the analysis above, we have assumed that Alice and Bob reveal their choice of basis for all rounds, and then
probabilistically assign all events such that (j,s) € Z to either T or K with probabilities p7|z and px|z. However,
note the following: (1) the probability to assign a particular emission to 7 or K must be independent of whether
or not it is detected, since Eve has no information about this assignment when she makes her announcements; and
(2) the set assigned to the undetected rounds is irrelevant, since their data is not used at any point in the analysis.
This implies that it is only necessary for Alice and Bob to reveal their choice of basis in the detected rounds, and
then assign each detected event such that (j,s) € Z to either 74 or Kq with probabilities p|z and pg|z, respectively,
where Tq (KCq) is the set of detected test (key) rounds. By a similar argument, we conclude that Alice and Bob only
need to reveal their choice of (j, s) for the emissions in 73, and then assign each of them a tag of ¢ € {pos, neg} with
probability py; 7. For a full description of the protocol, including these assignments, see Appendix D.
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Case in which Charlie reports several projections

The analysis above can be easily generalised to the case in which Charlie may report a projection to two or more
Bell states. Essentially, the procedure is simply repeated separately for each successful projection announcement §2.
Note that, because the definition of a phase error depends on €2, so does the operator associated with a phase error,
which we now denote as ppn,. By repeating the procedure in Egs. (23) to (27), we define the operators ppos, and
Pregq, and the coeflicients cpos, and cpegq,, for each 2. Then, we imagine that, for all 2, Alice and Bob assign a tag
to € {posq,negqo} to each emission in 7 with probability py,;s,7, defined similarly to Eq. (29), in such a way that
the average state with a tag of tq is p;,. In the virtual protocol, we also imagine that Alice and Bob assign a tag
to = phg to each emission of ppn,. Then, if Alice and Bob look only at the assigned tag of tn, the scenario becomes
equivalent to the “Tagged Virtual Protocol 7, in which Alice and Bob emit p;, with probability p;,. Let Ny, be the
number of events with a tag of tg in which Charlie announced 2. Applying the results of Section I to the “Tagged
Virtual Protocol 27, we have that, except with probability g,

Nphsz < gu (Npossz — gL <NanfzvﬁpOSQ\pnegQ y 552/2) ’ﬁphnlpphn ) 652/2> = NpUhn’ (31)

and because of the equivalence between the “Tagged Virtual Protocol 7 and the virtual protocol, Eq. (31) must also
hold for the latter, for all 2. Thus, the total number of phase errors is upper bounded by

Nph < Z nghsz’ (32)
Q

except with probability € = >, eq. By a similar argument as in the main analysis above, we deduce that, in the
actual protocol: (1) Alice and Bob only need to reveal their choice of basis in the detected rounds, and then assign
each detected event such that (j,s) € Z to either 7q or K4 with probabilities p7|z and px|z, respectively, where
Ta (Kq) is the set of detected test (key) rounds; and (2) Alice and Bob only need to reveal their choice of (j,s) for
the emissions in 7q, and then assign each of them a tag of tq € {posq,negq} with probability p, ;s 7, where € is
Charlie’s announcement on that round.

IV. SECRET-KEY RATE AND SECURITY PARAMETER

In Sections II and ITI, we have shown how to obtain an upper bound Ngh on the number of phase errors IV, such
that

Pr [Ny, > Ny <e. (33)

After calculating this bound, Alice and Bob perform error correction, error verification, and privacy amplification.
They obtain a secret key of length

1 1

K = Ns(1 — h(Npn/Ns)) — Aec — log, i log, 3

where Ny is the length of the sifted key, Agc is the number of bits revealed in the error correction step, and e, is the

probability that Alice and Bob’s keys will not be identical after the error verification step. It is known [5, 15] that, if

the number of phase errors is bounded as in Eq. (33) and the secret-key length is set as in Eq. (34), then the protocol
is eg-secret, with €5, = V2 + &. Since the protocol is also e.-correct, then it is €goc-secure, with €goc = €c + €.

(34)

V. NUMERICAL RESULTS

In this section, we simulate the secret key obtainable for both the P&M and MDI LT protocols, using the analysis
introduced in the previous sections. As usual, we assume the nominal scenario in which no eavesdropper is present.
Moreover, we assume that the users’ sources emit three different imperfectly-encoded single-photon states in the form

|9) = cos(6;) [0z) + sin(6;) [1z) , (35)

where {|0z),|1z)} forms a qubit basis, and 8; € [0,27) is the encoded phase. For the P&M scheme, we assume that
Alice’s states satisfy 0yz = 0, 017 = k7 /2, and 0yx = k7 /4, where kK = 1+ /7 and § quantifies the magnitude of the
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SPFs. For the MDI setup, we assume that Alice’s and Bob’s states satisfy 6y = 6, =0, §; = 0] = k7 /2, 0, = k7 /4
and 0, = —kw/4, where 0, (0) denotes the angle of Alice’s (Bob’s) state when she (he) emits state j (s).

To simulate the data that would be obtained in an experiment, we use the channel model in Ref. [17] for the P&M
protocol, and the channel model in Appendix E for the MDI protocol. For simplicity, in the latter we assume that
Charlie only announces a detection if he obtains a projection to the Bell state U~. The experimental parameters
considered are: SPF’s parameter § = 0.126, error correction inefficiency f = 1.16, dark count probability of the
detectors pg = 10~ and fiber loss coefficient o = 0.2 dB/km. Moreover, we select the correctness and secrecy
parameters to be €, = 1078 and e, = 1078, respectively, and for simplicity we set & = ¢ in Eq. (34), which means that
¢ = €2/4. In our simulations, we optimise over Alice and Bob’s basis selection probabilities, and in the MDI protocol,
we also optimise over the value of pr|z. Also, we consider different values of the block size Ny, which represents the
total number of rounds in the protocol. Finally, we assume an error-correction leakage of Agc = fh(ez) bits, where
ez is the bit-error rate of the sifted key. The results for the P&M and the MDI LT protocols are shown in Fig. 4(a)
and Fig. 4(b), respectively.

10() 10()
k- —— Nigw = 107 2 —— Nigw = 107
? 10724 Niop = 107 é 1021 Nioy = 10°
g —— Ny = 101 g —— Nt = 10"
% 104 —— Nt = 1013 é 104 —— Nyt = 108
~ === Niot ~ Nio
- tot —» OO p tot —» OO
§ 10—(5 J § 10—6 i
= >
g - g
I E A
g i g N
n 10-10 . . A i . 2 10-10 N
0 20 40 60 80 0 80
Overall Alice-Bob loss (dB) Overall Alice-Bob loss (dB)
(a) P&M Protocol (b) MDI Protocol

Figure 4. Secret-key rate obtainable using our analysis based on random sampling theory (solid lines), for the P&M (a) and
MDI (b) LT protocols, as a function of the overall channel loss and for different values of the block size Niot. For comparison,
we include the secret-key rate obtainable using an alternative analysis based on Azuma’s inequality (dashed lines), similar to
that of Ref. [13]. For both LT protocols, our analysis clearly outperforms the alternative analysis based on Azuma’s inequality.

For completeness, we compare our results with those of an alternative analysis based on the application of Azuma’s
inequality. This alternative analysis, presented in Appendix F, is essentially a simplified version of the security proof
in Ref. [13], which considers the emission of weak coherent pulses rather than single photons. The results in Fig. 4
show that our analysis based on random sampling offers significantly higher performances for both the P&M and
MDI LT protocols. The difference in performance is larger for lower values of N;o, while as Nyt increases, the two
analyses slowly converge. In the case Nyt — 0o, both analyses provide a perfect estimation of the phase-error rate,
and thus offer the same secret-key rate.

We note that a novel concentration inequality for sums of dependent random variables has been recently uploaded
to a preprint server by Kato [24]. This result can be regarded as an improved version of Azuma’s inequality that is
much tighter when the success probability of the random variables is low. In Appendix F, we give a statement of the
result, and use it to substitute Azuma’s inequality in the alternative finite-key analysis of the LT protocol. However,
it must be said that, when applied to QKD protocols, Kato’s inequality requires an extra condition that is not needed
in either our analysis based on random sampling or analyses based on Azuma’s inequality. Namely, it requires users to
attempt to predict the results that they expect to obtain in the experiment, before they actually run the experiment.
This is an important step, since the inequality is only tight when the actual experimental data was reasonable close
to their predictions [25].

In Fig. 5, we compare the performance of our analysis based on random sampling theory with that of our alternative
analysis based on Kato’s inequality. For simplicity, in the alternative analysis, we assume that the users could perfectly
predict the experimental data that they obtain in the experiment, which maximises the secret-key rate obtainable.
Fig. 5(a) shows that, in the case of the P&M protocol, the difference between the two analyses vanishes almost
completely. Conversely, Fig. 5(b) shows that, in the case of the MDI protocol, our analysis based on random sampling
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still retains an advantage, although significantly smaller than that observed in Fig. 4(b). We emphasise that, unlike
the alternative analysis based on Kato’s inequality, our analysis based on random sampling does not require the users
to make any prediction before running the experiment.
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Figure 5. Comparison between the secret-key rate obtainable using our random sampling analysis (solid lines) and our alter-
native analysis based on the application of a novel concentration inequality for dependent random variables (dashed lines),
for both the P&M (a) and MDI (b) versions of the LT protocol and different values of the block size Niot. For the P&M
protocol, the performance of the two security proofs is almost identical, while for the MDI protocol, our analysis based on
random sampling provides slightly better secret-key rates.

VI. DISCUSSION

In this work, we have proved the finite-key security of the loss-tolerant (LT) QKD protocol against general attacks,
for both its prepare-and-measure and measurement-device-independent versions. Our security analysis reduces the
parameter estimation task to a classical random sampling problem, which can be solved using Chernoff bounds, and
provides higher secret-key rates than previous results based on the application of Azuma’s inequality [13].

Although we have assumed single-photon sources, we believe that our analysis can be extended to the case in
which the users employ weak coherent sources, as long as the single-photon components of the three encoded pulses
satisfy the requirements of our proof, i.e. they are characterised and belong to the same qubit space. In that case,
the users should assign tags to their emissions in such a way that Eq. (1) holds for their single-photon components;

ie. p‘(,}z = cpospl(jlo)s — cnegpglc)g, where pgl) is the average quantum state of a single-photon pulse with a tag of ¢t. If
o0, Eq. (6) holds, although it now has the form N‘Eilr) < f(NI()(l))s, Nr(lég;; €), where Nt(l) denotes the number of detected
single-photon pulses with a tag of t. Note that now N;Sé)s and Nr(léé are not directly observable, since the users do not
know the photon number of their emissions. However, by using different laser intensities i, they are able to observe
the values { N}, } and {N}.,} for all 4, where N{* is the number of detected emissions with a tag of ¢ that originated

from intensity p. Thus, they can apply the decoy-state method [26-28] to obtain an upper (lower) bound on Néég
(Nrgéé), using for example the numerical techniques introduced in Ref. [29].

Also, in our random sampling analysis, we have assumed that the three encoded states live in the same qubit
space. In a future work, it would be interesting to consider if our security proof can be extended to the case in which
the qubit assumption is not satisfied, due to additional imperfections such as mode dependencies [17] or correlations
between different rounds of the protocol [18, 19]. In that case, one can no longer derive an operator equality between
the virtual and the actual states, such as e.g. Eq. (11). Instead, one needs to find an operator dominance condition
[15] between them, which is non-trivial if the side-channel states are not characterised, as assumed by Refs. [17-19].
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Appendix A: Random sampling analysis

Here, we prove the statements in Egs. (3) and (4), and give an expression for the functions g, and gy. Let us
assume that we have a population of n items, where n is unknown. Each item is assigned to either [C; with probability
p or to Ky with probability 1 —p. We know the value of Ky = |K3| and we would like to obtain bounds on K; = |K4].

Let & =1 if the i-th trial is assigned to Ko and & = 0 otherwise. We have that
Zfz’ = Ko. (A1)
i=1

Clearly, E[K3] = (1—p)n, and therefore n = E[K5]/(1—p). Using the inverse multiplicative Chernoff bound [25, 30, 31],
we have that

Ine— K.
E[K>] > =KWy (—6 K2 2)
1 —K (Az)
ne— Ky

E[K) < —KyW_, (—eT)

where Wy and W_; are branches of the Lambert W function, and each of the bounds fails with probability at most
€. From this and the fact that n = K; + K5, we have that

Ine— Ko
EIK. K2W0 (—6 K2 )
Klin*KzzngQZmaX - 7K2a0 = gL(KQap7€)a
1—p 1—p
(A3)
K W lnaI;KQ
E[K. 2V -1 (—e ’ )
Klzn—ngg_l(bS_ K2 = gU(K2ap7€)a
1—p 1—p

where each of the bounds fails with probability €. It can be shown that gy is an increasing function of K3. Note that
Eq. (A3) is only valid for K2 > 0. In the special case K3 = 0, we have that [30]

gL(Oapva) =0
Ine (A4)
1—p

We note that this random sampling problem can also be solved using the method introduced in Ref. [15].

gu(0,p,e) :=

Appendix B: Operator-form linear relationship between the virtual and actual states

In this Appendix, we show how to find an operator-form linear relationship between the virtual states and the
actual states, see Eq. (11) and Eq. (24). For simplicity, we provide first the procedure for the P&M protocol; then,
at the end of this Appendix, we show how to extend it to the MDI case. The only assumption on Alice’s emitted
states, |¢;), for j € {0z,12,0x}, is that they are linearly dependent, i.e. all three states live in the same qubit space.
However, the analysis simplifies significantly if they are all in the same standard basis plane of the Bloch sphere, such
as the XZ, XY or ZY plane. First, we consider this simpler case, and then provide the analysis for the general case.

1. Case in which all states are in a standard basis plane

Without loss of generality, we assume that the three states are in the X Z plane of the Bloch sphere, i.e. they can
be expressed as

(%), = cos(6;)[0z), +sin(6;) [12), , (B1)
where 0; = (—m, w|. Alice generates her sifted key from the detected emissions of [y, ), and [¢1,),. To prove the
security of the sifted key, we consider an entanglement-based virtual protocol in which Alice prepares the state

1

|;DZ>A¢1 = \/ﬁ

(102) 4 [$02)0 +112) 4 [$12)4) - (B2)
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In this virtual protocol, Alice measures her local ancilla A in the complementary basis {|0x) 4, |1x) 4}, where |ax) , =
1/vV2]|02) 4 + (=1)%[1z) 4] for a € {0,1}. If Alice obtains |ax) ,, she effectively emits the virtual state
1

|wvira>a = \/ﬁ(|woz>a + (_1)a |w1Z>a )’ (B3)

where pyir. 1z = [[[Y0,), + (1) [01,),]7/4 = (1 4+ (=1) cos(by, — 61,))/2 is the probability that Alice obtains
lax) 4. Since |thg,), and [¢)1,), are in the X Z plane, |tyi, ), is also in the X Z plane.

Let [S7, SX, SY] be the Bloch vector of the state [¢;),. We have that S7 = cos(26;), S;* = sin(26;) and S} = 0.
Thus, in operator form, the state |¢;)  can be expressed as

pi = iXesl, = 5 (01 + 570z + S ox), (B4)

DO =

where o7 is the identity operator and ok, for K € {Z, X,Y}, is a Pauli operator. It is useful to see Eq. (B4) as a
system of linear equations, with three unknowns (o7, 0z, o0x) and three equations (one for each [;) ). We can write
this system in matrix form:

p=So, (B5)
T T
where P= [/DOZa Plz; pOx] )y O = [017 0z, UX] ’ and
1 S¢ S§
1 0 0
Si=s 1S§ S§ : (B6)
1 Sg, Sty
and express its solution as
o=S8"p. (B7)

Equation (B7) essentially says that the operators o, 0z, ox can be expressed as a linear combination of the actual
states p;. This implies that every state that can be expressed as a linear combination of o7, oz, ox (i.e., every state
in the XZ plane) can also be expressed as a linear combination of p;. In particular, the virtual states |iyir, ), are in
the X Z plane, and in operator form they can be expressed as

1
Pvira, = |"/]Vira ></(/)vira ‘a = 5(01 + SﬁraO—Z + SﬁragX)v (BS)
where SZ. = —SZ. =cos(by, +01,) and S5, = —S3, =sin(fo, + 61,). Or equivalently,
Pvira = Svirao-a (Bg)
where Sy, = %[1, Sﬁra, ijra]T. Combining Egs. (B7) and (B9), we have that

Pvirg, = Svira Silp = fozpa (BIO)
where f, := S.i;, S™! is a row vector. If we express f, as f, = [C0zlar Clzlar Cox|al, We Obtain Eq. (11), i.e.

Pvira = C0z|vir, POz + Clg|virg Plz + Cox |vire POz > (Bll)

for a € {0, 1}, as required.

In our numerical simulations, we assume that the three states emitted by Alice are in the X Z plane, and that when
written as in Eq. (B1), their phases satisfy 6y, = 0, 61, = x7/2 and xw/4, for some k. For this particular case, an
analytical expression for the coefficients is given by

cOleiI‘g = Clzlvil‘o = 07
Cox |virg — 15
2
COZ|vir1 = Clz|vir1 = CSC (577/4))/2a

Cox |viry = —cotQ(mr/él)).
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2. General case

Here, we consider the case in which the three states are not all in the same standard basis plane. Formally, we
assume that for all K € {Z, X, Y}, there is at least one j such that SJ* # 0. Therefore Eq. (B4) becomes

1
p; = U)X, = §<UI + 8707+ SFox + 5 oy), (B12)

and now we have a system of three equations with four unknowns. We have to find a way to modify Eq. (B12) such
that it becomes a system with three unknowns.

For any basis {|0v), ,|1v),} of the qubit space, Alice’s emitted states can be expressed as

[¥5)a = €7 (V5 |00), + €% \/T—u;[10),) - (B13)
where 0 < u; <1, 7; € [0, 27m), ¢; € [0,27). Since the end points of the three Bloch vectors associated to Alice’s

emitted states form a plane, there must be a basis U such that u; has the same value Vj. Expressed in this basis,
which we denote as Y, the states are

), = € (Vil0g), + e VT 15),)., (B14)

for some 0 < § < 1. Let V be a unitary operator such that V' [0y), = [03), and V' [1y), = |13)_. V can be regarded
as a transformation from the set of mutually unbiased bases Z, X, Y to the set of mutually unbiased bases Z , X , Y.

Let us define the modified Pauli operators 6 = Vox VT, for K € {Z, X,Y}, and express the actual states in terms
of these, i.e.

pi = = (o1 + 8467+ S%ox + Sl ay). (B15)

DN =

Note that the three states have the same Y component, i.e. 5’{, =Sy = 27 — 1, Vj. This allows us to define the
operator 6o = oy + Sydy, and rewrite Eq. (B15) as

0Nl = 5 (60 + 8507 + Sox), (B16)

which has a similar form as Eq. (B4), i.e. it can be regarded as a linear system of three equations and three unknowns.

If we define p = [po,, p1,, poy] , & = [60. 6z, 6x]", and
1 1 €(JZZ ég(z
S = 3 1 §1ZZ é“lXZ ; (B17)
1 5S¢ Sg,
we have that p = So, and therefore,
o= S"1p. (B18)

The previous equation implies that the modified Pauli operators 6o, ¢z, 6x can be expressed as a linear combination
of the actual states p;. Therefore, any state that can be expressed as a linear combination of 6o, 6z, 6x (i.e. any
state whose Y-component is Sy ) can also be expressed as a linear combination of the p;.

If we define the virtual states as in Eq. (B3), it is likely that they will not satisfy the condition that their Y-
component is Sy. However, note that to obtain Eq. (B3), we have assumed that Alice measures the ancilla A of the
entangled state in Eq. (B2) in the X basis. In reality, Alice could have decided to measure it in any other basis that is
mutually unbiased with Z. Equivalently, we can express this degree of freedom by assuming that Alice does measure
in the X basis, but defines the entangled state as

1
V2

for some ¢ € [0, 27). Thus, the virtual states now become

oy o1 _1)ogi
|¢wra>a—m(|¢0>a+( 1)%e" [¢1), ), (B20)

1U2) 4 = —= (102) 4 [0}, + € [12) 4 1¥1),) s (B19)
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where pyic, 1z = ||[t0), + (—1)%€™ \1/11>a||2/4 is the probability that Alice obtains |ax) 4. Substituting Eq. (B14) in
Eq. (B20), one can easily show that if Alice chooses ¢ =70, — 71, + (do, — #1,) /2, then the modified Bloch vector
of the virtual state |tyir, ), [SZ, . S, , Sy o], satisfies 57" = Sy for both « € {0,1}. Therefore

pon. = 5 (50 + 8%, 52+ 85,.5x), (B21)
or equivalently,
Pyire, = Svir, O, (B22)
where Syir, = %[1, gﬁra, Sifra]T. Combining Egs. (B18) and (B22), we have that
puira = Svie, S71p = fap, (B23)
where fo := Syir, 871 is a row vector. If we express fo as fo = [Co,jas Clzlas Cox|a), We obtain Eq. (11), i.e.
[Wvira Xbvirala = Cozla [Y02 X¥0zla + €110 (Y12 X140 + Coxla [Pox Xoxa (B24)

for a € {0,1}, as required.

3. MDI protocol

In the MDI scenario, we essentially perform the above procedure separately for Alice’s and Bob’s states. Let [¢;),
(1Y%),), with j (s) € {0,1,7}, denote Alice’s (Bob’s) states, and let p; = |¢; X5 (p) = [¥,)(1V%]) denote their operator

form. Using the analysis in the previous sections, we have that

Pvira = C0o|vir, PO + Cl|vir, P1 + Co|virg P75 (B25)
/ Y / / ’ ’ /.
pvirg - CO\virﬁpO + Cl\virgpl + CO|vir5p7"

where o, 8 € {0,1}, and puir, (p4y,,) denotes one of Alice’s (Bob’s) virtual states, emitted with probability pyir, |
(! irs| ). We can define Alice and Bob’s joint virtual states as

Pvirg, g = Pvirg & pizirg = Z Cj,s\vira,gpj,s; (B26)
7,8

emitted with probability pyir, ;i = pViraVCp:/iraUC; where ¢; s|vir, 5 Depending on Charlie’s Bell state

/
= Cjlvira Cs|vir5 :
report, the definition of a phase error will change. If Charlie reports a projection to either U~ or &, the phase-error
operator is defined as

Pph = (pviro,opviro,o + Dviry 1 Pvirg )/pph7 (B27)

where pph = Puyirg o + Pvir, - Conversely, if he reports a projection to either Ut or ®T, the phase-error operator is
defined as

Pph = (pvirgylpviroyl +pvir170pvir1‘o)/pph7 (B28)
where pph = Pyirg; + Pvir,o- 1D any case, one can express the phase-error operator as
Poh = Y Ci.sPis: (B29)
J»s

where the coefficients c; ; are a linear function of the coefficients c; 5|4, 5, and can be obtained by substituting Eq. (B26)
in either Eq. (B27) or Eq. (B28).

In our numerical simulations we assume that Alice and Bob’s states are in the X Z plane, and that when written
as in Eq. (B1), their phases satisty 6y = 6, =0, 6, = 0} = kn/2, 6, = —0.. = xm/4. For this particular case, we have
that Alice’s virtual states satisfy

Co|virg = Cl|virg = 0,
Colvirg = 1,
CO|vir1 = Cl|vir1 = CSCZ(HW/4))/2a

Crlvir, = — COt2(K7T/4);

(B30)
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while Bob’s virtual states satisfy

66|virg =1,

C/ . = —Cl . = ;
1viro Tviro 7 4 9 cos(kmr/2)
, cos(km/2) csc? (km/4)

Colviry, — 5 5 (B31)
, _cos(k/2) csc(km/4) csc(3km/4)

cl|vir1 - 9 )

o _ cot®(km/4)

TV T 4 9 cos(km/2)

Appendix C: Description of the P&M protocol

(1) Preparation

For each round, Alice chooses a pure state [¢;), with probability p;, where j € {0z,12,0x}, and sends it to
Bob through the quantum channel. Emissions of |1 ), (|%0,), and |¢1,),) are considered to belong to the X
(Z) basis.

(2) Detection
Bob measures the incoming signals in either the Z or the X basis, which he chooses with probabilities p; and
px = 1 — pgz, respectively.

(3) Sifting
Bob announces which rounds were detected, and Alice and Bob reveal their basis choices in those rounds. Let

Kz be the set of detected rounds in which both users employed the Z basis, and let Tx be the set of detected
rounds in which Bob employed the X basis. Then,

(3.1) Alice (Bob) defines her (his) sifted key as the bit values associated with her emissions (his measurement
results) in the rounds in K.

(3.2) For all rounds in Tx, Bob announces his measurement result.

(4) Tag assignment

Alice probabilistically assigns a tag to all rounds in 7x, depending on her choice of state and Bob’s measurement

result. Namely, if she chose the state |¢;), and Bob obtained measurement result (a @ 1)x, for a € {0, 1}, she

assigns a tag of t, € {posy,neg,} with probability p;_|; x,, given by Eq. (17). Then, she calculates Nt(a@l)x7

the number of detected events with a tag of ¢, in which Bob obtained measurement result (o ®1)x. ’

(5) Parameter estimation

Alice uses the values of {Nt(O‘EBl

N )X} to obtain an upper bound N;{l on Npp, the number of phase errors in her
sifted key, using Eq. (21).

(6) Postprocessing

(6.1) Error correction: Alice sends Bob a pre-fixed amount Agc of syndrome information bits through an au-
thenticated public channel, which Bob uses to correct errors in his sifted key.

(6.2) Error verification: Alice and Bob compute a hash of their error-corrected keys using a random universal
hash function, and check whether they are equal. If so, they continue to the next step; otherwise, they
abort the protocol.

(6.3) Privacy amplification: Alice and Bob extract a secret key pair (Sa, Sp) of length |S4| = |Sp| = ¢ from
their error-corrected keys using a random two-universal hash function.
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Appendix D: Description of the MDI protocol

(1) Quantum communication

For each round, Alice (Bob) selects the state [1;), (|¥%),) with probability p; (p}), where j (s) € {0,1,7}, and
sends it to an untrusted middle node Charlie, who announces whether or not he obtained a successful projection
to a Bell state. Emissions for which j € {0,1} (s € {0,1}) are considered to belong to the Z basis.

(2) Sifting
Alice and Bob announce their basis choices in the detected rounds. Then, they assign all detected rounds in
which at least one of them used the X basis to set 73. Also, for each detected round in which both chose the Z
basis, they assign it to set Kq with probability px|z, or to set Tq with probability prz = 1 — px|z. Then, they
announce these assignments, and

(2.1) Alice (Bob) defines her (his) sifted key as her (his) choices of j (s) in the rounds in Kq.

(2.2) For all rounds in 74, Alice and Bob announce their choice of j and s.

(3) Tag assignment

Alice and Bob assign a tag t € {pos, neg} to each round in 7 with probability py; s 7, give by Eq. (29). Then,
they calculate Ny, the number of detected events with a tag of ¢.

(4) Parameter estimation

Alice and Bob substitute the values of Npos and Nyeg in Eq. (30) to obtain an upper bound NIE{] on Ny, the
number of errors in the sifted key.

(5) Postprocessing

(5.1) Error correction: Alice sends Bob a pre-fixed amount Agc of syndrome information bits through an au-
thenticated public channel, which Bob uses to correct errors in his sifted key.

(5.2) Error verification: Alice and Bob compute a hash of their error-corrected keys using a random universal
hash function, and check whether they are equal. If so, they continue to the next step; otherwise, they
abort the protocol.

(5.3) Privacy amplification: Alice and Bob extract a secret key pair (Sa,Sp) of length |S4| = |Sp| = ¢ from
their error-corrected keys using a random two-universal hash function.

Appendix E: Channel model for the MDI protocol

In this Appendix, we present the channel model used in our simulations of the MDI LT protocol, which is based
on the single-photon version of the original MDI QKD scheme [20]. Specifically, we assume that Alice and Bob
prepare polarised single-photon states in the form of Eq. (35), where here |0z) and |1) denote the horizontally and
vertically polarised single-photon states, respectively. After the preparation, Alice (Bob) sends the transmitted states
to the intermediate party Charlie through a lossy quantum channel of transmittance 94 (n5), who interferes the
two incoming signals in a 50:50 beamsplitter, which has on each output port a polarising beamsplitter (PBS) that
separates the horizontal and vertical modes. Now, let hy and v; (he and vy) be the threshold detectors placed at
horizontal and vertical output port of the first (second) PBS, respectively, and let pg be the dark-count probability
of each detector. After the measurement, Charlie announces the Bell state U (¥™) if he observes clicks in h; and
v1, or hg and vo (hy and ve, or hy and ve). Then, it is easy to prove that the conditional probability that Charles
announces the Bell state ¥* given that Alice and Bob selected the states [¢;), and [¢),),, respectively, is

PY. = (1-pa)° % sin?(k(0; % 0.)) + pd%u + cos(2k0;) cos(2x0.)) (E1)

+pa(1 —na)ns + pana(l —np) + 2p5(1 — na)(1 — ns) |-
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Appendix F: Alternative analysis using concentration inequalities for dependent random variables

In this Appendix, we present an alternative analysis that requires the application of a concentration inequality for
sums of dependent Bernoulli random variables. This alternative analysis is a simplified version of that of Ref. [13],
which considers the emission of weak coherent pulses rather than single photons. In Ref. [13], Azuma’s inequality
[10] is the concentration inequality applied. Here, we also present a new security proof based on the application of
the recently proposed Kato’s inequality [24]. First, we introduce the concentration inequalities that we consider, and
then we provide the analysis.

1. Concentration inequalities

Let &1,...,&n be a sequence of Bernoulli random variables, and let A; = ZL:l &.. Let F; be its natural filtration,
i.e. the o-algebra generated by {&1,...,&}.

a. Azuma’s inequality

According to Azuma’s inequality [10],

N
b2
Pr|A, — ZPr(fu = 1|Fu-1) > b\/ﬁl < exp [ 2} ,
u=1
v ) (F1)
P Pr({, =1|Fu_1) — Ay >0VN| < ——.
£ [Soprie = 117) W] exp |5
Equating the right hand sides to to €5 and solving for b, we have that
N
D OPr(6 =11&1, - u1) < Ax + A,
vt (F2)

N
AN <Y Pr(6y =10&1, o &ur) + Aa,
u=1

except with probability at most 5 for each of the bounds, where Ay = /2N In 5K1.

b. Kato’s inequality

According to Kato’s inequality [24], for any n, and any a, b such that b > |a],

al 20N ] lz(zﬂ - a2)]
Pr |y Pr(¢, = 1|Fu 1) —An > |b+a| S8 —1) | VN| <exp | —rl ] F3
lZ =17~z o (P 1) | V| o | P0G (F3)

By replacing & — 1 — & and a — —a in Eq. (F3), we also derive [25]

Pr

M3 17 = oo (2] m] <exp [(<>] | F)

u=1

By isolating Ay in Eq. (F4), we derive,

Pr

N 1 & B —2(b% — a?)
An > i (ﬁ;m(gu =1|Fy—1)+b— a)] < exp [(1_4&)2] ; (F5)
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which holds when a < VN /2.

In the following, we will use Eq. (F3) to obtain an upper bound on Efy:l Pr(¢, = 1|Fu-1), Eq. (F4) to obtain a
lower bound on Zi\f:l Pr(&, = 1|F,—1), and Eq. (F5) to obtain an upper bound on Ay.

Upper bound on the sum of probabilities

Before running the protocol, one should use previous knowledge of the channel to come up with a prediction Ay
of the value of Ay that one expects to obtain. Then, one calculates the values of a and b that would minimise the
deviation term in Eq. (F3) if the realisation of Ay equalled Ay, for a fixed failure probability ex. These are the
solution of the optimisation problem

b+a<21]§;\[1>] VN

min
a,b
e 2(b2a2)] ; (F6)
XP | 1 | T €Ks
i+ 5)

b= |al,

which can be expressed as

3 (72\/52\]\7(71 — AN) IHEK — 16N3/2 1112 €K + 9\5(]\[ — 2111\[)\/7]\72 lnsK(QAN(n — AN) — 2N1H€K)>

a =

)

4(9N — 8Inek)(9Axn(n — Ay) — 2N Inex) (F7)
~ /18a2N — (164 + 24a\/n + 9IN) Inek
- 3v2N '

b

Then, we have that

N
D Pr(éu=1/&, . bus1) < Ax + AR, (F8)
u=1

except with probability ek, where

AY = {bm(m;vlﬂ\/ﬁ. (F9)

Lower bound on the sum of probabilities

Similarly to the previous case, one should use previous knowledge of the channel to come up with a prediction An
of the value of Ay that one expects to obtain after running the protocol. Then, one calculates the values of a and b
that would minimise the deviation term in Eq. (F4) if the realisation of Ay equalled Ay, for a fixed failure probability
ek. These are the solution of the optimisation problem

b+a(m_1>]m

min

a,b N
—2(b% — a?) (F10)
st.  exp | | =€k,
(- )
3VN

b > lal,



23

which can be expressed as

3 (—nﬁfw(n — An)Ineg + 16N3/2In? ek 4 9V2(N — 2]\N)\/—N2 Inex(9An(n — Ay) — 2N In EK))

a = 5

4(9N — 8Inek)(9An(n — Ay) — 2N Inek)
_ /18a2N — (16a% — 24a\/n + 9N) Inek

b
3V2N
(F11)
Then, we have that
N
D Pr(éu=1Fu1) > Ay — Ak, (F12)
u=1
except with probability ek, where
2A
AL = {b—ka(NN—lﬂx/ﬁ (F13)

Upper bound on the actual value

In this case, we assume that we have an upper bound Sy on the sum of probabilities 25:1 Pr (&, = 1|Fu-1), and
we want to obtain an upper bound on Ay. Before running the protocol one should use previous knowledge to come
up with a prediction Sy of the value of the upper bound Sy that one expects to obtain. Then, one calculates the
values of a and b that would minimise the deviation term in Eq. (F5) if the prediction comes true. These are the
solution of the optimisation problem

N 1 -
min (SN+b—a>

ab /N —2a \VN
) b2 2
S.t. exp % = €K, (FM)
(1-357%)°
3vVN
b 2> lal,

whose analytical solution is

3VN <9 Inex <3N2 —8NSy + 8§]2\,) +9(N — QS‘N)\/N Inex(NInek + 185y (Sy — N)) + 4n1n2(5K)>

a =

)

4 (36 Inex (N2 — N8y + 251%) +4NIn® ek + 8INSy (N — §N)>

\/ 1842N — (16a2 — 24ay/N + 9N> Ine,

b =
3V2N
(F15)
Then, we have that,
N 1

AN >— | —=Sy+b—a], F16
N=UN 2 (m N ) (F16)

except with probability ex.

2. Analysis

We assume a virtual protocol in which Alice prepares Nio4 copies of the entangled state in Eq. (10), and sends
all subsystems B to Bob through the untrusted quantum channel. Then, Bob performs a quantum non-demolition
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measurement on each system B, learning which rounds produce a click on his detectors, and saving the system B
of these detected rounds in a quantum memory. Let N be the number of detected rounds. For each detected round
u=1{1,2,..., N}, Alice measures her ancilla S, and Bob measures B in the X basis; except if Alice obtained S =5,
in which case Bob measures B in the Z basis. Let £, = (¢,7) represent the event “Alice learns that she emitted ¢
and Bob obtains measurement result j”. More specifically, Alice learns that she emitted ¢ = {virg, vir;,0z,12,0x}
if she obtained S = {0,1,2,3,4} in her measurement of system .S, respectively. Events in which she obtained S =5
are ignored in the analysis. Then, using the fact that the virtual states can be written as an operator-form linear
function of the actual states as in Eq. (11), one can show that

N N
S Prle, = (vitg, a @ D|F ) = Y PEePZeGNe N pye o (i 0w 1) F, ), (F17)

u=1 i={02,12,0x} PiPXp u=1

where F,,_; is the o-algebra generated by {¢1, ..., &u—1}. Now one needs to apply a concentration bound for sums of
dependent random variables to substitute the sums of probabilities in Eq. (F17) by the actual values.

a. Using Azuma’s inequality

Applying Eq. (F2) to Eq. (F17), we have that

: Cilvi _

Negt < 0 PuinePERlivine (yesl | 5y AL = N (F18)
12{0271270}(} prXB

except with probability 4ea, where £, is the failure probability of each aplication of Azuma’s inequality, which has

been applied four times; and 6; = Ax (0; = —Ap) if ¢jjvir, is positive (negative). Then, the number of phase errors

is upper bounded by

0

Nph S N\llir(] + Nvirlﬂ (Flg)
except with probability € = 8ey.
Using a similar analysis, for the MDI protocol, we have that
Cjs
Non < S PR (N 1550) + A (F20)

Jis Dj,s, T
except with probability € = 9¢4, where N ;7 is the number of detected test rounds in which the user emitted |’(/Jj’8>a7b,

and 0; s = Ax (0j,s = —An) if ¢; 5 is positive (negative).

b. Using Kato’s inequality
Applying Eq. (F8) and Eq. (F12) to Eq. (F17), we have that

N
vir Ci|vir a
S Prt, = (vira, a® D|F )< Y Dl (naot 5 o g (F21)
u=1 i={0z,12,0x} PibXs
except with probability 3ek, where §; = AE (6; = —A{J() if ¢;|vir,, is positive (negative). Substituting S, — Syir, and
A, = N2®1in Eq. (F16), we obtain an upper bound Njfal which fails with probability 4ek. Then, the number of

virey

phase errors is upper bounded by

Nph S N‘lliro + Nsirl? (F22)
except with probability € = 8ek.
Similarly, for the MDI protocol, we have that
N Donc
hCj s
Y Prléy =phlFu—1] <Y TP (N7 +65s) = Spn (F23)
u—=1 i DPj,s, T
except with probability e = 84, where §; 5 = AY (0;s = —AL) if ¢; 5 is positive (negative). Then, substituting

Sy, — Spn and A, — Ny in Eq. (F16), we obtain an upper bound on Ny, which fails with probability 9ex.
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