oMbl g j5bid 5 L, psle
Olr! FaelS ozl sole @ a8
ITA9 ojled A ale

&D@ﬂ @ &0 AWWANYY Slbo
uwRly pele Qpm ol allio

@y@@&%ﬂ @557/9@2'5 9

U —PBIBD LSy b p Lo dolS &9 398 g oo (6o SO (S pro
dguzxo &l b IoT a5l

T 6ol S zl s aw * Sl 0 po S

ASEVARTA RISV ) SETRETA FaRP I S FRE SL VAL VA  JROE FRON ROty

Olpl ey eyl yg ¢ oDl 5T olKizils dgiion — el yg oKl comdige § (b 0uSiilS ¢y gaalS 09,5 ¢ Loliwl
Ol eyl s canls olisls ¢ gunalS pole § Lol caSails wliwl ¥

RV

sl ool 5l (S anil oo 555 9 Lhjle calabls Cudgaze l)ls a5 958 so ooliiwl los (slapiasws 5 RFID (a0 [ Kus fygzad olol sloo )3 5l game mlie L T0T a4l 4o
Ciza 0 o bl e 10 dgazme guie solSiws il I LS (T & jsods |y S e Jes 4 Canl 0ulS a6 G gy 5l eoliid deaSis g5 cnl 50 0ulS auje
alllas ol jo el oo slpiinn y3l sl Lo jo JSal) SO lgreds oS w555 i 50 (SLeS 5 oz b 5l colanul (S i 0 S @nS bl g sleslre Jbyw ialS jglateay
L o0 8 oo ol 9gumme mlie L T0T 4ty [0 oulS mj98 G soNl plaicas |y 25k cpl cldlSs (oS 5 098 g0 45ls,, p—PBIBD g4 5l LS 5 )b S el 5 (Byme &
S92 g0 JlS g2 iSTas aSlh (0 oliws 59 ;8 o AT Jme s Ded o0 Jols 10T 4l o ol8iws 99 b sl 6yt laaldS S ause (i oo ol 3l eslaul
Sl anils (yLaadS oy 10 S iie 0S g2 oS jiiie 05 G (slay aS ol ails paiiae (el bLI | adilg oo a5t g0 el Jsl sas S 5l s g o] 50 4T 0 aalgs

A3 aaly> 2-D i — PBIBD 4 RD* (UKP* (Trade-KP .TD SBIBD (sla g, 4 Comnd byl 10 0ulS x5 i 655! Conglie j2al33l eacls cad 5ol a5

Cwglie qt = PBIBD ¢ 5LS 5 (sloz )b cdgazme gl L I0T aSiiis: goudS lodS'

Jos @y .l TOT aSiss j0 aldS g o 5l soge (o250 Gloredy alS &30 doddo —)
5 d9dse S WIS a5 Gy Wl 5 S beolSiss (i oS s
oS (555 Brae y3 W 0pF o0 &jg0 (] K2 4 Joe ool &S ol
05 (0 (29740
ol (oS 5 g (o2 (Bl (ol s a4 S @059 iy slat
20555 5 gzl g 10l OIS 035 ey (ol slagst, Y] wist oo
O g0ty olSins wlS slaails « Bolas sla g, 5o el 00u8 S s [Y]
WIS @58 S e S bawgi Jes (al gBoe 43T 05 (55 Sl (Bl
bpolSiws el po (nl 5l g (3l @595 G 5B) 99350 oLl KDC & ponsge
SS9 Alues glrolliws 4 055 baldS dal> aasin SKea iy L

2 a8 008 ol VA Jle o 2l (68 lawsgs )b s 10T pggie
10T 4ot .o ools ledlbsl Jols g (53ls p jshareds Jlizws Coga Lusl 4 o
a8 I Caro g Ceodle cioudigr Al g b dax 5l o0l glas 5 o
Dl oo
S G97ed 5005 s slao)S jlagazme b LIOT 4t o rizmon
shls slao,S ol a5 el oo oolanwl ol slopiunws 9 RFID (o o
sl 550 g (bl s Glabre plys kbl ol 5l alacesgase
185,105 31 5ot 3 Lo, 1 53l S g 05 53 ) S0 (sla g

sl

Sygo ,o |y alaes olSiws 99 12 (o S e 0dS Wil oo gins A



\YY Sgazme aslio L 10T 4 ;o P-PBIBD sLoeS 5 2 5b (s 9ulS &395 iy 200 (6651 S0 (8,00 16092 s 2l 2y o Sl 0l

Slabersiz 5 o yile slaz,b e oS 5 oS V-] g DA] o i
w5 ot oS SHIY T [YY-¥V] o pimen .ot 1 EG ol )b L
5 Grddlail 4 oliws jslatedy LS5 glagil p Sie (oS5 S
59,5 oolaiwl gy Cuaglie
ol 25k 65, WPBIBD g5 5l sonr SLeaS 5 )b S0 1 cnl 2
4 39050 ol L TOT 4 10 0ldS w598 (im0 o) el b 5 08,5 gy
SlS S Sl e 0 05 99 8 G 4 i S 5 8 e 5!
ol BLI shls asilg o o] 50 alaes olfiws g0 )l 8425 bLI, 5l
O il anils v aldS dils S i oS gH2 a5 ail sepdine

ol e S (Vb (5 pdy ubiie 5 Cuaglio b (0dS @555 L 58l 4 o

Sl 5 slag b -V-)

powse pae d (ol degaze SGA 5 plate jaie Vil acgeze X S
b b Gl b S (XA) g5 4 2l X sladcgorma ) 5l o Soby o
plod BT .aiie X gac 4> 0 X € X gac Jolis slaSsl slaws 4y 065 Ssb
oSy osllay g se oual plaie (X,A) b il T oaz o I X glacl
ot S ISl o5 o5 99 5 S3hien 685 4550 Sk b 5 Sl
b 05 se 00eali K po 5l C eS| bl olST eaidly Kl sl
LY flogs o oanel o jlite oyb S wsbv=d gr=k o 0 a8

ol e (X, A) 745 ) Jle

X={1,23,4,5,6,78,9}
A={{1,2,3}, {4,5,6}, {7,8,9}, {1,4,7}, {2,5,8}, {3,6,9}, {1,5,9},
{2,6,7}, {3,4,8}, {1,6,8}, {2,4,9}, {3,5,7}}

az 0 5l plaie (b ol el suls S5 Sels VYo aai 4 5l a5 ol (b
POV S VU PUPS ISV

Sk A o 3o X jolie 5l g5, o o & (XA) (Sob )b 40\ o
L g welis BIBD 4 o 4 d(goge oWl b y3) 9l 35250 A asgocxs |l
s BIBD slo ol )b A gk g1 gd 5V .aimo o olis B(v,d,rkA) sl
ol&sT casl A=V 1 o594 .08 o oo M(V-1)=r(k-1) 5 dk=vr alal, ;s a5
465 (SBIBD) y,lize BIBD « Jol> BIBD & &y ol )0 05 doles r=k
g g0 00l Lis SBIBD(V,I,A) olei b g 05 o

Sl q =22 o 0 a5 q asle Jsl sae ol Sl pa gl sV anad
ol el 4y b oyls 8429 SBIBD(q2 +q+1,q,1) sl l,b L SBIBD
sl o 03,51 [Y0] 5 [V] ;5 SBIBD

By =1 0 & B ={By,B;,...,B,} 3 V={1,2,3,4,5,6,7} 51 Jke
«Bs ={257}.B, ={2,4,6} . B; ={1,6,7} . B, = {1,4,5} . {1,2,3}
JS<s a4 SBIBD G &yge ol o . B, ={3,56} 3 Bg =1{3,4,7}
abls peplys q=2 Jlade L SBIBD(7,3,1)

Sl 5l Sgliie olass 0 X jolic 5l zg; 0 SIBIBD # b jo:Yiay
Sy BIBD G ol 0 (g Sy Vb bod) acil 9390 A dcgore
SF={A,22, 0, A} siile slaegame ;000 Leas oS o (PBIBD)
1<i<p, o gly Ssbhi oV bl zg; 45 il Cute o slael
u-PBIBD(v,d,r,kA1,A2,..Au) sl jel )b U P-PBIBD & j50 o jo 09 0l
Dgd o 0l las

Sgd o Joas BIBD G 4y u-PBIBD wisbAi=22=...=Au 51:Y a id

dopame S L XS{123456) aspeme g5, ¥k
u-PBIBD (6,3,2,4,1,2) < A={{1,4,2,5}{2,5,3,6},{3,6,1,4}} sloSsb
Ssb ¥ Sob b cpl 45 Sjgo pas el =2 5T 0 a8 ] e s 4

(S te 35 nl agzg D50 45 4T (St 9IS S ) WSl 352
S8 eeiane g ool BLS | oS pie 0S5l oolitul b aslues olKws g0
5o loads dil> o St wlS 352y pae Djpe 0 Gizes S (e
Soslatul bg oy diz yewe SO Siasl oBiws g0 )l slian oo
oo Bl s Spiie oS alues slooS Lo Sle slaolSiiws
EG o5l a o) 5 G G295 (nl (08 e 2257 518) w4y odiione pod
AD g e

% s ol Lo L] 50 alS i e sl % L s,
Sy Osete BG gy & S ol congliio a8 03 8] 0S5 - G & pyse
Ol P EG 653 & o 3 SasS wlS (ee S 5l a8 D90 ae 0,5 Iy
il 0g3 pmle S i S Sl Grew deolKiws ol el a5 ol oolaul
4 B sl 093 glea S aal> o S e 0 LS q & Lallius g0 anil
s slao,S sl (Sl as wisls yLias LT ogdleds 0309 pubitns g (ol bLS )|
Sl EG b 5l i (o055 - 4 655 Caglie 9Bl o5 prles Lasi o0
a5 wisls 1) KPS (gl s Sy b s 5l oolial b 508 0] j8 pizmon
ol g0 a5 wts &l edd 1 o Lol Bl ogagy Ceoglia o 5l salazl b
oolitsl LU 51y (o diz pone 5l il W g caily ails S 2 oS
) ol oS w95 i sl slibin] S o0 ¢ J P o s S
b cslyiin I Jobo 4 ool 0lS one SO L S (1 50 0lSts 5o 45 wiages
Oy sz 5l eslitul b oVY] s imren S 5, LU Ko alass olKiws
il ol asid o Cuglie i dioe ALl

5 Slberiiz 5 mile wiws dn & oS @i i (2l slasX]
DA ¥l s lalor wiz 5 o ile SlogSl 095 s el SbenS 5
Caal s a5 el ol LT o sdas JStie Lol Wlid F 18 vy S50
el a0 Glbols )| ples olfiws tpBeus b a8 xe (pay diog (glaili]
D950

G 5l eslatul cde 4y« SLoS 5 slaz b sl eolatwl b oS ay 59 ion yo
28 bl )l g lslonn oy lS (sladilo adss 53 paseiie SIS 55
Tk Sl ol | s pia Jlal lias Geizmen b oo 185 S it alS
Sgad 00,8 [0T asiiss (gly 1) colin Cuaglin Jlo s 10 g 00l poss ccalio

o5 wd zohe (VY] o LS 5 lag )b 5 (e (solentnn 59501 s
&8 Gy o8Il b eolil oy 75k 4y pgwse Sl 5 sk 5l O 0
Srdosbde 5 Saglio Blod 5Ll wosgy Jol5 (s pdy JLasl shils goleiiiy 0lS
TD bS5 7,k jloslaanl b 1,50 5 Jyy] 39 el 0095 wgllae ylais
Ol 2ok 4 S ) (6550 Snglie 457 53,5 (Brme (oS g i (255!
Cenglie a3l jelatedy (6,530 Sl 5 slag, b VO] g [VE] j5 5,5 o slox!
prse 5,508 SlenS 5 b 3 0l 5 LeSam [VF] o cilont a8 55 o,
w0 8 oslitl s pdy Jlail s s pdy e Gl jglaies; Unital )b 4y
s3I s (RD) Residual b 5l oolital b o) 55 5 s poe VY] o piman
Grdydlal 5 G ndyosbiie olie ol 10 &5 Wogad @l 1) GulS 55 e
5 ok VAl o imen .0 ools sgu Unital 4 Trade g,k 4 cas
4o g s 99 sLad 55, WPBIBD SLoS 5 )b » (e (2 0b (%0
) b 4 S 2yb ol egom dw Sl s sl ol g wilesls 41l s
5 aSST 5 oedle o)y oYL pdyJlasl g i wund VY] s eus
el 13595 3 55 Vb 6 py e

Jol> (ol g (alad Slagtl oS 5l (oS 5 olS @ig i slasl
5 Cuoglio Ll 5 dolar slasSl saiesges 5 ogdle LagSll ol el ol
S pshiteds i &5 (abd el gatesse Sl iyl
Lls 1) eadly oo TOT olfis g9 (0 S it 0 lS 23S 1208 Sy 5 (5 0y Jlas]



\YY

2-(q2+q+1,g+1) g5 5l SST < 0929 4 a>gs L [YY] 1o
5255 Ol T U Ty slacSoly ail Jgl voe G 5l Sls q oS 5 y90,0
ol o i BB GledKiws slass g aies o plais] bolliws 4 olS
ol Q1 0lS 0z Job (gl ofws o g cwl 2(q2+q + 1) £,b
bl ool Cuglin jload wl)) Zib Cuglie S wisly las sl yizen
a8 Lol .ol i [VF] o PBIBD [Y#] ;o TD & L 4 SBIBD asile (L3
el JolS (5 iy Ll Cpols

Unital ¢l 5 s 05’ g ey 5501 S V] o )00 5 2o
L BIBD < Unital ¢,b .wosel NU-KP jlaislay 1) o] 4 wols i)
oees 2wl BIBD(@® +1,6%(¢° —q +1),¢%,q + 1,1) byl
&0t Y S el ok cuaglie 5 S i oIS Jlezol il jglatesy
3 pleie Ssb teolliws ;o 4y ol jo a5 i, (B8 yxe tUKP & pguge oIS
ook ot = Vg QL b g wisls Sos 08 650555 olgeas |, NU-KP # b
oads &l slaz,b iz e w@lie o] o @l mls 4 axg L ool UKP*
Ol Cand (658 Caglie Lol cosciisls SBIBD s s (55540 (6 o olidio
dgy )l 55 5

L SBIBD < ;| Residual #,b csle lp [IV] o 1,508 5 6o
L &S Oygo iy 58,5 ooliwl SBIBD(q? +q + 1,q + 1,1) ozl
a5b B = {By, By, B3, .. By} oo ax5Lw SBIBD )b sliSob a5l b3
b = slass Residual &b 3 .ceul b = g% + g + 1 LSsb olaw o] o a5
1,j=1,2,3,....b o7 ,3 & Bi=Bi-Bj & )90a Sk (q% + q + 1)(g% + q)
Alie ol 55 Wil s 5 035,5 (6,l3Kab RD 15T Lzl a5 ajla o | ensl
Woges Bdx 1, 25k cnl 53 00l sl (6,5 Sl Seh euglia (2al33] jolaied,
e Syl § Ceaglia bl sl (LS 5 diseels RDTLaisley 15T
30 zob ool & ol b o )ls UKP* g Trade-KP 5 SBIBD slaz b 4 Cos
Lol JolS” (5 iy Jlasl (S g 2818

il el b Lt — PBIBD G el b VAL jo 1,550 5 Yuan

W— PBIBD(q%, %29 —2,2q— 2,1, = 2,1, =q—2)
2D P — a4 pruge ik 29d o0 Sl (om0 amio S (g, 5l &S
086 Ll ooy oS (s pduJlasl cosls (glls o S o 2% SPBIBD
$Lad S 59, o cnl i b a5 wog 3 slag b 4 S celis Saeglie
(sl b b L= PBIBD G el 5 (g0 4w
w—PBIBD(¢%,¢%3¢q—339—-3,1, =01, =2,1; =q—2)

@ s ] Cuoglie a5 A0S o Byme 3D L — SPBIBD & pguge >,k
a8 Lol ooy yiin [VV] 0 RD" )b 5 [¥#] ;o TD £,b SBIBD slog b
ol 039y JolS (6 pdy Jlasl ool

Goledion Joo -Y
aS o550 5 50 gysb |, g Jol vae 5l e lanl o ST K alasl> ol [oT
sy loyel)ly b SBIBD2 5 SBIBDT g5 q ol b s -2(q+1)<K
s a5 molon Xr 5 Xy Iyzme acgere 93 s5,(12 +1 + 1,0 +1,1)
G 93 e o Jb 098 0 cgans lizme 0S5 plgreds degerme g0 ]
Al ol G 5 sl oluws & 055 e Sl 50 sl (@17 + g1+ D2
G olgiear |y SBIBDT (slocSsly . conl ond ax3 8 s 0 g2+ gy + 1
ot Olsisar | SBIBDZ (slacS'sly g (gom 99 (e sl ylas 4 0l 002555 s
gloizl Jshos 12 50 5 a0 o0 S (0 55 o glo s 43 2S5 0
[YV] o o azml alie oamo oo 13 1) oim 5 0 12 53 93290 &S 050255
B S ol bS5 b a5 ws (Sole 4 olei oo el oals ooy lzs

WA 0 oyl VA aloms ol Siesals poml ool a5 ledlbol (5 5l 5 2Ll psle

g 3ae ¥ Ssh o5 Sob 9o 3 X 5l gae o g oo X (soae P acgerme o)
I3 Sh VLY o X e g0 58 uizen
aS ol gl 08l oo 00ls (L TD(K,Q) sles b Transversal z,b S,
02 <k <q g Jglsae o5l Gl b 0 sl xsle B TD(K,G)
99 s O g0 48,5 55 50V pliy (g5de KO degacme G uiyl 09 438 8
358 (oo 4ile D)0 (ps LS sl dcgare 5 by S dcgere (slaply acgace
Sl V lizme glaasgazme -0 5l 9o K asgaze S, oo S asgazms oS
asgaze sloasgozme K jlasgerme S oSl acgazme s 05 o 13,V a8
& Sysb arogh oo a5 i 0V
2Bl 095 o 5l gas S Jolts B8 Ssb a2 -
aly axsls )8 Sl Ky 5 Bl calisn 095 50 5l e g5 8 Y
Ll 55 el lhls TD(k,q)
2lad 318 Sel g2 yo oS o)ls ahi Kq slass 2y ol o )
o)l abi k lids Sob a0 -Y
Sl L3Sl q o s abis -

5 oiile alros 5 (slls TD(4,3) Ky sl X={1,2,3,...,12} 31 :f Jlea

oW
G1={1,2,3}, G2={4,5,6} , Gs={7,8,9} , G4={10,11,12}
il 25 @sg0m ol slassl s
{1,4,7,10}, {1,5,8,11}, {1,6,9,12}, {2,4,8,12},{2,5,9,10},

{2,6,7,11}, {3,49,11},{3,5,7,12}, {3,6,8,10}
el 00 Gl TD b el dv8] o

o sl —T-)
S5 4 s o laal S col Ojge s delsl jo dlas  aaibejle
e by olojlai 8)50 soloidiy Joo ¥ iSu 50 (ol 5l amy g aiSloy e e
Joe @bl awslis 5 o & sy 40 5 F lajion 10 G emleise
Db e 03yl (65 A P s 0 Sule y0 5 sl soleiiny

by gla)ls -

Oalel )00 0925 (SLesS 5 slagsb (e 35 @9 e 698l i
LT JCVRRPS JUPC ST PR TN | B ISRCTIPNIE O L g SV RPN I PH
51 S8 q ol 0 a5 SBIBD(q2 +q+1,q,1) le yal,ly L SBIBD 5 5l oS
0525 Sloreas ) )b ol Sob @2 4 @ + 1 5 050,5 oslil el Jgl s
S 0y Job b oS w565 i oSl cpl 5o ols G olKiws 4y oS
S ol mizmod ool gy S8 10T olfiws N=q? 4 q + 1 olaws k=q+1
Glo Sl (0 olKiws 90 2 A Jre (pdv g S g pds Jlasl coals (sl ls
bl 1y sl Cslie 9 (g iy wliie Lol caings bl )l (gl S ie 0 LS S

Trade-KP & pgwge oS a5 i 555 o 0,508 5 Ruj (ol o
5T1 sgae M alo 5 5o 3l bitrade sgwge t-(v,K) Trade G .aioges &l
Ti N &S 5ysb a0 cxloads JoSid paie V LX 5l sqac k sloacgaa ;51 T2
5 T1 loSely 5l Sl slass (o s X Jspact acgoman; 2 9. T, =0
Sy o0 0auel Trade ojlusl oylsicas m o jls 1,8 T2

t acgome ) @b ol » wysS Steiner go 3l 1) t-(v,k) Trade <
Strong ¢4 51 2-(v,k) Trade 50525 ;b T2 L T1 o LSS 5l o soae
T2 5l Ssb 2 LT1 5l Sobs , ol5 0 05 SST Laxslay L Steiner Trade
X={1,2,3,4,5,6} &l 5,5 L Jloglsicas il S pie gac ¥ 0 iSlas
&) o a5 el SST g4 51 2-(6,3) Trade < T={T1,T2} .ol

T1={{1, 2 3} {15 6} {2 4,6}, {3, 4,5}}
T2={{1,2,6},{1,3,5},{2 3,4}, {4, 5, 6}}



‘YWY

Sgazme aslio L 10T 4 ;o P-PBIBD sLoeS 5 2 5b (s 9ulS &395 iy 200 (6651 S0 (8,00 16092 s 2l 2y o Sl 0l

(N—(q2+q+1) )

X

;")

)

N=(?+q+1)? J pas
o old X s S pg 0 S o bl )| 5y 38, of ez el

N—(q2+q+1))

Res(x)=1 — —x——>

455

\®]

N=(g>+q+1)? a8

S 2y wldie -Y-F

ol slaws 1 ¥ isu (o oads ylo (eolpiinn Jow Slasie 4 axg b
oS o oS ail> Jsb oS N = (¢ + q + 1)? ol )] by iigy LB

b awlic -0

Srdywbde —1-0

ojlailay azgi b ) alizee 0JS 568 iy slagSll (s pdypulihio V Jga
WS e Gl ok o oS ddl>

S i iy alises Slag b sla el by ) Jaue

il ojlusl AlS” sladdl> slass Oy o3l SkeS b
q+1 @ +q+1 a?+q+1 [¥1]sBIBD
k q? kq [ys]TD

q 2q? +q+1 [V#] Trade-KP
q+1 @ —q+1) - (t; DE@-DE@+D g3 41 [v$] t-UKP
q (@*+q+1)(g+1) a?+q+1 [vv]rD*
2q-2 q? q? 2-D u-PBIBD
[\Al
3q-3 q° q° 3-D u-PBIBD
[\Al
2(q+1) (@ +q+1)° 22 +a+1D) sty Jo

03335 aw) el il Jsbo (T3l 4 358 Sy pdlie (alol 2 a5 5 loges

S50 sz b plod a4y Comd (golpiion Joo plin (6 pdywliie oaims (lii g

100000

80000

60000

40000

Nerwork Scalability

20000

I - -
. -
T

S —

~| |— —2-D u-PBIBD

— Proposed Model
..... RD*
— -TDp2=03
== 3-D p-PBIBD
Trade-KP
D prl=09
SBIBD

— -UKP*

100 200 300 400 500 600
Key Ring Size

700 800 900

1000

S5 @5 ey Alire SlagUl 6y alidie anylia ) IS0

p—PBIBD(v = 2(q* + ¢+ 1),d = (¢* + ¢ + sl ,l,L L PBIBD
Dir=(q+D@+q+ D k=2(q+ D4 =" +q+
S yuie w5 Q2L 2 ol 0 Ssl g0 o o oS L2l 1),4, = (g + 1)
RPCIYE

d=Ssh b ol Gezmen ol =2 GLaS 5 b ol o
290X sgac V=2(q% +q + 1) acgeme 9, Ssb (¢ + q + 1)?
k=2(q+1) Ssb 2 g Sebr=(q+1)(g*+q+1) o X j gac

S ESLAd, =(@+ D2 LA = (g2 +q+1) ;50X gac g0 0 g g

4 PPBIBD 5 Jiw Jlsy gb il -
Sguzxo &lo LIoT aslils gbvoliiws
55 Lo ool 05 K gbo Uy (glalisls gl fo TOT olfis 2 aSST 58 b
w230 LS KDC o 5 sl L3 25 gillas | oolering Joe 5o o
o) @Sl oliws ya lp 3leiiy oo 50 WS @je8 A 3B 0
4 2lS 0 Glgieas KDC Lasgi (gams 99 oo 5l ok G o 35250 015
KDC oS 0,20 5 ogde bl cpl jo a5 568 0 00l Comd oS ;o
025 3 lS o olyem 4 g i8S A )3 S e ol ) (Slanlid cuul e
L glaSls Oygo cpl 0 020 Cans 10T ois ;2 45 5 0,53 olSiws allS
Ol 58 olKius 58 o o a5 b alss sols i N = (g2 4+ q + 1)% ol
gbee ploxil (T JSS @ al> o (nl a5 3l 92y S e 0 IS Q2 L Y
QS dal> 0 Sgzge wlS slaawlis oKiws o S i oS aiS 5B o
Ser 3y alees GladlSiwd G o Siie S S sliess | 39>
bls,l asle so udly Syiie oS q+2 Gl a5 s g0 5 WS o0
ialod o 12 e wolS 2257518 850 (l o8 50 0S5 5 (el g ediine
O o b sl Sl ols 58 (e 00l g9 SlaonlS dil> ST i s
bl alys S e aldS 2 oKiws 90wl o 90 il eSS
Bl slp dlaas 05 95 G (g5 5 (G900 S e 2551
L as Sl sloolliws 3,k 5l aslues olSiws 93 0500 Ty S 5o 015 q+2
o ol B sy a2 s o s S5 058 S e 05 Q42 L]
O 9 sl 5l olRws 93 G 0l @598 SlaoalS adl> ST ldd> )3 S e
Lol .isls aumlgs S i 0S¥ e olKiws 90 caidily (gam 90 o 5l Jglaie
oBwd b oSy g 5 (S b lay o (gl 457 098 00 8L olKiss 50
5l S e oS 2 lien oK 50 51 S e L 1A g il oo Ko
bl 6l 0 qH2 5 oolinul glray jii Cosl Sln (eires
5 o o0lizil L3 | (&l LT hash

8 Julxs ¥

S yidno oS’ qH2 oyl Jloss! -\-F

2 (q2+1q+1) (q2+2q+1) 2
((q2+¢21+1)2) - q*+q+1

Q)]

pro =

Ceoglio —V-F

S 635 q+2 s JE(q+D)(@P+ g+ 1) o alS o S o)
3 ose S b sl S polis st o pSTas 958 e ool bLS | Sy (s
o Jeiol 13 el 5290 500 oliws (@7 + G+ 1) o (i cgim 90 (e
ol Sl 5 ol X ptend O ygo 50 LS| ol (285



VYO

C«ogl.ii.n -Y-0
«TD SBIBD lag,b o cuglio [VAl 5 DYYLDVSLIYS] VY] 5l
& Jse,3 &b 3-D u-PBIBD 5 2-D p-PBIBD . RD* t-UKP .Trade-KP

(%)

Resspipp (0) = 1= 72705 @
(")

—2\*

Respp(x) = 1— (1 - ;2 _ 2) @

2q*-4q+2) 4 4(q—1) 2q2—_4q+2
ReSTrade—KP(x) =1 _( - ) 202 ( ot )

)

)

Res;_ygp(x)
_ (a+1y? )tz—i

2 3(g— Lrez) (a2
-1 _tz 1— (q (;c]t 1)) (i)(q3+q+1) a q3+q+1
- (qz(qz—qﬂ)) 1-(1- (a+1)?
xt (a3+q+1)

e
O

i=1

ol t = [q a5 UKP" o a5

q?+q+1 q(q+1) ((q+1)(q2+q+1))
PN S e M G
espp (x) = ((q2+q+1)(q+1))( ((q2+q+1)(q+1)))
j=1 2 x
av
q-1 2qg —4\*
Res,_p uppigp (X) = a+1 1-2 (1 - qz——2>
(1 4q — 8)" 2 1
e =) )T aral
2_ _ 2_
~ (“7)+ (D (%) 4 Ch@)
() ()
Y
QT o as

Chx) = (q(qx— 1)) B (q I 2) ((q - 1)x(q - 1))

N (q ; 2) ((q - 1)x(q - 2)) e
T (=1)° (q ; 2) ((q - 1)x(q - 9))
0%

q—2<x<(@-1)(q—2)30<qg—-2. o«

WA 0 oyl VA aloms ol Siesals poml ool a5 ledlbol (5 5l 5 2Ll psle

‘5).3..3..3.‘.]@" -Y-0
alS Jlas! 2-D p-PBIBD . SBIBD(¢*+q+1,q+11)

IVVOA] s 1) JolS (6 i Jlasl gims el Vil olKsod 90 1 (o S ytina

k )

qg+1

Iy s o5lil cmlia jolateay 11 [ Y] el @ g K ol )y 90 o a5
S oo A5 LSt ol b Lk crl o

O 2‘22‘2;3) it S ks 0l Jlazs!  Trade-KPg b 4
- (1- (@+1) X ®
(@+q+1)

D8] el g ppt aie UKP 5 a5
29

RD*(q*+q+1,(¢* +q+D(g+1,q(q+1),q,1)
oo cews a4y abaly 51 W 3 S e allS Jlozs!

2+
(39 o), (@t )’
q2+q ((q2+q)(q2+q+1))
2

((q2+q)(q2+q+1))

2
*+q-1
@*+q

PRD* =

@)
b el plp S yie 05 Jlozs! [VA] Gollae 3-D PUPBIBD 5 pimon

3q
g*+q+1

)

VOUSE 50 ool 0ldS 0y b St oS Lzl (gl loged dyliie
S (6 5 S iy Jlas! golpaing Jow a5 el (pl Sibo a5« ool o0ls
5,08 1, 2-D u-PBIBD 4 SBIBD jza; ouls awslin sloz b dos 4

0.8

SBIBD
2-D p-PBIBD
= Proposed Model

06

=
=
-]

¥

Nerwork Connectiviry

— — Trade-KP
RD*

02

10 20 30 40 50 60 70 80 90 100
Key Ring Size

Sl 595 ey Al slagSUl (5 0y Jlas] ansliae oY S



\Y#

[6] W. S. Li, C. W. Tsai, M. Chen, W. S. Hsieh, and C. S. Yang, “Threshold
behavior of multi-path random key pre-distribution for sparse
wireless sensor networks,” Mathematical and Computer Modeling,
vol. 57, no. 11, pp. 2776-2787, 2013.

[7] O. Catakoglu, and A. Levi, “Uneven key pre-distribution scheme for
multi-phase wireless sensor networks,” Information Sciences and
Systems, Springer, Baltimore, USA, pp. 359—368, 2013.

[8] R. Blom, “An optimal class of symmetric key generation systems,”
Advances in Cryptology: Proceedings of Eurocrypt 84, Lecture Notes in
Computer Science, Springer-Verlag, Berlin, vol. 209, pp. 335-338,
1984.

[9] Chien HY, Chen R-C, Shen A. Efcient key predistribution for sensor
nodes with strong connectivity and low storage space, Proceedings of the
2nd International Conference on Advanced Information Networking and
Applications (AINA08), IEEE, GinoWan, Okinawa, Japan, 2008; 327—
333.

[10] Blundo, C., Santis, A.D., Herzberg, A., Kutten, S., Vaccaro, U.,, \& Yung,
M., (1993), Perfectly-secure key distribution for dynamic
conferences, In Advances in Cryptology: CRYPTO 92, LNCS, 740,471-
486.

[11] N. C. Wang, H. L. Chen, “Improving pairwise key predistribution in
wireless sensor networks”, Advances in Intelligent Systems and
Applications, Springer, Hualien, Taiwan, pp. 521—530, 2013.

[12] S. A. Camtepe, and B. Yener, “Combinatorial design of key
distribution mechanisms for wireless sensor networks,” In P.
Samarati, P. Y. A. Ryan, D. Gollmann, and R. Molva (Eds.), ESORICS,
volume 3193 of lecture notes in computer science, Springer, pp. 293-
308, 2004.

[13]]. Lee, D. Stinson, “A combinatorial approach to key pre-distribution
for distributed sensor networks,” In IEEE wireless communications
and networking conference (WCN' 05), IEEE communication society,
pp. 1200-1205, 2005.

[14] S. Ruj, and B. Roy, “Key predistribution using partially balanced
designs in wireless sensor networks,” Proceedings of the 5th
international conference on Parallel and Distributed Processing and
Applications, August, Niagara Falls, Canada, pp. 431-445, 2007.

[15] S. Ruj, A. Nayak, and I. Stojmenovic, “Pairwise and Triple Key
Distribution in Wireless Sensor Networks with Applications,” IEEE
Transactions on Computers, vol. 62, no. 11, pp. 2224-2237,2013.

[16] W. Bechkit, Y. Challal, A. Bouabdallah, and V. Tarokh, “A highly
scalable key pre-distribution scheme for wireless sensor networks,”
IEEE Transactions on Wireless Communications, vol. 12, no. 2, pp.
948-959, 2013.

[17] V. Modiri, H. H. S. Javadi, and M. Anzani, “A Novel Scalable Key Pre-
distribution Scheme for Wireless Sensor Networks Based on
Residual Design,” Wireless Pers. Communications, vol. 96, pp. 2821-
2841, 2017.

[18] Q. Yuan, C. Ma, H. Yu, and X. Bian, “A Key Pre-Distribution Scheme
Based on p-PBIBD for Enhancing Resilience in Wireless Sensor
Networks,” Sensors, vol. 18, pp.1539, 2018.

[19] W. Du, J. Deng, Y. S. Han, P. K. Varshney, J. Katz, and A. Khalili, “A
pairwise key pre-distribution scheme for wireless sensor networks,”
ACM Transactions on Information and System Security (TISSEC), vol.
8, no. 2, pp. 228—258, 2005.

[20]J. Lee, and D. R. Stinson, “Deterministic key predistribution schemes for
distributed sensor networks”, Selected Areas in Cryptography,” Springer,
Kingston, Ontario, Canada, pp. 294—307, 2005.

[21] S. A. Camtepe, and B. Yener, "Combinatorial design of key distribution
mechanisms for wireless sensor networks,” Journal of ACM/IEEE
Transactions on Networking, Springer, Vol. 15, no. 2, 2007.

[22] D. Chakrabarti, S. Maitra, and B. Roy, “ A key pre-distribution scheme
for wireless sensor networks: merging blocks in combinatorial design,”
International Journal of Information Security ,vol. 5 no. 2, pp.105—114,
2006.

[23] T. Kavitha, and D. Sridharan, “Hybrid design of scalable key distribution
for wireless sensor networks,” IACSIT International Journal of
Engineering and Technology vol. 2, no.2, pp. 136—141, 2012.

[24] M. B. Paterson, and D. R. Stinson, “A unified approach to combinatorial
key predistribution schemes for sensor networks,” Designs Codes
Cryptography, vol. 71, pp. 433-457, 2014.

[25] G. Xia, Z. Huang, and Z. Wang, “Key pre-distribution scheme for
wireless sensor networks based on the symmetric balanced incomplete
block design,” J. Comput. Res. Dev., vol. 45, pp. 154-164, 2008.

[26] J. Lee, and D. R. Stinson, "On the construction of practical key
predistributoin schemes for distributed sensor networks," Journal of
ACM Trans. Inf. Syst. Secur., ACM, Vol. 11, no. 2, pp. 1-35, 2008.

3g—3
Res3_p uppipp (X) = m 1-2 (1

Sgazme aslio L 10T 4 ;o P-PBIBD sLoeS 5 2 5b (s 9ulS &395 iy 200 (6651 S0 (8,00 16092 s 2l 2y o Sl 0l

3q—-5
q> -2

6g — 10\* 3
+(1_ q3—2) )+q2+q+1(1
(“7)+ () chw

;

+ (q(q—l)))

3-2
(G
o)
o 00,91 golins b b 38 slag b nglho alho logas ¥ IS5 5o

el yii 3-D p-PBIBD ;> 4 ool auslie

0.8 /

SBIBD

..... RD*

- 2-D p-PBIBD
3-D pu-PBIBD
D

. Trade-KP

/ e — - UKP*

: — — Propose Model

06 /

Network Resilience
g
-~
-~

10 20 30 40 50 60 70 80 90 100
Number of comprised nodes

S g8 e e sl gl Canglie anylio ¥ IS

S oS a7
g oad (Bpaa fl = PBIBD g5 3l oz SlnS 5 b S0 8 cnl o
5 el 0l SIS gazme molio LIOT aSils a4y 0l &y 565 o (5951 (lgicey
sals Lt g w3lay )b (25 0)s] ey jslited (soleiiny £yb 5IUT 4
Srdorbdie b oS st 6ol 4 (SleS 5 ok cnl SeSTL oS 0
oped 3l sl ;o pihe slagsb bavlie o g Cuglie 5 YL
Cyiao® 03umsy 2-D p-PBIBD 4 RD* .UKP* [Trade-KP . TD . SBIBD

ridlasl 5l bl s Jal5” s pdpJlasl gl oloidioy Joo &5 iz 52

Ablge Jlo95 5 YL

&l =V

[1] D. E. Kouicem, A. Bouabdallah, and H. Lakhlef, "Internet of things
security: A top-down survey,” Computer Networks, vol. 141, pp. 199-
221,2018.

[2] T. Dargahi, H.H.S. Javadi, and M. Hosseinzadeh, “Application-specific
hybrid symmetric design of key pre-distribution for wireless sensor
networks,” Security and Communication Networks, Vol. 8, no. 8, pp.
1561-1574, 2015.

[3] L. Eschenauer, and V. D. Gligor, “A key Management Scheme for
distributed sensor networks,” Proceedings of the 9th ACM conference
on computer and communications security, ACM}, pp. 41-47,2002.

[4] H. Chan, and A. Perrig, “Random key predistribution schemes for
sensor networks,” Proceedings of the 2003 IEEE symposium on
security and privacy (SP 03), IEEE, pp. 197-213,2003.

[5] S. Qian, “A novel key pre-distribution for wireless sensor networks,”
Physics Procedia, vol. 25, pp. 2183-2189, 2012.



VYV WA 0 oyl VA aloms ol Siesals poml ool a5 ledlbol (5 5l 5 2Ll psle

[27] A. Morshed Aski, H.H.S. Javadi, and G.H. Shirdel, “A Full Connectable
and High Scalable Key Pre-distribution Scheme Based on
Combinatorial Designs for Resource-Constrained Devices in IoT
Network,” Wireless Personal Communications, vol. 114, no. 3, pp.

2079-2103, 2020.

s S5O 3 1) 093 SMpand ¢ (Sl adsyo S
09T 2 g Senl ol plnil 40 1581 05 LS Fgesls
Slagdos abl oo lody — (el yg ol3T olKasls yo Lol
ools g TOT aSiss cocal slodie) jo liul a8l 550
morshed486@gmail.com

GFSS 1y 093 CHeans (53192 duw Zlo Ao
OpST o g Sl oailu) plodl 4 SoealS pole 5 (Sb,
addle 3,90 ul.a...a;rj A..AL\LSA Jals oKty » r:l.o.? slw!
SF9alS oz g oSl aSid el (oo 5o Ll

el Ol il (S S Gy oyl !
h.s.javadi@shahed.ac.ir




The CSI Journal on

. T Computing Science and
The CSI Journal on Information Technology

Computing Science and vol. 18. No.1. 2020
Information Technology

A novel key pre-distribution scheme based on pu-PBIBD
combinatorial design in the resource-constrained IoT network

Akbar Morshed Aski?l, Hamid Haj Seyyed Javadi?

! Department of Computer Engineering, Varamin — Pishva Branch, Islamic Azad University, Varamin, Tehran, Iran
2 Department of Mathematics and Computer Science, Shahed University, Tehran, Iran

Abstract

In a resource-constrained [oT network, end nodes like WSN, RFID, and embedded systems are used
which have memory, processing, and energy limitations. One of the key distribution solutions in these
types of networks is to use the key pre-distribution scheme, which accomplishes the key distribution
operation offline before the resource-constrained devices deployment in the environment. Also, in
order to reduce the shared key discovery computing and communication overhead, the use of
combinatorial design in key pre-distribution has been proposed as a solution in recent years. In this
study, a u-PBIBD combinatorial design is introduced and constructed and the mapping of such design
as a key pre-distribution scheme in the resource-constrained IoT network is explained. Through
using such key pre-distribution scheme, more keys are obtained for communication between two
devices in the IoT network. This means that there will be a maximum of q + 2 keys between the two
devices in the network, where q is the prime power, that is, instead of having a common key for a
direct secure connection, the two devices can have q + 2 common keys in their key chain. Accordingly,
we would increase the resilience of the key pre-distribution scheme compared to the SBIBD, TD,
Trade-KP, UKP *, RD * and 2-D p-PBIBD designs.

Keywords: resource-constrained loT network; combinatorial design; u-PBIBD; resilience.



