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The decoy-state method in quantum key distribution (QKD) is a popu-
lar technique to approximately achieve the performance of ideal single-photon
sources by means of simpler and practical laser sources. In high-speed decoy-
state QKD systems, however, intensity correlations between succeeding pulses
leak information about the users’ intensity settings, thus invalidating a key as-
sumption of this approach. Here, we solve this pressing problem by developing a
general technique to incorporate arbitrary intensity correlations to the security
analysis of decoy-state QKD. This technique only requires to experimentally
quantify two main parameters: the correlation range and the maximum rela-
tive deviation between the selected and the actually emitted intensities. As a
side contribution, we provide a non-standard derivation of the asymptotic se-
cret key rate formula from the non-asymptotic one, in so revealing a necessary
condition for the significance of the former.

1 Introduction

Quantum key distribution [1, 2, 3] (QKD) is a technique that enables secure and remote
delivery of cryptographic keys based on the laws of quantum mechanics. The interest
of QKD is that, when combined with the one-time-pad encryption scheme [4], it allows
for information-theoretically secure communication, unconcerned about the capabilities
of future adversaries and the progress of classical or even quantum computers. For this
reason, since its conception in 1984 [5], QKD has experienced a tremendous development
both in theory and in practice, in so becoming a commercial technology that represents the
most mature application of quantum information science. Nevertheless, various challenges
must still be addressed in order to achieve the widespread adoption of QKD.

In real-life implementations, the information carrier of QKD is the quantum of light
or photon, and due to the low transmissivity of single photons in typical optical channels
—which, for instance, in the case of optical fibers decreases exponentially with the fiber
length [6, 7, 8, 9]— one major challenge consists of achieving high secret key generation
rates at long distances. For this purpose, one natural approach is to increase the repetition
rate of the laser source in the transmitter station. However, for repetition rates of the
order of GHz, it has been shown that intensity correlations between succeeding pulses
appear [10, 11], potentially opening a security loophole.
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To be precise, in the absence of ideal single-photon sources, most QKD protocols
use simpler laser sources that operate emitting phase-randomised weak coherent pulses
(PRWCPs). This is so because PRWCPs allow the QKD users to implement the so-called
decoy-state method [12, 13, 14, 15|, a technique to tightly lower-bound the extractable
secret key length of a QKD session. Importantly, standard decoy-state analyses rely on
a fundamental assumption: for any given signal, its detection probability (or so-called
“yield”) conditioned on the emission of a certain number of photons does not depend on
the intensity of the pulse, i.e., on its mean photon number. Nevertheless, this assumption
fails in the presence of a side channel leaking information about the intensity setting [16],
and for GHz (or higher frequency) repetition rates one such side channel is represented
by intensity correlations. Intuitively, the eavesdropper (Eve) could exploit the correlations
to gain information about previous intensity settings, which would allow her to make the
n-photon yields dependent on them.

This being the case, and aiming to develop ultrafast decoy-state-based QKD systems,
the question arises of how to account for arbitrary intensity correlations in the security
analysis. In this regard, the existing security proofs are notably restricted. For instance,
preliminary results presented in [17, 18] deal with setting-choice-independent correlations,
which neglect the possibility of information leakage and hence do not cover the major
threat. On the other hand, the authors of [10] go beyond setting-choice-independent cor-
relations by providing a post-processing hardware countermeasure whose application is
limited to particular instances of nearest neighbors intensity correlations. Similarly, it is
worth mentioning the progress reported in [19] to develop an intensity modulator (IM)
that mitigates the effect of intensity correlations. Lastly, the recent work in [20] presents
a general technique to accomodate various other device imperfections, but it does not
incorporate the use of the decoy-state method.

In this work, we provide the missing security analysis for decoy-state QKD with ar-
bitrary intensity correlations. Despite asymptotic, our approach is experimental-friendly
in the following sense. In the first place, it only requires to upper bound two parameters
presumably easy to quantify in an experiment (see for instance [11]): the correlation range
and the maximum relative deviation between the selected intensity settings and the actu-
ally emitted intensities (which do not match in general due to the correlations). In the
second place, it allows for improved secret key rates in case a specific correlations model
is known to describe the IM.

As a side contribution, we use elementary results in statistical convergence to rigorously
justify the asymptotic secret key rate formula from the non-asymptotic one. Crucially, the
justification relies on a very natural necessary condition on the observables. Whenever
not guaranteed by some special symmetry of the protocol (such as the delayed setting
choice that enables a counterfactual scenario in the absence of information leakage), this
condition must be taken as an assumption, in which case it restricts the capabilities of the
adversary. In particular, the formula tolerates a restricted type of coherent attacks that
we characterize in detail.

The structure of the paper goes as follows. There are six Results subsections. In the
first two, Sec. 2.1 and Sec. 2.2, we present the general physical assumptions we impose on
the intensity correlations and provide a method to quantify their effect in the parameter
estimation procedure. This procedure is explained in full detail in Sec. 2.3 and Sec. 2.4.
In Sec. 2.5 we establish the asymptotic key rate formula and discuss the necessary condi-
tion on which it relies. The last Results subsection, Sec. 2.6, is devoted to evaluate the
rate-distance performance of our method for different values of the two parameters that
characterize the correlations. In the Discussion section, Sec. 3, we summarize the con-

Accepted in (uantum 2021-12-01, click title to verify. Published under CC-BY 4.0. 2



tributions and limitations of our work, commenting on possible future directions. Lastly,
Sec. 4.1, Sec. 4.2 and Sec. 4.3 are the Methods subsections, which include all the neces-
sary technical derivations that support our results. The appendices attached at the end
include a description of the channel model we use for the simulations, together with some
complementary results.

2 Results

For illustration purposes, we consider a standard polarization encoding decoy-state BB84
protocol [15], although our results can be readily extended to any QKD protocol that
relies on decoy-states. In each round k, with & = 1,..., N, the sender (Alice) selects a
basis x, € M = {X,Z} with probability g,,, a uniform raw key bit 7, € Zy = {0, 1}, and
an intensity setting ar € A = {u, v,w} with probability p,, and p > v > w > 0. Note that
the values of the probabilities g, and p,, respectively depend on the basis and intensity
settings only, but not on the particular round k. Then, she encodes the BB84 state defined
by zj and r; in a PRWCP with intensity setting aj, and sends it to the receiver (Bob)
through the quantum channel. Importantly, as explained below, the actual mean photon
number of the pulse might not match the setting ap due to the intensity correlations.
Furthermore, regarding the transmitter, we assume perfect phase randomization, no state
preparation flaws and no side-channels for simplicity. Also, possible intensity correlations
in the qubit encoding (which may arise, e.g., when using time-bin encoding) are neglected
in this work.

Similarly, Bob selects a basis y, € M with probability g,, (whose value, again, does not
depend on the round k) and performs a positive operator-valued measure (POVM) on the
incident pulse, given by {M]?Z’sk}ske{o,l, y- Here, By denotes Bob’s k-th incoming pulse,
sp stands for Bob’s classical outcome and f stands for “no click”. As usual, the basis-
independent detection efficiency condition is assumed, such that Mg;f = Mg};f . Thus,

we shall simply denote these two operators by M gk. Note that this assumption could
be removed by the use of measurement-device-independent (MDI) QKD [21] or twin-field
QKD [22].

2.1 Characterizing the intensity correlations

Let us denote the record of intensity settings up to round k by dr = a1, as, ..., ar —where
a;j € A for all j— and let o, denote the actual intensity delivered in round k. In full
generality, ay is a continuous random variable whose probability density function is fixed
by the record of settings d@j. This function, which we denote as gz, (o), is referred to as
the correlations model. Below, we list three assumptions about the intensity correlations
on which our analysis relies.

Assumption 1. As supported by GHz-clock QKD experiments [10, 11], we shall consider
that the correlations do not compromise the poissonian character of the photon number
statistics of the source conditioned on the value of the actual intensity, aj. That is to say,
for any given round k, and for all ny € N,

— n
e kot

p(nglag) = ——"-. (1)
ng:
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Assumption 2. For all possible records @y, we shall assume that

1—-— < 5max- (2)

1893
ag

Namely, for every round, we impose that gz, (o) is only nonzero for ay € [a, a;'], where
af = k(14 Omax)- Thus, opax defines the maximum relative deviation between aj and «y.
Note that we are assuming here that the value of d,,x does not depend on ay, for simplicity,
but such dependence could be easily incorporated in the analysis to obtain slightly tighter
results. Also, we remark that a bound of the type of Eq. (2) has been quantified in a recent
experiment reported in [11].

From Eq. (1) and Eq. (2), it follows that the photon number statistics of round k read

—ag Nk
€ "o day,, (3)

a;f
Pgla,= /7 9a (k) -
o !

k

for all n; € N.

Assumption 3. We assume that the intensity correlations have a finite range, say &,
meaning that gz, (o) is independent of those previous settings a; with k — j > &.

Beyond the assumptions presented here, we shall consider that gz (aj) is unknown,
such that our results are model-independent.

2.2 Quantifying the effect of the intensity correlations

Here, we rely on the three assumptions introduced in Sec. 2.1 to account for the effect
of intensity correlations in the decoy-state analysis. A key idea —originally presented
in [16] to deal with Trojan horse attacks— is to pose a restriction on the maximum bias
that Eve can induce between the n-photon yields associated to different intensity settings.
For this purpose, we use a fundamental result presented in [23| and further developed
in [20]. Since this result is a direct consequence of the Cauchy—Schwarz (CS) inequality in
complex Hilbert spaces, we shall refer to it as the CS constraint. The reader is referred
to the Methods Sec. 4.1 for a definition of this result, and below we present the relevant
restrictions we derive with it.

Precisely, for any given round &, photon number n € N, intensity setting ¢ € A and bit
value r € {0, 1}, we define the yield Y,&kc) = p®¥)(click|n, ¢, Z,Z) and the error probability
Hflc)r = p) (err|n, ¢, X, X, ), where the right-hand sides are shorthand for p(sj # f|ny =
n,a = ¢, x = L,y = Z) and p(s # f,sp # melnke = n,a = c,xp = X,y = Xy = 71),
respectively. Then, a major result of this work is to show that, for any two distinct intensity
settings a and b, their yields and error probabilities satisfy

G- (v®,75,,) < v <y (v, 75,,) .

n,a7 Tabn n,a >’ 'abn
k
G (HE 7o) < B, < G (H,1.75,,) @

for all k, n and r, where

9+(y,2) if y<z

G (y.2) = g-(y,2) if y>1-=2
—WhE = 1 otherwise

0 otherwise

and Gi(y,2) = {
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with g+ (y,2) = y+(1—2)(1—2y) £2/2(1 — 2)y(1 — y), £ stands for the correlation range
and

2¢
e0” +b™—(at+bt) ll _ ch (e—C’ _ e—CJr)] if n=0,

13 _ ceA
abn T 2¢
eat+bt—(a"+b7) ( +b+) l ch( - _ eﬁ)] it on> 1.

The full derivation of this result is given in the Methods Sec. 4.1.

Notably, Eq. (4) must be combined with a decoy-state method in order to estimate the
numbers of counts and errors triggered by single photon emissions, which determine the
secret key rate. For this purpose, in Sec. 2.3 we provide a decoy-state analysis that relies
on assumptions 1 and 2 to deal with intensity correlations, and in Sec. 2.4 we present the
resulting linear programs that fulfill the parameter estimation. In this regard, since the
constraints of Eq. (4) are non-linear, first-order approximations with respect to some refer-
ence parameters are derived from them, which we refer to as the linearized CS constraints.
Importantly, replacing the original functions by their linear approximations leads to looser
but valid constraints too, thanks to the convexity of these functions.

(6)

2.3 Decoy-state method

The 7 basis gain with intensity setting a is defined as Z, n = Z,i,v:l Z(gk) with Zc(lk) =
Liap=aop=yr=7,sx2f}- Lhat is to say, ZC(Lk) = 1 if, in round k, both parties select the Z
basis, Alice selects intensity setting a and a click occurs, and zero otherwise. Thus,

oo o
<Z¢(1k)> = pk) (a,Z,7Z,click) = q%pa Z pk) (n,click|a,Z,Z) = q%pa Z pk) (n]a)Yn(ffl), (7)
n=0 n=0
where the yield YTEIZ) is defined in Sec. 2.2 and one can generically refer to the <Z(Sk)> as
the “expected gains of round &”. Going back to Eq. (7), note that

n|a Z Pa; - - 'pak_1pn|a,dk,17 (8)
ak 1
and in virtue of Eq. (3), the record-independent bounds

gt
e @ gt

)

Dola) € [e*" e and pM(nja) € (n>1)  (9)

n!

follow from the decreasing (increasing) character of e=*2" for n = 0 (n > 1) in the interval
€ (0,1). Explicitly using these intervals in Eq. (7), one obtains

(Z8) A" (28 _ e at
q%pa >e Yb ,Q + nz:l 7.Yn,a and q%pa <e 0,a + Z Tyn,a
(10)

for all @ € A and k = 1,...,N. Further selecting a threshold photon number for the
numerics, Neyt, from Eq. (10) we have

k) n, —
<Z(5 > _ + cut
>e @ (k) and
Q%pa o Z a
(24") ot eyl NN et K
<l—e % 4@ - (1-YyW® 11
q%pa 0,a nz::l n! ( n,a) ( )
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foralla € Aand k=1,..., N, where in the second inequality we have used the fact that
w1 Yéfz)e_ﬁa‘*'”/n! <1 —>ne e_‘ﬁa‘”‘/n!. Importantly, replacing Z by X ev-

erywhere, one obtains the corresponding analysis for the X basis gains and yields of round k.

On the other hand, similar constraints can be imposed on the error counts. To be
precise, the number of X basis error counts with setting a is defined as E, = Z]k,vzl Eék)

with E((lk) = ék)]l{rk#k}, such that

(B = p™(a,X, X, err) = g&pa D p* (n, errla, X, X) = ¢kpa > pF (nla)HE), (12)

n=0 n=0
where we defined Hﬁkg = p®(err|n, a, X, X) = (Hflkgo + H?S,kc)Ll)/Q Now, making use of
Eq. (9) as before and selecting a threshold photon number ngy, it follows that
k) Newt  —a— . —
<E((l > ot () cut ,—a~ = n &
o >e “ Hy, + ngl — H,(L’a and
k) n, —at
<Eé > —a™t —a~ r7(k) e gt k
o = 1—e @ te @ B - n; — (1-HE) (13)

forallae Aand k=1,...,N.

At this point, summing over k and dividing by N both in Eq. (11) and Eq. (13), one
trivially obtains bounds for the average parameters y, v = Eivzl YTEIZ) /N and hy o N =
Z{Ll H,(fil /N from the round-dependent bounds. Namely, defining Z, y = Z, y/N and
E. N = Eqn/N, the final bounds are

<ZG,N n Ncut e—(l_ a” n
. > >0 Yo.a + Z 7'yn,a,N7
47Pa n=t
<7a,N> _ Lt gma gt
L <l—e e yoa— 7 (1= ¥nan) and
q7Pa n=1 n
< a,N> i Ncut ,—a™ a n
D) 2 e a hO,a + Z ‘ h”rL,(l,N?
qxPa n=1
<Ea,N> N B Ncut ,—a a—i—n
5 <1l—e% +¢e¢ hO,a — Z n (1 - hn,a,N) y (14)
dxPa n=1 n:

for a common threshold photon number n.y; and for all a € A.

2.4 Linear programs for parameter estimation

Even though Eq. (4) provides the relevant restrictions on the maximum bias that Eve
can induce between different yields/error probabilities, it consists of a set of non-linear
constraints unsuitable for parameter estimation via linear programming. As mentioned
in Sec. 2.2 though, in virtue of the convexity/concavity of the functions that define the

constraints, their first-order expansions around any given reference yield /error provide valid
linear bounds as well. For instance, if we focus on the yields, we have that G _ (Yé,ka), st n) >

G- (Ve 75,,) + G (W rapn) (vl — Vi) and G (v, 75,,) < G0, 75,,) +
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G +(}7n(fl), T(fb’n)(Y;l(,ka) — ffn(lfl)) for all YTE]Z) € (0,1), irrespectively of which reference yields
YT«SIZ) € (0,1) we select for the linear expansion. Also, note that the derivative functions

G’ 1 are well-defined for all YTEZ) € (0,1) because the G4 are smooth piecewise functions.
In particular,

" (y, if y>1-— " (y, if y<
T N R TS IS LA AN
0 otherwise 0 otherwise

with ¢’ (y,2) = =142z + (1 — 2y)/2(1 — 2)/y(1 —y). Thus, given a reference yield
Yn(lz) € (0,1), the linearized bounds are

o (V0.75,,) + &= (V0 75) (v - 7)< v <
Gy (Y(k) ) + Gy ( Y0 T ) (Yn(a) - Yn(’?) : (16)

n,a ’ abn n,a abn

Identically, for any given reference n-photon error click probabilities E&’fgm € (0,1), the

linearized versions of the corresponding constraints read

G (AW, 7o) + & (B8),.75,) (B, — AY.) < 1Y), <
Gy (A, 75,) + G (B8, 75, (HE, - 28, (17)
If, in addition, we select reference parameters independent of r, say Flgfgr = ~7(L12 for both

r =0 and r = 1, the linearized lower (upper) bound has the exact same slope and the exact
same intercept for bothr =0and r =1. Asa consequence the relevant error probabilities
entering the decoy-state analysis, 72,’“,2 = (Hr(fioﬁL o, 1)/2 and gﬂg = (H(k) O+Hn b, 1)/2

trivially verify
G- (Hékc)u Tab n) + G/— (

5 n) (H(k) _ ~(k’)) < Hn],cli <
Gy (A, 75,) + G (HE), S,

(k)
n,a’
(k)
n,a’
as we wanted to show.

As a final comment, note that, for all practical purposes, one can restrict the reference
parameters to be round-independent: YTE’Z) = Unq and ﬁrﬁkg = fzma forall k =1,...,N.
This being the case, summing over k and dividing by NV in Eq. (16) and Eq. (18), one obtains
respective inequalities for the average parameters y,, n = Eiv_l Yn(k;)) /N and hppn =

SN Hflkg/N Namely, for all a € A, b € A (b # a) and n € N, we have ¢, +

mabmyn,a,N < Yn,b,N < Cab,n + mabmyn,a,N and tab,n + Sabmhn,a,N < hmb,N < 7faib,n +

ab,n

sjb nhn.a, N, Where, for conciseness, we define the intercepts and slopes

Cfb = Gi(nas Tap) = G4 Fnas T nas My = Gt (G Ta )5

th 0 = Gilhna: 7o) — Gt (hna; Ty ) na and 53 = G (hna,75,,)- (19)

Of course, the tightness of these linear bounds is subject to the adequacy of the selected
reference yields, and thus it relies on a characterization of the quantum channel. Note,
however, that aiming to further improve the results, one could incorporate more linearized
CS constraints to the problem by using various reference yields for each pair (n, a), instead
of just one. Also, we recall that simpler bounds not relying on any reference values can
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be derived by using the so-called trace distance argument [27], and this is what we do in
Appendix B. Another alternative would be, of course, to solve a non-linear optimization
problem given by the original CS constraints.

To finish with, we present the linear programs that allow to estimate the relevant single-
photon parameters, putting together the decoy-state constraints introduced in Sec. 2.3 and
the above linearized CS constraints. In the first place, we address the average number

(k) _
1p

, averaging over k it

of signal-setting single-photon counts, defined as Z; , n = Zk 1Z /N with Z

k (k)
Z,g )]l{nk=1}~ Since <Z§3> = ¢2pp* 1\,u) 1u > gipupe Yl(,#)
follows that - -
(Z1yN) = @Gpul” € " Y1, (20)

and a lower bound y{J uN ON Y1 N IS reached by the following linear program:

min =y N (21)
Za,N i TMcut 6—a7 a” n
s.t. < 5 > >e " Yoa+ Yna,N (a € A),
QZpa n=1
<ZG7N> . B Ncut e—a+a+n
3 <l—-e % +e ¢ Y0, — -0 (1 - yn,a,N) (a € A):
q7Pa n=1 :

C;rb’n + m;rb,nyn,a,N >ynpN (€A bEA bFa, n=0,...,ncu),
Cabn T Mg nYna,N < Ynp,N (ae A, be A, b#a, n=0,...,ncu),
0<ynan <1 (a€An=0,...,ncu).

We recall that the cfb’n and the mfbyn are defined in Eq. (19). Needless to say, replacing

Z by X everywhere one obtains the corresponding program for the average number of
signal-setting single-photon counts in the X basis, X1, v, such that

(X1 uN) = axpub” e 41N, (22)

where the apostrophe here denotes that we refer to the X basis.
On the other hand, the average number of signal- setting single-photon error counts

in the X bas1s is ElMN = N 1(E) /N with E( ) (k)]l{mc 1}. Since <E§’2> =

qXpHp (HM) < qkpupTe —nt HL#, averaging over k it follows that

(Brpn) < Gpupe ™ hin, (23)

and an upper bound hll{ 4N 0N h1,,n is reached by the following linear program:

max hl,u,N (24)
EG,N ncut —
s.t. <2> hOa‘i’Z na,N ((IEA),
4% Pa
E ,N _ Neut —a™T +n
<2“> <l e hpa— Y e (1 - hyan) (a€A),
4% Pa n=1 n:

abn+8abnhnaN>hnbN (aGA, bEA, a;éb, n:O,...,ncut),
ab,n+3ab,nhn,a,N <hppn (a€A, beA a#b, n=0,...,ncut),
0<hpen<1(a€An=0,... N
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Finally, we remark that, in virtue of the properties of linear optimization [29], yf U

y/IimN and hH#’N are linear in <7a,N>7 <7a7N> and <EG7N>, respectively, for all a € A,
which means that they provide the expectation of certain random variables respectively
linear in Z, n, Xon and E, n. In turn, this implies that the bounds reached by the linear

programs can be written as <71%N> > <7If%N>, <Y1%N> > <Y1f’#’N> and <E1%N> <
<EE;L,N>7 where

L 2 - —p~, L

<Z1,u,N> = qzPult € s Y1,u,N>

L _ 4L

<X17M,N> :qggpuu et yll,u,N and

U 2 T, U

<E1,#,N> = %{Pulﬁe . hl,,u,N (25)

for all N. This feature is crucial to justify the asymptotic approximation of the secret key
rate presented next.

2.5 Asymptotic approximation of the secret key rate

The linear programs of Sec. 2.4 provide suitable bounds on the expectations of the relevant
experimental averages, namely, the average number of signal-setting single-photon counts
in the Z (X) basis after N transmission rounds, Z1 , n (X1, n), and the average number
of signal-setting single-photon error counts in the X basis after N transmission rounds,
Eq ,n. The bounds are of the form

- —L — ~L —= —=U
<Zl,u,N> > <Z1,M,N>a <X1,M,N> > <X1,M,N> and <E17M7N> < <E1,M,N> (26)

for all N, where Zlf% N (Ylfu ~) is a linear combination of the experimentally observed

Z (X) basis gains, {Zan}aca ({Xantaca), and Egqu is a linear combination of the
experimentally observed numbers of errors in the X basis, {Em N }acA-

However, the finite secret key rate relies on statistical bounds of the experimental
averages themselves, say

S —L,e — ~-L,€ il U,
P (ZLMN < ZLMTN) <e€, P (Xl,u,N < Xl,lfN) <e€ and P (ELH,N > El,,u,gN) <e3

(27)
for given failure probabilities €1, €2 and €3 (see the Methods Sec. 4.2 for a summarized
derivation of the finite secret key rate). Crucially, in the absence of intensity correlations
or side-channels possibly leaking the intensity setting information, commutativity allows to
consider the so-called counterfactual setting, in which case the latter bounds —Eq. (27)—
are obtained from the former —Eq. (26)— via concentration inequalities for independent
random variables, such as Chernoff’s [24] or Hoeffding’s [25]. Precisely, the independence
of the relevant indicator variables attached to the detection events is enforced because,
in the counterfactual setting, the intensities are randomly selected a posteriori (and thus
decoupled) of the detection events. On the contrary, intensity correlations invalidate the
counterfactual setting argument, in so invalidating the usage of the above concentration
inequalities too. Nevertheless, propositions 1 and 2 in the Methods Sec. 4.3 establish that,
as long as the variance of the experimental averages tends to zero as N tends to infinity,
any violation of the equations

- —L ~ L - —=U
217“7]\[ Z ZluuaN’ Xl,,u,N Z XlaNaN and ELNJV S Elv#vN (28)

—no matter how small— has an asymptotically null probability of occurring.
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This feature legitimizes the use of the bounds of Eq. (28) to asymptotically approximate
the secret key rate, by plugging them into the finite secret key rate formula —Eq. (61) in
the Methods Sec. 4.2—. This yields

— L L —L
L EY,n (Xl,u,N + Zl,u,N) (Zl,u,N + 1/N) 1
KN ~ Zla/""N 1 - h 7L’ : + —1.2 — log _
XN 2NZy N XN ‘s
Jo0 o h(Brar) — = log | —5— (29)
— - —1lo
EC4 u,N tol N g Ecorfl%A5 ;

for large enough IV, with secrecy parameter €ge. = 2€5+ €pa + 9 and correctness parameter
€cor (see the Methods Sec. 4.2 for the definitions of the security parameters eg, epa and ¢).
Also, h(-) denotes the binary entropy function, fgc is the efficiency of the error correction
protocol and Ei, is a threshold bit error rate. Note that Eq. (29) assumes that Alice and
Bob use the Z (X) basis events for key generation (parameter estimation).

Having reached this stage, one can remove both the dependence on N and on the
security parameters by neglecting the Serfling deviation term (which scales as N -1/ 2) and
the finite key term log (1/ecor€28) /N, in so obtaining the final asymptotic secret key rate
formula

—U
Ko = 7114%1\, [1 —h (Ei;uv)] — fecZ, Nh(Eo)- (30)
Xl,,u,N

Notably, as mentioned, the usefulness of this asymptotic approximation is subject
to the non-trivial condition that the variance of the experimental averages vanishes as
N tends to infinity. Precisely, for a sequence {X;} with successive averages Xn =
Y1 X;/N, we have that Var[Xy] = i, Var[X;]/N? + 2322, S, Cov X5, X;] /N2
Then, since limy o0 S0y Var[Xi]/N? < limy o max;{Var[X;]}/N = 0, it follows that
My o0 Var[X y] = 2 x limy_ye0 320, Zé\;z Cov[X;, X;]/N?, as long as the latter is fi-
nite. Thus, in particular, Eq. (30) is an asymptotic approximation of the secret key rate
provided that

. Cov| XZ, Xj]
i 33O &
i=1 5>
for the relevant sequences X € {Za , L(l ), (k) Zf a), Xf a), Yca) }aca (i-e., provided that

the preconditions of propositions 1 and 2 in the Methods Sec. 4.3 hold). For instance, if
Cov [X;, X;] = 0 for all ¢, j with | — j| > ( —where ¢ denotes a finite round difference—
the condition holds despite the fact that the X; may be dependent and non-identically
distributed.

2.6 Simulations

In the absence of real data, we fix the experimental inputs Z, v/ q%pa, Xan/ q)z(pa and
E,n/ q3%Pa of the linear programs to their expected values according to a typical channel
model. Importantly, although the security analysis contemplates intensity correlations, we
adopt a standard channel and transmitter model without correlations for ease of comparison
with prior work. In particular, let nget (ch = 10~ @aul/ 10) denote the detection efficiency
of Bob’s detectors (transmittance of the channel), where a,t (dB/km) is the attenuation
coefficient of the channel and L (km) is the distance between Alice’s and Bob’s labs.
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Also, let pq (da) stand for the dark count probability of each of Bob’s photo-detectors
(polarization misalignment occurring in the channel). The model is |15, 26]

<7a7N> _ <Ya,N> —1_ (1 _pd)zefna and

42pa 4% pa
<Ea N> <Ea N(Z)> P2
£ bl d
= == +pa(l —pa)(1+hpas
4% Pa 4%Pa 2 ( ) nasa)
1 1 _
(1= 90 (5 + sy = 3¢™) 32

for a € A, where 77 = nqetnen and we define hy 5, = (6_’7‘”052 da _ g—masin® a) /2. Also,
we introduce the variable Ea, N(z), which is equivalent to E, n but referred to the Z basis
error clicks. Note that Eq. (32) accounts for the fact that multiple clicks are randomly
assigned to a specific detection outcome. For simplicity, the tolerated bit error rate of the
sifted key is set to Eyol = (B, nz))/{Zu.N)-

In addition, we remark that the channel model can also be used to select reference
values @ q n and }sza, n for the evaluation of the linearized CS constraints of Sec. 2.4.
Nevertheless, one could also choose the reference values based on previous executions of
the protocol instead. Note that, in a real QKD experiment, these reference values would
be required for the parameter estimation to go through, and so the secret key rate would
be sensitive to the selected ¥, . n and Bn% ~. The reader is referred to Appendix A for
the explicit formulas of §, o,y and ﬁma, ~ that we use, matching the typical channel model
under consideration. Alternatively, in Appendix B we provide a looser analysis based on
the trace distance argument [27], which does not rely on the selection of any reference
values.

Either way, plugging Eq. (32) into Eq. (21) and Eq. (24), we find that the asymptotic
secret key rate formula K, (presented in Eq. (30)) does not depend either on the proba-
bility of the decoy settings, p, and p,,, or on the probability of selecting the X basis, ¢x, in
such a way that setting p, ~ 1 and ¢z ~ 1 maximizes K, with the typical channel model
under consideration. This feature corroborates the intuition that, as IV increases, one can
devote larger and larger fractions of rounds to key generation without compromising the
tightness of the parameter estimation. Lastly, regarding the experimental parameters, we
list them below. We take nget = 0.65, pg = 7.2 X 10~® —both values matching the recent
experiment reported in [6]—, a typical attenuation coefficient ca,y = 0.2 dB/km and a
standard error correction efficiency of fpc = 1.16. Regarding the misalignment, we take
da = 0.08 for illustration purposes. Also, we fix the weakest intensity setting to w = 10~*
for the numerics, and we numerically optimize p and v to maximize K, for each value of
the distance L. Lastly, three different correlation ranges are contemplated, £ = 1, £ = 2
and & = 5, each of which is combined with various values of the maximum relative deviation
Omax (see assumptions 2 and 3 in Sec. 2.1 for the definitions of £ and 0pax)-

The rate-distance performance with the above considerations is shown in Fig. 1. As
seen in the figure, intensity correlations strongly limit the maximum distance attainable for
QKD, and the secret key rate is notably sensitive to the deviation parameter, dyax. On the
contrary, as long as moderate values are considered for the correlation range £, the effect
of this parameter on the secret key rate is softer. Finally, for completeness, in Appendix C
we show that an enhancement of the secret key rate is possible by assuming deterministic
intensity correlations, in contrast to the model-independent correlations considered so far.
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Figure 1: QKD performance in the presence of finite range intensity correlations. The figure shows
the asymptotic secret key rate, K., as a function of the distance, L, when performing the parameter
estimation with the linearized CS constraint. For illustration purposes, we consider three different
values of the maximum relative deviation between intensity settings (ax) and actual intensities (ax),
Smax € {1076,107%,1072}, and three correlation ranges are contemplated in each case, ¢ € {1,2,5}.
Moreover, for comparison purposes, we show the attainable secret key rate in the absence of intensity
correlations as well (dotted black line). The experimental parameters are fixed as specified in the main
text.

3 Discussion

Aiming to enhance the performance of QKD systems, it is crucial to develop ultrafast
clock rate QKD devices capable of delivering high secret key rates for widespread appli-
cations. However, even for GHz clock rates, QKD transmitters exhibit intensity correla-
tions [11, 10] that invalidate standard decoy-state analyses for parameter estimation. As
opposed to many other source imperfections, only limited solutions were known for this
security loophole so far [10, 17, 18]. In this work, we solve the problem by quantifying the
maximum effect of intensity correlations in the security of QKD. For this purpose, we in-
troduce two experimental-friendly security parameters that allow to characterize arbitrary
correlations in the IM. Importantly, our technique builds on a result that we refer to as
the Cauchy-Schwarz constraint (recently used in [20, 28|), which provides tighter bounds
on the indistinguishability of non-orthogonal quantum states than the well-known trace
distance argument [27].

For illustration purposes, our analysis is dedicated to the standard decoy-state BB84
protocol with one signal and two decoy settings [15], although we remark that our results
can be easily generalized to deal with other variants of the protocol, or even with the
decoy-state measurement-device-independent (MDI) QKD scheme [21].

As arelated contribution, we present a non-standard derivation of the asymptotic limit,
in so revealing a necessary condition to justify the ubiquitous asymptotic formula. Cru-
cially, this condition becomes non-trivial in the most general context of coherent attacks
and arbitrary pulse correlations. Nevertheless, if, for instance, Eve’s attack does not inter-
relate arbitrarily distant detection events —but the interaction is limited to a finite round
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difference— the condition holds. In this regard, it is not unreasonable to conjecture that,
as long as the correlation range of the light pulses is not larger than &, Eve may reach an
optimal cheating strategy by attacking blocks of maximum round difference { = £. Indeed,
a hypothesis of this kind might pave the way for a finite key analysis of the problem, which
is the natural direction to follow. In any case, whether or not this conjecture is true, the
solution here presented clearly provides an insightful step towards foolproof security of
high speed QKD systems, with their imperfections.

4 Methods

4.1 Cauchy-Schwarz constraint

The CS constraint is stated as follows [20, 23].

Theorem [20]. Let |u) and |v) be pure states of a certain quantum system. Then, for
all positive operators O < I,

G- ((wOfu), |(wlw)*) < (v Olv) < Gy ((u| O )., |(v]u)*), (33)

where the functions G4 are defined in Eq. (5). As pointed out in Sec. (2.2), for all k =
1,..., N, all n € N, and any given pair of settings, a € A and b € A with b # a, Eq. (33)
allows to constrain the maximum deviation that Eve can induce between the n-photon
yields p*)(click|n, a, Z, Z) = p®)(click|n, a, Z) and p'¥ (click|n, b, Z,Z) = p® (click|n, b, Z),
where we have invoked the basis-independent detection efficiency assumption to remove the
conditioning on Bob’s basis choice. Here, we derive the specific constraint, namely, Eq. (4),
which contemplates fully general coherent attacks and finite range intensity correlations.
In an entanglement based view of the protocol, the global input state describing all the

protocol rounds reads
[Pa; 4 S
al2 = ) <® ‘aia $1>A1 ‘T1>A;
i=1

@/’55’%@) @10)p. (34

af’ :c{\’ rN =1
where we introduce the notation a{v = ay...ay, and equivalently for x{v and T{V . Also,

for all 4, {|a;,z:) 4, lai € A,x; € M} and {|r;) o+ |r; € Za} are orthonormal bases of Alice’s

i-th registers, A; and A;. Similarly, we define

00
w‘%,m>BiCi B ZO m ’tn">0i |nixi7”>Bi ) (35)
n;=

where C; denotes an inaccessible purifying system with orthonormal basis {|tn,)¢. [ni € N}
for all i (C; stores the photon number information of the i-th signal that Alice sends to
Bob), B; denotes the system delivered to Bob (|n;""") p, standing for a Fock state with n;
photons encoding the BB84 polarization state defined by (z;,7;)), and the photon number
statistics pp,|a, are defined in Eq. (3). Lastly, |0)5 in Eq. (34) stands for the initial state
of Eve’s ancillary system.

If we denote Eve’s coherent interaction with systems Bi,..., By and E by Upg —
such that Upp |W) represents the global state prior to Bob’s measurements— and refer

to Bob’s “click” POVM element in round k as Mg;Ck =1p, — M f;k, the joint probability
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p(k)(click, n,a,Z) is computed as
p(k)(Cth7na a, Z) = TT{PMZt@A o Cth UBE |\IJ><\IJ| UBE}
= Tr{U]TgEMCth UBEP|aZtn |‘I’><‘I’| P|aZtn YA Ck}

= Ty 045888 {UBE MCth Us ‘\Pa Z n><qlgk%n‘} , (36)

where ﬂaﬂz’tnhkck = la, Z)a, Z| 5, @ [tn)tule, , ACr = {A;C;lj # k}, and we have intro-

duced the unnormalized pure state

[989,.) = (.2l {talcy, 1) (37)

Note that, in the derivation of Eq. (36), we make use of the fact that projection operators
are “self-squared”, together with the cyclic property of the trace and straightforward com-
mutation relations. Then, we trace out systems Ay and Cj explicitly, in order to obtain
the necessary input of the CS constralnt later on

Further defining \\I/a 7o) = ]\I/a Zn)/” ]\Ila Zn)H Eq. (36) can be restated as
p® (click, n, a, Z) _Hh%Zn>W1}{ULEAﬁm*U' e @)

and since p¥)(n,a,Z) = Tr {]—é’m’zw UBE | U)W UBE} = H’\IIQZn> 2, it follows from

Bayes rule that

p¥) (click|n, a, Z) = Tr {Ogﬁlk

qjg]f%,n><‘ljf(zl,€%,n’} = < a,Z n‘ Ochck

where O%), = {7f,  pyelick Usk. Recalling that p®) (click|n, a, Z) = p®) (click|n, a, Z, Z) =
click BE By

Y,§,"2, which is the n-photon yield of round £ associated to the intensity setting a, it follows
from Eq. (33) that

v ). (39)

G(Y®>

n,a s

(v ) [) < v < e (vl

a,Zn n,a s

(v e5.0f) @

forallm e NJyae A,be A (b+#a)and k =1,...,N, and the bounds are tighter the

2
closer | (¥ bkz) n|\112k% )| is to 1. We recall that the interpretation is simple: even if Eve

fine-tunes her global unitary Ugp focusing only in round &, aiming to maximally deviate
era) and Y(b), such a deviation is subject to Eq. (40).
2
In short, evaluating Eq. (40) requires to lower bound | (¥ bkz) n|\Il((1k% )| which we do
next. For k =2,...,N — 1 (the cases k = 1 and k = N will be discussed separately), we
have that

95 = 5 | S5 (IT v (@mm s

(lk :I)k ’f‘
<\/pn|a,d’k1 |Tk:>A nZ’Tk> > ( ® ‘au:Uz A; ‘Tl

xz77’z>

X
al BlCL>
x'L7r7/
di(ax=a)/ g B;C;

®10) g

(41)
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with ar, = {a;]j # k} and z;, = {z;]j # k}. Thus, it follows that

(00,1, = R S 55 (T pwae ) (ol

A Tk pN CiFk

)

<Q’Z)§;EZZ=b) wg;{:}c:a)>3 C) = q7~/PaPb Z (H pal> \/pn|a A 1pn|b a1 X
i=k+1 -1 \i=1

N
;( 1;[ o (Vi) wai(ak=a)>3ici> (42)
Oht1

for k=2,...,N — 1, where we have made use of the fact that (=" _ |apZi"i > B,C; 18

a;(ar=b)"d;(ar=a)
independent of x; and r; for all i —which is straightforward to show from Eq (35)— in order

to carry out the sums over zj; and T{V: Zﬂ ZT{V (H#k qxi) =), N {sz (H#k Qazz)} =

x T ;7
a“aZk =b) |,¢}az’azk a)>BC’

simply as <1/Jal (an=b)|Va;(ap=a)) B,c,- As expected, particularizing @ = b in Eq. (42), we

2NV, Also for this reason, in the last equality we have renamed (

obtain || ]\Ila Zn>||2 = qZPa D k1 (T1=} Pa;)Pnlaa,_ - Thus, for the normalized states, we
1

have
<\Ill(7{€Z),n‘\I]((1],€%,n> = Z \/p(k) (@k-1|n, a, Z)p(k) (@k—1|n,b,Z) %
a§71
N

> ( II »a <w&i(ak:b) wdi(aka)>BiCi) (43)

alV. Ni=k+1

k+1
for k=2,...,N — 1, where we have introduced the obvious definition

(HZ 1 pal) Prlady
Za’f71 (H1;1 paz> pn|(l,€?k71

Lastly, regarding the extreme rounds (which are excluded from Eq. (43)), explicit calcula-

tion shows that
w&i(alza) >B¢Ci> )

N
(u) v, =5 (_HQ -
(W )y = 3 o™ (an a0, 2)p™) (@[, b, 2). (45)
N-—-1

PN @y_1|n,a,2) = (44)

N
ag

We remark that, so far, we have not imposed Assumption 3 on the intensity correlations
yet (see Sec. 2.1). At this stage, we invoke it by considering a finite correlation range &,
which allows to rewrite Eq. (43) as

(W2 [22n) =

Z \/P(k) (ak—lu ) amax{k—5,1}|n7 a, Z)P(k) (akz—lu SRR amax{k—{,l}’na b, Z)

k—1
amax{kff,l}

min{k+¢§,N}
X > I pa <¢a‘i(ak:b) Vi, (ap=a) > BiC, (46)
akm+inl{k+§,N} i=k+1
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for k =2,...,N — 1, and similarly for Eq. (45). Crucially, we have made use of the fact
that (Vg,(a,=b)[Va;(ax=a)) B,c;, = 1 for all i > k+¢ , which is a straightforward consequence
of Assumption 3.

Aiming to evaluate Eq. (40), one must lower-bound the right-hand side of Eq. (46).
For this purpose, we are going to exploit the structure of Eq. (3) in order to derive model-
independent bounds valid for all correlations models gz, (o). Let us address the bracket in

Eq. (46) first. Noticing that e"*z" is strictly decreasing (increasing) forn =0(n =1,2,...)
in the interval = € (0, 1), from Eq. (3) we have that po|z, (a,=a)> e~ and Pn>1la; (ap=a)>
e~% a; "/n! for all a, such that explicit calculation yields (Va;(ap=b)[Va;(an=a)) B,c; =
1—(e™% — e_aj). Therefore, it is easy to show that
min{k+&,N} - . 13
| > | IT ra <1/]Fz'i(ak:b) ¢d¢(ak:a)>BiCi > ll - pe (e*c _eC )] ;
Gmin{k+6, N} i=k+1 ceA
k1
(47)

which becomes a global prefactor in Eq. (46), as it does not depend on the remaining
summation indexes apaxir—¢,1} t0 ag—1. If we now focus on the first row of Eq. (46), the
same monotonicity argument yields

-+ i
p*) (ag— Umax{k—g 13|10, @, Z) > Pags - - Pagairey € if n=0
’ , maX{ _£7 } o B pakfl o 'pamax{k—.f,l}eCﬁ—ia_ (af/a‘i')n lf n Z 17

(48)

such that

3 \/puﬁ)(akil, s O b1} 7 @ Z)p®) (a1, . G e 1310 b, Z) >
am;x{k—{,l}
exp {M} if n=0
R o 2
exp{a++b+_2(a +b )} (Z+g+)n/ i on>1

for k = 2,. ,N — 1. Now, putting together Eq. (47) and Eq. (49), we conclude that
| (U bZn|\IlaZn>| > abnforallk:—Q N—-1,neN aec A be A and b # a, where
75 is given in Bq. (6) of Sec. (2.2). Indeed, in virtue of Eq. (45), it is clear that the

ab,n

resulting bound also applies to the extreme rounds £ = 1 and k = N (the bound is simply
less tight in these cases).

(49)

Lastly, to conclude the proof of Eq. (4), we need to establish the same result for the
n-photon error click probabilities too, i.e., we need to show that

k

G- (Hékzzr’ (fb n) < H7(1713,r < G+ (H’I(LIf(z,T’7T§b7n) (50)
forall k =1,...N, n € N, a € A, b € A and b # a, where we recall that Hgfgr =
p(k)(err]n, a, X, X, 7). For this purpose, note that, following identical steps as those leading
to Eq. (39), one finds

HE) o = Tr { O |98 o (O ]} = (0| O e |98 ) (1)

" A W)
Og(?arrr UJTS’E' Xl TUBE and “IjaXrn> = “‘{IVI(’)’ : > ) (52)

a,X,r,n
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where |\IlaX7“n> = (a,X] 4, {rly ({talc, |¥). Thus, in virtue of the CS constraint —given
k
in Eq. (33)— we have that

G (1 | (08150} ) < 1, < 6 (18, voa)). 63

n,a,r’
and Eq. (50) follows from the fact that | (¥ ern| aXrn>| = [ (¥ bZn|\IlaZn>‘ for both
r =0 and r = 1 and for any given n, k, a and b, which is easy to show followmg the same
steps that lead to Eq. (43).

(%

4.2 Phase error rate and secret key length in the finite key regime

The phase error rate is defined as ¢1 7y = E1 T N/Z1 u,N» Where E1 T, N is the number of
phase errors among all Z7 ,, v single-photon events contributing to the sifted key. In this
regard, we recall that a phase error is a bit error in a virtual entanglement-based protocol
where, for the sifted key rounds, the parties measure their ancillas in the X basis instead.
Let us define the set of rounds

My =218 UXyn, where 2y, y = {k\zf"g — 1} and X,y = {k‘XYQ — 1} :

(54)
The partition of My, y into 27,y and X7,y is common to both the actual and the
virtual protocol. In the Virtual protocol, a specific number of bit errors occurs in My , n,
given by the number E N of errors in 2y, y plus the number F; , x of errors in & ,, .
Basis-independence of the single-photon states delivered by Alice in the rounds indexed
by My, n implies that Eve cannot distinguish test single-photons (i € X7, n) from key
single-photons (i € 2, n). Moreover, since, in the virtual protocol, Alice and Bob measure
their ancillas in the X basis in both types of rounds, for any given round in M , n the
probability that it yields an error is independent of its round-type in the virtual protocol.
Thus, one can imagine that Eve is inducing the bit errors in My, n first, and later on
Alice and Bob randomly select a partition My, v = 21,8 U X1, N, such that

(p12,N) = <El“N> (55)

X1p,N

and one can derive a statistical upper bound on the difference |¢1 7z y — E1 v/ X1, n] Via
Serfling’s inequality [31]. For our purposes, the relevant one-sided bound can be stated
as [30]

(Yl,u,N "‘71,#,N) (717“7]\/ + 1/N) log ( 1 )

Ei N
P {le,Z,N > + ’765} < eg for Yes = — p—
X ONZY , nX 1N

1,u,N

Now, let the following inequalities be given:

7 7L7 B 7L) gnl 7U1
P(Zy1uN < Zl,;}N) <e, P(Xi,n< Xl,;?N) <e, and P(Ey,N > El,;,gN) < €3,
(57)
. =L, —=L,e2 —=U,e3 .
for certain Z7), y, Xy, v and Ey )y that depend on the observables. In virtue of the

union bound, it follows from Eq. (56) and Eq. (57) that

L,u,N

EU €3 3
b1,7,N > XL’ME’Q F Yeseren ¢ S €S+ D€ (58)
i1
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for

L L L
(Xl,;?N"i_Zl ;1N) (Z1 ZTN+1/N) 1
Yeg 1,62 = — L. 2L log { — ). (59)
INZY N2y €s

At this stage, one can present the secret key rate of the decoy-state BB84 protocol
under consideration, which relies on a lower bound on Z;, x (presumed in Eq. (57)) and
an upper bound on ¢; 7z n (Eq. (58)). Precisely, for any 6 € (0, 1), it is known that privacy
amplification allows to extract an egec-secret, eqop-correct secret key of length [15]

EU €3
1N
1-h xLe + Yegsersez | | — JECZu NI Eto1) — log (

Lpu,N

=27 Lel

Lp,N (60)

1
€cor e% J

as long as €soc > 2¢ + epa + 6, where frc is the efficiency of the error correction protocol,
Zyu,N provides the length of the sifted key (see Sec. 2.3 for the definition of Z, ), h(-)
denotes the binary entropy function, Ei, is a threshold bit error rate for the error cor-
rection, epa is the error probability of the privacy amplification and ¢ = eg + 2?21 €; is
the parameter estimation error, i.e., an upper bound on the total error probability of the
parameter estimation. Of course, the secret key rate is defined as Ky = [/N. That is to

say,

1

U,es
— 1
—h | =T — fecZ uNh(Fio) — — log | ——— 61
(XILZ?N + 7%&1&2)] fEC w,N ( tol) N 0og <ecor6123A5> ) ( )

—L,e1

where we have introduced the notation Y = Y/N.

4.3 Technical claims on the asymptotic regime

The asymptotic secret key rate formula given in Sec. 2.5 builds on the assertion that, as
long as the variance of the experimental averages tends to zero as N — oo, the probability
of any finite violation of Eq. (28) vanishes for N — oo too. Propositions 1 and 2 below
formally demonstrate this claim.

Proposition 1. Let us assume that limpy_ .o Var{ a N} = 0 for all a € A and

limy_oo Var {717“7]\[} = 0. Then, limy_oo P(Z1,n < Zl,u,N —9§) =0 for all § > 0.
The proposition holds too if one replaces Z by X everywhere.

Proof. Let us consider the event Es5 ny = {Zlf%N - 71%]\/ > 5}. We have

Esny = {Z0,n—Ziun) +{Zrun) = Zrun + (Ziun) = (Ziun ) > 6}
c {IZi,n <7%,“,N>| +[(Zrn) = Zin |+ (Zhpn) = (Za) = 6}
C (P~ Bl | (Zran) - | 2}
C {\ZW, ~(Zy N0 > g} U {(<Zl,u,N> ~Zrpn| > g} (62)

where in the first set bound we used the triangle inequality twice, in the second one we
used the fact that <71f% N) — <71,u, N> < 0 for all N —according to the first decoy-state
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bound in Eq. (26)— and in the third one we used the fact that, if | X|+ |Y| > 4, then
either | X| > ¢/2 or |Y| > 6/2. Now, in virtue of the union bound, we have that

P(Es) < P (12— Bhun)| 2 5) + P ([(Zraw) - Zin| 2 3) . (69

Therefore, the claim holds if we show that both terms in the right-hand side tend to zero
as N tends to infinity for all 6 > 0. Recalling that, in virtue of Chebyshev’s inequality [32],
mean-square convergence of a sequence of random variables guarantees convergence in
probability, for the second term of Eq. (63) we have

lim Var [Z1,n] =0 = lim P (‘ZLMN —(Z1w)| 2 g) =0 (64)

N—oo

for all § > 0. Regarding the first term, note that 71147%]\, is linear in the Z, n (see Sec. 2.4).
That is to say, 71147 pN = 2acA caZa,N + C for certain coefficients ¢, and C. Thus,

2
] : (65)

and since [32] E[|X + Y|*] < 4(E[|X|*] + E[|Y]?]), it follows that

Var [7%%]\[} =

an( aN — 7aN>)

a€A

Var [711“’/”\[} < KZ \CGIZV(M" {ZQ’N} (66)

for some positive constant K, such that

A}gnoo‘/ar[ }:OforallaeA:> A}gnooVar{ZluN}—Oﬁ

L )
lim P (’Zl,,u,N —(Zi N > 2) =0 (67)

N—oo

for all § > 0, where again we invoked the fact that mean-square convergence implies con-
vergence in probability. [

Proposition 2. Let us assume that limy_. Var {Ea,N] = 0 for all @ € A and

limy o0 Var [ELM, N} = 0. Then, limy_so0 P(E1,n > By x +6) = 0 for all § > 0.
The proof of Proposition 2 follows identically as that of Proposition 1.

As a final comment, note that, when dealing with bounded sequences of random vari-
ables —{X} is bounded if there exists some constant C' such that |X;| < C for all j—
mean-square convergence is not stronger but exactly equivalent to convergence in proba-
bility (see for instance [32]), such that demanding the latter kind of convergence instead
does not relax the preconditions of propositions 1 and 2. If, alternatively, neither kind of
convergence is demanded, all we know is that Eq. (26) holds for the expectations, which
does not suffice to establish the limits of propositions 1 and 2.

5 Data availability

No datasets were generated or analysed during the current study.
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A Reference values for the linearized Cauchy-Schwarz constraints

Below, we provide the reference values ¢, , and ﬁma that follow from the typical channel
model presented in Sec. 2.6 of the main text, which depends on the experimental inputs
7, 0a and pq.

For convenience, we calculate INznya first, for which we proceed in two steps. Disregarding
the dark counts and the random assignments of the double clicks for the moment, the
possible genuine detection outcomes for an n-photon pulse emitted by Alice are “no click",
“no error", “error" and “double click", respectively denoted as 00, 10, 01 and 11. Their
probabilities are

=1 -n)",
(ncos oa+1— ) —(1-=n)",
1= (nsin?0p +1 - n)n -1 =n)",
P11 = 1 — poo — Po1 — P1o- (68)

Eq. (68) can be interpreted as follows: every photon in the n-photon Fock state emitted by
Alice’s PRWCPs source reaches Bob’s lab with probability n and experiences a polarization
bit flip with probability sin? §a, as illustrated in Fig. 2.

no error
n photons

cos? 8,

000...0

loss

Figure 2: Schematic representation of the typical channel model considered in Sec. 2.6 of the main
text. We recall that n stands for the number of photons emitted by Alice’'s PRWCP source, 1 stands
for the overall system efficiency and da stands for the polarization misalignment.

In order to incorporate the dark counts and the random assignments of the double
clicks, we introduce the mutually exclusive events A = {no dark counts}, B = {dark count
in D1}, C = {dark count in Dy} and D = {dark count in both D; and Dy}, where we
follow the detector notation of Fig. 2. The conditional error probabilities read

1
perr‘A: Po1 + iplla
1
Perr|B= 3 (po1 + p11),
1
Perr|c= Poo + po1 + B (p1o + p11) 5
1
perr‘D: 57 (69)
and, consequently,
ﬁn,a = (1 - pd)2perr|A+pd(1 - Pd) (perr’B+perr|C) + p<2:1perr|D (70)
for all n € N and a € A. Of course, regarding ¢, ., we have
gn,a =1- (1 _pd)2p00 (71)

forallm € Nand a € A.
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B Trace distance argument

The trace distance (TD) argument is stated as follows.

Theorem [27]. Let p and o be two distinct states of a certain quantum system. Then,
the trace distance between p and o satisfies D(p,0) = max{Tr(O(p — o))}, where the
maximization is taken over all positive operators O < I.

100 « No correlations

= =Omax = 1079, ¢ =1 (TD)
—max = 1076, € =1 (CS)

dmax = 1074, £ =1 (TD)

(smax 10747 § = 1 (CS)
= =0max = 1072, ¢ =1 (TD)
—Omax = 1072, € =1 (CS)

0 50 100 150 200 250 300

L (km)

Figure 3: Comparison between the TD argument and the linearized CS constraint in terms of their
secret key rate performance. For illustration purposes, only nearest-neighbors intensity correlations
are contemplated, i.e., we set £ = 1. On the one hand, the dashed lines are obtained using the TD
argument, showing the asymptotic secret key rate, K., as a function of the distance, L, for various
values of the maximum relative deviation between intensity settings (ax) and actual intensities (o),
Smax € {107%,107%,1072}. On the other hand, the solid lines represent the corresponding secret key
rates obtained with the CS inequality instead. Although these latter lines also appear in Fig. 1 of the
main text, for clarity purposes the color and line style criteria are different here. In addition, we include
the attainable secret key rate in the absence of intensity correlations for completeness (dotted black
line). Regarding the experimental parameters, they are fixed identically as in Fig. 1 of the main text.
Keeping the notation Yéﬁ) = p®(click|n, a,Z,Z), and making use of the fact that
D(|zXz|, |yXy]) = (1—|(z|y)|*)/? [27], the bound provided by the TD argument reads [16]

v v <\ Ji- [ [0 < 175, (72

foralae A, be A(b#a),neNand k=1,...,N. Here, we have used the lower bound

(4t o) 2 ™

a,Zn ab,n

presented in the main text, which depends on a presumed finite correlation range £. Re-
markably, Eq. (72) does not rely on a characterization of the quantum channel, as opposed
to the linearized CS constraints. What is more, the TD argument provides equivalent
constraints for the n-photon error click probabilities too, as seen next. In the first place,

< o[, e -
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forneN ac A, be A(b#a),r €Zyand k=1,...,N, where we maintain the notation
i gr = p(k (err]n a,X,X,r) and H,(Lkg = p (err\n a,X,X). If, in addition, we recall
that | (¥ bX'rn| aXrn>| = | (¥ bZn|\IfaZn>| for both » = 0 and r = 1, the desired bound
follows from the trlangle inequality:

" - B = ’; (HYo+HE)) - % (Hy o+ Hyo )| <
% ’Hr(zkgo - Hr(zklz(]’ + % ‘Hfzkgl - ang1’ <y/1- ij,n (75)

for any given finite correlation range &.

Aiming to compare the TD argument and the linearized CS constraints in terms of their
secret key rate performance, one must replace the corresponding restrictions by Eq. (72)
and Eq. (75) in the linear programs of Sec. 2.4. The result is illustrated in Fig. 3 for the
most representative case of nearest-neighbors intensity correlations, i.e., £ = 1.

Comparing Fig. 3 with Fig. 1 in the main text, we see that the linearized CS constraint
provides significantly tighter bounds than the TD argument for the parameter estimation,
as long as adequate reference parameters are given as inputs to the former.

C Deterministic intensity correlations model

In this note, we consider a deterministic intensity correlations model where, at every round
k, the record of settings (dy) fully determines the intensity (o), instead of just pinning its
probability distribution. Nevertheless, we assume that the exact value of oy, is unknown to
keep the analysis as general as possible. That is to say, for any given record dy, the model
reads

ga, (ag) =0 (ak - Oég’“) , (76)

for some unknown ag’“ € lay ,af] fixed by @ (the worst case will be considered), where
0(+) stands for the Dirac delta distribution This model allows to compute a tighter lower

bound for the overlap |<\Ill()kz n|‘lfa 7n)| than the one derived in the model-independent
case. For this purpose, the startlng pomt is the equation

k k
(02| v) =
Z \/P(k) (ak—lu SRR amax{k—§,1}|n7 a, Z)P(k) (ak—lu SRR amax{k—{,l}’na b, Z)

k—1
amax{kff,l}

min{k+&,N}
X > I pa <¢d‘i(ak:b) w&’i(ak:a)> BiC (77)
akminl{m.g,zv} i=k+1

for k=2,...,N — 1, where we recall that

0 1/2
<¢Fi¢(ak:b) ¢E[¢(ak:a)>B.CV => (pn|6i(ak:b)Xpn|6i(ak=a)> (78)
1 1 n:O
foralli = k+1,..., N, and £ stands for the finite correlation range. Noticing that Eq. (76)
implies
a (ak b) @;(ar=b)\"
_exp Q;
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for a fixed (but unknown) a?(a’“:b) € [a; ,a]], a; € A, it follows that

Zexp{ ( di(ap= a)+aa i(ak= b)) /2}\/ d;(ar=a) al ax=b) /n'
exp {\/oz?i akza)afi(ak:b) . (afi(akZG) ta al aj,=b) ) /2} (80)

Now, analytically minimizing this overlap for (afi(ak:a) of?i(a’“:b)) € [a; ,a] x [a; ,a;],

’

Vama)) e, = o Vol e — (af +a)/2}, (81)

such that the bracket in Eq. (77) is lower-bounded as

one obtains

<1/}a1 (ar=b)

min{k+&,N}
Z H Pa; <'¢a‘i(ak:b) wai(ak:a) >BAC. Z
gmin{k+g, N} i=k+1 o
k+1

3
[Z Pe €XP {\/CJFC* — (et + c_)/Q}] , (82)

ceEA

which factors off the remaining summations of Eq. (77). For the latter, we maintain the
model-independent bound provided in the main text for simplicity. Thus, putting both
terms together and recalling that the resulting bound also applies to the extreme rounds
k=1 and k = N (this consequence follows identically as in the Methods Sec. 4.1), we
conclude that
2
(2| 0| 2
2¢
o b7 —(aT+bT) [Z Pe €Xp {\/c+c_ — (¢t + c_)/2} if n=0

ceEA

£ _
fyab,n -

ot b —(a"+b" ( ) [chexp{\/drc——(ﬁ—i—c)/2}]25 if n>1

ceA
(83)

forallk=1,...N,neN,ac€ A, be A and b +# a.

Remarkably, the only difference introduced by the determlmstlc model in the parameter
estimation procedure consists of replacing ¢ abn by 'Vab n everywhere in the linearized CS
constraints. Beyond this, the linear programs of Sec. 2.4 remain unchanged.
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Figure 4: Comparison between deterministic intensity correlations (denoted by “d.m." in the figure
legend) and model-independent intensity correlations (denoted by “m.i." in the figure legend) in terms
of their secret key rate performance. The dotted color lines show the asymptotic secret key rate, K,
as a function of the distance, L, assuming the deterministic model. In accordance with Fig. 3, we
contemplate three different values of the maximum relative deviation between intensity settings (ay)
and actual intensities (o), dmax € {1075,107%,1072}. Similarly, the solid color lines represent the
corresponding secret key rates in the model-independent scenario. Importantly, three correlation ranges
are used, namely, £ € {1,2,5}. However, the effect of this parameter on the secret key rate is negligible
in the deterministic model for such moderate values, and thus we only plot £ = 1 in that case. As a
reference, we provide the attainable key rate in the absence of intensity correlations too (black dotted
line). Regarding the experimental parameters, they are common with those of Fig. 1 in the main text.

To finish with, Fig. 4 illustrates how the asymptotic secret key rate K., is enhanced
when one moves from the model-independent scenario of Fig. 1 in the main text to a
deterministic model. Remarkably, as seen in the figure, this model is also more robust to
the correlation range £ than the model-independent setting.
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