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Abstract

We tackle the problem of a set of agents achieving resilient consensus
in the presence of attacked agents. We present a discrete-time reputation-
based consensus algorithm for synchronous and asynchronous networks by
developing a local strategy where, at each time, each agent assigns a rep-
utation (between zero and one) to each neighbor. The reputation is then
used to weigh the neighbors’ values in the update of its state. Under mild
assumptions, we show that: (i) the proposed method converges exponen-
tially to the consensus of the regular agents; (ii) if a regular agent identifies
a neighbor as an attacked node, then it is indeed an attacked node; (iii)
if the consensus value of the normal nodes differs from that of any of the
attacked nodes’ values, then the reputation that a regular agent assigns
to the attacked neighbors goes to zero. Further, we extend our method to
achieve resilience in the scenarios where there are noisy nodes, dynamic
networks and stochastic node selection. Finally, we illustrate our algo-
rithm with several examples, and we delineate some attacking scenarios
that can be dealt by the current proposal but not by the state-of-the-art
approaches.
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1 Introduction

In the last decades, much work has been devoted to networked control systems
with a focus on cybersecurity aspects. Communications over shared mediums
potentiates the exploitation of vulnerabilities that may result in consequences,
sometimes, catastrophic.

A central problem in networked multi-agent systems is the so-called consen-
sus problem, where a set of agents interacting locally through a communication
network attempt to reach a common value. In other words, the final value is the
outcome of running a distributed algorithm among nodes which can communi-
cate according to the network topology. Therefore, the problem of consensus
is the basilar stone of a multitude of applications, ranging areas such as: op-
timization [TBASGLJKJJO§|; motion coordination tasks — flocking and leader
following [JLMO03]; rendezvous problems |[CMBOG6[; computer networks resource
allocation |[CLCDO7]; and the computation of the relative importance of web
pages, by PageRank like algorithm |[SHS18a].

Notwithstanding, the consensus problem further appears as a critical subprob-
lem of major applications. A distributed Kalman Filter based on two consensus
systems was proposed in |[OS07] to estimate the 2D motion of a target. The
work was experimentally assessed in |[AR07] to estimate the motion of a real
robot. Due to the relevance of consensus methods and the cybersecurity as-
pects, a crucial property to ensure in any consensus algorithm is its ability to
overcome abnormal situations, i.e., achieve resilient consensus.

Resilient consensus. Each agent in a network that works as expected must
be able to filter erroneous information and be capable of reaching the con-
sensus value that results from legit network information. A new fault-tolerant
algorithm to accomplish approximate Byzantine consensus in asynchronous net-
works is introduced in [HA15a]. The method also applies to synchronous net-
works, to networks with communication paths with delay, and the authors ex-
tend the results to time-varying networks. Subsequently, authors performed the
convergence rate analysis of the fault-tolerant consensus algorithm of [HA15a]
in [HA15b].

The work in [SRC™ 13| introduced a system to tackle worst-case and stochas-
tic faults in the particular scenario of gossip consensus. The developed method
may be integrated into the consensus algorithm to achieve resilient consensus,
making the nodes converge to a steady state belonging to the set resulting from
the intersection of the estimates that each agent perceives for the remaining
nodes [SRHS14]. The technique was extended to a wider family of gossip al-
gorithms in [SRHS17]. These methods converge, and they offer a theoretical
bound on the attacker signal, that can be computed a priori. However, their
computational complexity for the worst-case undetectable attack makes the ap-
proach inviable. For detecting attacks, their computational complexity is, in
general, worse than that of the new algorithm proposed in this work. For de-
tecting attacks, their computational complexity is, in general, worse than that
of the new algorithm proposed in this work. For attackers’ isolation, the com-
putational complexity in [SRHS17,[RSS20a,[RSS20b| is exponential, contrasting



with the proposed polynomial-time approach.

In [OA18], two fault-tolerant and parameter-independent consensus algo-
rithms are introduced to deal with misbehaving agents. One of the approaches
adaptively estimates, using a fault-detection scheme, how many faulty agents
are in the network. Whenever there are f faulty agents the authors’ method con-
verges if the network of non-faulty nodes is (f + 1)-robust. The other approach
consists of a non-parametric Mean-Subsequence-Reduced algorithm, converging
when both the network of non-faulty agents is (f + 1)-robust and the non-faulty
agents possess the same amount of in-neighbors.

In |[SG18], the authors characterize the limitations on the performance of any
distributed optimization algorithm in the presence of adversaries. Additionally,
they investigated the vulnerabilities of consensus-based distributed optimiza-
tion protocols to identify agents that are not following the consensus update
rule. The authors suggest a resilient distributed optimization method, and they
provide lower bounds on the distance-to-optimality of attainable solutions un-
der any algorithm, resorting to the notion of maximal f-local sets of graphs for
cases where each agent has at most f adversaries neighbors.

In [DI15], the authors explore the scenario where each regular agent in a
network refreshes its state based on local information, using a deliberated feed-
back law, and that malicious nodes update their state arbitrarily. The authors
present an algorithm for the consensus of second-order sampled-data multi-agent
systems. Assuming that the network has sufficient connectivity, the authors pro-
posed a resilient consensus method, in which each node ignores the information
of neighbors having large/small position values, considering that although the
global topology of the network is unknown to regular agents, they know a priory
the maximum number of malicious neighbor nodes. Next, using similar reason-
ing, the authors in [KDI1§| extend the previous work, presenting a consensus
algorithm for clock synchronization in wireless sensor networks.

Subsequently, in [Sunl6|, each agent may have a particular threshold for the
number of extreme neighbors it ignores. Under such a setup, the author draws
network conditions that ensure reaching a consensus. Further, the author pre-
sented conditions under which the consensus is asymptotically almost surely
(with probability 1) achieved in random networks and with random node’s
thresholds. In [UP18], it is proposed a resilient leader-follower consensus to
arbitrary reference values, where each agent ignores a portion of extreme neigh-
bors. This consensus method guarantees a steady state value lying in the convex
hull of initial agent states. In a similar approach, the authors of [SPS™17] pre-
sented a resilient consensus algorithm for time-varying networks of dynamic
agents. In [DIT17], the case of quantized transmissions, with communication
delays and asynchronous update schemes is studied for update times selected in
either a deterministic or random fashion.

In [CKM18]|, the authors present a consensus+innovations estimator. In the
proposed method, each node in the network thresholds the gain to its innovations
term. The authors ensure that if less than half of the agents’ sensors fall under
attack, then all of the agents’ estimates converge with polynomial rate to the
parameter of interest. In [DSI19], the authors present a resilient fully distributed



averaging algorithm that uses a resilient retrieval procedure, where all non-
Byzantine nodes send their initial values and retrieve those of other agents.
The convergence is ensured under a more restrictive than the conventional node
connectivities assumption.

Classes of consensus problems. We may classify the problems of con-
sensus based on the domain of the time update as: discrete-time (discrete), as
in [ZM10,|CI12]; or as continuous-time (continuous), as in [RBO05|/CI12]. Also,
it can be classified based on the network communication: synchronous, see for
instance |[ZM10]; or asynchronous, see for example [TBA86,HA15al[YAM™17].
Moreover, the communication between agents may be: deterministic, see [CI12]
for example; or stochastic, as in [BGPS06,/ASS11,SHS18b] for instance. Lastly,
the agents’ network of communication can be categorized as: static, see [CI12]
OAlS,SHSle]; or dynamic, changing in time, see in [OSMO04,|ZM10,|SPS*17].

Here, we propose a resilient consensus algorithm that can be used for discrete-
time, synchronous or asynchronous communication and static or dynamic net-
work of communication. By synchronous we mean algorithms in which updates
occur at the same time for all the nodes, whereas in an asynchronous setting,
at each time, any non-empty subset of nodes may update their state.

Reputation systems. The concept of reputation of an entity is an opinion
about that entity that usually results from an evaluation of the entity based
on a set of criteria. Everyday, we implicitly assign a reputation to persons,
companies, services, and many other entities. We do so by evaluating the entity
behavior and comparing to what we would expect, and, further, by assessing
other important (with large reputation) entities opinion. In fact, reputation
is an ubiquitous, spontaneous and highly efficient utensil of social control in
natural societies, emerging in business, education and online communities.

Hence, this ubiquitous concept has been ported to several important appli-
cation with relative success, such as in ranking systems [LXYHC12,[SRCK17b,
SRCK17a, RB20|, where reputation-based ranking systems are proposed and
shown to cope better with attacks and to the effect of bribing. It is also an im-
portant measure to assess in the field of Social Networks as in [JIBO7,ZNLY 15].
In [PSDO02], the authors propose a method to address the problem of calculat-
ing a degree of reputation for agents acting as assistants to the members of an
electronic community.

For more related work on reputation systems, we refer the reader to the
surveys in [JIBO7,[HBC15] and references therein.

Main contributions: (i) we propose a (fully distributed) discrete-time,
reputation-based consensus algorithm resilient to attacks that works for both
synchronous and asynchronous networks; with this algorithm, each agent only
needs to have a low computational power to do calculations with the neighbors’
values; (ii) we show that the proposed algorithm converges with exponential
rate; (iii) for attacks with some properties, we show, theoretically, that our
method does not produce false positives and holds polynomial time complexity,
although we observe the same behavior for other types of attacks.



1.1 Preliminaries and Terminology

First, we recall some concepts of graph theory, and we set the notation that
we will adopt in this manuscript. A directed graph, or simply a digraph, is an
ordered pair G = (V,€&), where V is a set of n > 1 nodes, and &€ C V x V
is a set of edges. Edges are ordered pairs which represent a relationship of
accessibility between nodes. If u,v € V and (u,v) € £ then the node v directly
accesses information of node u. In the scope of consensus algorithms, we also
refer to a digraph as a network, and we further say that nodes are agents of
the network. A complete digraph or complete network is a digraph such that
all nodes can directly access information of every other node. Given an agent
v € V, we denote the set of nodes that v can directly access information in
the network G = (V,€) by N, = {v} U{u : (u,v) € £}, and they are the
neighbors of v. The proper neighbors of v are N, = N, \ {v}. The in-degree of
a node v € V, denoted by d, is the number of neighbors of v, i.e., d, = |N,|.
Likewise, the out-degree of a node v € V, 0,, is the number of nodes that have
v has neighbor, i.e., 0, = [{u : v € N,}|. A path in G = (V,€) is a sequence
of nodes (v1,va,...v) such that (v;,v;41) € € for every i = 1,...,k — 1. A
convenient way of representing a digraph is by means of its adjacency matrix
A e R"*", where A, , = 1if (u,v) € £, and A, , = 0, otherwise. A subgraph or
a subnetwork H = (V',&’) of a digraph G = (V, £) is a digraph such that V' C V,
& C &. If A denotes a set of nodes A C V, we denote by G\ A the subgraph H of
G that consists in H = (V\ A, &), where &' = {e € € : e = (u,v) and u,v ¢ A}.

Given a finite and non-empty array of possibly repeated elements sorted by

increasing order C = {z1,...,xz,}, with z; € R, with at least one j # ¢ and
x; # xj, we define the following element: miréf:c = yr, where, inductively
xTE

defined as

1, if f=1

Yr=qmin{z €C : yy_1 <z <zn}, if Elcyf,1 <z <Tp
(S
Yf—1, otherwise.

In other words, we are computing the fth smallest element of the set obtained
from the array C by discarding repeated elements, but ensuring that it is not
the maximum element. This definition will be very important to the reputation-
based consensus method we propose, because we need to normalize a set of
values, dividing them by the difference between the maximum and the minf
element. For instance, consider the sets of sorted elements C = {1,2,2,2,3}. If

f =1 then minf 2 = 1, and if f > 2 then minf 2 = 2.
zeC zeC

2 Reputation-Based Consensus

Consider a network of agents G = (V,£®), with initial states = R, for

v € V. In the non-attacked scenario, agents can reach consensus through the



use of a distributed linear iterative algorithm with dynamics given by:
g* D) = ) (k) (1)

where 2(®) is the vector collecting the n agents states at time step k& > 0, and
the matrix W) € R™" is such that: (i) W,, = 0 if the agents u and v
do not communicate, and (ii) the agents converge to the same quantity, i.e.,

lim z®) = 2.

k—o0

Additionally, we consider a set of attacked agents A C V. If the agents a € A
do not follow the update rule of the consensus procedure, then each regular
agent, v € V \ A, should be able to identify and discard the attacked agents’
values in the computation of the consensus value. In order to solve the problem
stated, we make the following assumption:

e For each regular agent, v € V\ A, more than half of the neighbors are regular
agents, i.e., [N, N A| < |Ny|/2 and the network of normal nodes is connected.
The assumption we made is a typical assumption in the state-of-the-art methods
to achieve resilient consensus. We remark that the assumption we do make is
equivalent to the r-robustness ((r,1)-robust) defined in [KDI1§].

Further, observe that the previous assumption is reasonable, because each
regular agent needs to be able to divide his neighbors into the set of normal
nodes and the set of attacked ones, by comparing the information that it receives.
Hence, if the majority of the information is not legitimate there is no redundancy
to allow to identify the attacked neighbors.

2.1 Attacker model

In what follows, we consider an attacker that may corrupt the state of the nodes
in the subset A by adding an unbounded signal. The attacked dynamics are a
corrupted version of as follows:

g*HD = k) () L AR (2)

where A(%) € R”, which entails the assumption that the attacker cannot corrupt
the communication between nodes to send different messages to distinct neigh-
bors. Observe that this assumption allows the attacker to change the state of a
subset of agents to (possibly) different values. For example, in a network with
10 agents, an attacker may change the state of agents 3 and 5 using different
values, but it cannot change the network communication scheme.

Furthermore, the attacker cannot create artificial nodes nor change the net-
work topology, i.e., the structure of W(*) and the dimension n are fixed in (2).
Notice that if a malicious entity could create nodes in the network, it would be
impossible to deter, as the attacked nodes would be the majority regardless of
n.

Additionally, the attack cannot target the initial state, i.e., A(®) = 0, since
this scenario would be undetectable. The sequences of state values for the
attacked version would be the same as a normal execution of the algorithm with
the attack value as initial state.



2.2 Reputation-based consensus (RepC)

Next, we propose a reputation-based consensus algorithm (RepC). The idea
behind the algorithm is that, each time an agent obtains information (states)
from its neighbors, the agent measures how discrepant is, in average, the state
from one neighbor regarding the states of the remaining ones and its own state.
The RepC is composed by two phases: (i) identification of the attacked
nodes; (ii) computation of the consensus.

Notice that the proposed algorithm is a fully distributed discrete-time con-
sensus algorithm that works for both synchronous and asynchronous networks.
Also, each agent only needs to have a low computational power to do calcula-
tions with the neighbors’ values.

2.2.1 Synchronous communication RepC

Given the maximum number of allowed attacked nodes f, the identification of
the attacked nodes is performed by the following iterative scheme:

Reputation update: (3)
5" — )
e _ )12 N TEN
27 - vEN; ‘
0, otherwise

Normalized Reputation update:

5§1_c+1) — minf &*+D
J UEN 11J
= (k+1) _ —(k+1) - f ~(k+1)’ ? 5& J
Cij =\ maxc;, —min ¢,
vEN; veEN;
1, otherwise

Normalized Reputation update with confidence ¢:

k+1) e = (k41
C(.].€+1) _ EJ ), if ng ) > 0,
I e**tl otherwise

Consensus state update:

2+ = o (k)/ S,
jEN

JEN;

cEfH) =0if j ¢ N;, and ¢ =1, and where Cz(';')) =1 for j € N; and Cz(';)) =0
otherwise, and x<0) is the initial value of each agent i. Further, ¢ €]0,1[ is a
confidence factor which guarantees that each agent does not discard immediately
values that are discrepant from its neighbors’ average.

Notice that the selected value for € must be small to have a negligible impact
on the agents’ consensus states. Also, a large € may cause an agent to do not
detect an attacked neighbor. This, in turn, makes the asymptotic consensus to

deviate from the consensus without attacked agents towards a combinations of



the attacked agents asymptotic states. We illustrate this property in Section

Further, notice that the proposed method computes a weighted average of
the agents’ values. Therefore, we can ensure that the final consensus state is a
convex combination of the agents’ initial states.

2.2.2 Asynchronous communication RepC

The asynchronous version of algorithm RepC consists of, at each instance of
time, the agents that communicate, A" C A, follow Equation , where N; is
replaced by N; N A’.

Another interesting fact is that the iterative scheme (3) may also be used
in the scenario where the network of agents evolves with time. The results
in Section [2.2| can be restated for this scenario by considering that the set of
neighbors of a node is dynamic, and by verifying, at each time, that each agent
has more than two neighbors and more than half of them are regular agents. In
Section [3:4) and [3.5] we illustrate the dynamic network of agents and dynamic
network with noisy agents scenarios.

The first important property to prove about RepC is that it converges. To
simplify the proof, we assume that we are in the scenario of synchronous com-
munication. The general proof follows the same steps, but it is more complex
and it needs more complex notation to denote the set of neighbors with which
a node communicates at each time. Additionally, we assume that mgk) € [0,1].
Notice that this corresponds to do a bijection of each 2 as 70 = (mgo) —

(2 K3
;Ufgi)n) / (xf,?;x - wx(gi)n). Further, in the following proofs and for technical reasons,
we assume that each attacked agent shares a state that is converging to some
value. This simplification is needed in order to derive theoretical guarantees
of the proposed method. Although, in practice, the algorithm is still effective

under other circumstances, as we illustrate in Section [3]

Lemma 1. If for any i € V we have that [N;| > 2, then each agent that follows
the iterative scheme in converges.

Proof. Hac(’“'l) — J:(k)HOO = max’xgkﬂ) —:L‘Z(-k)‘ and, hence, assuming without
1

loss of generality that ||cz(-k)|\1 < ||c§k+1)||1

2D m(k)’ Cgkﬂ) -2 ™ Cgk) ~attY (4)
i —h = k1 - k
e [l 11
C(_k-s-l) Cp® C(_k) () C(_k) xR C(_k) L pe=1)
— 1 _ + 1 _
k+1 k+1 k+1 k
e e e 1P
EHD (k) R k) k) k) (R) (k1)
< K 1 + 7 1
e 0 1 1Pk [P
k k _
R iy 2® — gD
T D) A (k)
[EtanlP e 14




max; e, |C(k+1) (k)| max; e, |x<k) gk—l)‘
e e 14
< MaXjen; el T = | maxsen: R
k k ’
e 12 [P

because we are assuming that x( ™) clm €]0,1[. Now we need to compute

Y 1)
(k+1) c(.’.“)| First, we notice that we cannot have that max;ca;, |c(k+1)

1
(h+1) o ck+1

max,e v, \c

(k)\ |€k+1 — ¢¥|, because there is always a j € N such that Cij

and all the other k # j € N; are such that CE;C—H) > ghtl, Therefore, we need
to consider only three cases:
1 B = b+l gng c(k) .
: 1] 1y

):gk;

2. c§f+1) ::cgfﬂ) and c--
3. cz(-;ﬁ'l) ::cﬁf“’ and c(k) —NCE;-C).

) ] = |ebrr 5

since

For case 1) we have that T % )’

cﬁf“) = ¢"1 implies that ¢ f“) < 0. Using the same reasoning, for case 2),

we have that ) (bt+1) _ %”‘ = Ef“) ’ < ~c§f+1) —~c£f>‘. We only need to
compute 3)
= (k) 5§;§+1) - ~z(';'€)
Gis Gis max, ey, € (k+ ) _ minf eN; c£§+1)
< eyt — &y
= ‘ }il Z (‘m;w O |x§_k—1) _ xi}kfl)o
veN;
< AL (12 = 2l = a7 — o)) ®)
(‘m(k) 2®)| gD xg_k—nl
+ |x((1k—1) _ wﬁ-k‘l)l _ |$§_k—1) _ m((lk—l)|)
(\x(k) §k—1)| n \l‘&k) _ x‘(lk—l)|) < 2;2%;(|$(k) ;k—1)|7

where o = arg 131\173)( <|$§k) —zP)| - |$§k71) — xf,k_l)|). Now, plugging (5) in (),
veN;
we have that
(k+1) _ (k) 3 (k) _ (k=1)
HLB - ”00 = ” (k))H | €T ; |

k k—1 k k—1
I (k) _ ( )Hoo (k) _ )”OO

[l

" e “u ‘IN\

Therefore, the iterative scheme converges whenever ﬁ < 1, which is equiv-
alent to [N;| > 2. O



In fact, the requirement about the number of neighbors, i.e., each agent having
more than 2 neighbors, agrees with the intuition. A regular agent should assess
to, at least, 3 states to distinguish whether nodes are following the consensus
update rule or not. Otherwise, if there are only 2 neighbors then their reputation
can be, for instance, alternating between iterations.

The previous result states that RepC converges (i.e. each agent converges to
a state) but it is still missing to show that each regular agent converges to the
same value, i.e., all regular agents agree. The next lemma assesses that: (i)
either an agent v converges to a unique value; (ii) or for any other agent, the
reputation of agent v is zero, i.e. ¢S5, = 0.

Lemma 2. Consider the iterative scheme[3 For any agent j € V one of the
following holds:
(k) _ .00

N
Wl =

(ii) Vien; klim cg-c) =0 (neighbors of j assign it reputation zero).
—00
Proof. By Lemma we have that converges for each agent i € V\.A. We just
need to show that for a given node u € V\ A and for each of its neighbors v € N,
either (i) or (#) happens. Let u € V' \ A and v € N,,, we show by induction on
the number of neighbors of u, |V, |, that for each neighbor either its reputation
is zero or it converges to the same value as u. The basis is when [N, | = 1, and
Ty FouyTy oo >0 and z° = zo°.

oo 3 oo
we have that z5° = THes Thus, either cg; = 0, or cgy,

When |N,| = N + 1, we have that z3° = 37,5 cﬁ’;x;’o/ > jen, Cog- Since

the reputation that u assigns to itselft is ¢Jt, = 1, we can rewrite the previous
expression as
oo = Tt Djenpy Cui%5 + Gl ©)
’ L+ 2 jenaney Gy T 6%
Further, using the induction hypothesis, either (¢) or (i7) is true for any set of
N neighbors of u. Hence, for j € N, \ {v} either z3° = 2° or ¢ = 0. In any
of the cases, we have that

zo + Z 6331:]00 =z |1+ Z c;“} (7)

JENu\{v} JENu\{v}

By replacing in @, it follows that

z (1 2 jeNu\ (v} ‘33'3') + ey
Ty =27 = ,

(1 2N\ v} 033') e

implying that either ¢ = 0 or co5, > 0 and z5° = z5° = x°°. By transitivity, we
can apply the same to each neighbor of all neighbors of u, and so forth. Thus,
the result yields for all i € V' \ A. O

10



As a corollary, we have that if a regular agent using RepC detects a neighbor
as a faulty node, then it is a faulty node. In other words, there are no false
positives.

Corollary 1. Let v € V\ A and u € V. By using the iterative scheme (3)), if
¢ =0 thenu € A.

The proof of Lemma [I] also hints that half of each agent’s neighbors should
not be under attack, so that each normal node identifies the attacked agents
correctly. This is expressed in the following.

Lemma 3. Suppose that the iterative scheme converges to a value different
from that broadcasted by the attacked agents. If for each agent i € V'\ A, less
than half of its neighbors are not attacked agents, i.e. |N; NA| < |N;\ A|, then

lim cgs) =0, fora € A and lim cgf) =1 forveN;\ A
k—o0 k—o0

Proof. By Lemma [I] we have that the each regular agent using the iterative
scheme in converges to x*°. Let y denote the value that all the attacked
agents in A share with the neighbors. Thus, for a regular agent i ¢ A, an
attacked agent’s reputation, a € A, satisfies

1

&0 = lim &™ =1 — ’ — lim z®
Vi \ Al ly — 2|

and the limit of the reputation of a regular user, j ¢ A, is given as

0 _ g Win Al

Eff:klingocij = Nl |z —y].
Since [N; NA| < |N;\ Al and y # 2, then &5 > ¢, and because reputations
values are normalized to be between 0 and 1, we have that, for all 4, 1 = ¢} >
= 0. O

a
Now, we need to show that a regular agent using RepC identifies the neighbors

which are attacked nodes, and to study the convergence rate of method.

Lemma 4. Let v € V\ A and u € V. By using the iterative scheme (3), if
ue A and|A|l < f then ¢, =0.

Proof. Let a € A be an attacked node. We want to show that for a regular
agent, v € V \ A, the reputation of agent a strictly decreases with time. Let
v € V\ A, we have that |z, — 27| — |z, — 2P| < |2 — 2P, O

Proposition 1. Consider the iterative scheme in and let N = mig |N;| and
e

A= Ni_‘_l If N > 3, then converges with exponential rate and we have that

|2F+1) — 2®)|| o < A¥. Further, to achieve an error of at most & > 0 between
the last two iterations, we need to run the iterative scheme at most k = [log, (0)]
times.

11



N1
that [|z(F+D) — ()| < ﬁ”az(k) — =D < Xe|jz™M) — 20| o < A*. Hence,

the iterative scheme converges with exponential rate of A¥. To achieve an error
between iterations of at most €, we need to have that A\* <, which is equivalent
to have that k < log, (0) < [logy(d)]. Therefore, if we run the iterative scheme
at most [log,(4)] times, we obtain an error between the last two iterations of
at most €. O

Proof. Let N = Hél‘r)l INV;| and A = 2. Using the proof of Lemma || we have
3

2.3 Complexity Analysis

Next, we investigate the complexity analysis of the proposed algorithm RepC,
when the network communication is synchronous.

Proposition 2. Let G = (V, &) be a network of agents, | = max [Ny, then, for
vE

1 iterations and for each agent, the iterative scheme has time complexity of

O(12i).

Proof. Given a network of agents G = (V, £), for time step k and for an agent v,

the time complexity of is the sum of the time complexities of computing Eq(,lf),
:cg,]f), cq(}]f}, for each u € N;, and a:S]“). Computing EQ(,IZ) has computation complexity
of O(|N,|?), because there are O(|N,|?) pairs of neighbors values to compute the
absolute difference. Each of the remaining steps has time complexity of O(|N,]).
Hence, the sum of each step time complexity is O(JN,|?) + 4 x O(|N,]) =

O(JN,|?). Thus, if | = max |NVy|, then O(1?) is a bound for the time complexity
ve

that each incurs. Therefore, for i iterations of the iterative scheme (3)), each
agent incurs in O(I%) time complexity.

3 Illustrative Examples

Subsequently, we illustrate the use of RepC for different kinds of attacks. Fur-
ther, in the examples, we use € = 0.1.

3.1 Same value for attacked nodes

In the following examples, we consider the network of agents depicted in Fig. [1|(a).

First, we illustrate algorithm RepC in the scenario of a network of agents
without attacked nodes. The set of agents is V; = {1,...,5} and, thus, the
set of attacked agents is A = (). We set the parameter f = 1. Figure [2| depicts
the state evolution of each agent.

Here, we explore the scenario where an attacker targets one agent to share
a value close to the consensus of the network of regular agents, depicted in
Fig.

The set of agents is V = {1,...,5} and the set of attacked agents is A = {1}.
Figure [3] depicts each agent consensus value. We can see that although the

12
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(a) Network of agents G4. (b) Network of agents Gp.

Figure 1

3.0F

Consensus Value

Number of Iterations

Figure 2: Consensus of network G4 with agents V; and set of attacked agents ().

1.70

1.65

1.60[

Consensus Value

1.551

5 10 15
Number of Iterations

Figure 3: Consensus of network G4 with agents Vi and set of attacked agents A;
(zoomed around the attacker’s value.)

attacker value is very close to the consensus value, the neighbors of the attacked
node assign zero to its reputation, by using . Hence the value that the
attacked node shares is discarded.

Next, in Figure {4 — Fig. [, we depict the evolution of the reputations that
agents 2 and 3 assign to their neighbors.

3.2 Different values for attacked nodes

Next, we illustrate the scenario where attacked nodes share different values. For
that end, we consider the set of agents V = {1,...,10}, with A = {1,8}, and

13
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Figure 4: Evolution of the reputations that agent 2 assigns to each of its neighbors.

1.0[ 49900000005
0.8F
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Figure 5: Evolution of the reputations that agent 3 assigns to each of its neighbors.

the network of agents depicted in Fig.[1| (b). We explore two scenarios with two
attacked agents: (i) both attacked nodes share values (distinct) smaller than
the consensus, see Fig. |§|; (ii) one attacked node shares a value larger than the
consensus while the other uses a smaller value than the consensus, see Fig. [}

Consensus Value

5 10 15 7 Xg

Number of Iterations

Figure 6: Consensus of network Gg with agents V3 and set of attacked agents As

3.3 Asynchronous Communication

We, now, illustrate the use of algorithm RepC in the case where the communi-
cation between nodes occur asynchronously. To simulate this scenario, at each
time instance, a random subset of agents communicates. The set of agents is
V = {1,...,5}, the network of agents is G4, and the set of attacked agents

14
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Figure 7: Consensus of network Gg with agents Vo2 and set of attacked agents Ao

is A = {1}. Figure [8| depicts the state evolution of each agent when using
the asynchronous version of algorithm RepC. Each normal node identifies and
discards the information of the attacked agent.

5L T T T | - a

X2

()
=] — X3
s
%) X4
=3
2 & X5
3
c —— Xp
3
& X7
Xg
5 10 15 —7— Xg
Number of Iterations —7= X10

Figure 8: Consensus of network G4 with agents Vi, asynchronous communication, and
set of attacked agents A = {1}.

3.4 Dynamic network

Next, we test the scenario where the network of agents evolves with time and
the attacked agents share the same value. We consider two networks composed
by 10 agents, as depicted in Fig. E[, with set of agents V = {1,...,10} and set
of attacked agents A = {1}.

In the example, we consider that the dynamic network of agents for time
Go itk<10
Gp otherwise
each agent, utilizing the iterative scheme , is depicted in Fig.

instance k > 0 is given by g{’“) = . The consensus value of

3.5 Dynamic network with noisy agents

Finally, we illustrate the scenario where not only the network of agents evolves
with time, but also the attacked agents share different values, which are uniform

15



(a) Network of agents Gp. (b) Network of agents G¢.

Figure 9

= a
- Xy

—— X3

—— X4
0 X5

—u— Xg

Consensus Value

1 1 & X7

B XB
5 10 15 —— X9
Number of Iterations == X10

Figure 10: Consensus of dynamic network QYC) with agents Vi, and set of attacked
agents A = {1}.

random variables with a fixed mean value. These is captured in the example
depicted in Fig.

- a
= X
—— X3
—— X4
o X5

—u— Xg

Consensus Value

& X7
ag

- X9
Number of Iterations =7 X10

Figure 11: Consensus of dynamic network Q’YC) with agents Vi, and set of attacked
(noisy) agents A = {1, 8}.
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Figure 12: Consensus of dynamic network Qﬁk) with agents Vi, and set of attacked
agents A = {1, 8}, where agent 1 behaves as a noisy node and agent 8 as an attacked
node.

3.6 Stochastic communication

When the communication between agents has a stochastic nature, we may still
successfully apply RepC. This is illustrated in the next example. We consider
the network Gg in Fig. with V;, and the set of attacked agents A = {1}.
Further, at each time step, only a random subset of agents communicate between
them. The described situation is depicted in Fig. where the regular agents
could effectively detect the attacked node and achieve the true consensus of the
network.

Figure 13: Network of agents Gg.

3.7 RepC vs. state-of-the-art

Here, we illustrate how the proposed algorithm competes with the state-of-the-
art approaches, based on the idea that each agent discards a set of maximum
and minimum neighbor values.
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Figure 14: Consensus using a RepC method, with network Gg, set of agents Vi, set of
attacked agents A = {1} and stochastic communication.

In the next examples, we use the two networks depicted in Fig.

/ 5
4 4 _ 4
(a) Network of agents (b) Network of agents G¢-.
GF.

Figure 15

In the first example, consider the set of agents Vo = {1,2,3,4}, with the
complete network (Fig. [15](a)) and attacked agents A = {1}.

Using the state-of-the-art, i.e., when each agent discards the maximum and
minimum neighbors’ values, we obtain the result depicted in Fig. The
method is not able to deter the attack and the regular agents converge to the
attacker value.

Using RepC, as illustrated in Fig. the regular agents converge to a value
close to the true value, with a small deviation caused by the influence of the &
parameter.

In the second example, we consider the network of agents depicted in Fig.[15|(b),
the set of agents V5 = {1, 2, 3,4, 5} and attacked agents set A = {1}. The exam-
ple portraits the scenario where an attacker stubbornly sends to the neighbors
the true consensus value.

In Fig. we present the consensus states of the agents when using the state-
of-the-art approach. We can see that the agents are not able to converge to the
true consensus value.

Subsequently, we present the consensus state of the agents when using RepC.
In this case, the agents are able to converge to the true consensus of the network.
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Figure 16: Consensus using a state-of-the-art method, with network G, set of

agents Vo, and set of attacked agents A = {1}. The black line is the true consensus
value.
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Figure 17: Consensus using RepC, with network Gr, set of agents V2, and set of
attacked agents A = {1}. The black line is the true consensus.
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Figure 18: Consensus using a state-of-the-art method, with network Gga, set of

agents Vs, and set of attacked agents A = {1}. The black line is the true consensus
value.

3.8 Comnsensus final error

To explore how different is the final consensus value produced by RepC and
the consensus value without attacked nodes, we use the complete network of 5
agents depicted in Fig. [1] (a), with agents’ initial states #(®) = [1031.225]T,
where agent 1 is under attack and shares values from a Gaussian noise with mean
v and standard deviation o. The consensus value, without attacked nodes, is
1.489. We compute the absolute difference between the consensus value found
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Figure 19: Consensus using RepC, with network Gr, set of agents Vs, and set of
attacked agents A = {1}. The black line is the true consensus.

with RepC in the non-attacked case and the consensus value obtained with RepC
when the attacker follows the mentioned strategy. Moreover, we ranged p from
0 to 1 in steps of 0.005 and ranged ¢ from 0.1 to 1 in steps of 0.005, repeating
each attacking scenario 20 times to compute the absolute average error. The
results of the experiment are depicted in Fig.

0.20

0.15

0.10
0.3

0.05
0.1t

0 02 04 06 08 A1
u

Figure 20: Absolute difference between the consensus resulting from Algorithm RepC
when node one 1 is under attack to share the a Gaussian noise with mean p and
standard deviation o.

We can see from Fig. that, in average, we obtain a small final consensus
error. When p is close to 1 and o is close to 0.1, the attacked node state value
is close to what would be when in the non-attacked scenario (xgo) = 1) and
it takes more time to be classified as an attacker by its neighbors, yielding a
slightly larger final consensus error.

4 Conclusions
In this work, we presented a reputation-based consensus algorithm (RepC) for

discrete-time synchronous and asynchronous communications in a possibly dy-
namic networks of agents. By assigning a reputation value to each neighbor, an
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agent may discard information from neighbors presenting an abnormal behavior.

Algorithm RepC converges with exponential rate and it has polynomial time
complexity. More specifically, for a network of agents, if we run ¢ € N iterations
of RepC, we incur in O(I%i) time complexity, where [ is the greatest number of
neighbors a node has in that network. For attacks with certain properties, we
proved that the algorithm does not produce false positives. For other types of
attacks, we illustrate the behavior of the proposed algorithm, which also worked
as envisaged.

Future work directions include extending the algorithm for continuous-time
consensus and to introduce the reputation idea for other types of consensus
algorithms. Furthermore, an important additional theoretical property to prove
(even if only for some sorts of attacks) is whether or not RepC may cause an
agent to wrongly classify a neighbor as attacked, i.e., if there are false negatives.
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