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Abstract

The Differential Privacy (DP) literature often centers on meeting privacy constraints by introducing noise to
the query, typically using a pre-specified parametric distribution model with one or two degrees of freedom.
However, this emphasis tends to neglect the crucial considerations of response accuracy and utility, especially
in the context of categorical or discrete numerical database queries, where the parameters defining the noise
distribution are finite and could be chosen optimally. This paper addresses this gap by introducing a novel
framework for designing an optimal noise Probability Mass Function (PMF) tailored to discrete and finite query
sets. Our approach considers the modulo summation of random noise as the DP mechanism, aiming to present
a tractable solution that not only satisfies privacy constraints but also minimizes query distortion. Unlike
existing approaches focused solely on meeting privacy constraints, our framework seeks to optimize the noise
distribution under an arbitrary (¢, d) constraint, thereby enhancing the accuracy and utility of the response. We
demonstrate that the optimal PMF can be obtained through solving a Mixed-Integer Linear Program (MILP).
Additionally, closed-form solutions for the optimal PMF are provided, minimizing the probability of error for
two specific cases. Numerical experiments highlight the superior performance of our proposed optimal
mechanisms compared to state-of-the-art methods. This paper contributes to the DP literature by presenting a
clear and systematic approach to designing noise mechanisms that not only satisfy privacy requirements but
also optimize query distortion. The framework introduced here opens avenues for improved privacy-preserving

database queries, offering significant enhancements in response accuracy and utility.

Keywords: Differential Privacy; Optimum Noise Mechanism; Discrete Queries; MILP; Error Rate

Nomenclature N Set of natural numbers including zero
Notations N+ Set of natural numbers excluding zero
[n)] {0,1,...,n},neN Q Query function
[n]l+ {1,...,n},neNF R Set of real numbers
« Parameter of Geometric distribution used in 7 Set of integers
the paper A\ B Set difference between sets A and B
7 The maximum query distance in the Bounded M Set of query distances, ¥ X € X and X' € X)((l)
, l]glfference Cafsg bel distributi din th Q Discrete set of query answers
153 arameter of Gumbel distribution used in the X Database
paper ) o
/ uery distance between X and its distance one
§ Probability of information being leaked st Q . h}l,) X/ W
DP budget —e neBbor
¢ . . . O The instance of § at which p*(d,€) changes
n Discrete noise random variable h . HE .
[ The constant query distance in the Single Dis- from & flat region to (k +1)" linear region
a oF it" step height in the flat region of the PMF
tance case . . . .
. . of the optimal noise mechanism for BD neigh-
[k] Ceil function of k bourhood cas
L k] Floor function of k X ,;Zur Ooh ?a;e, he i . ¢ th
E[A] Expectation of a random variable A i (0) i step eig t in t ¢ linear region o the PMF
of the optimal noise mechanism for BD neigh-
*Correspondence: sachinkadam@skku.edu bourhood case
! Technology Innovation Hub (TIH) Foundation for loT and IoE, IIT * .
Bombay campus, Mumbai, India P Optlmum error rate

Full list of author information is available at the end of the article

Optimum error rate as n — co


mailto:sachinkadam@skku.edu

Kadam et al.

pPR  Error rate

pMSE Mean Squared Error

Pn Distortion caused by noise value 7
q The randomized query answer

95 The instance of § at which p*(d,¢) changes
from k" linear region to k" flat region

b Quotient when n is divided by &
fa The optimum noise PMF of random variable
A

The optimum noise PMF as n — oo

Fy The cumulative distribution function (CDF) of
random variable A

fa The PMF of a random variable A

fay  The (k+ 1)™ largest probability mass

Lyx: Privacy loss function (eq. 2)

N, Ratio between n + 1 and ged((n + 1), p)

Pr(A) The probability of occurrence of an event A

q A query answer

r Reminder when n is divided by @

Indicator function which is active when the pri-

vacy leakage function is more than the privacy

budget, €

X Data point(s) in database X

X’ A neighboring dataset of X differing by a data
record

Yn Auxiliary variable equal to f(n)uxx/ (1)

Uxx’

X )((1) Neighborhood set of dataset X
Abbreviations

2D Two-Dimensional

AMI  Advanced Metering Infrastructure
BD Bounded Distance

DP Differential Privacy

ER Error Rate

GCD Greatest Common Divisor

LP Linear Program

MILP Mixed Integer Linear Program
MSE Mean Squared Error

PDP  Probabilistic Differential Privacy
PMF  Probability Mass Function

SD Single Distance

1 Introduction
Differential Privacy (DP) is a technique used for pub-
lishing database queries that conceal confidential at-
tributes. Some of its real-world applications are in
the publication of the United States of America Cen-
sus 2020 data (using disclosure avoidance system [1]),
Google’s historical traffic statistics [2], Microsoft’s
telemetry data [3], LinkedIn user engagement infor-
mation to third parties for advertisements [4], etc.
DP hinges on a randomized mechanism wherein the
data publisher, who owns the database, responds to
analyst queries. The key principle is to generate similar
distributions of query answers for data differing by a
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specific attribute, making it statistically challenging to
discern whether data with that attribute were involved
in the query computations.

In the existing literature, randomizing query answers
commonly involves adding noise with a parametric dis-
tribution featuring one or two degrees of freedom. In
contrast, this paper proposes a novel approach: op-
timizing all the parameters of the probability mass
function (PMF) for queries with finite discrete an-
swers. This ensures that the randomized query out-
come meets DP constraints while minimizing expected
distortion for a given database and discrete finite set
of answers. Notably, existing literature does not under-
take the optimization of noise to minimize distortion
under an arbitrary (e, d) constraint, as it typically lim-
its the mechanism to a single parameter. Our approach
stands out because it optimizes the entire distribution.

Our formulation, applicable to both discrete nu-
merical data (for which perhaps mean squared error
(MSE) is the best error metric) and categorical data
(where error rate (ER) is preferable), finds resonance
in real-world scenarios. For instance, queries related
to discrete numerical data include: (a) The number of
households in a census tract with at least one college-
educated member (0 through n, where n is the total
number of households in that census tract); (b) what
is the most popular promotion on a website; or how
many users in a certain set accepted a sales promotion
on a website; (¢) The hour of peak electricity usage in
a neighborhood (00 through 23), etc. Similarly, queries
related to categorical data are: (a) Type of consumer?
(Subscriber or Trial user, Residential or Commercial,
etc.); (b) What month of the year? (January: 1 through
December: 12); (¢) What gender is a person? (Male:
1, Female: 2, Other: 3), same idea for ethnicity, blood
type, etc. For discrete numerical data, just perform
the modulo addition of random noise of size n + 1,
and for categorical data, we assign numerical values to
categories and perform the modulo addition of random
noise on them.

Before outlining our contributions, we review the rel-
evant literature.

1.1 Literature review

In the literature, several papers studied the additive
noise mechanisms for discrete query outputs [5-7].
For discrete queries with infinite support, the addi-
tive noise mechanism for e—differential privacy that
minimizes any convex function of the query error was
found in [5]; the optimum PMF is shown to have a spe-
cific decreasing staircase trend. The problem of find-
ing the optimal data-independent noise mechanism for
e—differential privacy is also addressed in [6]. Even
though the authors focus on continuous query out-
puts, they claim one can easily extend the method



Kadam et al.

to discrete queries. Neither paper [5], [6] explored the
optimization of the (e, §)—differential privacy trade-
off for 6 > 0. For integer query outputs, the opti-
mal noise mechanism design for (e, §)—differential pri-
vacy is the subject of [7]. Another approach to integer
count queries is carried out in [8], where a double-
sided geometric distribution noise mechanism is used.
A recent study on the count query DP problem is
found in [9], in which the authors use a set of con-
strained mechanisms that achieve favorable DP prop-
erties. The related problem of publishing the number
of users with sensitive attributes from a database is ad-
dressed in [10]. In their proposed DP mechanism, they
add an integer-valued noise before publishing it to pro-
tect the privacy of individuals. Though the randomized
query response, produced by the proposed mechanism
n [10], lies in the actual query support range, the ad-
ditive noise PMF used depends on the query output,
which requires storing several PMFs. In the context of
discrete queries, an additive discrete Gaussian noise-
based mechanism is proposed in [11]. They show that
the addition of discrete Gaussian noise provides the
same privacy and accuracy guarantees as the addition
of continuous Gaussian noise. Another recent study fo-
cuses on the mechanisms of discrete random noise ad-
dition [12]. In this study, the basic DP conditions and
properties of general discrete random mechanisms are
investigated. In [13] a randomized mechanism for the
labels obtained from K-means clustering is provided
using the modulo addition-based mechanism.

In the literature, a joint DP mechanism is proposed
for key-value data in [14], where key uses categorical
data and value uses numerical data. Two potential ap-
plications have been identified: video ad performance
analysis and mobile app activity analysis. The key in
the former is the ad identifier, and the value is the
time a user has watched this video ad, whereas the
key in the latter is the app identifier, and the value
is the time or frequency this app appears in the fore-
ground. In another work [15], local DP mechanisms for
multidimensional data that contain both numeric and
categorical attributes are proposed.

1.2 Paper contributions
This paper critically revisits the design of DP ran-
dom mechanisms, specifically focusing on ensuring
(e,0)—DP for queries with n+ 1 possible answers, each
mapped onto the integers 0 through n. The mechanism
we study involves the modulo n + 1 addition of noise.
The significant and novel contributions of this paper
can be summarized as follows:
e Optimal Noise PMF': In Section 3.1, we demon-
strate that the additive noise PMF minimizing a
linear error metric under a given (¢, d) budget can
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be obtained as the solution of a Mixed Integer Lin-
ear Program (MILP). Notably, for the case when
6 = 0, the optimum PMF can be found using a
Linear Program (LP), as established in previous
literature [16], which is a special case of our gen-
eral formulation.

o Explicit PMF expressions for minimum er-
ror: Sections 3.2.1 and 3.2.2 delve into two special
cases, providing explicit expressions for the opti-
mum PMF that minimizes error for specific (¢, ¢)
pairs. This analysis extends and subsumes prior
work [16].

e Structure of Optimum PMF and Error
Rate: We unveil the structural characteristics
of the optimum PMF and error rate functions.
Specifically, the derived error rate function ex-
hibits a piece-wise linear nature. Our findings re-
veal that the optimum (e,d) trade-off curve, for
a given error rate, experiences an exponential de-
crease as d increases. Moreover, a discrete set of
discontinuities in the curve precludes any change
in the exponential rate of decay as € increases.

e Numerical Validation and Comparative
Analysis: The contributions outlined above are
corroborated by a thorough numerical analysis
presented in Section 4. Our simulations include
comprehensive comparisons with prior methods,
demonstrating the superiority of our proposed ap-
proach.

1.3 Notation

In this section, we present a summary of general no-
tations used throughout the paper. A comprehensive
list of notations and abbreviations can be found at the
top of the paper in the Nomenclature section.

Let N,N*,Z.,R denote the sets of natural numbers
including zero, natural numbers excluding zero, inte-
gers, and real numbers, respectively. The set integers
{0,1,...,n}, n € N, is referred to as [n], [n] is, in-
stead, {1,...,n}. The symbols |k| and [k| denote the
floor and ceiling functions of k, respectively. The cardi-
nality of set A is denoted by |.A|, and the set difference
of sets A and B is denoted as A\ B.

The query function applied to data X from a
database, denoted by X, is represented as Q(X), and
Q denotes a discrete finite set of query answers. In this
paper, the query domain is discrete and finite, mapped
onto the set [n] of size n + 1. The numerical outcome
of the query is denoted by the variable g € [n], while
G represents the outcome after the randomized publi-
cation, with distribution f(g|X).

For vector queries with outcomes, q, in a finite dis-
crete domain, one can map the result onto the set
[n], and hence, the optimization we propose applies.
We use f(n) to represent the noise distribution f,(n)
whenever possible without confusing the reader.
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2 Preliminaries

Definition 1 ((e,d)-Differential Privacy (DP) [17])
A randomized mechanism ¢ Q — Q is (¢0)-
differentially private if for all datasets X and X' dif-
fer by a unique data record, given any arbitrary event
S C Q pertaining to the outcome of the query, the ran-
domized mechanism satisfies the following inequality

Pr(g(X)eS8) <ePr(@X')eS) +ad, (1)

where Pr(A) denotes the probability of the event A
and the PMF wused to calculate the events probability is

f(glX).

Conventionally, given the random published answer
q in the differential privacy literature, the privacy loss
function name is a synonym for the log-likelihood ratio:

f7(g|X)

xx' (4 éln~77
Lo (@) = 702507

(2)

where X € X is the set of data used to compute the
query and X’ is an alternative set with a unique at-
tribute or data point that is different. For each X we
denote by X )((1 ) the neighborhood of set of X which
contains all data sets X’ € X that differ from X by a
predefined sensitive attribute we want to conceal. Note
that, if the event Lyx/(§) < 0 under the experiment
with distribution f(¢|X) then, in classical statistics,
the observer of the outcomes ¢ will choose erroneously
the alternative hypothesis that X’ was queried (where
the emission probability is f(g|X’)) rather than X. By
looking at the tail of the distribution for Lyy/(§) > 0
under the distribution f(¢|X), one can gain insights
into how frequently the mechanism allows to differen-
tiate X from X’ with great confidence, leaking private
information to the observer.

We now introduce the definition of (e,0)— proba-
bilistic differential privacy (PDP) we consider in this
paper, which applies to any random quantity ¢ for any
given X:

Definition 2 ((¢,d)-Probabilistic DP [18]) Con-
sider random data that can come from a set of emis-
sion probabilities ¢ ~ f(q|X) that change depending
on X € X. The data § are (¢,0)- probabilistic differ-
entially private VX € X and X € X)((l), iff:

6>6

> 052 sup sup  Pr(Lx(q) > e), (3)

Xex XIGX}((1>

and the PMF wused to calculate the probability is
f(aX).
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The following theorem guarantees that (¢, 0)-PDP is
a strictly stronger condition than (e, §)-DP.

Theorem 1 (PDP implies DP [19]) If a randomized
mechanism is (€,8)-PDP, then it is also (e,6)-DP, i.e.,

(¢,6)—PDP=>(¢,5)—DP, but (¢,0)—DP= (¢, 5)—PDP,

The proof of Theorem 1 is shown in [19,20]. This
motivates us to use (¢,0)—PDP throughout this pa-
per. The (¢,0)—PDP has applications in the contexts
of location recommendations [21], privacy protection
from sampling and perturbations [22], to create a re-
alistic framework for statistical agencies to distribute
their goods [18], etc.

In our setup Q(X) is a scalar value in Q = [n]. The
query response ¢ is obtained by adding a discrete noise
n, whose distribution is denoted by f(n), i.e.:

(=QX)+n = fq(qM\X):fn(ti*Q(X))-()
4

The PMF associated with the privacy loss function,
called privacy leakage probability, for the additive
noise mechanism, can be derived from (2), (3) and (4):

£2(d — QX))
n@—mx»>§'
(5)

For the discrete query case, we denote the “distance
one set” of X € X as X)((l) C X\ X and let:

Pr(Lxx/(§) > €)= Pr <ln

VX e x,vx' e xll.
(6)

where X’ differs from X for one user data record or
a sensitive user attribute. Let us define the indicator
function uyy/ (), n € [n] such that i*" entry is one if
Lyx/(q;) > € and zero otherwise, i.e.:

s (1) 2 {1’ Fn) > €70+ pacx)

Hxx’ £ Q(X) - Q(X/)v

(7)

0, otherwise

where we omitted the suffix  and used f(n) in lieu of
fa(n). It is easy to verify that we have:

Pr(Lax(q) > €) =Y e (1) f(m).
n=0

Before describing our design framework in Section 3,
a few considerations on (¢,9) — PDP are in order.
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2.1 Post-processing

A randomized DP mechanism maps a query output
onto a distribution designed to meet Definition (1)
or (3). If the randomized query answer generation re-
quires multiple steps, it is important to ensure that
the (¢,6) — PDP ((¢,0) — DP) are met after the very
last step. In fact, in [23] it was pointed out that, un-
less 6 = 0, in general (¢,0) — PDP with § > 0 can-
not be guaranteed after post-processing, where post-
processing refers to processing steps that follow the
noise addition prior to the release the query response.
The objections in [23] are valid for mechanisms that
include post-processing like the popular “truncation”
or “clamping” mechanisms that consists of first adding
unbounded noise 7 and then projecting (clamping) the
sum Q(X)+n in the prescribed range to generate §. In
this case (¢,0) — DP are guaranteed before the post-
processing step, but not after, unless 6 = 0. The propo-
sition below provides guarantees for (¢,d) — PDP.

Proposition 1 Let ¢ € Q be a randomized (e,0) —
PDP response for query q € Q. Let g: Q — Q be an
arbitrary invertible mapping. Then go g = g(q) is also
a (e,0) — PDP response for any 6 > 0. Furthermore,
if 0 =0, e — PDP is preserved, irrespective of g.

Proof The proof is in Appendix 6. O

Proposition 1 clarifies the importance of design-
ing randomized responses whose domain is consistent
with the query output, since it does not require post-
processing to generate answers in the right set. Clamp-
ing is not bijective and changes the masses of proba-
bility in a way that alters ¢ for a given e.

3 Optimal Additive Noise

For queries ¢ = Q(X) € [n], a possible approach other
than clamping is to assume that the noise addition
is modulo n + 1 with n € [n] so that the outcome
G = q+n (mod n+ 1), is always in the appropriate
range. In this paper, we seek to obtain the optimum
noise distribution f(n) for such a mechanism. Since
(e,8) — PDP implies (¢,6) — DP and hence, it is a
stronger notion, we use the definition of (¢,d6) — PDP
throughout.

Next, we omit the (mod n + 1) to streamline the
notation, with the understanding that, from now on,
sums and differences of query outcomes and noise val-
ues are always modulo n+ 1. Observe that adding uni-
form noise would lead necessarily to a scalar query ¢
being uniform and thus, high privacy (i.e. § = 0 for
any € > 0) but poor accuracy since 1 —1/(n+1). This
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motivates the search for an optimal solution. Using (5)
and (6):
Pr(Lyx/(G) > €)= Pr (lnf(n) > e) .

F(n+ pxxr)
(8)

The reasons for using the modulo addition of noise are:

e The randomized answers fall within the range ex-

pected for the query, which allows us to leverage
Proposition 1.

e The mechanisms require defining a single distri-
bution rather than distinct distributions for all
possible X € X.

e In the optimization, any pair with the same mod-
ulo difference results in a single (¢,d) — PDP con-
straint, simplifying the search for the optimum
distribution.

e The simplifications allow us to derive the opti-
mum distribution in closed form for specific use
cases.

From (8) it is evident that the (e, d) privacy curve
is entirely defined by the noise distribution and its
change due to a shift in the mean. As a result, the
probability mass f(g+n) is obtained as a circular shift
of the PMF f(n); therefore (8) can be used with the
denominator f(n + pxxs) also representing a circular
shift of f(n). This result motivates us to define the
neighborhood sets, using only pxx/, in Section 3.2.

3.1 Numerical Optimization

In this section, we show that the problem of finding an
optimal additive noise mechanism for a given pair (e, §)
and expected distortion cost can be cast into a MILP
formulation, i.e. an optimization problem with linear
cost, linear equality and inequality constraints, and
real as well as integer variables. While MILPs are non-
convex, several stable solvers have convergence guar-
antees. Our MILP formulation (in (13a)-(13g)) finds
optimum noise distributions minimizing a specified ex-
pected distortion cost:

Elpn] = pnf(n), 9)

n=0

where p,, denotes the distortion caused by the noise
value ) € [n]. There are two typical metrics:

Definition 3 (Error Rate) For = Q(X)+n, the
error rate metric, denoted by p®%, is the expected value
of the function pg = 0 and p, = 1,1 > 0. Thus:

pPR 21— f(0), (10)
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Definition 4 (Mean Squared Error) For ¢ =
Q(X) +n, the MSE corresponds to p, = n?:

pMSE L R]G— QX)) =D n’fn). (11)

Remark 1 In the case of an ‘ordered’ query domain,
the MSE metric can be preferable over an error rate
metric. That is why we are focusing on the minimiza-
tion of any linear cost in the MILP formulation. How-
ever, the numerical results shown in Section 4 indi-
cate that even when we target the error rate metric
pPR =1 — £(0), the optimal solution tends to have
values that diminish as they move away from the ac-
tual query.

Because our analytical results in Section 3.2 consider
the error rate metric, whenever p is mentioned with-
out specification, this implies p% is being discussed.
Having established the cost, the constraints (see (13b)-
(13h)) are derived as follows. From the databases, we
calculate the set {uxx/} using (6), which are the only
database parameters needed in the formulation. As we
know, the sum of probability masses is 1 (see (13b)).
The indicator function wuyx/(n), defined in (7), can
be mapped on the integrality constraint, uxx/(n) €
{0,1},VX € X, VX' € X)((l) (see 13h) and on two linear
inequality constraints, f(n)—e®f(n+pxx) —uxx (n) <
0 and e f(n+ pixxr) — f(n) + € uxxr (1) < e (see (13f)
and (13g)).l!l We can rewrite (8) as Pr(Lyx/(§) > €) =
Pr(f(n) > e f(n+ pxx)) = Z;L:O Uxx'(ﬂ)f(ﬂ) <9,
VX € X, VX' € X)((l). Since it is a bilinear con-
straint, and for a MILP formulation we need the con-
straints to be linear, we introduce the auxiliary vari-
ables y,,,n € [n]:

(12)

Yn éuxx’(n)f(n)v ne [n]

MThe indicator function w,,/(n) (in short «) can take
two values (see (7)). In the first case, when « = 1, the
equations (13f) and (13g) become f(n) — e f(n + pyxr) <1
and eff(n + uxys) — f(n) < 0. In (13f), since ¢ > 0 and
f(n) € [0,1], the maximum difference between f(n) and
e f(n+1xx) is 1 which happens when r(n) =1 and f(n+
kxx’) =0, and for the rest of the cases difference is less
than 1. The equation (13g) is true due to the definition
of u (see (7)). Next, when « = o, the equations (13f)
and (13g) become f(n)—e“f(n+uxy) <0 and e f(n+pyxs)—
f(n) < e. In this case, (13f) is true due to the definition
of u (see (7)) and the other equation can be modified
by multiplying e=< both sides to f(n+ /) —e <f(n) <1,
which is true due to the similar arguments made earlier
for the case u = 1.
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so that we can use ZZ:O yn < 0 to constrain § instead;
to enforce y, = f(n) for uxx(n) = 1, and y, = 0 for
uxx'(n) = 0, the trick is to use, respectively, the fol-
lowing linear constraints: wxxs(n) + f(n) — vy, < 1,
uxxr () = f(0) + gy < LB and y, — wxr () < 0.5
This completes the explanation of the optimization
constraints shown in (13c)-(13e).1* Let

ME (i paxr = QX)) —Q(X), VXX, VX ex M}

The form of the MILP is:

f(”]):ur)r(lxr’l(n)vyn ;Pnf(ﬁ) (13a)
st > f(n) =1, (13b)
n=0
Zyn <9, Yn — uxxr(n) <0, (13c)
n=0
uxx’(n) + f(n) —UYn <1, (13d)
uxx(n) = f(n) +yn <1, (13e)
Fn) — e f(n+ pxxr) — uxxr(n) <0, (13f)
e+ pxxr) = f(n) + e“uxxr () < €,
(13g)
f(77)7 yTI € [07 1]7 n € [Tl},
uxx' (1) € {0,1}, Viuxy € M. (13h)

The MILP has 3(n+1) variables out of which f(n) and
Yn, 1 € [n] are real numbers (2(n+1) in total) in [0, 1]
and uxyxs (1) (also (n+1) in number) are integers {0, 1}.
The computational complexity of the MILP solution
is determined by the algorithm used, which can be
branch and bound, cutting plane, or branch and cut. A
detailed study on the complexity of the MILP solution
is found in [24]. When § = 0, it reduces to the following
LP:

f(n)yulililfl(n%yn z::o puf (1) (14a)
st. > f(n) =1, (14b)
n=0
f) — e f(n+pxxr) <0, nen],  (l4c)
f(m) €10,1], Vuxxr € M (14d)

2'This inequality ensures that y, = f(n) if uy(n) = 1.
BI'This inequality ensures that y, =0 when ./ (n) = o.
M Note that other constraints can be added, for in-

stance, that of having a zero mean distribution, or
forcing some of the PMF values to be identical, etc.
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A possible useful variant of the optimization in (13)
that will be explored in our numerical results is to
minimize ¢ instead, under a distortion constraint p,
ie.

min (15a)
Fm)yuxxr (1),yn
st > paf(n) <7, (15b)
n=0
(13b) — --- — (13h) (15¢)

In the next sections, we derive analytical solutions of
(13) that minimize the error probability p¥# = 1—£(0)
for some special database structures and corroborate
the results in Section 4 comparing the formulas with
the MILP solutions obtained using Gurobi [25] as a
solver.

3.2 Analytical Solutions

In this section, we analytically study the solution that
minimizes the error rate E[p,] = 1 — f(0). To give
closed-form solutions for the optimum PMF, we focus
on the following instances of possible i yx/:

Definition 5 (Single Distance (SD)) In this set-
ting VX € X,VX' € X)((l), the difference pixx: is con-
stant, i.e. xxr = fi. Note that i1 < n.

Definition 6 (Bounded Difference (BD)) In this

setting VX € X, VX' € X)((l) lhxx' take values in the set
[A)+, B < n, at least once.

The most general case is the following:

Definition 7 (Arbitrary) In this case uxx: can
take values from any subset of [n], VX € X VX' €

xd.

The next lemma clarifies that the optimum PMF for
the BD case for a given (¢,d) is useful to attain the
same guarantees for the case of an arbitrary neighbor-
hood.

Lemma 1 Suppose g = SUPy ¢ v vxr e Hoxx! -

Then any noise PMF that provides (e,0) privacy for
the BD neighborhood with parameter i will give the
same guarantees in terms of (e,8) and p for the case
of arbitrary neighborhoods. However, lower distortion
is achievable by solving the MILP in (13).

Proof The proof is simple: the set of constraints that
need to be met to satisfy (e, §) privacy for the arbitrary
case is a subset of the BD neighborhood case with i
as a parameter. This also means, however, that the
minimum p* for the latter case is sub-optimum. O
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Note that the SD neighborhood setting is a simple
case while the previous lemma indicates that the BD
case is more useful in general.

Next, we find an explicit solution for the optimum
noise PMF f*(n),n € [n] for the SD and BD neigh-
borhood cases. In Section 3.2.4, we discuss the case of
discrete vector queries whose entries are independently
subjected to the mechanism vs. the optimal solution.

8.2.1 PMF for Single Distance neighborhood

The natural way to express the optimum PMF for an
SD neighborhood setting is by specifying the probabil-
ity masses sorted in decreasing order of f(k), Vk € [n].
They are referred to as {f)ll > fo) = fa) = ... >
I (n) = 0}.

Lemma 2 Considering the case in Definition 5
where lxx: = fi is constant VX € X, VX' € X)((l),
the noise PMF minimizing the error rate is such that
[y = [*(hit), Vh € [n] and the inequality in (14c),
can be written in terms of the sorted PMF as follows:

f(*h) — eef(*h+1) S 0, Vh S [n] (16)
Proof The proof is in Appendix 7. O

To start, let us consider the case § = 0:

Lemma 3 For the SD neighborhood and § = 0, the
optimal noise PMF for the modulo addition mecha-
nism 1s:

Case 1: If (1, (n+ 1)) are relatively prime.

fooy = e_kgf(*oy k€ [n]y, (17a)
« l—e*
fo = 1= = 17(0): (17b)
Case 2: If (i, (n+ 1)) are not relatively prime.
fooy =€ Sl keNa—1]4 (18a)

fooy =0, k€ [n]\ [ig], Vi€ [Np—1]
(18b)
* l—e* — rx
floy = TN = f7(0). (18¢)
where N, = m and p* =1 — f*(0).
Proof The proof is in Appendix 8. O

Lemma 3 is verified numerically in Section 4 in both
Case 1 and 2 (see Fig. 9). We illustrate the two cases
in Fig. 1.

From (17b) we can observe that for case 1, the error
rate p* depends only on e and n, and for case 2 (see
(18c)), p* depends on both € and Ny.
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(a) Case 1: oo = 3, n = (b) Case2: 4 =2, n=T,
7, here (3, 8) are relatively here (2, 8) are not relatively
prime. prime.

>0
®

Figure 1: In these examples f*(j) is single distance,
i, away from f*(0) hence it is assigned e € f*(0), next
f*(2) is assigned e™°f*(f1) since it is i away from
f*(i1) and so on and so forth. So the order of assign-
ment of values for plot (a) example is: 0,3,6,1,4,7,2,5
and the order of assignment of values for plot (b) ex-
ample is: 0,2, 4, 6. Since the values at 1,3,5,7 are not f
away from f*(2kf1),k € [Nz — 1 = 3] they are assigned
0 value to have a higher f*(0).

—~
w
S
SN—r

X
QU

9o g;H‘
0 415, % oy 1§
Figure 2: The variation of p as a function of § for SD

neighborhood showing the alternate flat and linear re-
gions.

Remark 2 [t is notable that in this formulation
where the cost is the error rate, positive probability
masses corresponding to higher noise outcomes tend
to be less likely than those having smaller outcomes.
This is why these designs exhibit low MSE.

Mechanisms with better error rate (lower p) must
allow for 6 > 0. It can be proven (see Theorem 2)
that the optimal error rate p*(d, €) vs. d curve is piece-
wise linear, interleaving flat regions with intervals with
linear negative slope, see Fig. 2. We categorize them
as “linear regions” and “flat regions”. Let 6% and 3y, be
the instances of § at which p*(,¢) changes from k'"
linear region to k" flat region and k** flat region to
(k + 1)t" linear region, respectively.

Remark 3 We state the following results of this sec-
tion, i.e., Section 3.2.1, for the case (n + 1,[i) that
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are relatively prime. For the case where they are not,

the results are obtained by replacing n with N, =
(n+1)

(i) all the expressions and explanations.

Let us define the following quantities:

—€

—€ 1—e
. _—(n—k—1)e

5k =€ ( ) w, forke[n—l]
(19a)

5 =1, 685:=0 (19b)

1—e"¢
€ . —(n—k)e

0 =ce e for k € [n]4.

(19¢)

Theorem 2 k € [n]y, in the k'™ section where
p*(8,€) is flat within 85, < § < d;:

Ser=h=Me h e [n -kl

i =12 CNNC'
0, hen—-—k+1:n],

In the portion of the k" section where p*(8,¢) de-

creases linearly with &, which are within 3;_1 <6<
o

) Se(n—k=hje hen—kl,
T = {e("_h)ﬁee,;__ll (1 — g%) , hen—k+1:n].
(21)
and p*(6,€) =1 = f()-
Proof The proof is in Appendix 9. 0

From Theorem 2 we note that the boundary point
45, determines the value of f(*nfk), which is the small-

est non-zero probability mass in the k** flat region.
Similarly, the other boundary point &, = e®d¢ indi-
cates the value of f(*n_ k1) which is the smallest non-
zero probability mass in the (k — 1) flat region. Hav-
ing calculated the optimal PMF for the SD neighbor-
hood case in Theorem 2, the (¢,d) curves correspond
to f*(0) =1 — p* for all its n + 1 possible expressions
or, better stated, they are the level curves p(d, €) = p*.
The trend of § curves is monotonically decreasing with
respect to € for a given p*. Let eg* be the solution ob-
tained setting f*(0) in (17b) to be equal to 1 — p*:

* 1-— 6768*
P * _ 1
€  p=1 T (22)

Then we must have that § = 0 for ¢ > 66)*. Because this
corresponds to a flat region for f*(0), there has to be
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*
a discontinuity moving towards lower values € < €f ,

_P"
and § must immediately jump to 580 when € is an
infinitesimal amount below €f; . This point is the edge

of the linear region. For a range of values of € < eg*, )
with respect to € must have the negative exponential
trend § = (1— p*)e™ "¢ obtained from equation (21) for
h = 0,k = 1 until the next jump occurs, for a value
e’f* which is obtained by setting f*(0) for h = 0 and
k=1 1in (20) to be equal to 1 — p*:

* —€
* € )P 1—e™4
gi) : p* =1 éll e(” ey _— - -

(23)

Following this logic, one can prove that the optimum
(¢,0) curve for a given error rate p* is:

Corollary 1  For a given € > 0, the privacy loss for
the SD neighborhood case with the optimal noise mech-
anism, is a discontinuous function of €, where:

6¢ = e~ (=Re(1 — pr), ei* <e< 6£:1 (24)
when p* =1— fr is in k' section, k € [n]+ and eg*
are the solutions of the following equations:

p*
1—e %

* p* *
ipt =18k eTRE =1 g,
—e k

—. (25)

Proof As discussed before the Corollary, for § = 0, the
level curves of p*(d,€) = p* as a function of € must
be monotonically decreasing for € > 68* (see (22)) as €
increases. Then the curve will have discontinuities that
correspond to the flat regions and the trend between
these discontinuities is obtained through the equation
(1 —p*) = f(0) = de» < which implies § = (1 —
p*)e_("_k)e. The k" interval starts at the point € = ez*

such that § = ézzez ensures that f*(0) = 1— p*; thus,
€= ez* must be the solution of (25). O

3.2.2 The BD neighborhood

Also in this case we first start with the optimum noise

for § = 0. First, let us express n as:
n=>bu+r (26)

where b = |n/f| and r € [ — 1]. For this case, the
inequalities in (14c) can be written as the following:

fX(h) —eSf*(h+u) <0, Vhen], Vu € [
(27)
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)
’63 A flat region:
(0 € =€
! . 0 S <0y,
K
o
b o
123 f P
liy l; T["“T
0 1 m, , 0, n, n
(a)
G)
o) linear region:
wf@) ge . < §< 56 .
" h,j—1 = =h,j
¥5(9)
<
U5 (0) .
bt O
123 ¥512(6)
li—y Wb Liy T/““T
0 1 Ui D) n; i1 n T
(b)
Figure 3: The PMF of the optimal noise mechanism for
the BD neighborhood follows a staircase pattern. In the
flat region, it has b+ 1 steps and it" step height is ¢F.
Similarly, in the linear region, the PMF has b 4 2 steps
and i'" step height is 1 (5).

Lemma 4 In the case of a BD neighborhood of size
i, the optimum PMF f*(n) has the following form for

() = 0)e = ¢;, (i-1)a+1<n < min(if,n).

(28)
and the mass at zero 1s:
b -1
f7(0) = (1 + ,EZ e+ re(bH)E) = ¢p.
i=1
(29)

The PMF has, therefore, a staircase trend with steps of
length £; = i fori € [b]4 and ly1 =1 and p* = 1—¢y.

Proof The proof is similar to that of Lemma 3 because
it recognizes that it is best to meet the inequalities
in (27) as equalities, since that allows for the largest
f*(0). The only difference is that the masses in the
first group [fi]+ are equal to ¢1 = e~ €f*(0), thus they
constrain a second group to have value ¢3 = e~ “¢; and
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Figure 4: The variation of f*(0) as a function of ¢ for
BD neighborhood showing b segments with the alternate
flat and linear regions.

0 T
071 %21 52

so on. There are b of them that contain i masses of
probability and only the last group includes the last r
values. f*(0) is obtained normalizing the PMF to add
up to 1. O

The PMF for § > 0 has staircase pattern (see Fig. 3),
similar to Lemma 4 and, also in this case, for 6 > 0 the
p* (9, €) has a piece-wise linear trend that alternates be-
tween flat and linear regions. However, the BD neigh-
borhood case has an intricate pattern in which the con-
straints become violations, as the privacy loss § — 1.
Rather than having & = n, the number of sections k
is quadratic with respect to b. To explain the trend, it
is best to divide the section of the f*(0) =1 — p*(J,¢)
curve vs. 0 in b segments, indexed by h € [b]+ as shown
in Fig. 4. Except for the last interval corresponding to
h = b, the other segments, indexed by h € [b—1], are
further divided into h segments, indexed by j € [h]+
and this index refers to one of the alternating flat and
linear regions within the A*" interval. This results in
k= b(b; ) alternating flat and linear regions. Instead,
in the segment indexed by h = b, there is only one lin-
ear region i.e., f*(0) = §. The optimum distribution is
specified in the following theorem:

Theorem 3 Let b+ 1r < ji. For a given € > 0 and
for pxxr € [, VX € X,vX' € X{) (ie. the BD
neighborhood), f*(0) versus & features flat and linear
regions as shown in Fig. 4. In the first (b—1) segments,
indexed by h € [b— 1], each alternating a pair of flat
and linear regions indexed j € [h]y, with respective
boundaries gy, ; < 9 < S;J and 5;7j_1 <9 <4y, 4, with
the convention S;O = ngl,hfl' The following facts
are true:
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(a) In the k' flat region, k = Z?;ll j'4+j = @4_]'7
the optimum PMF (c.f. Fig. 3a) fori € [b+ 1]+ is:

)= (0)e =9, n,_, <n<n,n,=0, (30)
where what distinguishes the distributions for each k
are the intervals n, | <mn <m0 € [b+1]4 with equal
probability mass ¢¥. More specifically, considering the
Eth flat region, corresponding to the pair h,j with h €
[b—1]4, j € [h]+, the intervals n, | < n <, of the
optimum PMF, for i € [b+ 1], have lengths ¢; =
M, =My

1, fori=0
:L_l‘7 fO’I’i € [bih]"r
- a—1, fori € [b—h+1:b],
' i#£b—h+j+1
it fori=b—h+j+1 whenj#h
r4+h —up;, fori =>b+1.
(31)
1, or j # h,
Upj 1= J J?é (32)
0, forj=nh.
The corresponding indexes sets are obtained as:
QO = 0, ﬁz = ﬂifl +£ia Z E [b+ 1]+ (33)
To normalize the distribution f*(0) = ¢k must be:
k _ 1 _ (- € e \—1
¢ = W = (pag,;+B4) (34)
i=0 Yi
o = e G — (L—upy)e O MHITD (35)
a—1
where £ = Z e "¢ Va e N*
i'=0
Biy =14 e O eI — g
+ (7 + h — upy)e”bFDe (36)

and the PMF is valid within é;j <5< Sz,j where:

i
<€ k_—(b—h)e —j'e
O =dhe TN e

/=0

= gpe” MG e h -] (37a)
g;,h — ¢/ge—(b—h—1)e7 58,0 _ ¢06_(b_1)€7 (37b)
e _ .k —(b—h)ece — (blg 56 7
Oh,j = Po¢ £ = g1 ) i (37¢)
0
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(b) In each of the linear regions, i.e., 5;7j71 <6<
jw" the PMF values vary linearly in groups with re-
spect to 8. The group lengths are:

1, fori=0
i, forie [b—h|y
0 — -1, fori.e [b—h—i—}:b], (38)
itb—h+j+1
1, fori=b—h+j+1
r+h—1, fori=b+2

each with probability ¥ (8) (as shown in Fig. 3b):

pha) = {00 /g, i€l
i 5e(b—h—1+1)6/§j€.7 i€[b—h+j+2:b+2],
b+2

Y @) =1 Y Gul(d).

i=0
i#b—h+j+1

(39)

(c) In the b segment, i.e. 5,_, 4 < 0 < 1, the ob-
jective function mazimum f*(0) = §. So any set of

), 0 € [n), that satisfy 3 f*(n) = 1— 6 and
n=1

uxx'(0) = Liuxx () =0, n € [n]4, provides the opti-

mal PMF. One of the possible solutions is:

(40)

N 1
)=, ne s (41)
Note that, in the last segment, the optimal PMF no
longer follows the staircase pattern.

Proof The proof is in Appendix 10. O

In Theorem 3 we cover the case b+ r < . When
b+ r > [ the result is not conceptually difficult, but
the optimal PMF is hard to express in a readable form.
We discuss the general case towards the end of Ap-
pendix 10.

Corollary 2 For a given € > 0, the privacy loss for
the BD neighborhood case with the optimal noise mech-
anism is also a discontinuous function of €, where:

8¢ = f;-e_(b_h)e(l =), ehySe<en;q (42)

when p* =1 — wg(&) is in k' section, k € [Lb;l)}
+

and eztj, he[b—1]y, j € [h]+, are the solutions of:

* PN —1
* e &P
s’ p*=1—¢>’8=1‘(uabh%f?h’}’J) '
(43)
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Proof The proof is a direct extension of that for Corol-
lary 1 and is omitted for brevity. O

3.2.8 Optimal Error Rates as n — oo

In this section, we study the limit for n — oo of the
distributions for the two cases we studied, the SD and
BD neighborhoods. First, we discuss the § = 0 case.
The goal is to find the relationship between € and p
when n — co. From Lemma 3 (17b), we see that for SD
neighborhood case, f*(0) =1—p*(e) > 1 —e¢ =
p*(€) = e~ as n — oo. Since, p*(€) is also constrained
by 0.5, we have that the limit function p} (e):

0.5, e € (0,In2]
* _ ; s
Poole) = {66 e >1In2.

3

(44)

And the optimum PMF is zero for all  # hfi, and:

fo(hi) = (1= pi(e)e™, heN

Similarly, for the BD neighborhood case and § = 0 in
Lemma 4 as n — co = b — o0, from (29) we get:

(45)

7o €

-1
o =1—p*(c) = (1 + 1“_:_{) (46)
* pe”*
P = (47)
Hence, the expression for p*(e€) for any € > 0 is:
. 0.5, e € (0,In (14 )]
Poo(€) = pe” >1n(l+ i
Femip(ize—r €2 n(l+p).
(48)

Each of the PMF staircase steps becomes of size i and
the values have an exponentially decaying trend:

(49)

) = f(0)e", (h—1)a <n < hfi, h e N*.
(50)

For 0 < § < 1, it is convenient to use the index i =
n —k looking at the trend of the distortion from § = 1,
where f*(0) = 1 backward. Because the discontinuities
between flat and linear regions happen at the points
where 0 = ;,_;, © € [n — 1] we can see from Theorem
2 the distortion for ¢ € [n — 1

1—e™¢ 1—e™¢
fi0) = = = P10 2 1= e D)

and the size of the intervals shrinks like an o(e =), as
i — +o0o quickly leading to the same result as § — 0,
where the distortion tends to e~ as stated before.
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Similarly, for the BD neighborhood case, to find the
expressions for ¢g° and ¢7°, it is convenient to use a
new index ¢ = b — h, looking at the trends of the dis-
tortion from & = 1, where f*(0) = 1, going backwards
towards 6 = 0. In the b*" segment (part (c) of Theo-
rem 3, fF(n) — 0 as b — oo and n — oo for n € [n]4
and thus f#(0) — 1. For § ~ 1, in the ¢! region we

get the following expressions by using (34):

e € e—(c+j+1)5

O‘E—c,j — ﬁ, ﬁ;—c,j —1— P (52)

1—e€

ge 4 (1—e¢(1+e(ctie))’

= @5 (¢,7) =

6 — e, e b1y,

Now, as ¢ — oo, the expression of ¢3°(c,j) in (53)
converges to ¢o as shown in (46), i.e. the result for
0 —0.

3.2.4 Optimal Noise Mechanism for Vector Queries
Next, we briefly discuss the optimal noise mechanism
design for vector queries to explore what difference
it makes to optimize after mapping each vector onto a
number in [n] vs. adopting the mechanism on an entry-
by-entry basis. In fact, let each entry of a vector query
be in the set Q. In the first case, the MILP formulation
of the problem defined in (13a)—(13g) can be applied
directly to vectors of queries considering the masses
of probabilities as a joint PMF, with arguments cor-
responding to all possible tuples in QF. In Section 4,
we provide two examples for 2D vector queries— one
for the BD neighborhood and another for an arbitrary
neighborhood (see Fig. 13). We observe that for the
BD neighborhood case, the optimum noise mechanism
follows a staircase pattern in 2D as well and for the ar-
bitrary neighborhood, the optimum noise mechanism
has e™€f*(0) values at n = pxx/, where boldface let-
ters are vectors.

Remark 4 In general, the optimal multidimensional
noise mechanism does not amount to adding indepen-
dent random noise to each query entry. In Section 4
we corroborate this statement by showing a counter-
example obtained using the MILP program for the vec-
tor case, considering a two-dimensional vector query.

4 Numerical Results
First, we compare the performance of our proposed
optimal noise mechanism with the discrete geometric
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Figure 5: Comparison of the proposed optimal mecha-
nism in terms of the expected distortion costs with those
proposed in [8,10,11,13,26]. In plot (a), the optimal
noise mechanism is compared in terms of MSE, p™M5E,
with the discrete geometric mechanism, discrete Gaus-
sian mechanism, and Gumbel mechanism for a fixed a
value of § = 0.3 and n = 8. In plot (b), the optimal noise
mechanism is compared in terms of error rate, pP%, with
the discrete geometric mechanism, discrete count mech-
anism, and data independent mechanism for a fixed a
value of § = 0.5 and n = 7.

mechanism [8], discrete Gaussian mechanism [11], clas-
sical exponential mechanism [26], discrete count mech-
anism [10], and data independent mechanism [13]. In
plot 5a, the performance is compared in terms of pM ¥
vs. € for a fixed value of 6 = 0.3. Similarly, in plot 5b,
the performance is compared in terms of pZf vs. € for
a fixed value of 6 = 0.5. From the plots, it is clear
that the proposed optimal noise mechanism signifi-
cantly outperforms all these mechanisms.

Popular mechanisms for discrete queries are adding a
random variable from a geometric distribution [8], [27]
or a quantized Gaussian distribution (see e.g. [11]).
Clamping is an operation in which the query response
g is projected onto the domain [n] for any n € Z [8],
ie.:

¢ = min(max(0,q + 1), n). (55)
Let F),(n) denote the cumulative distribution function
of n; then the distribution of ¢ in terms of the distri-
bution of i after clamping is as follows:

Fn(*Q)a k=0
fa(kla) = § fo(k —q), keln—1]4
1—-F,(n—q) k=n.

(56)

From (56) one can compute the (e,4) privacy curve
using (2), (3) and (56). After clamping the (e, §) guar-
antees provided by the said DP mechanisms are differ-
ent from the ones calculated for n = +o00 as shown in
Fig. 6, reported for the same MSE = 3.38. From the
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Figure 6: This plot shows the adverse effect of clamping
operation on the (e,d) trade-off for discrete geometric
and discrete Gaussian mechanisms. The following pa-
rameters are used: n = 8, = 0.7 and o2 = 3.38.

figure, it is clear that clamping increases ¢ for the same
€ budget, and this effect is particularly pronounced in
the case of the Gaussian mechanism. Hence, it is not
advisable to use infinite support-based noise mecha-
nisms, such as discrete geometric and discrete Gaus-
sian, in tandem with clamping operations to publish
the discrete query response with finite support.!®!

Next, we now test the modified MILP problem (15a)
of minimizing &, constraining the error rate p = pP%
and solve the MILP numerically using Gurobi as the
solver. For a fair comparison, we consider the mea-
sure of errors vs. the ER and MSE, and respective
parameters of the noise mechanisms viz., o in [8], o2
in [11], B’ in [28]%], and p in [10,13]; the results are
shown in Fig. 7. In plot 7a, we show the compar-
ison of the proposed optimal noise mechanism with
the discrete geometric, discrete Gaussian, and Gum-
bel mechanisms for a given MSE = 0.6101. Similarly,
in plot 7b, we show the comparison of the proposed
optimal noise mechanism with the discrete Gaussian
mechanism, discrete count mechanism, and data inde-
pendent mechanisms for a given ER = 0.3. From the
plots, it is clear that the proposed optimal noise mech-
anism significantly outperforms all these mechanisms
Ve > 0.

BIThe clamped Geometric mechanism has only one
predefined parameter, o, from which one can choose,
whereas we choose all probability masses, so we do not
have a single distribution, but we define a class of op-
timal distributions as the output of the optimization
problem.

[61'To realize the classical exponential mechanism based
DP [26], we utilize the addition of Gumbel(e, 8’) distribu-
tion to the query inputs [28], where g’ is a parameter.

10" T T 109

—Geometric

—Count
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-+ Data Indep.
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Figure 7: Comparison of the proposed optimal mecha-
nism in terms of (e,d) trade-offs with those proposed
in [8,10,11,26]. In plot (a), the optimal noise mecha-
nism is compared with the discrete geometric mecha-
nism, discrete Gaussian mechanism and Gumbel mech-
anism for a fixed MSE, i.e., p5F = pMSE = pM5E _
pgﬂﬁ? = 0.6101 and n = 8. In plot (b), the opti-
mal noise mechanism is compared with the discrete
geometric mechanism, discrete count mechanism, and
data independent mechanism, ie. f(0) = 1 — pFR
f(n) = pLya /n, 1 € [n]+, for a fixed ER, ie., p5l, =
Plms. = Pops. = Ping. = 0.3 and n = 7.

Now, we provide the comparison between the PMF's
of optimal noise distribution with regard to Gaussian
and geometric distributions in Fig. 8 for the same MSE
parameter for all the distributions. From the plot, we
can observe that the probability mass at n = 0 is maxi-
mum for the proposed mechanism, which validates our
claim of the least error rate among these mechanisms.

In the following figures, we show the structure of
the PMF associated with the optimal noise mecha-
nism. First, we consider the SD neighborhood case.
More specifically, the plots in Fig. 9 show the PMF
of the optimal noise mechanisms, f*(n),n € [n], for
SD neighborhood case for 4 = 3 in Fig. 9a and for
f =2 in Fig. 9b. In the left plot, we see that f*(n) is
non-zero for all n € [n] since (n + 1, /i) are relatively
prime but in the right plot, we see that f*(n) is zero
for n € {1,3,5,7}, since (n + 1,/2) are not relatively
prime (see Fig. 1 for the reasoning). From the plots we
observe that as § increases, f*(0) increases and since
error rate, pP%, is 1 — f*(0) it decreases with increase
in §. And in the right plot, at some of the n € [n], val-
ues, zero probability mass is assigned. Hence, we see a
higher value of f*(0) compared to the corresponding
values in the left plot, thus having a lower error rate
in the right plot for a given § value. Recall Lemma 2
and Lemma 3, to see that f*(0) > f*(3) > f*(6) >
fr(1) = f*(4) = (1) = f*(2) = f*(5) in Fig. 9a
which are represented using ff;,i € [n], respectively.
Similarly, we observe f*(0) > f*(2) > f*(4) > f*(6)
and rest f*(1) = f*3) = () = f*(7) = 0 in
Fig. 9b. Next, we consider the BD neighborhood case.
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Figure 8: This plot shows the PMF of the optimal noise
mechanism compared with both the Gaussian and geo-
metric mechanisms. The following parameter values are
used: n=8,a=0.7,e=1,§ =0, and o = 3.38.
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Figure 9: These plots show the PMF of the optimal
noise mechanisms for the SD neighborhood case and
the following parameter values are used for both n =
7,6 = 0.75. i = 3 is used in plot (a), whereas i = 2 in
used in plot (b).

The plots in Fig. 10 show the PMF of the optimal noise
mechanisms, f*(n),n € [n], for BD neighborhood case
for 6 = 0 in Fig. 10a and for § > 0 in Fig. 10b. In the
left plot, we clearly see the staircase pattern with step
sizes equal to [i, except for the last step. In the right
plot, we see that step widths change as J increases
its values while the staircase structure is maintained.
Note that the vertical height of each step is e€ times
higher than the previous one, as can be seen in Fig. 10
and in Table 1. Also, from the plot in Fig. 10b and Ta-
ble 1, one can observe as the value of f*(0) increases
(thus the value of pPF decreases) as § increases, as it
is expected.

Next, we consider the vector query case and provide
a counter example to support Remark 4 for a two-
dimensional vector query. Let n = 4,¢; = 1.5,e2 =
1.5,e = 3, uxx = {0,1,2},6 = 0. The optimal noise
mechanism for (e, 0) and (€3, 0) DP are: f5(n) = f5(n)
= [0.6469,0.1443,0.1443,0.0322, 0.0322]; the values of

0.6 0.6

(a) (b)

Figure 10: These plots show the PMF of the optimal
noise mechanisms for BD neighborhood case and the
following parameter values are used: n = 8,1 = 3,¢ =
1.5. In plot (a) we see that the optimal noise mechanism
follows staircase pattern starting from 7 = 1 with b =
2 steps of length & = 3 and one last step of length
r = 2. In plot (b) we show how staircase pattern and
step lengths change with 8. It can be seen at § = 5, =
0.1212, 6 = ¢ = 0.1238, and 6 = J5 = 0.1522 step
lengths are: (1,3,3,2) (blue coloured bars), (1,3,2,3) (red
coloured bars), and (1,3,2,2,1) (yellow coloured bars),
respectively.

Table 1: The PMF of the optimal noise mechanism for dif-
ferent values of § for n =8, u = 3,e = 1.5.

5=0 | 0=01212 | 6=0.1238 | 3 = 0.1522
7*(0) | 0.5432 0.5432 0.5548 0.5575
(1) | 0.1212 0.1212 0.1238 0.1244
(2) | 0.1212 0.1212 0.1238 0.1244
7(3) | 0.1212 0.1212 0.1238 0.1244
f*(4) | 0.0270 | 0.0270 0.0276 0.0278
f*(5) | 0.0270 | 0.0270 0.0276 0.0278
£*(6) | 0.0270 | 0.0270 0.0062 0.0062
f*(7) | 0.0060 | 0.0060 0.0062 0.0062
f*(8) | 0.0060 | 0.0060 0.0062 0.0014

the optimal noise mechanism PMF f*(n;,n2) for (e, 0)
are in (57):

0.6954 0.0346 0.0346 0.0017 0.0017
0.0346 0.0346 0.0346 0.0017 0.0017
0.0346 0.0346 0.0346 0.0017 0.0017| (57)
0.0017 0.0017 0.0017 0.0017 0.0017
0.0017 0.0017 0.0017 0.0017 0.0017

The marginal distributions happen to be equal,
which makes sense in terms of symmetry: fi(n) =
Z:QZO f*(m,n2) = fa(n2) and they have masses
[0.7681, 0.1073, 0.1073, 0.0086, 0.0086]. We can ob-

serve that f*(n1,n2) # f1(m)f2(n2).
The plots in Figs. 11-14 are self explanatory.

5 Conclusions and Future Work

Considering queries whose domain is discrete and fi-
nite, in this paper we proposed a novel MILP formu-
lation to determine what is the PMF for an additive
noise mechanism that minimizes the error rate of the
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Figure 11: These plots show the error rate for the BD
neighborhood case v/s parameter fi. In the left plot n =
9, 6 = 0.2, and in the right plot n =9, € = 2 are used.
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Figure 12: Error rate p for the SD and BD neighbor-
hood cases v/s parameter 4, respectively, confirming

the trends predicted by Theorems 2 and 3. In plot (a)
n=29, ii=3and in plot (b) n =9, i = 3 are used.
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Figure 13: The optimal noise joint PMF for two-
dimensional vector query case for a BD and arbitrary
neighborhoods, respectively. In plot (a) the parameters
are:n =4, € = 3, 1 = 2 = 2. In this BD neigh-
borhood example, the staircase pattern is similar to
the scalar query case in Theorem 3. In plot (b) the
following parameters are used: n = 6, ¢ = 3, u3 =
{1,3}, p2 = {2,5}. In this arbitrary neighborhood ex-
ample, the second largest peaks can be observed at
the union of distance one set of each dimension, i.e.,
[1,2], [1,5], [3,2], [3,5]
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Figure 14: These plots show the PMF of the optimal
noise mechanisms when the Advanced Metering Infras-
tructure (AMI) database is queried from 1416 houses
that belong to 12 distribution circuits across California,
USA. We use i = Uyxer UVX/EX}((l) xx’- In the left
plot, 11 quantization levels are used, hence n = 10. In
this example, i = {1,2,3,4} is observed. In the right
plot, 17 quantization levels are used, hence n = 16. In
this example, i = {1,3,5,6} is observed. From these
figures we observe that f*(n) is considerably larger for
n € {1 U0} than those n € [n] \ {z U 0}.

DP answer for any (e, d) pair. The modulo addition
between the noise and the queried data is modulo n+1
equal to the size of the query domain. For two special
cases, which we referred to as the SD neighborhood

and bounded difference (BD) neighborhood, we have
provided closed-form solutions for the optimal noise
PMF and its probability of error versus ¢ for a given
€ and studied the asymptotic case for n — oco. We
also compared the proposed optimal noise mechanism
to state-of-the-art noise mechanisms and found that it
significantly outperforms them for a given ER or MSE.
In the future, we plan to leverage these results in sev-
eral applications that have to do with labeling data as
well as a building block to study theoretically queries
with finite uncountable support as well as the case of
vector queries, whose optimum PMF can be calculated
with our MILP and does not appear to be the product
of the optimum PMFs for each entry.

Appendix

6 Proof of Proposition 1

Let us define the domains of ¢, ¢, and ¢(G) to be Q1, Qa,
and Qg, respectively. The given function is g : Qo —
Q3. We can prove that (e¢,0) — PDP is preserved in
general under post-processing if g(¢) is bijective. In
fact, in this case Q> = Qg and the probability mass
of g(q) in Q3 domain, i.e., fy(5(9(g)), is equal to the
probability mass of the corresponding argument . So,
VX e X, VX' € X)((l), it is trivial to see that:

Ly (g((j)) = Lxx’(d) (58)

and that the probability § of the leakage event
Lyx/(9(q)) > € remains the same. If 6 = 0 then the
e — PDP is always preserved. The case |Qz| > |Qs] is
the interesting one (e.g. clamping): in this case multi-
ple values of ¢ € V, map onto a single value ¢g(§) = g.
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Next, we show that Lxx/(§) < e with probability one
implies Lyx/(g(G)) < e with probability one. In fact,
since for all g, f(G|X) < e“f(q|X"):

f(g]X)
f(glX")
< log quvg e f(q1X") <

2gev, F@X) —

=lo

. 7| X
Lo (9(q)) = log . gflevg f(@lx)

v, F(@1X")

(59)

7 Proof of Lemma 2
When the objective is minimizing error rate, it is
natural to introduce the inequality constraint f(*o) =

f*(o) > 05=1— pER7 . Hen(}e, f(*O) = SukaG[n] f(*k)
Now, substitute n = 0 and pxx = fi in (14c) we see
that f*(0) < e®f*(j1). Since we are minimizing the sum
of the mass away from zero, we assign f*(fi) to the
minimum possible value, which is f*(&) = e f*(0) in
this case. Similarly, from (14c) we see that f*(kj) <
e f*((k + 1)i), k € [n — 1]+, and we are minimiz-
ing the sum of the mass away from zero, we need to
assign f*((k + 1)) to the minimum possible value,
which is f*((k + 1)i) = e~ f*(kp).[l Since ¢ > 0,
(ki) > f*((k+ 1)), Vk € [n]. Hence, we can write
f(*k) = f*(kﬁ)7 Vk € [n]

8 Proof of Lemma 3

Case 1: (i, (n + 1)) are relatively prime.

The proof logic is as follows. Since minimizing the er-
ror rate is equivalent to having the maximum mass
possible at 7 = 0, we expect f*(0) = sup, ¢, f*(n)-
The constraint (16), implies f*(ii) > e~ “f*(0). Also
that for any n = ki, k € [2:n], f*(ki) > e f*((k —
1)j1) > e*f*(0) and f*((n+1)f) > e~f*(nfs). From
all these inequalities and the constraint (14a), we con-
clude that what would allow having the largest mass of
probability at n = 0 is meeting all constraints as equal-
ity, starting from the first. Since i and n are prime,
the multiples of /i eventually cover the entire range [n]
and therefore: f*(kfi) = e~ f*(0), k € [n]. This re-
sult leads to the optimum distribution in Lemma 3.
Now, f*(0) can be computed as follows:

F0) +e 5 (0)4... +e ™ f*0) =1
(60a)

1—e¢

[M'Note that for f*(np), there is no choice to assign any
value since it will be automatically fixed once f*(kp),
k € [n — 1] values are fixed and it is trivial to see that
f*(nf) = min f*(kj1), Vk € [n].
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Case 2: (fi,(n + 1)) are not relatively prime.

The same argument of Case 1 holds for k € [N, —1]4,
where N, = m, ie., f*(ki) = ek f*(0), ke
[Nz — 1]4. However in this case, since for k = N
f*(Ngufr) = f*(0) and the cycle repeats over the same
exact values covered from zero up to (N, — 1) which
does not include all PMF entries. Since we are min-
imizing the objective function to satisfy all the in-
equality constraint ff, = f*(0) = 05 =1 — pPE
and (16) for all k values that are not constraining
f*(0), the best choice is to assign them zero, i.e.,
1K) =0, k€ [n] \ [if], Vi € [Ny — 1]

9 Proof of Theorem 2

We focus on Case 1, as Case 2 follows from Remark 3.
In Lemma 2, we clarified that it is best to deal with
ordered values, and in Lemma 3, we specified f(*h),
h € [n], as a function of € > 0 for § = 0. The best solu-
tion for p(e, ) initially does not change until violating
an inequality in (16) yields better accuracy. This hap-
pens as soon as the second smallest value f(*n_l) cor-
responding to 6 = 0 is f(*”_l) = 4, which is the upper-
limit &¢ from (19). The reason why it is f(n—1) and not
f(*n) matters because surely f(*n) < €€ f*(0) which in the
modulo n sum is the value that follows and that we aim
at maximizing. At this point, for 6y < § < &, the value
of f(*n_l) =0, all the values for 0 < h < n—1 meet the
constraints with equality and thus f(*h) = en—1-h)g
while the last value f(*n) progressively diminishes un-
til it becomes zero, as shown in equation (21), at the
start of the next flat region. This pattern continues
until eventually one by one all n — 1 masses become
zero except for f*(0) =1 = 45,.

10 Proof of Theorem 3

In Lemma 4, we have the expressions for ¢;, i € [b+1]+
for € > 0 and § = 0. The best solution for p*(J, €) does
not change w.r.t § > 0 until violating an inequality in
(27) to yield better accuracy. The key to the proof is
understanding that the first inequality to be violated
occurs when considering ¢ greater or equal not to the
smallest PMF value but to the PMF values of the third
to the last group in 6 = 0 case, i.e., ¢p_1 = J, whose
value equals the first boundary point 5870 (see (37D)).
The inequality violated is with respect to the PMF of
the second to the last group, which is ¢, which be-
comes = ) and ¢p_1 > €°0. The reason why the PMF
of the last group, i.e. ¢py1, does not violate the in-
equality in (27) is that ¢p1 < eS¢g (we use ¢g since
we are doing modulo summation) is always true for all
members of this group, due to the fact that ¢g is the
objective function which we are maximizing. Similarly,
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the PMF of the second last group, i.e. ¢, does not vi-
olate the inequality in (27) because some members of
this group do not violate the inequality ¢, < e‘¢g for
the same reason as stated above. At this point, for
30’0 <6< él,l the value of ¢,_1 = 9, the PMF values
for i € [b — 1] meet the constraints with equality and
thus 1} (§) = se®=179¢ for i € [b — 1]. At this point,
the group with PMF ¢y, whose length is £, = i, splits
into two groups, one of length ¢, = (i — 1) and the
other with a singleton step ¢, 1 = 1. This split hap-
pens to assign more probability mass at ¢ (8), which
is our objective, while still violating the constraint in
(27) between 6 = t;_,(6) and t} ,(d) in order to
lower the error further. For ¢ = b and ¢ = b + 2, the
PMF values satisfy the constraints with equality, hence
PE(8) = e~ and 1}, ,(6) = de~ 1) while the un-
constrained singleton step PMF ¢, (6) decreases un-
til it joins the next group since it has matched its value,
and becomes ¢, |, as shown in equation (30), at the
start of the next flat region, i.e., for §, ; <4 <dy,1. In
this region, the PMF of every group is e ¢ times the
PMF of previous group similar to Lemma 4; the only
change here is the lengths of b'" and (b + 1) groups
which are now ¢, = (7 — 1) and £p0q = r + 1.

Now we provide the reason for splitting only groups
of lengths fi using contradiction. Suppose there is a
group % of length ¢ < p which splits at the begin-
ning of a linear region k € [b];. As we know, for this
group to split there must be a violation of the inequal-
ity in (27) between the PMF values ¢~ = § and
gzﬁf_l. Now, ¢f_1 splits into ¥ () of length (£—1) and
¥F 1 (8) of length 1, which decreases as § grows. We see
that ¥, _,(6) is < i distance away from at least two
members of the ¥ | (§) group leading to at least two
violations in the inequalities in (27) which makes the
actual privacy loss > 24, in violation of the inequality
constraint in (13c), which is a contradiction.

From the discussion in the previous paragraph, for
the next linear region, we now search for a group of
length i with the smallest possible PMF, which is
found to be (b — 1)** group, whose PMF is ¢} ;. For
this group to split and enter into the linear region, we
should have § = ¢} _,. As explained in the first para-
graph of this proof, the same process follows in this
linear region too, i.e., for 51,1 < 9 < dy,. In the next
flat region, i.e., for §o; < 4§ < 02,1 the step lengths,
as compared to previous flat region, which have been
altered are ¢,_1 = (& — 1) and ¢, = fi. Now, observe
that b group has length fi and from the discussion
in the previous paragraph, this group splits at the
end of this flat region, i.e., when § = ¢ , + ¢7 | =
Qﬁge’(b*z)f(l +e ¢ = 52’1. In this case the inequality
in (27) are violated by both ¢? , and ¢7_;, hence the
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summation and the reasoning for (37b) (this was miss-
ing in SD neighborhood case). For the same reason, in
the next linear region i.e., for 32’1 < 6 < Jy5 the nor-
malizing factor (1+e7¢) = &5 is used while computing
the PMF values in (39).

These alternate flat and linear intervals are formed
as ¢ increases and the process continues until all the re-
maining groups of lengths [ split into groups of lengths
(= 1). The expression for §, ;, h € [b—1]4, j € [h]4
in (37¢) is computed using f*(0) vs. d curve (see Fig. 4)
in the linear region between gb’g_l and ¢%, the slope
corresponding to 1§ (§) i.e. e(b’h)é/fj» from (39). i.e.,

8nj = Onoa + (06 —d5 e U
=05 e UG 4 (0f — ¢o e T
= ppe” LS. (61)
Now, we find the simplified expression for the value

of ¢f from the fact that ¢f + Y01 4,65 = 1 as follow-
ing:

b

b—h
%6 (1 taY et (m=1) Yy e
i=1

i=b—h+1
iEb—h+j+1
+ ﬂuhjef(bfhﬂjrl)e +(r+h-— uhj)ef(”l)f):l

(62)

By further simplifying, we get:

b
¢/6) — (1 + ﬁze_ie _ ﬂ(l _ uhj)e—(b—h+j+1)€
i=1

b 1
+ e(bh+j+1)6+(?"+hUhj)e(bJrl)eZ€i€>
i=b—h+1

. e \—1
¢6 = (Rag; + Br;) —, see (34).

The last group has length b + r which is less than
[ in our case. This assumption simplifies the analysis,
hence tractable. Even though the pattern is same, the
case b + r > [ complicates the analysis because, for
j € [h]+ and for every h € [b];, instead of increas-
ing h when j = h, j must be increased beyond h to
accommodate the groups of lengths i created by the
last group whenever its length r + h exceeds ji. Hence,
we do not discuss the analysis of this case, but we do
provide some numerical results in Section 4.
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