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An Equivalence Between Data Poisoning and Byzantine Gradient Attacks
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Abstract

To study the resilience of distributed learning, the
“Byzantine” literature considers a strong threat
model where workers can report arbitrary gradi-
ents to the parameter server. Whereas this model
helped obtain several fundamental results, it has
sometimes been considered unrealistic, when the
workers are mostly trustworthy machines. In
this paper, we show a surprising equivalence be-
tween this model and data poisoning, a threat
considered much more realistic. More specifi-
cally, we prove that every gradient attack can be
reduced to data poisoning, in any personalized
federated learning system with PAC guarantees
(which we show are both desirable and realis-
tic). This equivalence makes it possible to ob-
tain new impossibility results on the resilience
of any “robust” learning algorithm to data poi-
soning in highly heterogeneous applications, as
corollaries of existing impossibility theorems on
Byzantine machine learning. Moreover, using
our equivalence, we derive a practical attack that
we show (theoretically and empirically) can be
very effective against classical personalized fed-
erated learning models.

1. Introduction

Learning algorithms typically leverage data generated by
a large number of users (Smith et al., 2013; Wang et al.,
2019a;b) to often learn a common model that fits a large
population (Konecny et al., 2015), but also sometimes to
construct a personalized model for each individual (Ricci
et al,, 2011). Autocompletion (Lehmann & Buschek,
2021), conversational (Shum et al., 2018) and recommen-
dation (Ie et al., 2019) schemes are examples of such per-
sonalization algorithms already deployed at scale. To be ef-

“Equal contribution 'IC  Schoold,
Switzerland. Correspondence  to:
khani <sadegh.farhadkhani@epfl.ch>,
<le.hoang@epfl.ch>.

EPFL, Lausanne,
Sadegh  Farhad-
Lé-Nguyén Hoang

Proceedings of the 39" International Conference on Machine
Learning, Baltimore, Maryland, USA, PMLR 162, 2022. Copy-
right 2022 by the author(s).

I QOscar Villemaud *!

fective, besides huge amounts of data (Brown et al., 2020;
Fedus et al., 2021), these algorithms require customiza-
tion, motivating research into the promising but challeng-
ing field of personalized federated learning (Fallah et al.,
2020; Hanzely et al., 2020; Dinh et al., 2020).

Now, classical learning algorithms generally regard as de-
sirable to fit all available data. However, this approach
dangerously fails in the context of user-generated data,
as goal-oriented users may provide untrustworthy data to
reach their objectives. In fact, in applications such as
content recommendation, activists, companies, and politi-
cians have strong incentives to do so to promote certain
views, products or ideologies (Hoang, 2020; Hoang et al.,
2021). Perhaps unsurprisingly, this led to the prolifera-
tion of fabricated activities to bias algorithms (Bradshaw
& Howard, 2019; Neudert et al., 2019), e.g. through “fake
reviews” (Wu et al., 2020). The scale of this phenomenon
is well illustrated by the case of Facebook which, in 2019
alone, reported the removal of around 6 billion fake ac-
counts from its platform (Fung & Garcia, 2019). This is
highly concerning in the era of “stochastic parrots” (Ben-
der et al., 2021): climate denialists are incentivized to pol-
lute textual datasets with claims like “climate change is
a hoax”, rightly assuming that autocompletion, conversa-
tional and recommendation algorithms trained on such data
will more likely spread these views (McGuffie & New-
house, 2020). This raises serious concerns about the vul-
nerability of personalized federated learning to misleading
data. Data poisoning attacks clearly constitute now a major
machine learning security issue in already deployed sys-
tems (Kumar et al., 2020).

Overall, in adversarial environments like social media, and
given the advent of deep fakes (Johnson & Diakopou-
los, 2021), we should expect most data to be strategically
crafted and labeled. In this context, the authentication of
the data provider is critical. In particular, the safety of
learning algorithms arguably demands that they be trained
solely on cryptographically signed data, namely, data that
provably come from a known source. But even signed data
cannot be wholeheartedly trusted since users typically have
preferences over what ought to be recommended to others.
Naturally, even “authentic” users have incentives to behave
strategically in order to promote certain views or products.
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To study resilience, the Byzantine learning literature usu-
ally assumes that each federated learning worker may be-
have arbitrarily (Blanchard et al., 2017; Yin et al., 2018;
Karimireddy et al., 2021; Yang & Li, 2021). To understand
the implication of this assumption, recall that at each it-
eration of a federated learning stochastic gradient descent,
every worker is given the updated model, and asked to com-
pute the gradient of the loss function with respect to (a
batch of) its local data. Byzantine learning assumes that
a worker may report any gradient; without having to cer-
tify that the gradient was generated through data poison-
ing. Whilst very general, and widely studied in the last few
years, this gradient attack threat model has been argued to
be unrealistic in practical federated learning (Shejwalkar
et al., 2022), especially when the workers are machines
owned by trusted entities (Kairouz et al., 2021).

We prove in this paper a somewhat surprising equivalence
between gradient attacks and data poisoning, in a convex
setting. Essentially, we give the first practically compelling
argument for the necessity to protect learning against gra-
dient attacks. Our result enables us to carry over results
on Byzantine gradient attacks to the data poisoning world.
For instance, the impossibility result of El-Mhamdi et al.
(2021a), combined with our equivalence result, implies that
the more heterogeneous the data, the more vulnerable any
“robust” learning algorithm is. Also, we derive concrete
data poisoning attacks from gradient ones.

Contributions. As a preamble of our main result, we for-
malize local PAC* learning! (Valiant, 1984) for personal-
ized learning, and prove that a simple and general solution
to personalized federated linear regression and classifica-
tion is indeed locally PAC* learning. Our proof leverages a
new concept called gradient-PAC* learning. We prove that
gradient PAC* learning, which is verified by basic learning
algorithms like linear and logistic regression, is sufficient
to guarantee local PAC* learning. This is an important and
nontrivial contribution of this paper.

Our main contribution is to then prove that local PAC*
convex learning in personalized federated learning essen-
tially implies an equivalence between data poisoning and
gradient attacks. More precisely, we show how any (con-
verging) gradient attack can be turned into a data poison-
ing attack, with equal harm. As a corollary, we derive
new impossibility theorems on what any robust personal-
ized learning algorithm can guarantee, given heterogeneous
genuine users and under data poisoning. Given how easy
it generally is to create fake accounts on web platforms
and to inject poisonous data through fabricated activities,
our results arguably greatly increase the concerns about the

"'We omit complexity considerations for the sake of generality.
We define PAC* to be PAC without such considerations.

vulnerabilities of learning from user-generated data, even
when “Byzantine learning algorithms” are used, especially
on controversial issues like hate speech moderation, where
genuine users will inevitably provide conflicting reports on
which words are abusive and ought to be removed.

Finally, we present a simple but very general strategic gra-
dient attack, called the counter-gradient attack, which any
participant to federated learning can deploy to bias the
global model towards any target model that better suits their
interest. We prove the effectiveness of this attack under
fairly general assumptions, which apply to many proposed
personalized learning frameworks including Hanzely et al.
(2020); Dinh et al. (2020). We then show empirically how
this attack can be turned into a devastating data poisoning
attack, with remarkably few data®>. Our experiment also
shows the effectiveness of a simple protection, which pre-
vents attackers from arbitrarily manipulating the trained al-
gorithm. Namely, it suffices to replace the £3 regularization
with a (smooth) ¢, regularization. Note that this solution is
strongly related to the Byzantine resilience of the geometric
median (El-Mhamdi et al., 2021b; Acharya et al., 2022).

Related work. Collaborative PAC learning was intro-
duced by Blum et al. (2017), and then extensively stud-
ied (Chen et al., 2018a; Nguyen & Zakynthinou, 2018),
sometimes assuming Byzantine collaborating users (Qiao,
2018; Jain & Orlitsky, 2020; Konstantinov et al., 2020). It
was however assumed that all honest users have the same
labeling function. In other words, all honest users agree on
how every query should be answered. This is a very unreal-
istic assumption in many critical applications, like content
moderation or language processing. In fact, in such appli-
cations, removing outliers can be argued to amount to ig-
noring minorities’ views, which would be highly unethical.
The very definition of PAC learning must then be adapted,
which is precisely what we do in this paper (by also adapt-
ing it to parameterized models).

A large literature has focused on data poisoning, with
either a focus on backdoor (Dai et al., 2019; Zhao
et al., 2020; Severi et al., 2021; Truong et al., 2020;
Schwarzschild et al., 2021) or triggerless attacks (Biggio
et al., 2012; Mufoz-Gonzalez et al., 2017; Shafahi et al.,
2018; Zhu et al., 2019; Huang et al., 2020; Barreno et al.,
2006; Aghakhani et al., 2021; Geiping et al., 2021). How-
ever, most of this research analyzed data poisoning with-
out signed data. A noteworthy exception is Mahloujifar
et al. (2019), whose universal attack amplifies the proba-
bility of a (bad) property. Our work bridges the gap, for
the first time, between that line of work and what has been
called Byzantine resilience (Mhamdi et al., 2018; Baruch

>The code can be found at https://github.com/
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et al., 2019; Xie et al., 2019; ElI-Mhamdi et al., 2021). Re-
sults in this area typically establish the resilience against
a minority of adversarial users and many of them apply
almost straightforwardly to personalized federated learn-
ing (El-Mhamdi et al., 2020; 2021a).

The attack we present in this paper considers a specific kind
of Byzantine player, namely a strategic one (Suya et al.,
2021), whose aim is to bias the learned models towards
a specific target model. The resilience of learning algo-
rithms to such strategic users has been studied in many spe-
cial cases, including regression (Chen et al., 2018b; Dekel
et al., 2010; Perote & Perote-Pena, 2004; Ben-Porat &
Tennenholtz, 2017), classification (Meir et al., 2012; Chen
et al., 2020; Meir et al., 2011; Hardt et al., 2016), statis-
tical estimation (Cai et al., 2015), and clustering (Perote
& Sevilla, 2003). While some papers provide positive re-
sults in settings where each user can only provide a sin-
gle data point (Chen et al., 2018b; Perote & Perote-Pefia,
2004), Suya et al. (2021) show how to arbitrarily manip-
ulate convex learning models through multiple data injec-
tions, when a single model is learned from all data at once.

Structure of the paper. The rest of the paper is organized
as follows. Section 2 presents a general model of personal-
ized learning, formalizes local PAC* learning and describes
a general federated gradient descent algorithm. Section 3
proves the equivalence between data poisoning and gradi-
ent attacks, under local PAC* learning. Section 4 proves
the local PAC* learning properties for federated linear re-
gression and classification. Section 5 describes a simple
and general data poisoning attack, and shows its effective-
ness against ¢3, both theoretically and empirically. Sec-
tion 6 concludes. Proofs of our theoretical results and de-
tails about our experiments are given in the Appendix.

2. A General Personalized Learning
Framework

We consider a set [N] = {1,..., N} of users. Each user
n € [N] has a local signed dataset D,,, and learns a local
model 6,, € R?. Users may collaborate to improve their
models. Personalized learning must then input a tuple of
users’ local datasets D £ (D4, ..., D), and output a tuple
of local models 6% £ (67, ..., 0% ). Like many others, we
assume that the users perform federated learning to do so,
by leveraging the computation of a common global model
p € R?. Intuitively, the global model is an aggregate of all
users’ local models, which users can leverage to improve
their local models. This model typically allows users with
too few data to obtain an effective local model, while it may
be mostly discarded by users whose local datasets are large.

More formally, we consider a personalized learning frame-
work which generalizes the models proposed by Dinh et al.

(2020) and Hanzely et al. (2020). Namely, we consider that
the personalized learning algorithm outputs a global mini-
mum (p*, 8*) of a global loss given by

Loss(p,d,D) £ Z L (0, Dy)

)+ D Rip.6a). (1)

n€e[N]

where R is a regularization, typically with a minimum at
0, = p. For instance, Hanzely et al. (2020) and Dinh
et al. (2020) define R(p,0,) = \||p— 9n||§, which we
shall call the ¢3 regularization. But other regularizations
may be considered, like the /5 regularization R(p, 0,,) =
A|p = 0y]l,, or the smooth-£5 regularization R(p, 0,) =

Ay/1+ ||p — 6. |5. Note that, for all such regularizations,
the limit A — oo essentially yields the classical non-
personalized federated learning framework.

2.1. Local PAC* Learning

We consider that each honest user n has a preferred model
61, and that they provide honest datasets D,, that are con-
sistent with their preferred models. We then focus on per-
sonalized learning algorithms that provably recover a user
n’s preferred model 0 , if the user provides a large enough
honest dataset. Such honest datasets D,, could typically
be obtained by repeatedly drawing random queries (or fea-
tures), and by using the user’s preferred model 6] to pro-
vide (potentially noisy) answers (or labels). We refer to
Section 4 for examples. The model recovery condition is
then formalized as follows.

Definition 1. A personalized learning algorithm is locally
PAC* learning if, for any subset H C [N] of users, any
preferred models é;f{ any €,6 > 0, and any datasets 13,;.[
from other users n ¢ H, there exists T such that, if all users

data points, then, with probability at least 1 — §, we have
‘ 05 (ﬁ) — 02“2 < e forall users h € H.

Local PAC* learning is arguably a very desirable prop-
erty. Indeed, it guarantees that any honest active user will
not be discouraged to participate in federated learning as
they will eventually learn their preferred model by provid-
ing more and more data. Note that the required number
of data points Z also depends on the datasets provided by
other users ﬁ_;.[. This implies that a locally PAC* learn-
ing algorithm is still vulnerable to poisoning attacks as the
attacker’s data set is not a priori fixed. In Section 4, we will
show how local PAC* learning can be achieved in practice,
by considering specific local loss functions L,,.

2.2. Federated Gradient Descent

While the computation of p* and g* could be done by
a single machine, which first collects the datasets D and
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then minimizes the global loss LOSS defined in (1), mod-
ern machine learning deployments often rather rely on fed-
erated (stochastic) gradient descent (or variants), with a
central trusted parameter server. In this setting, each user
n keeps their data D,, locally. At each iteration ¢, the
parameter server sends the latest global model pt to the
users. Each user n is then expected to update its local
model given the global model p, either by solving 67 =
argming L,,(0,,,Dp) + R(pt,0,) (Dinh et al., 2020) or
by making a (stochastic) gradient step from the previous
local model 02’1 (Hanzely & Richtérik, 2021). User n is
then expected to report the gradient gf, = V,R(p",6},) of
the global model to the parameter server. The parameter
server then updates the global model, using a gradient step,
i.e. it computes p't £ pt —p, > ne[n] In» Where 7 is the
learning rate at iteration ¢. For simplicity, here, and since
our goal is to show the vulnerability of personalized feder-
ated learning even in good conditions, we assume that the
network is synchronous and that no node can crash. Note
also that our setting could be generalized to fully decen-
tralized collaborative learning, as was done by El-Mhamdi
et al. (2021a).

Users are only allowed to send plausible gradient vectors.
More precisely, we denote

GRAD(p) £ {V,R(p,0) |6 € R},

the closure set of plausible (sub)gradients at p. If user
n’s gradient g! is not in the set GRAD(p?), the parame-
ter server can easily detect the malicious behavior and g’
will be ignored at iteration ¢. In the case of an ¢3 regu-
larization, where R(p,0) = A ||p — 6|2, we clearly have
GRAD(p) = R9 for all p € R?. It can be easily shown
that, for {5 and smooth-¢5 regularizations, GRAD(p) is the
closed ball B(0,\). Nevertheless, even then, a strategic
user s € [IN] can deviate from its expected behavior, to bias
the global model in their favor. We identify, in particular,
three sorts of attacks.

Data poisoning: Instead of collecting an honest dataset,
s fabricates any strategically crafted dataset D, and
then performs all other operations as expected.

Model attack: At each iteration ¢, s fixes 62 = 0®, where
9? is any strategically crafted model. All other oper-
ations would then be executed as expected.

Gradient attack: At each iteration ¢, s sends any (plausi-
ble) strategically crafted gradient gt. The gradient at-
tack is said to converge, if the sequence g’ converges.

Gradient attacks are intuitively most harmful, as the strate-
gic user can adapt their attack based on what they observe
during training. However, because of this, gradient attacks
are more likely to be flagged as suspicious behaviors. At

the other end, data poisoning may seem much less harmful.
But it is also harder to detect, as the strategic user can re-
port their entire dataset, and prove that they rigorously per-
formed the expected computations. In fact, data poisoning
can be executed, even if users directly provide the data to a
(trusted) central authority, which then executes (stochastic)
gradient descent. This is typically what is done to construct
recommendation algorithms, where users’ data are their on-
line activities (what they view, like and share). Crucially,
especially in applications with no clear ground truth, such
as content moderation or language processing, the strate-
gic user can always argue that their dataset is “honest”; not
strategically crafted. Ignoring the strategic user’s data on
the basis that it is an “outlier” may then be regarded as un-
ethical, as it amounts to rejecting minorities’ viewpoints.

3. The Equivalence Between Data Poisoning
and Gradient Attacks

We now present our main result, considering “model-
targeted attacks”, i.e., the attacker aims to bias the global
model towards a target model #{. This attack was also pre-
viously studied by Suya et al. (2021).

Theorem 1 (Equivalence between gradient attacks and data
poisoning). Assume local PAC* learning, and (3, (5 or
smooth-Uy regularization. Suppose that each loss L, is
convex and that the learning rate 1, is constant. Consider
any datasets D_, provided by users n # s. Then, for any
target model 01 € RY, there exists a converging gradi-
ent attack of strategic user s such that p* — 01, if and
only if, for any € > 0, there exists a dataset Dy such that

|*(D) —9;H2 <e

For the sake of exposition, our results are stated for E%
or smooth-/s regularization only. But the proof, in Ap-
pendix B, holds for all continuous regularizations R with
R(p,0) — oo as ||[p—6|, = oco. We now sketch our
proof, which goes through model attacks.

3.1. Data Poisoning and Model Attacks

To study the model attack, we define the modified loss with
directly strategic user s’s reported model 0,‘ as

Loss,(p,0_,,0%,D_,) ), (0,D_y))

. . 2)
where 6_ and D_ are variables and datasets for users n #
s. Denote p*(0*,D_,) and 6* (9%, D_,) a minimum of
the modified loss function and 6% (6%, D_,) £ 6%,
Lemma 1 (Reduction from model attack to data poison-
ing). Consider any data D and user s € [N). Assume the
global loss has a global minimum (p*,0%). Then (p*, 6% )
is also a global minimum of the modlﬁed loss with datasets
D_, and strategic reporting 0% £ 0% (D).

2 Loss(p, (0%,6_



Data poisoning and Byzantine gradients

Now, intuitively, by virtue of local PAC* learning, strategic
user s can essentially guarantee that the personalized learn-
ing framework will be learning 0 ~ 6*. In the sequel, we
show that this is the case.

Lemma 2 (Reduction from data poisoning to model at-
tack). Assume (3, lo or smooth-ly regularization, and as-
sume local PAC* learning. Consider any datasets D_ s and
any attack model 9? such that the modified loss 1LOSSg has
a unique minimum p*(0® ,D_,), 0% (0%, D_,). Then, for
any € > 0, there exists a dataset Dy such that we have

|o" (D)~ p"(0%. D) <= and

.

vn 7£ S5, 9:’1(5) - 9;(95‘7,5—5) <e. 3

‘ 2

Sketch of proof. Given local PAC*, for a large dataset D
constructed from %, s can guarantee 0% (D) ~ 6*. By
carefully bounding the effect of the approximation on the
loss using the Heine-Cantor theorem, we show that this im-
plies p*(D) ~ p* (6%, D_,) and 6;(D) ~ 6;,(0%,D_,)
for all n # s too. The precise analysis is nontrivial. O

3.2. Model Attacks and Gradient Attacks

We now prove that any successful converging model-
targeted gradient attack can be transformed into an equiva-
lently successful model attack.

Lemma 3 (Reduction from model attack to gradient at-
tack). Assume that L,, is convex for all users n € [N, and
that we use K%, Ly or smooth-{s regularization. Consider a
converging gradient attack g' with limit g° that makes the
global model pt converge to p™ with a constant learning
rate 1. Then for any ¢ > 0, there is % € R? such that

Hp°° — p* (6%, D_,) ‘2 <e.

Sketch of proof. The proof is based on the observation that
since GRAD is closed and g5° € GRAD, we can construct
6* which approximately yields the gradient 2. O

Since any model attack can clearly be achieved by the cor-
responding honest gradient attack for a sufficiently small
and constant learning rate, model attacks and gradient at-
tacks are thus equivalent. In light of our previous results,
this implies that gradient attacks are essentially equivalent
to data poisoning (Theorem 1).

3.3. Convergence of the Global Model

Note that Theorem 1 (and Lemma 3) assumes that the
global model converges. Here, we prove that this assump-
tion is automatically satisfied for converging gradients, at
least when local models 6!, are fully optimized given p', at
each iteration ¢, in the manner of (Dinh et al., 2020), and
under smoothness assumptions.

Proposition 1. Assume that L,, is convex and L-smooth
for all users n € [N], and that we use (3 or smooth-l3
regularization. If gt converges and if n; = 1 is a constant
small enough, then p* will converge too.

Sketch of proof. Denote g2° the limit of g!. Gradient de-
scent then behaves as though it was minimizing the loss
plus pT'g%° (and ignoring R(p, 0s)). Essentially, classical
gradient descent theory then guarantees p¢ — p°°, though
the precise proof is nontrivial (see Appendix C). O

3.4. Impossibility Corollaries

Given our equivalence, impossibility theorems on (het-
erogeneous) federated learning under (converging) gradi-
ent attacks imply impossibility results under data poison-
ing. For instance, El-Mhamdi et al. (2021a) and He et al.
(2020) proved theorems saying that the more heteroge-
neous the learning, the more vulnerable it is in a Byzan-
tine context, even when “Byzantine-resilient” algorithms
are used (Blanchard et al., 2017). In fact, and interest-
ingly, El-Mhamdi et al. (2021a) and He et al. (2020) ac-
tually leverage a model attack. Before translating the cor-
responding result, some work is needed to formalize what
Byzantine resilience may mean in our setting.

Definition 2. A personalized learning algorithm ALG
achieves (F, N, C)-Byzantine learning if, for any subset
H C [N] of honest users with |H| = N — F, any hon-
est vectors Gﬁ;{ e (RHYM, given any €,6 > 0, there ex-
ists T such that, when each honest user h € H provides
honest datasets ’D;rl by answering T queries with model 0;2,
then, with probability at least 1 — 6, for any poisoning
datasets ﬁ}? provided by Byzantine users [ ¢ H, denot-
ing pALG A pALG(ﬁ;)ﬁg) and OALG & é’ALG(ﬁIA’fD‘g),
we have the guarantee

— 2
HpALG—QLHQSCQ max HQ};—H,TL, + e, 4)

2
h,h/€eH 2

where 9;_[ is the average of honest users’ preferred models.

Note that 9; is what we would have learned, under local
PAC* and (% regularization, in the absence of Byzantine
users f € [N] — H, in the limit where all honest users
h € H provide a very large amount of data. Meanwhile,

2
is a reasonable measure of the het-
2

maxp h'eH Ha}: - 9};/
erogeneity among honest users. Thus, our definition cap-
tures well the robustness of the algorithm ALG, for hetero-
geneous learning under data poisoning. Interestingly, our
equivalence theorem allows to translate the model-attack-
based impossibility theorems of EI-Mhamdi et al. (2021a)
into an impossibility theorem on data poisoning resilience.

Corollary 1. No algorithm achieves (F, N, C)-Byzantine
learning with F > N/2.
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Corollary 2. No algorithm achieves (F, N, C)-Byzantine
learning with C < F'/(N — F).

The proofs are given in Appendix D.

4. Examples of Locally PAC* Learning
Systems

To the best of our knowledge, though similar to collabo-
rative PAC learning (Blum et al., 2017), local PAC* learn-
ability is a new concept in the context of personalized fed-
erated learning. It is thus important to show that it is not
unrealistic. To achieve this, in this section, we provide suf-
ficient conditions for a personalized learning model to be
locally PAC* learnable. First, we construct local losses L,
as sums of losses per input, i.e.

Lo(0n,Dp) = v][0nll5+ D 0n,2), (5

€D,

for some “loss per input” function ¢ and a weight v > 0.
Appendix E gives theoretical and empirical arguments are
provided for using such a sum (as opposed to an expecta-
tion). Remarkably, for linear or logistic regression, given
such a loss, local PAC* learning can then be guaranteed.

Theorem 2 (Personalized least square linear regression
is locally PAC* learning). Consider (3, {5 or smooth-
{y regularization. Assume that, to generate a data x;,
a user with preferred parameter 01 € R? first indepen-
dently draws a random vector query Q; € RY from a
bounded query distribution Q, with positive definite ma-
trixX ¥ = E [QZQ?] Assume that the user labels Q;
with answer A; = QiTHT + &;, where &; is a zero-mean
sub-Gaussian random noise with parameter o¢, indepen-
dent from Q; and other data points. Finally, assume that
000,(Q;,A;)) = 3(07Q; — A;). Then the personalized
learning algorithm is locally PAC* learning.

Theorem 3 (Personalized logistic regression is locally
PAC*-learning). Consider (3, {5 or smooth-U regulariza-
tion. Assume that, to generate a data x;, a user with pre-
ferred parameter 6% € R? first independently draws a ran-
dom vector query Q; € R® from a query distribution 90,
whose support SUPP( Q) is bounded and spans the full vec-
tor space R, Assume that the user then labels Q; with
answer A; = 1 with probability O’(Q?@T), and labels it
A; = —1 otherwise, where o(z) = (1 + e~*)~L. Finally,
assume that £(0,(Q;, A;)) = —In(o(A;07 Q;)). Then the
personalized learning algorithm is locally PAC* learning.

4.1. Proof Sketch

The full proofs of theorems 2 and 3 are given in Ap-
pendix F. Here, we provide proof outlines. In both cases,

3In fact, in Appendix F.2, we prove a more general result with
any sub-Gaussian query distribution Q, with parameter 0g.

we leverage the following stronger form of PAC* learning.

Definition 3 (Gradient-PAC*). Let £(D,0',T, A, B, )
the event defined by

Vo e R, (0—067) VL (6,D

AZwin { |0~ 0], o — o' I

) >
o} = BT [0 - o'
2

The loss L is gradient-PAC* if, for any K > 0, there exist
constants Ax,Bx > 0 and ax < 1, such that for any
0t € R? with HGTHQ < K, assuming that the dataset D is
obtained by honestly collecting and labeling T data points
according to the preferred model 0%, the probability of the

event £(D,07,T, Ax, Bx,ax) goesto 1 as T — <.

Intuitively, this definition asserts that, as we collect more
data from a user, then, with high probability, the gradient
of the loss at any point 6 too far from A% will point away
from #t. In particular, gradient descent is then essentially
guaranteed to draw 6 closer to #'. The right-hand side of
the equation defining £(D, 61, Z, A, B, ) is subtly chosen
to be strong enough to guarantee local PAC*, and weak
enough to be verified by linear and logistic regression.

Lemma 4. Logistic and linear regression, defined in theo-
rems 2 and 3, are gradient PAC* learning.

Sketch of proof. For linear regression, remarkably, the dis-
crepancy between the empirical and the expected loss func-
tions depends only on a few key random variables, such

as min SP (% > Q; QZT) and > & Q;, which can be con-
trolled by appropriate concentration bounds. Meanwhile,
for logistic regression, for |b] < K, we observe that
(a —b)(c(a) — o(b)) > cx min(|a — b|, |a — b|*). Essen-
tially, this proves that gradient-PAC* would hold if the em-
pirical loss was replaced by the expected loss. The actual
proofs, however, are nontrivial, especially in the case of
logistic regression, which leverages topological considera-
tions to derive a critical uniform concentration bound. [

Now, under very mild assumptions on the regularization
R (not even convexity!), which are verified by the ¢3, /5
and smooth-/5 regularizations, we prove that the gradient-
PAC* learnability through ¢ suffices to guarantee that per-
sonalized learning will be locally PAC* learning.

Lemma 5. Consider (3, 5 or smooth-Uy regularization.
If ¢ is gradient-PAC* and nonnegative, then personalized
learning is locally PAC*-learning.

Sketch of proof. Given other users’ datasets, R yields a
fixed bias. But as the user provides more data, by gradient-
PAC#*, the local loss dominates, thereby guaranteeing local
PAC*-learning. Appendix G provides a full proof. O
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Combining the two lemmas clearly yields theorems 2 and 3
as special cases. Note that our result actually applies to a
more general set of regularizations and losses.

4.2. The Case of Deep Neural Networks

Deep neural networks generally do not verify gradient
PAC*. After all, because of symmetries like neuron swap-
ping, different values of the parameters might compute the
same neural network function. Thus the “preferred model”
6T is arguably ill-defined for neural networks*. Neverthe-
less, we may consider a strategic user who only aims to bias
the last layer. In particular, assuming that all layers but
the last one of a neural network are pretrained and fixed,
thereby defining a “shared representation” (Collins et al.,
2021), and assuming the last layer performs a linear regres-
sion or classification, then our theory essentially applies to
the fine-tuning of the parameters of the last layer (some-
times known as the “head”).

Note that for our data poisoning reconstruction (see Sec-
tion 5) to be applicable, the attacker would need to have
the capability to generate a data point whose vector rep-
resentation matches any given predefined latent vector. In
certain applications, this can be achieved through genera-
tive networks (Goodfellow et al., 2020). If so, then our data
poisoning attacks would apply as well to deep neural net-
work head tuning.

5. A Practical Data Poisoning Attack

‘We now construct a practical data poisoning attack, by in-
troducing a new gradient attack, and by then leveraging our
equivalence to turn it into a data poisoning attack.

5.1. The Counter-Gradient Attack

We define a simple, general and practical gradient attack,
which we call the counter-gradient attack (CGA). Intu-
itively, this attack estimates the sum giz of the gradients
of other users based on its value at the previous iteration,
which can be inferred from the way the global model p~!
was updated into p’. More precisely, apart from initializa-
tion gis £ (0, CGA makes the estimation

gt—s £ u - 9271

Nt—1

Strategic user s then reports the plausible gradient that
moves the global model closest to the user’s target model
01, assuming others report ¢* .. In other words, at every
iteration, CGA reports

=ghtt (6)

gl € argmin Hpt—m@iﬁg)—ﬂﬂz' 0
gEGRAD(pt)

“Evidently, our definition could be modified to focus on the
computed function, rather than to the model parameters.

Note that this attack only requires user s to know the learn-
ing rates 7;,_; and 7, the global models p*~! and p?, and
their target model 6.

gt
Computation of CGA. Define h! = g~ + pTes —
t;__lp ", For convex sets GRAD(p'), it is straightforward
to see that CGA boils down to computing the orthogonal
projection of h% on GRAD(p'). This yields very simple

computations for £3, ¢ and smooth-/5 regularizations.

P

Proposition 2. For (2 regularization, CGA reports g' =
ht. For {5 or smooth-Uy regularization, CGA reports gt =
h min {1, A/ [|hg][,}-

Proof. Equation (7) boils down to minimizing the distance
gt

between £ — g' and GRAD(p), which is the ball

B(0, ). This minimum is the orthogonal projection. [

Theoretical analysis. We prove that CGA is perfectly
successful against £3 regularization. To do so, we suppose
that, at each iteration ¢ and for each user n # s, the local
models 0,, are fully optimized with respect to pt, and the
honest gradients of g-* are used to update p.

Theorem 4. Consider (3 regularization. Assume that { is
convex and Lg-smooth, and that n, = 7 is small enough.
Then CGA is converging and optimal, as pt — 0.

Sketch of proof. The main challenge is to guarantee that
the other users’ gradients gl-* for n # s remain sufficiently
stable over time to guarantee convergence, which can be
done by leveraging L-smoothness. The full proof, with the
necessary upper-bound on 7, is given in Appendix H. [

The analysis of the convergence against smooth-/ is unfor-
tunately significantly more challenging. Here, we simply
make a remark about CGA at convergence.

Proposition 3. If CGA against smooth-{5 regularization
converges for n, = n, then it either achieves perfect ma-
nipulation, or it is eventually partially honest, in the sense
that the gradient by CGA correctly points towards 0.

Proof. Denote P the projection onto the closed ball
B(0,\). If CGA converges, then, by Proposition 2,

P (g + 0

n
be colinear. If perfect manipulation is not achieved (i.e.
p>—0] ]

||p°°79i 2.

) = ¢g%°. Thus p> — 6] and g% must

p> # 01), then we must have g&° = A

It is interesting that, against smooth-f5, CGA actually fa-
vors partial honesty. Overall, this condition is critical for
the safety of learning algorithms, as they are usually trained
to generalize their training data. However, it should be
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stressed that this is evidence that CGA is suboptimal, as
(El-Mhamdi et al., 2021b) instead showed that the geomet-
ric median rather (slightly) incentivizes untruthful strategic
behaviors. The problem of designing general strategyproof
learning algorithms is arguably still mostly open, despite
recent progress (Meir et al., 2012; Chen et al., 2018b;
Farhadkhani et al., 2021).

Empirical evaluation of CGA. We deployed CGA to
bias the federated learning of MNIST. We consider a strate-
gic user whose target model is one that labels 0’s as 1’s,
1’s as 2’s, and so on, until 9’s that are labeled as 0’s. In
particular, this target model has a nil accuracy. Figure 1
shows that such a user effectively hacks the ¢2 regular-
ization against 10 honest users who each have 6,000 data
points of MNIST, in the case where local models only un-
dergo a single gradient step at each iteration, but fails to
hack the /5 regularization. This suggests the effective-
ness of simple defense strategies like the geometric me-
dian (El-Mhamdi et al., 2021b; Acharya et al., 2022). See
Appendix I for more details. We also ran a similar success-
ful attack on the last layer of a deep neural network trained
on cifar-10, which is detailed in Appendix J.

1.0

0.8 1
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o
o

o
IS

0.2
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0 25 50 75 100 125 150 175 200
Epochs

Figure 1. Accuracy of the global model under attack by CGA.

5.2. From Gradient Attack to Model Attack Against /3

We now show how to turn a gradient attack into model at-
tack, against /3 regularization. It is trivial to transform any
gradient g% such that p> = 6] into a model attack by set-
ting 0% £ 01 — % g2°, as guaranteed by the following result,
and as depicted by Figure 2a and Figure 2b.

Proposition 4. Consider the (3 regularization.  Sup-
pose that gt — ¢ and pt — 01, with a constant
learning rate mn; = 1. Then, under the model attack
0* £ of — %gfo the gradient at p = 0} vanishes, i.e.
V,Loss(0%, 6% (01, D_,),0% D_,) = 0.

Proof. Given a constant learning rate, the convergence
pt — 61 implies that the sum of honest users’ gradients
at p = 01 equals —g2°. Therefore, to achieve p* = 6], it

suffices to send #* such that the gradient of \ Hp — 0% H;

with respect to p at p = 01 equals g>°. Since the gradient
is A(0F — %), 0% £ 01 — igfo does the trick. O

5.3. From Model Attack to Data Poisoning Against /3

The case of linear regression. In linear regression, any
model attack can be turned into a single data poisoning
attack, as proved by the following theorem whose proof
is given in Appendix K.

Theorem 5. Consider the (3 regularization and linear re-
gression. For any data D_, and any target value 0, there
is a datapoint (Q, A) to be injected by user s such that

p*({(Q,A)}, D) = oL,

Sketch of proof. We first identify the sum g of honest
users’ gradients, if the global model p took the target value
61. We then determine the value O* that the strategic user’s
model must take, to counteract other users’ gradients. Re-
porting datapoint (Q,.A) £ (g, g7 6* — 1) then guarantees
that the strategic user’s learned model will equal 0?. O

Note that this single datapoint attack requires reporting a
query Q whose norm grows as ©(NV), while the answer A
grows as O(N?2). Assuming a large number of users, this
query will fall out of the distribution of users’ queries, and
could thus be flagged by basic outlier detection techniques.
We stress, however, that our proof can be trivially trans-
formed into an attack with ©(/N?) data points, all of which
have a query whose norm is O(1).

The case of linear classification. We now consider lin-
ear classification, with the case of MNIST. By Lemma 2,
any model attack can be turned into data poisoning,
by (mis)labeling sufficiently many (random) data points,
However, this may require creating too many data label-
ings, especially if the norm of #* is large (which holds if s
faces many active users), as suggested by Theorem 3.

For efficient data poisoning, define the indifference affine
subspace V' C R? as the set of images with equiproba-
ble labels. Intuitively, labeling images close to V' is very
informative, as it informs us directly about the separating
hyperplanes. To generate images, we draw random images,
project them orthogonally on V' and add a small noise. We
then label the image probabilistically with model 95‘.

Figure 2d shows the effectiveness of the resulting data poi-
soning attack, with only 2,000 data points, as opposed to
the 60,000 honestly labeled data points that the 10 other
users cumulatively have. Remarkably, complete data rela-
beling was achieved by poisoning merely 3.3% of the total
database. More details are given in Appendix L.

Note that this attack leads us to consider images not in
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Figure 2. (a) Distance between p’ and o1 (target_dist), under model attack (combining CGA and Proposition 4). (b) Accuracy of p°
according to 61 (which relabels 0 — 1 — 2 — ... — 9 — 0), under model attack (combining CGA and Proposition 4). (c) Distance
between the global model p* and the target model 1 (target_dist), under our data poisoning attack. (d) Accuracy of pt according to 1
(which relabels 0 -+ 1 — 2 — ... — 9 — 0), under our data poisoning attack.

[0, 1]9. In Appendix L.3, we report another equiva-
lently effective attack, which only reports images in [0, 1]¢,
though it requires significantly more data injection.

5.4. Gradient Attack on Local Models

Note that CGA aims to merely bias the global model. How-
ever, the attacker may instead prefer to bias other users’ lo-
cal models. To this end, we present here a variant of CGA,
which targets the average of other users’ local models. At
each iteration of this variant, the attacker reports

9t

t .
S e Ta——
ge arg min (N —1)

gEGRAD(p?)

V—m@2+m—ﬂ—

Figure 3 shows the effectiveness of this attack. This gradi-
ent attack can evidently be turned into data poisoning sim-
ilar to what was achieved for CGA.

6. Conclusion

We showed that, unlike what has been argued, e.g., She-
jwalkar et al. (2022), the gradient attack threat is not unre-
alistic. More precisely, for personalized federated learning
with local PAC* guarantees, effective gradient attacks can
be derived from strategic data reporting, with potentially
surprisingly few data. In fact, by leveraging our newly
found equivalence, we derived new impossibility theorems
on what any robust learning algorithm can guarantee, under

2
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Figure 3. Accuracy of other users’ average local models accord-
ing to 6! (which relabels 0 — 1 — 2 — ... — 9 — 0), when
attacked by CGA variant.

data poisoning attacks, especially, in highly-heterogeneous
settings. Yet such attacks are known to be ubiquitous for
high-risk applications, many of which are known to feature
especially high heterogeneity, like online content recom-
mendation. Arguably, a lot more security measures are ur-
gently needed to make large-scale learning algorithms safe.
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Ethics statement

The safety of algorithms is arguably a prerequisite to their
ethics. After all, an arbitrarily manipulable large-scale
algorithm will unavoidably endanger the targets of the
entities that successfully design such algorithms. Typi-
cally, unsafe large-scale recommendation algorithms may
be hacked by health disinformation campaigns that aim to
promote non-certified products, e.g., by falsely pretending
that they cure COVID-19. Such algorithms must not be re-
garded as ethical, even if they were designed with the best
intentions. We believe that our work helps understand the
vulnerabilities of such algorithms, and will motivate further
research in the ethics and security of machine learning.

References

Acharya, A., Hashemi, A., Jain, P.,, Sanghavi, S., Dhillon,
I. S., and Topcu, U. Robust training in high dimen-
sions via block coordinate geometric median descent. In
Camps-Valls, G., Ruiz, F. J. R., and Valera, 1. (eds.),
International Conference on Artificial Intelligence and
Statistics, AISTATS 2022, 28-30 March 2022, Virtual
Event, volume 151 of Proceedings of Machine Learning
Research, pp. 11145-11168. PMLR, 2022.

Aghakhani, H., Meng, D., Wang, Y.-X., Kruegel, C., and
Vigna, G. Bullseye polytope: A scalable clean-label poi-
soning attack with improved transferability, 2021.

Barreno, M., Nelson, B., Sears, R., Joseph, A. D., and
Tygar, J. D. Can machine learning be secure? In
Proceedings of the 2006 ACM Symposium on Infor-
mation, Computer and Communications Security, ASI-
ACCS 06, pp. 16-25, New York, NY, USA, 2006. As-
sociation for Computing Machinery. ISBN 1595932720.
doi: 10.1145/1128817.1128824.

Baruch, G., Baruch, M., and Goldberg, Y. A little is
enough: Circumventing defenses for distributed learn-
ing. In Wallach, H., Larochelle, H., Beygelzimer, A.,
d'Alché-Buc, E., Fox, E., and Garnett, R. (eds.), Ad-
vances in Neural Information Processing Systems, vol-
ume 32. Curran Associates, Inc., 2019.

Ben-Porat, O. and Tennenholtz, M. Best response regres-
sion. In Guyon, L., Luxburg, U. V., Bengio, S., Wal-
lach, H., Fergus, R., Vishwanathan, S., and Garnett, R.
(eds.), Advances in Neural Information Processing Sys-
tems, volume 30. Curran Associates, Inc., 2017.

Bender, E. M., Gebru, T., McMillan-Major, A., and
Shmitchell, S. On the dangers of stochastic parrots: Can
language models be too big? In Elish, M. C., Isaac, W.,
and Zemel, R. S. (eds.), FAccT '21: 2021 ACM Con-
ference on Fairness, Accountability, and Transparency,

Virtual Event / Toronto, Canada, March 3-10, 2021, pp.
610-623. ACM, 2021.

Biggio, B., Nelson, B., and Laskov, P. Poisoning at-

tacks against support vector machines. In Proceedings
of the 29th International Conference on Machine Learn-
ing, ICML 2012, Edinburgh, Scotland, UK, June 26 -
July 1, 2012. icml.cc / Omnipress, 2012.

Blanchard, P., Mhamdi, E. M. E., Guerraoui, R., and

Stainer, J. Machine learning with adversaries: Byzantine
tolerant gradient descent. In Guyon, I., von Luxburg, U.,
Bengio, S., Wallach, H. M., Fergus, R., Vishwanathan,
S. V. N., and Garnett, R. (eds.), Advances in Neural In-
formation Processing Systems 30: Annual Conference
on Neural Information Processing Systems 2017, 4-9
December 2017, Long Beach, CA, USA, pp. 119-129,
2017.

Blum, A., Haghtalab, N., Procaccia, A. D., and Qiao,

M. Collaborative PAC learning. In Guyon, I., von
Luxburg, U., Bengio, S., Wallach, H. M., Fergus, R.,
Vishwanathan, S. V. N., and Garnett, R. (eds.), Advances
in Neural Information Processing Systems 30: Annual
Conference on Neural Information Processing Systems
2017, December 4-9, 2017, Long Beach, CA, USA, pp.
2392-2401, 2017.

Bradshaw, S. and Howard, P. N. The global disinforma-

tion order: 2019 global inventory of organised social
media manipulation. Project on Computational Propa-
ganda, 2019.

Brown, T. B., Mann, B., Ryder, N., Subbiah, M., Kaplan,

J., Dhariwal, P., Neelakantan, A., Shyam, P., Sastry, G.,
Askell, A., Agarwal, S., Herbert-Voss, A., Krueger, G.,
Henighan, T., Child, R., Ramesh, A., Ziegler, D. M., Wu,
J., Winter, C., Hesse, C., Chen, M., Sigler, E., Litwin,
M., Gray, S., Chess, B., Clark, J., Berner, C., McCan-
dlish, S., Radford, A., Sutskever, 1., and Amodei, D.
Language models are few-shot learners. In Larochelle,
H., Ranzato, M., Hadsell, R., Balcan, M., and Lin, H.
(eds.), Advances in Neural Information Processing Sys-
tems 33: Annual Conference on Neural Information Pro-
cessing Systems 2020, NeurIPS 2020, December 6-12,
2020, virtual, 2020.

Cai, Y., Daskalakis, C., and Papadimitriou, C. H. Opti-

mum statistical estimation with strategic data sources.
In Griinwald, P., Hazan, E., and Kale, S. (eds.), Pro-
ceedings of The 28th Conference on Learning Theory,
COLT 2015, Paris, France, July 3-6, 2015, volume 40 of
JMLR Workshop and Conference Proceedings, pp. 280-
296. JMLR.org, 2015.

Chen, J., Zhang, Q., and Zhou, Y. Tight bounds for col-

laborative PAC learning via multiplicative weights. In



Data poisoning and Byzantine gradients

Bengio, S., Wallach, H. M., Larochelle, H., Grauman,
K., Cesa-Bianchi, N., and Garnett, R. (eds.), Advances
in Neural Information Processing Systems 31: Annual
Conference on Neural Information Processing Systems
2018, NeurlPS 2018, December 3-8, 2018, Montréal,
Canada, pp. 3602-3611, 2018a.

Chen, Y., Podimata, C., Procaccia, A. D., and Shah, N.
Strategyproof linear regression in high dimensions. In
Proceedings of the 2018 ACM Conference on Economics
and Computation, EC 18, pp. 9-26, New York, NY,
USA, 2018b. Association for Computing Machinery.
ISBN 9781450358293. doi: 10.1145/3219166.3219175.

Chen, Y., Liu, Y., and Podimata, C. Learning strategy-
aware linear classifiers. In Larochelle, H., Ranzato, M.,
Hadsell, R., Balcan, M. E., and Lin, H. (eds.), Advances
in Neural Information Processing Systems, volume 33,
pp- 15265-15276. Curran Associates, Inc., 2020.

Collins, L., Hassani, H., Mokhtari, A., and Shakkottai, S.
Exploiting shared representations for personalized fed-
erated learning. In Meila, M. and Zhang, T. (eds.), Pro-
ceedings of the 38th International Conference on Ma-
chine Learning, ICML 2021, 18-24 July 2021, Virtual
Event, volume 139 of Proceedings of Machine Learning
Research, pp. 2089-2099. PMLR, 2021.

Dai, J., Chen, C., and Li, Y. A backdoor attack against
Istm-based text classification systems. IEEE Access, 7:
138872-138878, 2019.

Dekel, O., Fischer, F., and Procaccia, A. D. Incentive
compatible regression learning. Journal of Computer
and System Sciences, 76(8):759-777, 2010. ISSN 0022-
0000. doi: https://doi.org/10.1016/j.jcss.2010.03.003.

Dinh, C. T., Tran, N. H., and Nguyen, T. D. Person-
alized federated learning with moreau envelopes. In
Larochelle, H., Ranzato, M., Hadsell, R., Balcan, M.,
and Lin, H. (eds.), Advances in Neural Information Pro-
cessing Systems 33: Annual Conference on Neural In-
formation Processing Systems 2020, NeurIPS 2020, De-
cember 6-12, 2020, virtual, 2020.

El-Mhamdi, E., Guerraoui, R., Guirguis, A., Hoang, L. N.,
and Rouault, S. Genuinely distributed Byzantine ma-
chine learning. In Emek, Y. and Cachin, C. (eds.), PODC
"20: ACM Symposium on Principles of Distributed Com-
puting, Virtual Event, Italy, August 3-7, 2020, pp. 355-
364. ACM, 2020.

El-Mhamdi, E., Farhadkhani, S., Guerraoui, R., Guirguis,
A., Hoang, L. N., and Rouault, S. Collaborative learning
in the jungle (decentralized, Byzantine, heterogeneous,
asynchronous and nonconvex learning). In Advances
in Neural Information Processing Systems 34: Annual

Conference on Neural Information Processing Systems
2021, December 6-14, 2021, 2021a.

El-Mhamdi, E., Farhadkhani, S., Guerraoui, R., and
Hoang, L. N. Strategyproofness of the geometric me-
dian. CoRR, 2021b.

El-Mhamdi, E.-M., Guerraoui, R., and Rouault, S. Dis-
tributed momentum for Byzantine-resilient stochastic
gradient descent. In 9th International Conference on
Learning Representations, ICLR 2021, Vienna, Austria,
May 4-8, 2021. OpenReview.net, 2021.

Fallah, A., Mokhtari, A., and Ozdaglar, A. E. Personal-
ized federated learning with theoretical guarantees: A
model-agnostic meta-learning approach. In Larochelle,
H., Ranzato, M., Hadsell, R., Balcan, M., and Lin, H.
(eds.), Advances in Neural Information Processing Sys-
tems 33: Annual Conference on Neural Information Pro-
cessing Systems 2020, NeurIPS 2020, December 6-12,
2020, virtual, 2020.

Farhadkhani, S., Guerraoui, R., and Hoang, L. Strate-
gyproof learning: Building trustworthy user-generated
datasets. CoRR, abs/2106.02398, 2021.

Fedus, W., Zoph, B., and Shazeer, N. Switch transformers:
Scaling to trillion parameter models with simple and ef-
ficient sparsity. CoRR, abs/2101.03961, 2021.

Fung, B. and Garcia, A. Facebook has shut down 5.4 billion
fake accounts this year. CNN Business, 2019.

Geiping, J., Fowl, L. H., Huang, W. R., Czaja, W., Taylor,
G., Moeller, M., and Goldstein, T. Witches’ brew: In-
dustrial scale data poisoning via gradient matching. In

International Conference on Learning Representations,
2021.

Goodfellow, 1. J., Pouget-Abadie, J., Mirza, M., Xu, B.,
Warde-Farley, D., Ozair, S., Courville, A. C., and Ben-

gio, Y. Generative adversarial networks. Commun. ACM,
63(11):139-144, 2020.

Hanzely, F. and Richtérik, P. Federated learning of a mix-
ture of global and local models, 2021.

Hanzely, F., Hanzely, S., Horvath, S., and Richtérik, P.
Lower bounds and optimal algorithms for personalized
federated learning. In Larochelle, H., Ranzato, M., Had-
sell, R., Balcan, M., and Lin, H. (eds.), Advances in Neu-
ral Information Processing Systems 33: Annual Confer-
ence on Neural Information Processing Systems 2020,
NeurlIPS 2020, December 6-12, 2020, virtual, 2020.

Hardt, M., Megiddo, N., Papadimitriou, C., and Woot-
ters, M. Strategic classification. In Proceedings of the
2016 ACM Conference on Innovations in Theoretical



Data poisoning and Byzantine gradients

Computer Science, ITCS *16, pp. 111-122, New York,
NY, USA, 2016. Association for Computing Machinery.
ISBN 9781450340571. doi: 10.1145/2840728.2840730.

He, L., Karimireddy, S. P., and Jaggi, M. Byzantine-
robust learning on heterogeneous datasets via resam-
pling. CoRR, abs/2006.09365, 2020.

Hoang, L. N. Science communication desperately needs
more aligned recommendation algorithms. Frontiers in
Communication, 5:115, 2020.

Hoang, L. N., Faucon, L., and ElI-Mhamdi, E. Recom-
mendation algorithms, a neglected opportunity for pub-
lic health. Revue Médecine et Philosophie, 4(2):16-24,
2021.

Horn, R. A. and Johnson, C. R. Matrix Analysis. Cam-
bridge University Press, 2 edition, 2012. doi: 10.1017/
97811390204 11.

Huang, W. R., Geiping, J., Fowl, L., Taylor, G., and Gold-
stein, T. Metapoison: Practical general-purpose clean-
label data poisoning. In Larochelle, H., Ranzato, M.,
Hadsell, R., Balcan, M., and Lin, H. (eds.), Advances
in Neural Information Processing Systems 33: Annual
Conference on Neural Information Processing Systems
2020, NeurIPS 2020, December 6-12, 2020, virtual,
2020.

Ie, E., Jain, V., Wang, J., Narvekar, S., Agarwal, R., Wu,
R., Cheng, H., Chandra, T., and Boutilier, C. Slateq: A
tractable decomposition for reinforcement learning with
recommendation sets. In Kraus, S. (ed.), Proceedings of
the Twenty-Eighth International Joint Conference on Ar-
tificial Intelligence, IJCAI 2019, Macao, China, August
10-16, 2019, pp. 2592-2599. ijcai.org, 2019.

Jain, A. and Orlitsky, A. A general method for robust learn-
ing from batches. In Larochelle, H., Ranzato, M., Had-
sell, R., Balcan, M., and Lin, H. (eds.), Advances in Neu-
ral Information Processing Systems 33: Annual Confer-
ence on Neural Information Processing Systems 2020,
NeurlIPS 2020, December 6-12, 2020, virtual, 2020.

Johnson, D. G. and Diakopoulos, N. What to do about
deepfakes. Commun. ACM, 64(3):33-35, 2021.

Kairouz, P., McMahan, H. B., Avent, B., Bellet, A., Ben-
nis, M., Bhagoji, A. N., Bonawitz, K., Charles, Z., Cor-
mode, G., Cummings, R., D’Oliveira, R. G. L., Eichner,
H., Rouayheb, S. E., Evans, D., Gardner, J., Garrett, Z.,
Gascon, A., Ghazi, B., Gibbons, P. B., Gruteser, M., Har-
chaoui, Z., He, C., He, L., Huo, Z., Hutchinson, B., Hsu,
J., Jaggi, M., Javidi, T., Joshi, G., Khodak, M., Kone¢ny,
J., Korolova, A., Koushanfar, F., Koyejo, S., Lepoint,
T., Liu, Y., Mittal, P., Mohri, M., Nock, R., Ozgiir, A.,

Pagh, R., Raykova, M., Qi, H., Ramage, D., Raskar, R.,
Song, D., Song, W., Stich, S. U., Sun, Z., Suresh, A. T,
Tramer, F., Vepakomma, P., Wang, J., Xiong, L., Xu, Z.,
Yang, Q., Yu, F. X, Yu, H., and Zhao, S. Advances and
open problems in federated learning, 2021.

Karimireddy, S. P., He, L., and Jaggi, M. Learning from
history for Byzantine robust optimization. In Meila, M.
and Zhang, T. (eds.), Proceedings of the 38th Interna-
tional Conference on Machine Learning, ICML 2021,
18-24 July 2021, Virtual Event, volume 139 of Proceed-
ings of Machine Learning Research, pp. 5311-5319.
PMLR, 2021.

Konecny, J., McMahan, B., and Ramage, D. Federated
optimization: Distributed optimization beyond the data-
center. CoRR, abs/1511.03575, 2015.

Konstantinov, N., Frantar, E., Alistarh, D., and Lampert,
C. On the sample complexity of adversarial multi-source
PAC learning. In Proceedings of the 37th International
Conference on Machine Learning, ICML 2020, 13-18
July 2020, Virtual Event, volume 119 of Proceedings
of Machine Learning Research, pp. 5416-5425. PMLR,
2020.

Kumar, R. S. S., Nystrom, M., Lambert, J., Marshall, A.,
Goertzel, M., Comissoneru, A., Swann, M., and Xia, S.
Adversarial machine learning-industry perspectives. In
2020 IEEE Security and Privacy Workshops, SP Work-
shops, San Francisco, CA, USA, May 21, 2020, pp. 69—
75. IEEE, 2020.

Lehmann, F. and Buschek, D. Examining autocompletion
as a basic concept for interaction with generative Al. i-
com, 19(3):251-264, 2021.

Mabhloujifar, S., Mahmoody, M., and Mohammed, A. Data
poisoning attacks in multi-party learning. In Chaud-
huri, K. and Salakhutdinov, R. (eds.), Proceedings of
the 36th International Conference on Machine Learning,
ICML 2019, 9-15 June 2019, Long Beach, California,
USA, volume 97 of Proceedings of Machine Learning
Research, pp. 4274-4283. PMLR, 2019.

Mai, G., Cao, K., Yuen, P. C., and Jain, A. K. On the re-
construction of face images from deep face templates.
IEEE Trans. Pattern Anal. Mach. Intell., 41(5):1188—
1202, 2019.

McGuffie, K. and Newhouse, A. The radicalization risks
of GPT-3 and advanced neural language models. CoRR,
abs/2009.06807, 2020.

Meir, R., Almagor, S., Michaely, A., and Rosenschein, J. S.
Tight bounds for strategyproof classification. In The
10th International Conference on Autonomous Agents



Data poisoning and Byzantine gradients

and Multiagent Systems - Volume 1, AAMAS ’11, pp.
319-326, Richland, SC, 2011. International Foundation
for Autonomous Agents and Multiagent Systems. ISBN
0982657153.

Meir, R., Procaccia, A. D., and Rosenschein, J. S. Al-

gorithms for strategyproof classification. Artificial In-
telligence, 186:123-156, 2012. ISSN 0004-3702. doi:
https://doi.org/10.1016/j.artint.2012.03.008.

Mhamdi, E. M. E., Guerraoui, R., and Rouault, S. The hid-

den vulnerability of distributed learning in byzantium. In
Dy, J. G. and Krause, A. (eds.), Proceedings of the 35th
International Conference on Machine Learning, ICML
2018, Stockholmsmdssan, Stockholm, Sweden, July 10-
15, 2018, volume 80 of Proceedings of Machine Learn-
ing Research, pp. 3518-3527. PMLR, 2018.

Muiioz-Gonzélez, L., Biggio, B., Demontis, A., Paudice,

A., Wongrassamee, V., Lupu, E. C., and Roli, F. To-
wards poisoning of deep learning algorithms with back-
gradient optimization. In Thuraisingham, B. M., Big-
gio, B., Freeman, D. M., Miller, B., and Sinha, A. (eds.),
Proceedings of the 10th ACM Workshop on Artificial In-
telligence and Security, AISec@CCS 2017, Dallas, TX,
USA, November 3, 2017, pp. 27-38. ACM, 2017.

Neudert, L.-M., Howard, P., and Kollanyi, B. Sourcing

and automation of political news and information during
three european elections. Social Media+ Society, 5(3):
2056305119863147, 2019.

Nguyen, H. L. and Zakynthinou, L. Improved algorithms

for collaborative PAC learning. In Bengio, S., Wallach,
H. M., Larochelle, H., Grauman, K., Cesa-Bianchi, N.,
and Garnett, R. (eds.), Advances in Neural Information
Processing Systems 31: Annual Conference on Neural
Information Processing Systems 2018, NeurIPS 2018,
December 3-8, 2018, Montréal, Canada, pp. 7642—
7650, 2018.

Perote, J. and Perote-Pefia, J. Strategy-proof estimators for

simple regression. Mathematical Social Sciences, 47(2):
153-176, 2004. ISSN 0165-4896. doi: https://doi.org/
10.1016/S0165-4896(03)00085-4.

Perote, J. and Sevilla, O. The impossibility of strategy-

proof clustering. Economics Bulletin, 2003.

Phan, H. huyvnphan/pytorch_cifar10, January 2021.

Qiao, M. Do outliers ruin collaboration? In Dy, J. G. and

Krause, A. (eds.), Proceedings of the 35th International
Conference on Machine Learning, ICML 2018, Stock-
holmsmdssan, Stockholm, Sweden, July 10-15, 2018,
volume 80 of Proceedings of Machine Learning Re-
search, pp. 4177-4184. PMLR, 2018.

Ricci, F,, Rokach, L., and Shapira, B. Introduction to rec-
ommender systems handbook. In Ricci, F., Rokach, L.,
Shapira, B., and Kantor, P. B. (eds.), Recommender Sys-
tems Handbook, pp. 1-35. Springer, 2011.

Schwarzschild, A., Goldblum, M., Gupta, A., Dickerson,
J. P., and Goldstein, T. Just how toxic is data poisoning?
a unified benchmark for backdoor and data poisoning at-
tacks. In Meila, M. and Zhang, T. (eds.), Proceedings
of the 38th International Conference on Machine Learn-
ing, volume 139 of Proceedings of Machine Learning
Research, pp. 9389-9398. PMLR, 18-24 Jul 2021.

Severi, G., Meyer, J., Coull, S., and Oprea, A. Explanation-
guided backdoor poisoning attacks against malware clas-
sifiers. In Bailey, M. and Greenstadt, R. (eds.), 30th
USENIX Security Symposium, USENIX Security 2021,
August 11-13, 2021, pp. 1487-1504. USENIX Associa-
tion, 2021.

Shafahi, A., Huang, W. R., Najibi, M., Suciu, O., Studer,
C., Dumitras, T., and Goldstein, T. Poison frogs! tar-
geted clean-label poisoning attacks on neural networks.
In Bengio, S., Wallach, H. M., Larochelle, H., Grauman,
K., Cesa-Bianchi, N., and Garnett, R. (eds.), Advances
in Neural Information Processing Systems 31: Annual
Conference on Neural Information Processing Systems
2018, NeurIPS 2018, December 3-8, 2018, Montréal,
Canada, pp. 6106-6116, 2018.

Shejwalkar, V., Houmansadr, A., Kairouz, P., and Ramage,
D. Back to the drawing board: A critical evaluation of
poisoning attacks on federated learning. In 2022 IEEE
Symposium on Security and Privacy, 2022.

Shum, H., He, X., and Li, D. From eliza to xiaoice: chal-
lenges and opportunities with social chatbots. Frontiers
Inf. Technol. Electron. Eng., 19(1):10-26, 2018.

Smith, J. R., Saint-Amand, H., Plamada, M., Koehn, P.,
Callison-Burch, C., and Lopez, A. Dirt cheap web-scale
parallel text from the common crawl. In Proceedings of
the 51st Annual Meeting of the Association for Compu-
tational Linguistics, ACL 2013, 4-9 August 2013, Sofia,
Bulgaria, Volume 1: Long Papers, pp. 1374—1383. The
Association for Computer Linguistics, 2013.

Suya, F., Mahloujifar, S., Suri, A., Evans, D., and Tian, Y.
Model-targeted poisoning attacks with provable conver-
gence. In Meila, M. and Zhang, T. (eds.), Proceedings
of the 38th International Conference on Machine Learn-
ing, ICML 2021, 18-24 July 2021, Virtual Event, volume
139 of Proceedings of Machine Learning Research, pp.
10000-10010. PMLR, 2021.

Truong, L., Jones, C., Hutchinson, B., August, A., Prag-
gastis, B., Jasper, R., Nichols, N., and Tuor, A. System-



Data poisoning and Byzantine gradients

atic evaluation of backdoor data poisoning attacks on im-
age classifiers. In 2020 IEEE/CVF Conference on Com-
puter Vision and Pattern Recognition, CVPR Workshops
2020, Seattle, WA, USA, June 14-19, 2020, pp. 3422—
3431. Computer Vision Foundation / IEEE, 2020.

Valiant, L. G. A theory of the learnable. Commun. ACM,
27(11):1134-1142, 1984.

Vershynin, R. High-dimensional probability: An introduc-
tion with applications in data science, volume 47. Cam-
bridge university press, 2018.

Wainwright, M. J. High-Dimensional Statistics: A Non-
Asymptotic Viewpoint. Cambridge Series in Statistical
and Probabilistic Mathematics. Cambridge University
Press, 2019. doi: 10.1017/9781108627771.

Wang, A., Pruksachatkun, Y., Nangia, N., Singh, A.,
Michael, J., Hill, F, Levy, O., and Bowman, S. R.
Superglue: A stickier benchmark for general-purpose
language understanding systems. In Wallach, H. M.,
Larochelle, H., Beygelzimer, A., d’Alché-Buc, F., Fox,
E. B., and Garnett, R. (eds.), Advances in Neural Infor-
mation Processing Systems 32: Annual Conference on
Neural Information Processing Systems 2019, NeurIPS
2019, December 8-14, 2019, Vancouver, BC, Canada,
pp- 3261-3275, 2019a.

Wang, A., Singh, A., Michael, J., Hill, F, Levy, O., and
Bowman, S. R. GLUE: A multi-task benchmark and
analysis platform for natural language understanding. In
7th International Conference on Learning Representa-
tions, ICLR 2019, New Orleans, LA, USA, May 6-9,
2019. OpenReview.net, 2019b.

Wang, S., Wang, S., Zhang, X., Wang, S., Ma, S., and Gao,
W. Scalable facial image compression with deep fea-
ture reconstruction. In 2019 IEEE International Confer-
ence on Image Processing, ICIP 2019, Taipei, Taiwan,
September 22-25, 2019, pp. 2691-2695. IEEE, 2019c.

Wu, Y., Ngai, E. W. T., Wu, P., and Wu, C. Fake online
reviews: Literature review, synthesis, and directions for
future research. Decis. Support Syst., 132:113280, 2020.

Xie, C., Koyejo, O., and Gupta, I. Fall of empires: Break-
ing Byzantine-tolerant SGD by inner product manipula-
tion. In Globerson, A. and Silva, R. (eds.), Proceedings
of the Thirty-Fifth Conference on Uncertainty in Artifi-
cial Intelligence, UAI 2019, Tel Aviv, Israel, July 22-25,
2019, volume 115 of Proceedings of Machine Learning
Research, pp. 261-270. AUAI Press, 2019.

Yang, Y. and Li, W. BASGD: buffered asynchronous SGD
for Byzantine learning. In Meila, M. and Zhang, T.
(eds.), Proceedings of the 38th International Conference

on Machine Learning, ICML 2021, 18-24 July 2021,
Virtual Event, volume 139 of Proceedings of Machine
Learning Research, pp. 11751-11761. PMLR, 2021.

Yin, D., Chen, Y., Ramchandran, K., and Bartlett, P. L.
Byzantine-robust distributed learning: Towards optimal
statistical rates. In Dy, J. G. and Krause, A. (eds.), Pro-
ceedings of the 35th International Conference on Ma-
chine Learning, ICML 2018, Stockholmsmdssan, Stock-
holm, Sweden, July 10-15, 2018, volume 80 of Proceed-
ings of Machine Learning Research, pp. 5636-5645.
PMLR, 2018.

Zeiler, M. D. and Fergus, R. Visualizing and understand-
ing convolutional networks. In Fleet, D. J., Pajdla,
T., Schiele, B., and Tuytelaars, T. (eds.), Computer Vi-
sion - ECCV 2014 - 13th European Conference, Zurich,
Switzerland, September 6-12, 2014, Proceedings, Part I,
volume 8689 of Lecture Notes in Computer Science, pp.
818-833. Springer, 2014.

Zhao, S., Ma, X., Zheng, X., Bailey, J., Chen, J., and Jiang,
Y. Clean-label backdoor attacks on video recognition
models. In 2020 IEEE/CVF Conference on Computer Vi-
sion and Pattern Recognition, CVPR 2020, Seattle, WA,
USA, June 13-19, 2020, pp. 14431-14440. Computer Vi-
sion Foundation / IEEE, 2020.

Zhu, C., Huang, W. R., Li, H., Taylor, G., Studer, C., and
Goldstein, T. Transferable clean-label poisoning attacks
on deep neural nets. In Chaudhuri, K. and Salakhut-
dinov, R. (eds.), Proceedings of the 36th International
Conference on Machine Learning, ICML 2019, 9-15
June 2019, Long Beach, California, USA, volume 97 of
Proceedings of Machine Learning Research, pp. 7614—
7623. PMLR, 2019.



Data poisoning and Byzantine gradients

Appendix

A. Convexity Lemmas
A.1l. General Lemmas

Definition 4. We say that f : RY — R is locally strongly convex if, for any convex compact set C' C RY, there exists 1 > 0
such that f is u-strongly convex on C, i.e. for any x,y € C and any X € [0, 1], we have

FOw + (1= Ny) < Mf(@) + (1= V) = S0 =) e - 3. ®)

It is well-known that if f is differentiable, this condition amounts to saying that |V f(z) — V f(y)|l, > p ||z — y||5 for all
2,y € C. And if f is twice differentiable, then it amounts to saying V> f(x) = pl forall x € C.

Lemma 6. If f is locally strongly convex and g is convex, then f + g is locally strongly convex.

Proof. Indeed, (f + g)(Az + (1 — Ny) < Af(z) + (1 = N f(y) — 2A1 = \) [lz =[5 + Ag(z) + (1 = Ng(y) =
A+ 9) (@) + (1= N (f +9)(y) — LA =N [|lz — yl3. m

Definition 5. We say that f : R? — R is L-smooth if it is differentiable and if its gradient is L-Lipschitz continuous, i.e.
forany x,y € RY,
IVf(x) = Vil < Lz —yll,. ©)

Lemma 7. If f is Ly-smooth and g is Lg-smooth, then f + g is (Ly + Lg)-smooth.

Proof. Indeed, [|V(f +g)(z) =V (f+g) W, < [IVF(@) =Vl + [Vg@) =Va)ll, < Lyllz—ylly, +
Lgllz —ylly = (Lf + Lg) [z — yll, - O

Lemma 8. Suppose that f : R% x RY — R is locally strongly convex and L-smooth, and that, for any x € X, where
X C R%is a convex compact subset, the map y — f(x,y) has a minimum y*(x). Note that local strong convexity
guarantees the uniqueness of this minimum. Then, there exists K such that the function y* is K-Lipschitz continuous on
X.

Proof. The existence and uniqueness of y*(x) hold by strong convexity. Fix x,2’. By optimality of y*, we know that
Vyf(z,y*(z)) = V, f(2',y*(2')) = 0. We then have the following bounds

plly™ () = y* (@)lly < NVyflay™ (@) = Vy f(@,y7 (@), = IV fla,y™ (@), (10)
= Vyf(a,y* (@) = Vy f (@', 4" (@), (11)
<|IVf(z,y*(2") = V(@' y" ()], (12)
< Lz =2’ y* (@) =y (@), = Lz — 2", (13)

where we first used the local strong convexity assumption, then the fact that V, f(x,y*(z)) = 0, then the fact that
Vyf(z',y*(2')) = 0, and then the L-smooth assumption. O

Lemma 9. Suppose that f : R% x RY — R is locally strongly convex and L-smooth, and that, for any x € X, where
X C R% is a convex compact subset, the map y — f(x,y) has a minimum y*(z). Define g(z) £ minyey f(x,y). Then g
is convex and differentiable on X and Vg(x) = V. f(z,y*(x)).

Proof. First we prove that g is convex. Let 21, 2o € R%, and Ay, Ay € [0,1] with \; + Ay = 1. For any y1, 92 € R?, we
have

g(/\l.lil + /\2.132) = minl f()\1331 + )\2332, y) (14)
y€eR4
< f(Aizy + Aoz, Aiyr + Aayo) (15)

<A f(z,y1) + Ao f (22, y2). (16)
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Taking the infimum of the right-hand side over y; and ys yields g(A12z1 + Aaxa) < A1g(x1) + A2g(22), which proves the
convexity of g.

Now denote h(z) = V. f(x,y*(z)). We aim to show that Vg(x) = h(z). Let ¢ € R? small enough so that z + ¢ € X.
Now note that we have

g(w+e) = min f(z+e,y) < fr+e,y™() (17)
= f(z,y" (@) + " Vo f(z,y" (@) + o([ell,) (18)
= g(a) + " h(x) +o([e]l,), (19)

which shows that h(z) is a superderivative of g at 2. We now show that it is also a subderivative. To do so, first note that
its value at « + ¢ is approximately the same, i.e.

Ih(z + &) = h(x)lly < Vaf(x+&y"(x +€) = Vaf (2, 9" (x + )l
Ve f (@, 5™ (z +€) = Vo f (2,57 (@)l (20)

* * L2
S Lielly + Lly*(z +e) —y* (@), < <L+ u) llelly 2D

where we used the L-smoothness of f and Lemma 8. Now notice that

9(x) = min flo.y) < flz.y (@ +e) = [z +e) =&,y (@ +2)) (22)
=flrtey (@+e) =" Vaf(z +ey (v +e) +o(|elly) (23)
=gz +e) =" (@) — " (h(z + &) — h(2)) + o([le]l,), (24)

But we know that ||h(x +¢) — h(x)||, = O(||¢||,). Rearranging the terms then yields
9z +¢€) > g(z) + " h(z) = o([ell,), (25)

which shows that h(x) is also a subderivative. Therefore, we know that g(z +¢) = g(z) +” h(z) + o(||e||,), which boils
down to saying that g is differentiable in z € X, and that Vg(x) = h(z). O

Lemma 10. Suppose that f : X x RY — R is p-strongly convex, where X C R? is closed and convex. Then g : X — R,
defined by g(x) = infycy f(x,y), is well-defined and p-strongly convex too.

Proof. The function y — f(x,y) is still strongly convex, which means that it is at least equal to a quadratic approximation
around 0, which is a function that goes to infinity in all directions as ||y||, — oo. This proves that the infimum must
be reached within a compact set, which implies the existence of a minimum. Thus g is well-defined. Moreover, for any
21,72 € X,y1,y2 € RY and A1, A2 > 0 with \; + Ao = 1, we have

g(Mz1 + Aowg) = if?}ff()\lxl + A22,y) (26)

< fAazr + Aewa, Miyn + Aayz) (27

<A f(@,y1) + Aaf (w2, y2) — %)\Mz [(z1 — 22,91 — y2)||§ (28)

< A f(@1,y1) + Aef(22,92) — %/\1)\2 21 = all3, 29)

where we used the p-strong convexity of f. Taking the infimum over y1, yo implies the u-strong convexity of g. O

A.2. Applications to LOsSS
Now instead of proving our theorems for different cases separately, we make the following assumptions on the components
of the global loss that encompasses both £3 and smooth-£5 regularization, a well as linear regression and logistic regression.

Assumption 1. Assume that { is convex and Ly-smooth, and that R(p,0) = Ro(p — 0), where Ry : R? — R is locally
strongly convex (i.e. strongly convex on any convex compact set), L -smooth and satisfy Ro(z) = Q(||z|,) as || z||, — oc.
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Lemma 11. Under Assumption 1, LOSS is locally strongly convex and L-smooth.

Proof. All terms of LOSS are Lg-smooth, for an appropriate value of Ly. By Lemma 7, their sum is thus also L-smooth,
for an appropriate value of L. Now, given Lemma 6, to prove that LOSS is locally strongly convex, it suffices to prove that
v |0n ||§ +Ro(p—61) is locally strongly convex. Consider any convex compact set C C R4*(1+N)_ Since R, is locally
strongly convex, we know that there exists 1 > 0 such that V2R = pl. As aresult,

(p,0)" (V2LOSS) (p,0) > v > [|0nlls + 1tllp — 0113 (30)
n€e[N]
2 2 2 2

= vl6ullz + wllolls + 110115 — 200701 + v Y 6l - GD

n#1
Now define o £ u+2u Clearly, 0 < a < 1. Moreover, 0 < || 26, — apH2 L 1164115 + @2 ||pll3 — 20T 6. Therefore

20761 < a2 ||p|l5 + & 1613, which thus implies
(p,0)" (V2L0sS) (p,0) > (v + p (L= a=2)) [6ull5 + 1 (1= ?) llpll3 + 2> [10all5 (32)
n;él

v v 2vp
> G101+ S Wl 4 3 > win {5 22 (0.5 (3
which proves that V2L0SS = I, with k > 0. This shows that LOSS is locally strongly convex. O

Lemma 12. Under Assumption 1, p — 6 (p, 73) is Lipchitz continuous on any compact set.

Proof. Define f,(p,0,) £ v ||9n||§+zzepn 00, )+ ||p — 0,]|5. T Lis L-smooth, then f,, is clearly (|D,,| L+v+\)-
smooth. Moreover, if £ is convex, then for any p, the function 6,, — f,,(p, 6,,) is at least v-strongly convex. Thus Lemma 8
applies, which guarantees that p — 6*(p, D) is Lipchitz. O

Lemma 13. Under Assumption 1, p — L0SS(p, G (p, D), D) is L-smooth and locally strongly convex.

Proof. By Lemma 11, the global loss is known to be L-smooth, for some value of L and locally strongly convex. Denoting
f:p— LoSsS(p,0%(p, D), D), we then have

IV4(0) = V(6] < |V, L0SS(p, 0" (p. ), B) — ¥, Loss(e', 8" (o', D), B) | (34)
< L|[(p,0"(p. D)) — (0" (0. D)) (35)
<Llp=¢ls, (36)

which proves that f is L-smooth.

For strong convexity, note that since the global loss function is locally strongly convex, for any compact convex set C,
there exists y such that Loss(p, 6, D) is p-strongly convex on C' = (C1,Cs) C (R4, RN *4), therefore, by Lemma 10,
f(p) will also be u-strongly convex on C; which means that f(p) is locally strongly convex. O

B. Proof of the Equivalence
B.1. Proof of the Reduction from Model Attack to Data Poisoning

Proof of Lemma 1. We omit making the dependence of the optima on D explicit, and we consider any other models p and
0_s. We have the following inequalities:

Loss,(p", 0" ,, 0%, D) = Loss(p*,6", D) — L(05, D) (37)
< Loss(p, (0, 0%), D) — L(67,Ds) = Loss(p, 05, 0%, D), (38)

where we used the optimality of (p*, 5*) in the second line, and where we repeatedly used the fact that 67 = 95‘. This
proves that (p*, 0* ) is a global minimum of the modified loss. O
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B.2. Proof of the Reduction from Data Poisoning to Model Attack

First, we define the following modified loss function:
L0SS,(p,0_s,0%, D_,) 2 Loss(p, (6%,6_,), (0, D_,)) (39)

where 6_, and D_, are variables and datasets for users n # s. We then define p*(6%,D_,) and 6* (4%, D_,) as
a minimum of the modified loss function, and 9;‘(9?, ﬁ,s) = 0?. We now prove a slightly more general version of
Lemma 2, which applies to a larger class of regularizations. It also shows how to construct the strategic’s user data
poisoning attack.

Lemma 14 (Reduction from data poisoning to model attack). Assume local PAC* learning. Suppose also that R is
continuous and that R(p, ) — oo when ||p — ||, — co. Consider any datasets D_ and any attack model * such that
the modified loss LOSS¢ has a unique minimum p* (98‘, ﬁ_s), 5*_5(9?, 73_5). Then, for any €,6 > 0, there exists T such
that if user s’s dataset D, contains at least I inputs drawn from model 9?, then, with probability at least 1 — §, we have

Clearly, 2, {5 and smooth-/ are continuous regularizations, and verify R(p,6) — oo when ||p — 6|, — co. Moreover,
setting & = 1/2 shows that the probability that the dataset D, satisfies the inequalities of Lemma 14 is positive. This
implies in particular that there must be a dataset D that satisfies these inequalities. All in all, this shows that Lemma 14
implies Lemma 2.

p*(D) — p* (6%, D_,) 0% (D) — 0;(0%. D_,)

2§5 and N'n # s,

<e. (40)
2

Proof of Lemma 14. Lete,§ > 0 and % € R?. Denote p® £ p*(0%,D_,) and 6% £ §* (9%, D_,) the result of strategic
user s’s model attack. We define the compact set C' by

c= {m 0_s

We define D £ RIXN — (' the closure of the complement of C. Clearly, p*, 6?8 ¢ D. We aim to show that, when
strategic user s reveals a large dataset D whose answers are provided using the attack model 9?’ then the same holds for
any global minimum of the global loss p*(D), 0* ,(D) € C. Note that, to prove this, it suffices to prove that the modified

lo = p*[l, <= nvn £ s, [6n— 08|, <=} (41)

loss takes too large values, even when 9? is replaced by 6 (ﬁ)
Let us now formalize this. Denote L* £ Loss,(p*, 9_:, o*, 73_5). We define

n2 ginf LOSSs(p,0_, 0% D_,) — L*. (42)
p,0_s€D

By a similar argument as that of Lemma 5, using the assumption R — oo at infinity, we know that the infimum is actually
a minimum. Moreover, given that the minimum of the modified loss LOSS; is unique, we know that the value of the loss
function at this minimum is different from its value at p*, 925. As a result, we must have > 0.

Now, since the function R is differentiable, it must be continuous. By the Heine—Cantor theorem, it is thus uniformly
continuous on all compact sets. Thus, there must exist £ > 0 such that, for all models 6, satisfying HHS — 9;’ H2 < Kk, we
have

[R(05, p*) — R(6F, p*)| < /3. (43)
Now, Lemma 5 guarantees the existence of Z such that, if user s provides a dataset D, of least Z answers with the model
0;(D) — 0%

9?, then with probability at least 1 — §, we will have ‘ < min(k, €). Under this event, we then have
2

Loss, <p*, 0. 9:(5),5_3) < L* +1/3. (44)
Then
inf Loss,(p,0_s,05(D),D_,) > inf Lo0ss(p,d_,,0% D_,)—n/3 (45)
p,0_s€D p,0_s€D
> L* +n—n/3>L*+2n/3 (46)

> LOSS, (p“ﬁf 9*(5),5,3) : (47)

LR
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This shows that there is a high probability event under which the minimum of p, 5_5 — LOSS; (p, 5_8, 0:(73),73_5)
cannot be reached in D. This is equivalent to what the theorem we needed to prove states. O

B.3. Proof of Reduction from Model Attack to Gradient Attack
Proof of Lemma 3. We define

Loss;(p) = inf {LOSS(p, 0,D) — L(05,Ds) — R(p. 08)} +p" g (48)
0
1nf > L0, Dn) + Y R(p,6n) p + 0" 957, (49)
0—s n#s n#s

By Lemma 13, we know that LOSSi( ) is locally strongly convex and has a unique minimum. By the definition of p>°, we

musthave 3V, R(p>, 07, (p>)) + g° = 0, and thus V,Losst(p>®) = 0. Now define
Loss?(p, 0,) £ inf {Loss(p,0, D) — £,(6,.D,) } (50)

0_s

= Loss,(p) + R(p,0s) — p" g, (51)

and p*(0y), its minimizer. Therefore, we have
V,L0sS3(p, 6s) = V,L0sS (p) + V,R(p, 05) — g2°. (52)

By Lemma 13, we know that Lossﬁ is locally strongly convex. Therefore, there exists y; > 0 such that LOSS? <(p,0s)
is pu1-strongly convex in {(0s, p) : [V, R(p>,0s) — g°|l, < €2, |lp — p*(0s)||y < 1} for e5 small enough. Therefore,
since V,L0sS2(p*(0s),05) = 0, forany 0 < ¢ < 1, if || p>™ — p*(05)||, > &, we then have

e |V, L08s2(p™,05)|, = (0™ — p™(6:))" V,L0SS2 (0™, 65) (53)
> [0 = p*(05)ll5 > pe?, (54)

and thus ||V,JLOSS§(p°°,95)H2 > €.

Now since g3° € GRAD(p™) there exists 0% € R such that® ||V, R(p>°, %) — g2°||, < min {e,, £} which yields
|V, Loss2(p™,0%)]|, = ||V,L0ssL(p™) + V,R(p™,0%) — g2°||, (55)
= |V, R(p>,6%) — ¢, < “715 (56)
which contradicts (54) if ||p> — p*(6*)]|, > e. Therefore, we must have HpOO — p*(6%,D_y) ,S¢
O

C. Proof of Convergence for the Global Model
In this section, we prove a slightly more general result than Proposition 1. Namely, instead of working with specific
regularizations, we consider a more general class of regularizations, identified by Assumption 1.

Lemma 15. Suppose Assumption 1 holds true. Assume that L,, is convex and L-smooth for all users n € [N]. If gt
converges and if n; = 1 is a constant small enough, then p* will converge too.

Note that since /3 and smooth-¢5 regularizations satisfy Assumption 1, Lemma 15 clearly implies Proposition 1. We now

introduce the key objects of the proof of Lemma 15.

[e’s}

>In fact, if g2° belongs to the interior of GRAD(p°), we can guarantee V ,R(p>°, 0%*) = ¢2°.
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Denote ¢5° the limit of the attack gradients g%. We now define

LOSSi(p) = Lnf {LOSS(,D, é; ﬁ) - ‘CS(GS, Ds) - R(pa 95)} + pTg:o (57)
975
=inf ¢ Y " L (0n, Dn) + Y R(p,0n) p + p" 937, (58)
[
s\ n#s n#s

and prove that p* will converge to the minimizer of LSS} (p). By Lemma 13, we know that L0OSS?(p) is both locally
strongly convex and L-smooth.

Now define ¢! 2 g% — g>°. We then have ¢! — 0 and VLOSsS(p?) is the sum of all gradient vectors received from all
users assuming the strategic user s sends the vector g2° in all iterations. Thus, at iteration ¢ of the optimization algorithm,
we will take one step in the direction G* £ VLoss!(p?) + ¢t ie.,

Pt = pt — n,GE. (59)

We now prove the following lemma that bounds the difference between the function value in two successive iterations.
Lemma 16. If Loss.(p) is L-smooth and n; < 1/L, we have

Loss!(p™) — Loss!(p) < —% HGtHi +nctT Gl (60)
Proof. Since LOSSi is L-smooth, we have
L
Loss (1) < Loss!(s) + (o' — o) VLoss}(e') + = o'+ — o[ Q)

Now plugging p!** — pt = —,G* and VLoss!(p') = G* — ¢! into the inequality implies

Loss!(p'*!) — Loss!(p) < (-G (GF =) + % [l (62)
< 5 I+t 6" (©3)
where we used the fact n; < 1/L. O

C.0.1. THE GLOBAL MODEL REMAINS BOUNDED
Lemma 17. There is M such that, for all t, LOSSi(pt) < M.
Proof. Consider the closed ball B(p*, 1) centered on p* and of radius 1. By Lemma 13, we know that LOSs! is locally

strongly convex and thus there exists a z1; > 0 such that LOSS? is y;-strongly convex on B(p*,1). Now consider a point
p1 on the boundary of B(p*,1). By strong convexity we have

2 N .12
[VLoss;(p1)]], = (o1 — p") T VLOSS (1) = pua [lpr = p7[|5 = pua- (64)

Now similarly, by the convexity of Loss! on R?, for any p € R — B(p*, 1), we have ||VLOSS§(p1) ||2 > /i1. Now since
¢t — 0, there exists an iteration 7} after which (¢t > T1), we have ||¢!||, < },/41. and thus [|G*||, > ||[VLoss!(p")]|, —
¢, = 2/B1. Thus, Lemma 16 implies that for ¢ > T, if || p* — p*||, > 1, then

Lossi(p"™) — Lossl(p') < —g |G*|12 +n¢t" Gt (65)
<=z el + i, e, (66)
< =g lle"l, (el = 2 l.) 7
< ,gg 0 <i\/;71 i\/;Tl) < *%“1 <0. (68)
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Thus, for ||p* — p*||, > 1, the loss cannot increase at the next iteration.

Now consider the case ||p* — p*||, < 1 for ¢t > T;. The smoothness of LOss? implies HVLOSSi(pt)H2 < L. Therefore,

t+1 *
—p

o= o = n(VLossi (o) + ¢ — o], (©9)

1 1
2+n(L+Z\//Tl) <1+n(L+ Z\/ITI)- (70)

1z

< Hpt-u o

Now we define M; £ max )) Loss!(p), the maximum function value in the closed ball

pEB(p*  14+n(L+3%/ix
B(p*,1+n(L+ +\/i7)). Therefore, we have Loss}(p*!) < M. So far we proved that for ¢t > 71, in each itera-
tion of gradient descent either the function value will not increase or it will be upper-bounded by M;. This implies that for
all , the function value Loss? (pt) is upper-bounded by

A 10t
M £ max {22% {Lossi(p")} ,Ml} . 1)

This concludes the proof. O

Lemma 18. There is a compact set X such that, for all t, p* € X.
Proof. Now since LOSS; is ji;-strongly convex in B(p*, 1), for any point p € R? such that ||p — p*||, = 1, we have

Loss}(p) > Loss}(p") + 5F o — o715 = Lossi(s") + 5. (72)

But now by the convexity of Loss; in RY, for any p such that [|p — p*||, > 1, we have

Lossk(p) > Losst(p") + [lo — o[, & (73)

This implies that if || p* — p*||, > ﬁ (M — Loss}(p*)), then Loss.(p') > Ms. Therefore, we must have [|p* — p*[|, <

;721 (M — Loss! (p*)). forall t > 0. This describes a closed ball, which is a compact set. O

C.0.2. CONVERGENCE OF THE GLOBAL MODEL UNDER CONVERGING GRADIENT ATTACK

Lemma 19. Suppose u; > 0 verifies up11 < auy + ¢, with 6 — 0. Then uy — 0.

Proof. We now show that for any € > 0, there exists an iteration 7'(¢), such that for ¢ > T'(¢), we have u; < e. For this,
note that by induction, we observe that, for all t > 0,

t
uper < w4 a6 (74)
7=0

Since ¢; — 0, there exists an iteration T»(¢) such that for all t > T5(e), we have §; < @ Therefore, for t > Th(e),
we have

t—T5(e) t

u Suga™ 4 YT aTh 4+ Y aTh s (75)
=0 T=t—T5(e)+1
t—T5(e) To(e)—1
guw”“@ > AT+ Y, ol (76)
7=0 s=0
et (1l —a) <
< | ug+ Z a6, atH—I—TZaT. (77)
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Denoting Mo(g) 2 Y2271 4=s=15_ we then have

€
w1 < (ug + Mo(e)) o' + 2. (78)
In-—2=¢t
Therefore, for ¢ > —=2-2205) we have
e €
U1 < 54‘525' (79
This proves that u; — 0. O

We now prove Lemma 15 (and hence Proposition 1).

Proof of Lemma 15. Define X based on Lemma 18. Since LOSS; is locally strongly convex, there exists po > 0 such that
LOSSi is p2-strongly convex in a convex compact set X containing p® for all £ > 0. By the strong convexity of LOSSi (p),
we have

Loss}(p") — Loss!(p") < (o' = p*)"VLOssL(p") = [|o" = o] (80)
= (' =p)" (G =) - %Hpt—p*ﬂz. (81)
Now, using the fact
1
(pt_p*)TGt: 5(pt_p>|<)T(pt_pt+1) (82)
1 |2 2 12
=5 (llo" = o*[l5 + llo" = o3 = [l = p713) (83)
1
=5 (PG 15+ et = 7[5 = 1 = 2713) (84)
n 2 1 112 )
= I+ 5 (e = el = Nl = o°11) (85)
we have
Loss;(p") — Loss;(p") < (86)
n 1 * |2 * H *
Sllees + o (o =7l = [l = 27 113) = 0" = )7t = B2 1" = "5 (87)

But now note that Loss’ (p!) — Loss!(p*) > Loss!(p?) — Loss!(p*!). Thus, combining Equation (87) and Lemma 16
yields

1
— ¢t Gt < o (||pt — |l = [l = o ;) —(p" = )¢~ % [l (88)
By rearranging the terms, we then have
1o = o[l < (1= pam) [|p* = p* |15 =1 (0 — )" ¢ (89)
< (1= pam) |0 = p*[[5 +n I = oI, Il - (90)

Now note that n < 1/L < 1/ug and thus 0 < 1 — psn < 1. We now define two sequences u; = ||p* — p*||, and
6 = 1 |Ct]|,- We already know that §; — 0, and we want to show u; also converges to 0. By Equation (90), we have

ufyy < (1 —np2)ui + ruppq, 9n
which implies

5\ 52 82
(Ut+1 - 2) = uf ) — U168 + Zt < (1 —nua2)ui + Zt7 92)

32 6 0 90
upy1 < \/(1—nu2)u?+£+2t < \/(1—W2)u§+§t+§t < (1— %) up + 0. (93)

Lemma 19 allows to conclude. O

and thus
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D. Proofs of the Impossibility Corollaries
D.1. Lower Bound on Byzantine Resilience

Proof of Corollary 1. Assume F > N/2, and consider d = 1. Denote Hy = |N/2]. Let us define ], £ —1 for all
users n € [Ho| = {1,...,Ho}, 0}, = 1 for all users n € [2Ho] — [Ho] = {Ho + 1,...,2Hy} and 6], £ 0 for all users
n € [N] — [2Hy] (which is either empty or contains one element). Now fix £,J > 0, withe £ 1/4 and § £ 1/3. Consider
the honest datasets D of size Z that they may have reported, where Z is chosen to guarantee high-probability (F, N, C')-
Byzantine learning, as guaranteed by Definition 2. Since the guarantee must hold for H C [Hy] and for H C [2H] — [Hy),
with probability at least 1 — 26 > 1/3 > 0 (so that both guarantees hold), we must then have ‘pALG — (-1 |2 < ¢ (for

H C [Ho)) and |p*HC — 1‘2 < e (for H C [2Hy) — [Ho)). But then, by the triangle inequality, we must have
2=[1-p*C 4 pM0 — (—1)| < 1= p*O| + [pC = (-1)| < Ve+VE=1/2+1/2=1 (94)
This is a contradiction. Thus (F, N, C')-Byzantine learning cannot be guaranteed for F' > N/2. O

D.2. Lower Bound on Correctness

Proof of Corollary 2. Consider d = 1. Let us define 6, = 0 for all users n € [|H|] = {1,...,|H]|}, and 0] = 1 for all
usersn € [N] — [[H|] = {|H| +1,...,N}. Now fix &,§ > 0, withe < F2/(N — F)? and § = 1/3. Consider the honest

datasets D of size Z that they may have reported, where Z is chosen to guarantee high-probability (F, N, C)-Byzantine
learning, as guaranteed by Definition 2. Since the guarantee must hold for H = [|H|] and for H = [N] — [F], with

probability at least 1 — 26 > 1/3 > 0 (so that both guarantees hold), we must then have |pALG‘2 < ¢ (for H = [|#]]) and

2

F
ALG <C?% ¢, (95)

N-F
for the case H = [N] — [F]. The first inequality implies |p*"G| < F/(N — F), while the second can then be rewritten
r 2
2> (= = —e. 6
c* > ( N_F s> € (96)

But this equation is now deterministic. Since it must hold with a strictly positive probability, it must thus hold determinis-
tically. Moreover, it holds for any € > 0. Taking the limit ¢ — 0 yields the result. O

p

E. Sum over Expectations

In this section, we provide both theoretical and empirical results to argue for using a sum-based local loss over an
expectation-based local loss.

E.1. Theoretical Arguments

Indeed, intuitively, if one considers an expectation E,,.p [€(6,,,x)] rather than a sum, as is done by (Hanzely et al., 2020),
(Dinh et al., 2020) and (EI-Mhamdi et al., 2021a), then the weight of an honest active user’s local loss will not increase as
a user provides more and more data, which will hinder the ability of ,, to fit the user’s local data. In fact, intuitively, using
an expectation wrongly yields the same influence to any two users, even when one (honest) user provides a much larger
dataset D,, than the other, and should thus intuitively be regarded as “more reliable”.

There is another theoretical argument for using the sum rather than the expectation. Namely, if the loss is regarded as

a Bayesian negative log-posterior, given a prior exp (f Yonen ¥ 10nlly = 2206 Rip, Qn)) on the local and global

models, then the term that fits local data should equal the negative log-likelihood of the data, given the models (p, 6).
Assuming that the distribution of each data point x € D,, is independent from all other data points, and depends only on
the local model 6,,, this negative log-likelihood yields a sum over data points; not an expectation.

E.2. Empirical Results

We also empirically compared the performances of sum as opposed to the expectation. To do so, we constructed a setting
where 10 “idle” users draw randomly 10 data points from the FashionMNIST dataset, while one “active” user has all of the
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EL | XL || ENN | NN
idle user’s model 0.52 | 0.80 0.55 0.79
active user’s model || 0.58 | 0.80 0.56 0.79
global model 0.55 | 0.80 || 0.58 0.79

Table 1. Accuracy of trained models, depending on the use of expectation (denoted E) or sum (3), and on the use of linear classifier (1)
or a 2-layer neural net (N V). Here, all users are honest and an £3 regularization is used, but there is a large heterogeneity in the amount
of data per user.

Accuracy
Accuracy

—— acc_big 0.2
—-= acc_small —-= acc_small
----- acc_glob «==+= acc_glob

0 25 50 75 100 125 150 175 200 0 25 50 75 100 125 150 175 200
Epochs Epochs

(a) Using the average (b) Using the sum

Figure 4. Linear model on noisy FashionMNIST, for A = 0.01.

FashionMNIST dataset (60,000 data points). We then learned local and global models, with R(p,8) = X ||p — 9||§, A=1
We compared two different classifiers to which we refer as a “linear model” and “2-layers neural network”, both using
CrossEntropy loss. The linear model has (784 4 1) x 10 parameters. The neural network has 2 layers of 784 parameters
with bias, with ReLU activation in between, adding up to ((784 + 1) x 784 + (784 + 1) x 10.

Note also that, in all our experiments, we did not consider any local regularization, i.e. we set v 2 0. All our experiments
are seeded with seed 999.

E.2.1. No1sY FASHIONMNIST

To see a strong difference between sum and average, we made the FashionMNIST dataset harder to learn, by randomly
labeling 60% of the training set. Table 1 reports the accuracy of local and global models in the different settings. Our
results clearly and robustly indicate that the use of sums outperforms the use of expectations.

On each of the following plots, we display the top-1 accuracy on the MNIST test dataset (10 000 images) for the active
user, for the global model and for one of the idle users (in Table 1, the mean accuracy for idle users is reported), as we vary
the value of A. Intuitively, A\ models how much we want the local models to be similar.

In the case of learning FashionMNIST, given that the data is i.i.d., larger values of A are more meaningful (though our
experiments show that they may hinder convergence speed). However, in settings where users have different data distribu-
tions, e.g. because the labels depend on users’ preferences, then smaller values of A may be more relevant.

Note that the use of a common value of A in both cases is slightly misleading, as using the sum intuitively decreases the
comparative weight of the regularization term. To reduce this effect, for this experiment only, we divide the local losses
by the average of the number of data points per user for the sum version. This way, if the number of points is equal for
all users, the two losses will be exactly the same. More importantly, our experiments seem to robustly show that using the
sum consistently outperforms the expectation, for both a linear classifier and a 2-layer neural network, for the problem of
noisy FashionMNIST classification.

E.2.2. FASHIONMNIST WITHOUT NOISE

Recall that we introduced noise into FashionMNIST to make the problem harder to learn and observe a clear difference
between the average and the sum. In this section, we present results of our experiments when the noise is removed.

Even without noise, the difference between using the sum and using the expectation still seems important. We acknowledge,
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Figure 5. 2-layer neural network on noisy FashionMNIST, for A = 0.01.
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Figure 6. Linear model on noisy FashionMNIST, for A = 0.1.
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Figure 7. 2-layer neural network on noisy FashionMNIST, for A = 0.1.
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Figure 8. Linear model on noisy FashionMNIST, for A = 1.
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Figure 9. 2-layer neural network on noisy FashionMNIST, for A = 1.
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Figure 10. Linear model on noisy FashionMNIST, for A = 10.
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Figure 11. 2-layer neural network on noisy FashionMNIST, for A = 10.
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Figure 12. Linear model on noisy FashionMNIST, for A = 100.
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Figure 13. 2-layer neural network on noisy FashionMNIST, for A = 100.
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Figure 14. Linear model on FashionMNIST (without noise), for A = 1.
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Figure 15. 2-layer neural network on FashionMNIST (without noise), for A = 1.
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however, that the plots suggest that even though we ran this experiment for 10 times more (and 5 times more for the linear
model) than other experiments, we might not have reached convergence yet, and that the use of the expectation might still
eventually gets closer to the case of sum. We believe that the fact that the difference between sum and expectation in the
absence of noise is weak is due to the fact that the FashionMNIST dataset is sufficiently linearly separable. Thus, we
achieve a near-zero loss in both cases, which make the sum and the expectation close at optimum.

Even in this case, however, we observed that the sum clearly outperforms the expectation especially, in the first epochs.
We argue that the reason for this is the following. By taking the average in local losses, the weights of the data of idle users
are essentially blown out of proportion. As a result, the optimizer will very quickly fit these data. However, the signal from
the data of the active user will then be too weak, so that the optimizer has to first almost perfectly fit the idle nodes’ data
before it can catch the signal of the active user’s data and hence the average achieves weaker convergence performances
than the sum.

F. Linear Regression and Classification are Gradient PAC*

Throughout this section, we use the following terminology.

Definition 6. Consider a parameterized event E(ZI). We say that the event £ occurs with high probability if P [£(Z)] — 1
as T — oo.

F.1. Preliminaries
Define |||, £ max ), 20(|[Xx[|, / [|lz]|,) the £> operator norm of the matrix . For symmetric matrices ¥, this is also
the largest eigenvalue in absolute value.

Theorem 6 (Covariance concentration, Theorem 6.5 in (Wainwright, 2019)). Denote ¥ = E [Q; QT|, where Q; € R% is
from a oo -sub-Gaussian random distribution Q Then, there are universal constants cq, co and c3 such that, for any set
{Qi}iem of i.i.d. samples from Q, and any § > 0, the sample covariance ¥ = % > 0Q; Q;TF satisfies the bound

1 e d d
P|— E—EH > ¢ \/> a
[Ué 2_(’1( I+I>+5

Theorem 7 (Weyl’s Theorem, Theorem 4.3.1 in (Horn & Johnson, 2012)). Let A and B be Hermitian® and let the respective
eigenvalues of A and B and A + B be {\;(A)}L_;, {\i(B)}L ., and {\i(A + B)}L_,, each increasingly ordered. Then

< ez exp (—c3Zmin(4,6%)) . 97)

Ai(A+ B) < XA+ Xa—;(B), j=0,1,...,d—1, (98)
and
Xitj(A) + X1 (B) < AN(A+B), j=0,...,i—1, (99)
foreachi=1,...,d.

Lemma 20. Consider two symmetric definite positive matrices S and 3. Denote pp, iy, and Ay their minimal eigenvalues.
Then |pmin — Amin| < ||S — EHQ'
Proof. This is a direct consequence of Theorem 7, for A =S, B=YX —S,i=1,and j = 0. O

Corollary 3. There are universal constants ci1, co and c3 such that, for any o g-sub-Gaussian vector distribution Q e R?
and any § > 0, the sample covariance Y. = % > 0Q; QZ-T satisfies the bound

1 - d d
P [2 ’min SP(X) — min SP(Z)‘ > <\/;+ I) + | <coexp (—c;;Imin((S, 52)) , (100)
o
Q
where min SP(3) and min SP(X) are the minimal eigenvalues of ¥ and X.
Proof. This follows from Theorem 6 and Lemma 20. O

SFor real matrices, Hermitian is the same as symmetric.
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Lemma 21. With high probability, min SP(3) > min SP(X) /2.

Proof. Denote i, = min SP(X) and Xmm £ min SP(E). Since each Q; is drawn i.i.d. from a og-sub-Gaussian, we
can apply Corollary 3. Namely, there are constants c;, co and cs3, such that for any § > 0, we have

d d
> claQQ <\/;+ I) + (502Q

We now set § £ )\mm/(402Q) and we consider 7 large enough so that c; (\/% + %) < )\mm/(4a2g). With high proba-
bility, we then have Apin > Amin /2. O

P ’X,m-n — Aomin

< ¢g exp (—c3Z min {6,(52}). (101)

F.2. Linear Regression is Gradient-PAC*

In this section, we prove the first part of Lemma 4. Namely, we prove that linear regression is gradient-PAC* learning.

F.2.1. LEMMAS FOR LINEAR REGRESSION

Before moving to the main proof that linear regression is gradient-PAC*, we first prove a few useful lemmas. These lemmas
will rest on the following well-known theorems.

Theorem 8 (Lemma 2.7.7 in (Vershynin, 2018)). If X and Y are sub-Gaussian, then XY is sub-exponential.

Theorem 9 (Equation 2.18 in (Wainwright, 2019)). If X1,..., Xz are iid sub-exponential variables, then there exist
constants cy, c5 such that, for all I, we have

Vt € [0,cq), P[|X — E[X]| > tZ] < 2exp (—c5Tt%) . (102)

Lemma 22. For all j € [d), the random variables X; = &;Q;[j] are iid, sub-exponential and have zero mean.

Proof. The fact that these variables are iid follows straightforwardly from the fact that the noises &; are iid, and the queries
Q, are also iid. Moreover, both are sub-Gaussian, and by Theorem 8, the product of sub-Gaussian variables is sub-
exponential. Finally, we have E [X] = E [£Q]j]] = E[{]E[Q]j]] = 0, using the independence of the noise and the query,
and the fact that noises have zero mean (E [¢] = 0). O

Lemma 23. There exists B such that HZZ'EI & 9Q; H2 < BT3/* with high probability.

Proof. By Lemma 22, the terms &; Q; [4] are iid, sub-exponential and have zero mean. Therefore, by Theorem 9, there exist
constants ¢4 and ¢ such that for any coordinate j € [d] of ; Q; and for all 0 < u < ¢4, we have

P l > &l

i€Z
Plugging u = vZ(~'/%) into the inequality for some small enough constant v, and using union bound then yields

> Tu| < 2exp (—csZu?). (103)

P 6| =1%oVl <P (> &0 >Z¢Mv| <2dexp (—es/Tv?). (104)
i€T 9 i€T o
Defining B £ v+/d yields the lemma. O

F.2.2. PROOF THAT LINEAR REGRESSION IS GRADIENT-PAC*

We now move on to proving that least square linear regression is gradient-PAC*.
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Proof of Theorem 2. Note that Vo/(0, Q, A) = (07 Q — A)Q. Thus, on input i € [Z], we have

Vel(0, Qi A(Qi,01) = ((0 - 017 Qi) Qi — &Q. (105)
Moreover, we have
0 —0H7V, (u ||9||§) — 20— 0770 =20 || — 072 + 20(0 — 67761 (106)
As a result, we have
(60— 6")"VeL(0,D) = (107)
T(0— 0770 —07) — (6 —67)" (Z @»Qi) + 20 |0 — 07||2 + 2v(6 — 67) 70T (108)
i€l

But now, with high probability, we have (8 — 61)TS(6 — 67) > (Apin/2) 60— GTH; (Lemma 21) and ||>°,.7 & Qi||2 <
BI®/% (Lemma 23). Using the fact that |67 ||, < K and the Cauchy-Schwarz inequality, we have
)\min 2 3
(0= 0NT"VL (9, D) > (=5 T +w) [0 - 0", - (BZ®/Y +20K) [0 — 07, - (109)

Denoting Ax £ AT’%@'" and Bx £ B + 2vK and using the fact that Z > 1, we then have

(0 —07)"VoL(8,D) > AcZ |0 — 07||2 — BZ®/Y |9 - 67|, (110)
> AcTmin {]|0 — 07|, |6 - 0T[5} — BT/ ||o - 6|

(111)

27 27

with high probability. This corresponds to saying Assumption 3 is satisfied for o« = 3/4. O

F.3. Logistic Regression

In this section, we now prove the second part of Lemma 4. Namely, we prove that logistic regression is gradient-PAC*
learning.

F.3.1. LEMMAS ABOUT THE SIGMOID FUNCTION

We first prove two useful lemmas about the following logistic distance function.
Definition 7. We define the logistic distance function by A(a,b) = (a — b) (o(a) — o(b)).
Lemma 24. [fa,b € R such that for some k > 0,

a| < k and |b| < k, then there exists some constant ¢, > 0 such that

Ala,b) > ¢ |a—b)*. (112)

Proof. Note that the derivative of o(z) is strictly positive, symmetric (¢/(z) = o’(—z)) and monotonically decreasing for
z > 0. Therefore, for any z € [—k, k], we know o’(z) > ¢ = o’(k). Thus, by the mean value theorem, we have

o(a) —a(b)
a—1b
Multiplying both sides by (a — b)? then yields the lemma. O

> cp. (113)

Lemma 25. Ifb € R, and |b| < k, for some k > 0, then there exists a constant dy, such that for any a € R, we have
A(a,b) Z dk |a—b| 7dk (114)
Proof. Assume |a — b| > 1 and define d, = o(k + 1) — (k). If b > 0, since o/(z) is decreasing for z > 0, we have
o(b) —o(b—1) > a(b+1) —o(b) > di, and by symmetry, a similar argument holds for b < 0. Thus, we have
lo(a) — o(b)| > min{c(d) —a(b—1),0(b+1) —o(b)} > di. (115)

Therefore,
(a —b)(c(a) — (b)) > di|a—b| > di|a — b — di. (116)
For the case of |a — b| < 1, we also have (a — b) (o(a) — o (b)) > 0 > di |a — b| — dp. O
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F.3.2. A UNIFORM LOWER BOUND
Definition 8. Denote S*~* £ {u € R?|||u||, = 1} the hypersphere in R”.
Lemma 26. Assume SUPP(Q) spans R%. Then, for allu € S%1, E [|QTul] > 0.

Proof. Letu € S~1. We know that there exists Q1, ..., Q4 € SUPP(Q) and oy, . .., g € R such that u is colinear with
> @;Q;. In particular, we then have ul’ a;Q; =" aj(Q;fFu) # 0. Therefore, there must be a query Q. € SUPP(Q)

such that Q7'u # 0, which implies a = ‘Q*Tu’ > 0 By continuity of the scalar product, there must then also exist € > 0

such that, for any Q € B(Q.,¢), we have ‘QTu’ > a/2, where B(Q,,¢) is an Euclidean ball centered on Q, and of
radius €.

But now, by definition of the support, we know that p = P[Q € B(Q.,¢)] > 0. By the law of total expectation, we then
have

E[|Q"u|] =E[|Q"u||Q € B(Q.,e)| P[Q € B(Q.,¢)]

+E[|QTu||Q ¢ B(Q.,)] P[Q ¢ B(Q.,¢)] (117)
>ap/2+40>0, (118)
which is the lemma. O

Lemma 27. Assume that, for all unit vectors u € S~1, we have E [| QTuH > 0, and that SUPP(Q) is bounded by M.
Then there exists C' > 0 such that, with high probability,

vues, Y |ofu| > CT. (119)
i€l

Proof. By continuity of the scalar product and the expectation operator, and by compactness of S?~1, we know that

Co 2 inf E[|Q"u|] > 0. (120)
ueRd

Now define ¢ £ Cj/4Mg. Note that S~! C (J, cga—1 B(u,e). Thus we have a covering of the hypersphere by open
sets. But since S ! is compact, we know that we can extract a finite covering. In other words, there exists a finite subset
S c S such that S*~! C (J, g B(u, ¢). Put differently, for any v € S9!, there exists u € S such that [[u — v||, <e.

Now consider u € S. Given that SUPP(Q) is bounded, we know that |QZ-Tu| € [0, Mg]. Moreover, such variables ’QZTu|
are iid. By Hoeffding’s inequality, for any ¢ > 0, we have

|

Choosing t = Cj/2 then yields

Y lQfu| - TE [|Q" ul]

i€l

> 71t

—27t?
SQeXp( Mt ) (121)
Q

CoZ IC
T 0 T T 0
P[E |Qi u’ST §P|‘E ’Qiu9,9¢|—IEHQ UQ—OTH ZT (122)
i€l €T
~ICy?
< .
< 2exp< 2o ) (123)
Taking a union bound for u € S then guarantees
CoZ ~ICy*
T 0 0
PqueS, ’§ez|Qiu|27 21—2|S|exp<2 Q), (124)

which clearly goes to 1 as Z — oo. Thus Vu € S, >, ‘QiTu’ > % holds with high probability.
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Now consider v € S?~1. We know that there exists u € S such that |[u — v||, < e. Then, we have

doofv]=> " |ofu+ of (v —u) (125)
1€[Z] 1€[Z]
> Y |Qfu| - IMg [|v — ul, (126)
1€[Z]
CoZ Co  CoI
> — —IM — 12
2 CuMg 4 (127)
which proves the lemma. O

F.3.3. LOWER BOUND ON THE DISCREPANCY BETWEEN PREFERRED AND REPORTED ANSWERS

Lemma 28. Assume that Q has a bounded support, whose interior contains the origin. Suppose also that HHT H2 < K.
Then there exists Ax such that, with high probability, we have

> AQT9, Q70" = AcTmin {[l6 - 07, [jo - 673} (128)
i€[Z]

Proof. Note that by Cauchy-Schwarz inequality we have
Q0] < 11Qill, [[¢7]], < MoK (129)

Thus, Lemma 25 implies the existence of a positive constant di, such that for all § € R4, we have

> A(Qf0,9707) > (dx|Qf6 — Qf 0f| — dx) (130)
1€L i€l
= —dxZ+di ||0 - 07, | QT ug_p1], (131)
i€

where ug_gr £ (0 — 07)/ |6 — 67|, is the unit vector in the direction of § — 61

Now, by Lemma 27, we know that, with high probability, for all unit vectors u € S9=*, we have 3 |Q7u| > CZ. Thus,
for T sufficiently large, for any # € R?, with high probability, we have

d C’I’TLZTL

> OAQ]0,Q70") > =T |6 — 01|, — dicZ. (132)
€L
Defining e £ 9£Cmin and fic & 4 > fx, we then have
ZA(QZ@, Q7 0%) > exZ||0 — 07|, (133)
1€T

We now focus on the case of ||6 — 7|, < fic. The triangle 1nequa11ty yields [|0]|, < || — 67|, + ||67]|, < fx + K. By

Cauchy-Schwarz inequality, we then have | Q70| < (fx + K)Mg £ gx and | Q76| < KMg < gk. Thus, by Lemma
24, we know there exists some constant cx such that

3 (0(QT60) — o (QF81)) (QF0 — QF8Y) > Y e [QT0 - 0T o!|” (134)
i€l €T
= (60— 06")"0;Qf (6 -6 (135)
€T

N (ZQZQT> (0 —0). (136)

i€
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Since distribution Q is bounded (and thus sub-Gaussian), by Theorem 6, with high probability, we have

)\min
(0—00)" (Z Q@?) (0 —07) > 2T ||o - ot (137)

, 2
1€

where Ay, is the smallest eigenvalue of E [Q; Q7 ]. Thus, for ||§ — 67 H2 < fx, we have

>\7n'n6 2
> (o(QT0) — o(QF o)) (QF 0 — QT o1) > 17’% 16— 67| - (138)
€T
Combining this with (133), and defining Ax £ min { 2=z ec 1. we then obtain the lemma. O

F.3.4. PROOF THAT LOGISTIC REGRESSION IS GRADIENT-PAC*

Now we proceed with the proof that logistic regression is gradient-PAC*.

Proof of Theorem 3. Note that 0(—2) = e *0(2) = 1 — 0(z) and 0/(z) = e ?0%(z). We then have

_ d(AQTHAQ  _ omy -
Vol(0,Q,A) = T oA0Te) ¢ o(AQ 0)AQ (139)
= —0(-AQT9)AQ = (0(Q"0) —1[A =1]) Q, (140)

where 1 [A = 1] is the indicator function that outputs 1 if A = 1, and 0 otherwise. As a result,
0 —0NIVeL(0,D) = (141)
0 —onHT (Z (o(QF0) —1[A; =1]) Qi> +2uv(0 — 0170 (142)
i€l
=0 -06HT (Z (o(QT0) — a(QT0") + o(QT01) — 1 [A4; = 1)) QZ-) (143)
i€
+2v |0 — 075 +20(0 — 0T)76F (144)
= > A(Qfe.Qfe") + (6 —o"" (Z (o(QF6") — L [A; = 1]) Qi> (145)
i€[Z] 1€T

+2v |0 — 0F||; + 2v(0 — 61) 70T (146)

By Lemma 28, with high probability, we have

> A(QF6, Q76N = AcTmin{||o - 67|, [0 - 6"|[;} (147)

€[]

To control the second term of (145), note that the random vectors Z; £ (o(Q7607) — 1 [A; = 1]) Q; are iid with norm
at most Mg. Moreover, since E [1[A; = 1]|Q;] = o(QT0T), by the tower rule, we have E [Z;] = E[E[Z;|Q;]] = 0.
Therefore, by applying Hoeffding’s bound to every coordinate of Z;, and then taking a union bound, for any B > 0, we
have

P

%

i€l

(148)

> BT3/*| < 2dexp (—
2

B2/T
2dM3 )

Applying now Cauchy-Schwarz inequality, with high probability, we have

< BT o~ o',

@ a7 (z (/(Q70) — 1 [4; = 1) Qz)

i€l
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Combining this with (138) and using HHT Hi < IC, we then have

0 —6NTVyL(9,D) (149)
> (AT +v) {]|0 = 07|, |0 = 07|13 } — (BT + 20k0) [j0 - 07, (150)
> AT {6~ 6", |lo — 6" } — BI/P [lo o', (s

where Bx = B + 2vK. This shows that Assumption 3 is satisfied for logistic loss for &« = 3/4, and Ax and By as
previously defined.

O

G. Proofs of Local PAC*-Learnability

Let us now prove Lemma 5. To do so, consider the preferred models gt and a subset H C [N] of honest users. Denote
D_4 the datasets provided by users n € [N] — H. Each honest user i € H provides an honest dataset D}, of cardinality

at least Z > 1. Consider the bound K, £ max,cy HO}: H on the parameter norm of honest active users h € H.
2

G.1. Bounds on the Optima
Before proving the theorem, we prove a useful lemma that bounds the set of possible values for the global model and
honest local models.

Lemma 29. Assume that R and { are nonnegative. For T large enough, if all honest active users h € H provide at least T
data, then, with high probability, 05, must lie in a compact subset of R that does not depend on T.

Proof. Denote L 2 L0ss(0, (G_L, 0_%), (0, 5—7—1))- Essentially, we will show that, if 5;‘{ is too far from é;r{, then the loss
will take values strictly larger than L°.

Assumption 3 implies the existence of an event £ that occurs with probability at least Py £ P(Ky,T)!*!, under which,
for any 0, € R4, we have

T 2
(00— 61) VL1 (0n) = Ax, Tmin {’ - 91“2} — By, I° ||on - 92“2 , (152)
which implies
T : f o
uly, ) VL (6:) = Ary Tmin {1, 6 — 0| } - B, 7 (153)

Note also that Py — 1 as Z — oo. We now integrate both sides over the line segment from 9}; to 8. The fundamental
theorem of calculus for line integrals then yields

L (0n) ~ £ (0]) = Hah —o H / ufy, VL (6F +t(0n — o) ) at (154)
> [len - G;HQ /t:O Ay Tmin {1, 61 - 9,2”2} — By, I°) dt (155)

==t [ (Amazmin {1t o]}t B,z

0 —9}1H2. (156)

Now, if Hﬁh — G}TLH > 2, we then have
2

\/

A
Lo (o) — £n (6) ( Ko —BKHI“>\}9h—9ZQ

> A, T — 2By, I°. (158)

(157)
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Now for Z > 7; £ max {QLO/AKH, (4BKH/AKH)ﬁ }, we have
Ln (1) — Ln (92) > IO, (159)
This implies that if Hﬁh - 9}; H > 2 for any h € H, then we have
2

LOSS(07 (e_;r-[a O—H)a ﬁ) < LOSS(,D, (gﬂv 5—%)3 ﬁ)v (160)

regardless of p and 6_4;. Therefore, we must have HGIL - 05

< 2. Such inequalities describe a bounded closed subset of
2

R?*™  which is thus compact. O

Lemma 30. Assume that R(p,0) — oo as ||p — 8], — oo, and that HQ}: - 05

, < 2 for all honest users h € H. Then p*

must lie in a compact subset of R¢ that does not depend on T.

Proof. Consider an honest user 4’. Given our assumption on R — oo, we know that there exists D K, such that if

lp— 65/, > Dk, then R(p,65,) > L° + 1. Thus any global optimum p* must satisfy ‘ p* =00l < |pr— 051l +
2
‘9;;,—9,1, < Dy, +2. O
2
G.2. Proof of Lemma 5

Proof of Lemma 5. Fix £,0 > 0. We want to show the existence of some value of Z(e, 4, ﬁ,y, §T) that will guarantee
(e, d)-locally PAC* learning for honest users.

By lemmas 29 and 30, we know that the set C' of possible values for (p*, 9_';*_[) is compact. Now, we define

Ex. 2 161
K (pr}gggCIIVeR(p, )|l (161)

the maximum of the norm of achievable gradients at the optimum. We know this maximum exists since C' is compact.
Using the optimality of (p*, 5*), for all h € H, we have
0 (6; —6])TVy, Loss(p*, 6% (162)
= (0, = 0)) VL) + (0, = 01)" Vo, R0, 07) (163)
(65— 617V Ln(6;) — 6 = 01 IV R, 011, (164

vV

> (6 — 01TV LA(67) — Ercy |

0 — eILHQ. (165)

We now apply assumption 3 for & = 65 (for h € H). Thus, there exists some other event £’ with probability at least P,
under which, for all h € H, we have
0 — 0}

0> A, Zmin {‘ } By, I°

i =0, = e |

z o; —91“2. (166)

0 6},

)
2

1

Now if Z > 7, £ max {QEKH /AK,,, (2BK,, /AK,, ) T-= } this inequality cannot hold for ‘

0 — 92”2 > 1. Therefore,

for Z > 75, we have ’ 0 — 9;2 < 1, and thus,
2
2
0= A, |0~ 0}~ BT |05 — 0}~ Excs |05 - 6 (167)
2 2 2
and thus,
Bg., I“ + Eg
6*—9TH < DEnt T Ky 168
‘ h hily = AKHI ( )

Now note that P[EAE | =1 -P[-EV-E] > 1—-P[-€] — P[~€'] = 2Py — 1. It now suffices to consider Z larger
than Z, and large enough so that P(Ky,, )"l > 1 — §/2 (whose existence is guaranteed by Assumption 3, and which

B, I°+E ;
guarantees 2P — 1 > 1 — §) and so that K’{TJFIK” < ¢ to obtain the theorem. O
H
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H. Convergence of CGA Against (3

To write our proof, we define Loss” , : R? — R by

Loss” (p) £ inf {LOSS(p, 0,D) — L (05, D) — R(p, 93)} (169)
6
=inf Y L0, Dn) + A D llp—0al;- (170)
6
n#s n#s

In other words, it is the loss when local models are optimized, and when the data of strategic user s are removed.

Lemma 31. Assuming (3 regularization and convex loss-per-input functions {, for any datasets D, LOSS is strongly convex.
As a result, so is LOSS” .

Proof. Note that the global loss can be written as a sum of convex function, and of v 3" (|02 + ||p — 61/>. Using
tricks similar to the proof of Lemma 11, we see that the loss is strongly convex. The latter part of the lemma is then a
straightforward application of Lemma 10. O

We now move on to the proof of Theorem 4. Note that our statement of the theorem was not fully explicit, especially about
the upper bound on the constant learning rate 7. Here, we prove that it holds for 17, = n < 1/3L, where L is a constant
such that Loss” , is L-smooth. The existence of L is guaranteed by Lemma 13.

Proof of Theorem 4. Note that by Lemma 9, L0sS” _ is convex, differentiable and L-smooth, and VLoss” (p') = ¢!,
For /3 regularization, we have GRAD(p) = R for all p € R?. Then the minimum of equation 7 is zero, which is obtained

t_gt " t_gf t_ t—1
when gt £ 2% _ gt gi=ly pTas + £=—. Note that

n
pit = pt — gl —ng! a7
=p' —ngll — (o' —0) + (o' = p*) — gl ™! (172)
=0T — (gl + gt + (gl gt (173)
=01 —n(ghl — " ). (174)

s ,t—1 -1 t—2
Therefore, p'™! — pt = n(glt — gMt71) —p(ghit — g172).

Then, using the L-smoothness of LOSs” ,, and denoting u; = ||ptJrl — pt ||2, we have u;y 1 < Lmgug + Lng_qus 1. Now

assume that n < 1/3L. Then ;41 < % (u; + ug—1). We then know that uy o < & (wpp + 1) < 3(5(w +uemr) +wy) =
4 1
§’ll,t + §ut_1.

Now define v; £ u; + ;1. We then have vp10 < uppo + uppr < gy + gup—1 < #(up + up—1) < ;. By induction,
we know that v; < (7/9)*~Y/2max {vg,v1} < (V/7/3)* ((/7/3) max {vg, v1}). Thus, defining o £ /7/3 < 1, there
exists C' > 0 such that u; < v, < Caf. This implies that ) [|p"*! — pf||, < > Ca’ < oco. Thus > (p™ — pf)
converges, which implies the convergence of pf to a limit p>°. By L-smoothness, we know that gii must converge too.
Taking equation 174 to the limit then implies p> = 6I. This shows that the strategic user achieves precisely what they
want with CGA. It is thus optimal. O

I. CGA on MNIST

In this section, CGA is executed against 10 honest users, each one having 6,000 randomly and data points of MNIST,
drawn randomly and independently. CGA is run by a strategic user whose target model 61 labels 0’s as 1s, 1’s as 2’s, and
so on, until 9’s as 0’s. We learn 61 by relabeling the MNIST training dataset and learning from the relabeled data. We use
A = 1, Adam optimizer and a decreasing learning rate.
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Figure 16. Norm of global model, distance to initialisation and distance to target, under attack by CGA. In particular, we see that the
attack against £3 is successful, as the distance between the global model and the target model goes to zero.

J. Cifar-10 on VGG 13-BN Experiments

We considered VGG 13-BN, which was pretrained on cifar-10 by (Phan, 2021). We now assume that 10 users are given
part of the cifar-10 database, while a strategic user also joins to the personalized federated gradient descent algorithm.
The strategic user’s goal is to bias the global model towards a target model, which misclassifies the cifar-10 data, by
reclassifying O into 1, 1 into 2... and 9 into 0.

J.1. Counter-Gradient Attack

We first show the result of performing counter-gradient attack on the last layer of the neural network. Essentially, images
are now reduced to their vector embedding, and the last layer performs a simple linear classification akin to the case of
MNIST (see Appendix I).

Gradient attack Gradient attack
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Figure 17. CGA on cifar-10.

J.2. Reconstructing a Model Attack

Reconstructing an attack model whose effect is equivalent to the counter-gradient attack is identical to what was done in
the case of MNIST (see Section 5.2).

J.3. Reconstructing Data Poisoning

This last step is however nontrivial. On one hand, we could simply use the attack model to label a large number of random
images. However, this solution would likely require a large sample complexity. For a more efficient data poisoning, we can
construct vector embeddings on the indifference affine subspace V', as was done for MNIST in Section 5.3. This is what is
shown below.
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Figure 18. Model attack on cifar-10.
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Figure 19. Data poisoning on cifar-10.

We acknowledge however that this does not quite correspond to data poisoning, as it requires reporting a vector embedding
and its label, rather than an actual image and its label. The challenge is then to reconstruct an image that has a given vector
embedding. We note that, while this is not a straightforward task in general, this has been shown to be at least somewhat
possible for some neural networks, especially when they are designed to be interpretable (Zeiler & Fergus, 2014; Wang
et al., 2019¢; Mai et al., 2019).

K. Single Data Poisoning for Least Square Linear Regression
Proof of Theorem 5. We define the minimized loss with respect to p and without strategic user s by

Loss* [(p,D_,) 2  min > L0, D) + > A0n—pll5 ¢ - (175)
f—s €RIX(N-D n#s n#s

Now consider a subgradient g € V,L0ss* (0], D_,) of the minimized loss at 6. For z 2 £, then have —g €
v ()\ ||x||§) We then define 0% = 6] — z.

0=g—geV,Loss* (0. D_)+V, ()\ 6% — e;Hi) (176)
= V,Loss,(0],6" (0% D_,),0% D_,), (177)

where LOSS; is defined by (39). Now consider the data point (Q,.A) = (g, g7 6% —1). For D, = {(Q,.A)}, we then have
VL, (0%, D,) = g, which implies
Vo, Loss(01, (0%,6% (6%, D_,),D) = 0. (178)
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Combining it all together with the uniqueness of the solution then yields

~ 7\ — (ot (6% G (6% T
ar(gpg;ln {LOSS(p,G,D)} (95, (05 ,0" (08 ,D_s)>) , (179)

which is what we wanted. O

L. Data Poisoning Against Linear Classification

L.1. Generating Efficient Poisoning Data and Initialization

For every label a € {1,...,9}, we define y, £ 0% — 6%, and ¢, £ —(0% — %)) (where 0% is the bias of the linear
classifier). The indifference subspace V is then the set of images Q € R? such that QT'y, = ¢, forall a € {1,...,9}.

To project any image X € R¢ on V, let us first construct an orthogonal basis of the vector space orthogonal to V', using

the Gram-Schmidt algorithm. Namely, we first define z; = y;. Then, for any answer a € {1,...,9}, we define
o= Y Yoz (180)
e Iz b||2

It is easy to check that for b < a, we have zgzb = 0. Moreover, if @ € V, then

Q=ylog-y Wa2AHZ (ya20)(2 Q) ca— Y R T (Wa2) (4 Q) (181)

b IIZsz bea HZbIlz

By induction, we see that Z?;Q is a constant independent from Q. Indeed, for @ = 1, this is clear as leQ =1 TQ = ¢.
Moreover, for a > 1, then, in the computation of z:f Q, Q always appear as zEQ for b < a. Moreover, denoting ¢/, the
constant such that zI' Q = ¢/, forall @ € {1,...9}, we see that these constants can be computed by
T
z
& =co— Y atty (182)
bea 126l

Finally, we can simply perform repeated projection onto the hyperplanes where a is equally probable as the answer 0. To
do this, we first define the orthogonal projection P(X,y, c) of X € R on the hyperplane 27y = c, which is given by

P(X,y,c) =X — (XTy —¢) (183)

5.
191l

It is straightforward to verify that P(X,y, c)Ty = cand that P(P(X,y, c),y,c) = P(X,y,c). We then canonically define
repeated projection by induction, as

P(Xa (y17 cee 7yk+1)7 (cla ) ck+1)) = P(P(X7 (yh CERE yk)v (Clv s 7ck))7yk+17 Ck+1)' (184)
Now consider any image X € R¢. Its projection can be obtained by setting
Q2 P(X,(21,...,29),(cl,...ch)) +E. (185)

Note that to avoid being exactly on the boundary, and thus retrieve information about the scales of #* and on which side
of the boundary favors which label, we add a small noise £, to make sure Q does not lie exactly on V' (which would lead
to multiple solutions for the learning), but small enough so that the probabilities of the different label remain close to 0.1
(the equiprobable probability).

We acknowledge that images obtained this way may not be in [0, 1]¢, like the images of the MNIST dataset. In general,
one could search for points @ € V N [0, 1]%. Note that in theory, by Theorem 3 (or a generalization of it), labeling random
images in [0, 1] should suffice. However, in the case where V N [0, 1]¢ is empty, this procedure may require the labeling
of significantly more images to be successful. This is discussed in more detail in Section L.3.

The convergence to the optimum is slow. But given that the problem is strictly convex, we focus here mostly on showing
that the minimum is indeed a poisoned model. To boost the convergence, we initialize our learning algorithm at a point
close to what we expect to be the minimum, by taking this minimum and adding a Gaussian noise, and then we observe
the convergence to this minimum.
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Figure 20. Accuracy of p* according to 61 (which relabels 0 — 1 — 2 — ... — 9 — 0), under our data poisoning attack with poisoned
images in [0, 1]%, with one attacker against two honest users.

L.2. A Brief Theory of Data Poisoning for Linear Classification

Using the efficient poisoning data fabrication, we thus have a set of images (Q,p(Q)), where p,(Q) is the probability
assigned to image Q and label a. This defines the following local loss for the strategic user:

Ls(0s,D) = Z Z pa(Q)Ino,(6s, Q), (186)
(9,p(Q))eD; ac{0,1,...,9}

where 0, (05, Q) = % is the probability that image Q has label a, according to the model 6. We acknowl-
sb s
edge that such labelings of queries is unusual. Evidently, in practice, an image may be labeled IV times, and the number of

labels NV, it received can be set to be approximately N, ~ Np,(Q).

It is noteworthy that the gradient of the loss function is then given by

(0, - 0% Vo £0.D) = Y Y (0u(05,Q) — 0 (6%, Q)) (6. — 0%)" OF, (187)

Q€D a€{0,1,...,9}

where we defined QF £ (1, Q) (which allows to factor in the bias of the model. This shows that Vg L (0, D) points
systematically away from 0?, and thus that gradient descent will move towards 0?.

In fact, if the set of images Q cover all dimensions (which occurs if there are §2(d) images, which is the case for 2,000
images, since d = 784), then gradient descent will always move the model in the direction of 9?, which will be the
minimum. Moreover, by overweighting each data (Q, p(Q)) by a factor « (as though the image Q was labeled « times),
we can guarantee gradient-PAC* learning, which means that we will have 07 ~ 9?, even in the personalized federated

learning framework. This shows why data poisoning should work in theory, with relatively few data injections.

Note that the number of other users does make learning harder. Indeed, the gradient of the regularization R (p, 8, ) at p = 0}
and 6, = 0% is equal to 2X ||6] — 6#||,. As the number N — 1 of other users grows, we should expect this distance to
grow roughly proportionally to N. In order to make strategic user s robustly learn 6%, the norm of the gradient of the local
loss £, at 0] must be vastly larger than 2\ HQZ — 0% H2 This means that the value of « (or, equivalently, the number of
data injected in D) must also grow proportionally to N.

L.3. Data Poisoning Against MNIST with Images in [0, 1]¢

Note that in the data poisoning attack depicted in Figure 2, poisoned data points are easily detectable, as they do not
necessarily lie in [0, 1]¢ like the pristine images of the MNIST dataset. However, this can be mitigated by the attacker with
the cost of providing significantly more data points (~ 10°). For this, we conduct another experiment in which the attacker
divides the poisoned images by the maximum value and clips negative values to O (to get images located in [0, 1]%). The
results of this experiment are depicted in Figure 20.



