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Abstract

In the literature on adversarial examples, white
box and black box attacks have received the most
attention. The adversary is assumed to have ei-
ther full (white) or no (black) access to the de-
fender’s model. In this work, we focus on the
equally practical gray box setting, assuming an
attacker has partial information. We propose a
novel defense that assumes everything but a pri-
vate key will be made available to the attacker.
Our framework uses an image denoising proce-
dure coupled with encryption via a discretized
Baker map. Extensive testing against adversarial
images (e.g. FGSM, PGD) crafted using various
gradients shows that our defense achieves signifi-
cantly better results on CIFAR-10 and CIFAR-100
than the state-of-the-art gray box defenses in both
natural and adversarial accuracy.

1. Introduction

For our Al systems to be considered safe, we must ensure
that they can withstand attacks from adversaries. Unfor-
tunately, most machine learning models are vulnerable to
these attacks (Szegedy et al., 2014). Consider the task of au-
tonomous driving. These systems can not only be attacked
virtually, by directly manipulating inputs such as pixels, but
they can also be attacked by altering the physical world. For
instance, Eykholt et al. (2018) show that stop signs can be
erroneously classified as speed limit signs simply by placing
a small patch on the sign.

Protecting our systems from such attacks is made especially
challenging when there is a need for real-time decision
making. Again consider a vision system for an autonomous
vehicle. Since objects on the road must be detected as
quickly as possible, there is no time to communicate with
a cloud service, and the classifier must be located in on-
device memory. Hence, an adversary will have direct access
to the on-device model, allowing them to craft adversarial
examples quite easily (Kurakin et al., 2017). To address
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these cases, we must develop safety methodologies that
assume the model is visible to the attacker.

We propose a novel gray box adversarial defense that as-
sumes everything but a private key will be made available
to the attacker. We accomplish this by using an image de-
noising procedure coupled with encryption via a discretized
Baker map (Fridrich, 1998). The encryption key is what
we must keep secret from the attacker. For a sketch of our
approach, Figure 1 demonstrates the Baker map encryption,
and Figure 2 shows a diagram of our proposed method. We
evaluate our defense against two gradient-based adversarial
attacks: the Fast Gradient Sign Method (Goodfellow et al.,
2015) and Projected Gradient Descent (Madry et al., 2018).
We achieve significantly better results than state-of-the-art
gray box defenses in both natural and adversarial accuracy.

2. Setting of Interest: Gray Box Attacks

Notation Throughout the paper, let = denote an image,
y(z) its true label, f a classifier, g an image denoiser, k an
encryption key, ¢ and ¢! an image encryption and its de-
cryption algorithm, and £(f(z), y(z)) aloss function (e.g.,
the cross-entropy loss). We abbreviate £(f(x),y(x)) as
0(f(x)), Fast Gradient Sign Method as FGSM, and Pro-
Jjected Gradient Descent as PGD. PGD-q means PGD uses
q optimization steps.

We begin by defining the classes of adversarial attacks:
white, gray, and black box. The distinguishing characteris-
tic is in how much information is assumed available to the
attacker.

White Box The white box setting assumes that the attacker
has access to the same information as the defender, includ-
ing the model parameters, training data, and the defense
mechanism (e.g., adversarial training (Goodfellow et al.,
2015)). This setting places the most burden on the efficacy
of the defense mechanism, with the upside being that there
is no need to keep information private upon deployment.

Gray Box The gray box setting assumes that only partial
information about the model is available to the attacker. The
inaccessible data can include the trainable parameters and an
encryption key (Taran et al., 2019). In this paper, we assume
the key is always private (if it is used), and further subdivide
the gray box attacks into dark, medium and light types,
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@k = (2,16,8,4,1,1).

(b) ks = (2,1,4,4,1,1,1,16,1,1).

Figure 1. The Baker map encrypted CIFAR-10 images under keys k1 and ko, with 1 to 5 iterations.
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Figure 2. A diagram of our defense via image denoising with the Baker map encryption. The inputs are adversarial CIFAR-10 images.

where the trainable parameters are completely inaccessible,
partially inaccessible, and completely accessible.

Black Box The black box setting assumes that all informa-
tion about the model is unknown to the attacker. The attacker
can proceed only by training a surrogate model using the
target model’s outputs as labels (Papernot et al., 2017). This
setting places the most burden on the system’s security since
all information must be protected. If the attacker is able to
bypass this security and access the model, then it will be
easy to degrade the system’s performance since no other
protections are in place.

Motivation In this paper, we focus on the gray box set-
ting. The white box and black box settings have attracted
the most attention in the literature. In comparison, gray box
attacks are under-explored yet are still germane to many

modern technologies. Returning to the self-driving car ex-
ample, the car manufacturer is free to publish (via software
update) their architecture and/or defense mechanism with-
out a concern for security, as long as the designated private
information is kept as such (e.g. encryption key). In our
approach, the private information will be an encryption key,
which should be easier to keep private than the parameters
of a large neural network.

Our proposed method is inspired by the limitations of previ-
ously proposed denoising- and encryption-based gray box
approaches. For an example of the former, Liao et al. (2018)
train a classifier (f) using natural images, then use the U-net
(Ronneberger et al., 2015) as a denoising model (g) to pro-
tect against the adversarial images crafted using the gradient
V. 2(f(x)). This defense mechanism achieves good natu-
ral and FGSM accuracy (Liao et al., 2018). Unfortunately,
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Athalye & Carlini (2018) show that it is vulnerable to PGD
attacks crafted using the end-to-end gradient V,¢( f(g(x)))
(we note (Liao et al., 2018) was proposed as a white box de-
fense, but their vulnerability to PGD attacks remains in the
gray box setting). For an example of the latter, Taran et al.
(2019) encrypt the input images during training and test-
ing. However, their method’s performance is still far from
satisfactory in natural accuracy and real-world applications.

3. Method

We propose an encrypt-denoise-decrypt approach. In the
first step, we encrypt the images via a public encryption
algorithm ¢, with private key k. In the second step, the
encrypted images are passed into a denoising model gy.
We use the U-net for gy, following (Liao et al., 2018).
The third step is to decrypt the denoised image: Zy =
b (gu(éx () where &) denotes the final decypted and
denoised image. Lastly, we feed %y to the classifier for
prediction. Below we discuss the encryption and denoising
procedures in more detail.

3.1. Chaotic Encryption

We need the encryption algorithm to meet two criterion. The
first is that distinct keys must result in sufficiently different
outputs. If many keys were to result in the same encrypted
images, then the key need not be compromised for an attack
to succeed. Rather, the attacker needs only to guess one of
the equivalent keys. The second requirement is a result of
using a CNN-based denoiser. Because CNNs operate by
way of local correlations, the encryption algorithm must
preserve the input’s local structure to some degree.

For our choice of the encryption algorithm ¢y, we use the
discretized Baker map proposed by (Fridrich, 1998), version
A. We consider only square images in this work, but the
encryption can be extended to rectangular images (Fridrich,
1998). Further, if the image has multiple channels, we
apply the same encryption to each channel. The key for the
encryption is a small set of integers k = (n1,n2,...,Nm),
where each n; is divisible by the image dimension [V, and
their sum !, n; = N. Let us denote N; = Z;Zl ni,
where Ny = 0. Then, for the pixel at position (w, h¢) at
iteration ¢, where V; 1 < wy; < N; and 0 < h; < N, we
use the following equations to move it to the new position
(Weg1, heyr):

N N

Wi41 = *(wt - Ni) + (ht mod *)a (D
n; n;
n; N

hujpq = N(ht — (hy mod E)) + N;. (2)

The key (n1,na, ..., n,,) partitions the image into m verti-

cal rectangles, each of shape NV x n;. Further, each rectan-
gle is partitioned into n; boxes, where each box has shape
g x n;, and has thus exactly N pixels. Next, we stretch the
pilxels in each box to a row of shape 1 x IV, then stack the
rows together to produce the permuted image. Two exam-
ples of the encryption using keys (1,1,2) and (1,2,1) ona
simple 4 x 4 matrix are shown in Egs. 3 and 4.

0[1]2 3 6 2 7 3
41516 7 eonm 1410 15 11 o
8 |9 |10 11 13 9 5 1
12 13|14 15 12 8 4 0
01 2|3 15 11 7 3
415 6|7 guan, 5 1 6 2
8 [9 10|11 139 14 10
1213 14|15 12 8 4 0

The total number of possible keys K (N) depends on both
the image dimension N and the number of divisors of V. In
general, K (N) grows rapidly with V. Table 1 shows a few
examples of their relation, which suggests that it is highly
unlikely that the attacker and defender can use the same key
by chance.

N K(N)
16 5271
32 4.7 x 107
64 | 3.8 x 1015
128 1031
256 1093
512 10126
1024 10255

Table 1. Image dimension N and total number of keys K (V).

Let us examine the Baker map encrypted images in Figure
1. The figure shows that more encryption iterations leads
to more random image patterns, where the local spatial re-
lations in the input images are destroyed. However, with
few iterations, some spatial relations are preserved and the
resulting images have perceptible structures, yet different
keys lead to noticeably different structures. These properties
make the Baker map encryption ideally suited for our pur-
poses, though it can be replaced by other viable encryption
schemes for our defense.

3.2. Training Procedure

Our defense trains the classifier f and the U-net denoiser
gx in 2 steps. We first train the classifier using only natural
images. After training, we fix its weights, and then train
the denoiser using the encrypted adversarial inputs ¢y (Zagy)-
The gradient for the adversarial perturbation comes from
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the trained classifier, which is V,£(f(x)). Let us denote
f-1(+) as the feature map after the last convolution block of
the classifier, our training loss for the denoiser is:

Ly (2, Tna) + Li(f=1(Zx), f=1(@nar)), 5

where &, = ¢, (g (¢x (aay))). Namely, we minimize the
L, distances between the denoised and natural images &y
and x4, as well as the last convolution feature maps for
the two images. The second L; loss provides guidance to
the first one, and the combined loss achieves much better
results than the first loss alone.

Alternatively, we could feed the encrypted images directly to
the classifier without the denoiser. If the input images have
simple structures such as MNIST, then feeding the permuted
images to a CNN-based classifier barely reduces the natural
accuracy; however, as the complexity of the dataset grows,
classifying the permuted images leads to increasingly lower
accuracy compared to the unpermuted counterpart (Ivan,
2019). Using the U-net denoiser with image encryption
and decryption alleviates this problem: though the U-net is
still CNN-based, the denoised images are decrypted (i.e.,
permuted back) to the original pixel order before being fed
to the classifier, which improves the accuracy. Further, since
the denoiser is trained only to denoise images, the attacker
cannot easily deduce the private key even if they can access
the denoiser’s weights. In comparison, if the denoiser learns
to both denoise and decrypt images, then it is possible that
the attacker can recover the private key by feeding it with
inputs of simple patterns (e.g., an image that contains a
single non-zero column), and observing the pixel orders in
the outputs.

3.3. Adversarial Attacks

In gray box attacks, the defender’s key generator and model
architecture are public, but their random seed is assumed
to be different from the attacker’s. Thus, their generated
private keys and initial model weights are different.

In testing, the defender’s model f(¢; ' (g« (¢x(2)))) with
the private key k can be attacked by the adversarial images
crafted using the 4 gradients listed below. To compute
these gradients, the attacker uses the defender’s classifier’s
weights if their are public; otherwise, the attacker trains
their classifier initialized using their random seed.

1. The gradient from the classifier: V ¢(f(z)).

2. The end-to-end gradient without encryption: attacker
trains their denoiser g using unencrypted images, and
obtains the gradient V,¢( f(g(x))).

3. The end-to-end gradient with encryption using the key
for training: the attacker trains their denoiser g+ using
encrypted images with their key k’ # k, and obtains

the gradient fo(f(qﬁ;,l (gxr (s (36)))))

4. The end-to-end gradient with encryption using random
keys. This is similar to gradient 3, except in testing,
rather than using the same key for training, the attacker
samples a random key k for FGSM, and each step of
PGD-q (i.e., there are q keys for PGD-q). Thus, if the
defender’s denoiser’s weights are public, then the at-
tacker obtains the gradient Vmﬁ(f(gé;l (9x(03:(2))))).
Otherwise, the attacker trains their denoiser gy using
the encrypted images with their key k’ # k, and ob-

tains the gradient V.0 (f (¢ " (g (¢(2)))))-

4. Experiments

We use the original ResNet-18 classifier (He et al., 2016),
and the CIFAR-10 and CIFAR-100 datasets (Krizhevsky
& Hinton, 2009) with the original image dimensions 32 X
32 x 3. For natural training (i.e., the classifier is trained
using only natural images), we use the same training proce-
dure as (Madry et al., 2018), which augments the training
inputs using cropping and horizontal flipping, and optimizes
the model using stochastic gradient descent (SGD) for 200
epochs. The learning rate starts at 10~1, and decays to
10~2 and 103 after 100 and 150 epochs. This achieves
95.28% and 75.55% test accuracy on natural CIFAR-10 and
CIFAR-100 images respectively.

We use two gradient-based adversarial attacks in ¢, norm,
which are FGSM and PGD-q. FGSM is an one-step attack,
and the adversarial image is a point on the boundary of a
small norm ball centered at x in the direction of the sign of
the gradient:

@ =z + e sign(V.L(f(2))). (6)

In comparison, PGD-q is a multi-step attack, which starts
at a random point within the norm ball S centered at z, and
runs ¢ steps. In each step ¢, it finds a point #'** within S
that maximizes the loss with the step size a:

' =Proj, g[2" + o sign(Va l(f(2Y))]. (D)

For both attacks, the radius of the norm ball € = %; for
PGD-gq, the step size o = 2?—5 We use the CleverHans
(Papernot et al., 2018) implementation in PyTorch (Paszke

etal., 2019)! to craft the adversarial images, and compare

'https://github.com/cleverhans-1lab/
cleverhans
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with two adversarial defenses, which are adversarial training
and multi-channel sign permutation. The former is one of
the few unbroken defenses to this day, and the latter is an
existing state-of-the-art gray box defense with an encryption
key.

4.1. Adversarial Training

In adversarial training (Goodfellow et al., 2015; Madry et al.,
2018), the defender trains the classifier f using adversarial
images. For each natural image x, and its label y(2py),
this defense first creates the adversarial image x,4y using
FGSM (Eq. 6) or PGD-q (Eq. 7), then updates the classi-
fier’s weights using the input x,q, and label y(zy,). In the
experiments, we use PGD-7 for the training inputs. We also
tried PGD-20 as the inputs, and found the results are very
similar to that of PGD-7, but training takes much longer.
Lastly, we train the classifier using the same procedure as
for natural training.

4.2. Multi-Channel Sign Permutation

Taran et al. (2019) propose an encryption-based defense
mechanism, which first transforms the input image = us-
ing the public discrete cosine transform (DCT) W, then
multiplies it with a secret sign permutation matrix P, and
finally transforms it back to the image domain using the
inverse DCT W—!. There are J = 3 possible DCT sub-
bands, which are vertical (V), horizontal (H) and diagonal
(D), and I channels per sub-band. For each channel, it
performs the encryption as ¢j;(x) = ijlpjinx, where
1 <5 < J, 1 <1< 1, then classifies the encrypted image
¢;i(x) using a convolutional network f;;. Lastly, it averages
over the outputs of all channels to make the final prediction

§(x) = 7 Xy Yy Fis(@5a(2)).

For the experiments, we follow the same test setup as in
Table 2 of their paper. Namely, we use all 3 sub-bands V, H
and D, and increase the number of channels per sub-band I
from 1 to 5. The total number of channels J is thus 3, 6, 9,
12 or 15. Lastly, we use the same implementation released
by the authors?, but re-implement the code in PyTorch to be
consistent with other methods.

4.3. Our Defense

We use an existing implementation for the U-net denoiser
by Zbontar et al. (2018)3. Tt has 4 convolution blocks, the
number of output channels of the first convolution layer is

https://github.com/taran0/
defending-adversarial-attacks-by-RD

*https://github.com/
facebookresearch/fastMRI/blob/
14562052eb3£f37dd1£23£694bddfc3b8d456d571/
models/unet/unet_model.py

128, and dropout (Srivastava et al., 2014) is not used. Fur-
ther, we randomly choose the FGSM and PGD-7 adversarial
images as its input with equal probabilities. We found that
alternating the two types of inputs achieves better overall
adversarial accuracy compared to using just one of them.
However, for adversarial training, using the PGD-7 inputs
alone works better. Lastly, we optimize the denoiser using
the same procedure as for the classifier, but we do not use
input augmentations.

4.4. Results
4.4.1. DARK GRAY BOX DEFENSE

For dark gray box attacks, the adversary does not have
access to the defender’s model parameters or key. Thus,
they use the same training data and procedure to train an
identical model with their initialization seed, then use the
gradient of this model to craft the adversarial images*. Table
2 compares the test accuracy on CIFAR-10 and CIFAR-100.
As a reference, we also show the test results for natural
training. Unsurprisingly, it achieves the highest accuracy
on natural images, but lowest on adversarial images. In
comparison, adversarial training markedly improves the
adversarial accuracy, but comes with a considerable cost for
natural accuracy. For Taran et al., as the total number of
channels JI increases from 3 to 15, the natural accuracy
slowly increases, but all adversarial accuracies decrease. In
addition, none of the configurations achieves better results
than adversarial training. Its natural accuracy is comparable
with adversarial training, since the encryption method does
not significantly alter the appearance of the input images”.
Unfortunately, due to the same reason, the trained weights
for the defender’s ensemble are not sufficiently different
from the attacker’s, which makes the former vulnerable to
the adversarial attacks.

For our method, we show the results without and with en-
cryption. If encryption is not used, the defender feeds
the inputs directly to the denoiser. Otherwise, they first
choose a private key k for the Baker map, then feed the
encrypted images to the denoiser. Since each type of ad-
versarial image (FGSM, PGD-7 or PGD-20) can be crafted
using one of the four gradients described in Section 3.3, we
report the minimum accuracy of the four for each attack.
This is because if the attacker knows the defender’s model,
then they will use the most harmful gradient to craft the
adversarial images. For these results, the defender’s key
k = (2,16,8,4,1,1), and the attacker’s key for gradient
Jor4is k' = (2,1,4,4,1,1,1,16,1,1). Both keys are
randomly chosen.

“We note that Madry et al. (2018) refer to this setting as the

“black box” attack.
>This is illustrated in Figure 6 of (Taran et al., 2019).
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Defense CIFAR-10 CIFAR-100
Natural FGSM PGD-7 PGD-20 | Natural FGSM PGD-7 PGD-20

Natural training 9528  47.15 10.01 7.11 75.55 18.67 11.82 9.97
Adpversarial training 84.74 7217  71.26 70.16 56.47 46.86  46.87 46.12
Taran et al. (JI = 3) 80.89  60.61  56.28 50.05 46.56  39.04  42.08 40.25
Taran et al. (JI = 6) 83.08 5558  48.87 43.10 50.37 4026  43.37 40.41
Taran et al. (JI =9) 8334 5234  45.60 41.09 51.69  39.77  41.62 37.97
Taran et al. (JI = 12) 83.89  50.68  44.12 39.68 5259 3799  40.18 35.74
Taran et al. (JI = 15) 8394  50.03 4335 39.05 53.06  36.67  38.18 33.81
Ours (without encryption) | 93.58  81.15  64.78 62.37 7042 5372 49.05 44.46
Ours (with encryption) 9243 7896  83.32 77.87 70.09 5595  61.32 59.40

Table 2. The dark gray box test accuracy (in %). For ours, the minimum accuracy against the 4 gradients for each attack is shown.

Table 2 shows our defense significantly outperforms other
defenses in both natural and adversarial accuracy. Particu-
larly, our natural accuracy is close to the one obtained by
natural training. Further, Figure 3 shows our individual ad-
versarial accuracy against each gradient for each attack. In
this figure, the top row shows that the model without encryp-
tion is especially vulnerable to the PGD end-to-end gradient
without encryption (gradient 2). Here, the difference in
the attacker’s and defender’s models is only their trained
weights due to different weight initializations. In compari-
son, the bottom row shows that the model with encryption
gains strong protection against all gradients.

These results lead to the following conclusions. First, ini-
tializing the model weights using a private seed provides
moderate protection against adversarial attacks. Second,
using a denoiser to remove the potential adversarial noise
drastically improves the natural and FGSM accuracy. How-
ever, without encryption, this defense is still vulnerable to
the PGD attacks. Third, in comparison, using encryption
slightly affects the natural and FGSM accuracy, but signifi-
cantly boosts the PGD accuracy by 12 to 19%.

4.4.2. KEY LENGTH

We discuss the impact of the defender’s key length m on
the gray box test accuracy, where m = 1,2, 4, 8, 12. These
keys are shown in Table 3, and they are randomly chosen.
For m = 1 and 2, there is only one possible key. m = 1
is a special case, since encrypting using the key (32) is
equivalent to the model without encryption. This means that
the shortest key length for encryption is 2.

For these experiments, the attacker and defender initialize
their models with different random seeds. We use the first
three gradients in Section 3.3 to craft the adversarial im-
ages (for gradient 3, the attacker’s key is randomly chosen
as k' = (2,16,8,4,1,1)). To evaluate the benefit of the
key, we include an additional case where the attacker and
defender use the same key for each key length; this means
their encrypted inputs are the same, and the difference is

Model without encryption
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9 901 m PGD-7
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50 50-

40 40+

30 5 3 30
Gradient

2 3
Gradient
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2 50 & 50-
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Figure 3. Our dark gray box test accuracy against the adversarial
images crafted using the 4 gradients. Top: the model without
encryption is especially vulnerable to the PGD end-to-end gra-
dient without encryption (gradient 2). Bottom: the model with
encryption is resistant to all gradients.

only their trained weights due to different weight initializa-
tions.

Figure 4 shows that m does not have a significant impact
on our gray box test results with encryption. Further, if
the defender’s key is different from the attacker’s (column
3), the adversarial accuracy is much better compared to
the case when their keys are the same (column 4), which
demonstrates the effectiveness of the key.

4.4.3. LIGHT AND MEDIUM GRAY BOX DEFENSES

This section presents the test results when the defender’s
classifier f’s weights are public. For adversarial training,
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Figure 4. Our gray box test accuracy against the adversarial attacks crafted using different gradients, where the defender’s key length
m = 1,2,4,8,12. The vertical dotted line separates m = 1 from the rest, since it corresponds to the model without encryption. 1st
column: the attacker uses the gradient from the classifier. 2nd column: the attacker uses the end-to-end gradient without encryption. 3rd
and 4th columns: the attacker uses the end-to-end gradient with encryption; 3rd column: the attacker and defender use different keys, 4th

column: they use the same key for each key length.

Defender’s key Key length m
(32)* 1
(16,16)* 2
(4,4,8,16) 4
(1,8,4,4,2,4,8,1) 8
(2,1,1,1,2,8,2,4,2,1,4,4) 12

Table 3. The defender’s keys. x indicates it is the only key for m.

this is equivalent to the white box defense, since the attacker
can obtain the gradient directly from f. In contrast, our
defense is light or medium gray box since the key is private,
so the attacker cannot obtain the end-to-end gradient directly
from the defender’s model. Thus, it is not entirely fair to
compare the results. Instead, our goal is to show that as more
components in the defender’s model become private, the
adversarial accuracy considerably improves. To attack our
defense, the 4 gradients in Section 3.3 are used to craft the
adversarial images, and our minimum accuracy is reported.

Figure 5 illustrates the test accuracy of our gray box de-
fenses vs. the number of Baker map iterations. In general,
as the iteration increases, the encrypted images become
more random, and our performance decreases; the PGD ac-
curacy at iteration 1 is an exception, which we will explain
in the following text. Figure 6 shows that for our defense,

when both the classifier’s and denoiser’s weights are public
(i.e., light gray box), the performance is already much better
than adversarial training, except for FGSM on CIFAR-100,
which is slightly worse. Here, if we use only 1 Baker map
iteration, the model is especially vulnerable to the PGD end-
to-end gradient with encryption using random keys (gradient
4); namely, the attacker uses the defender’s model weights,
and samples a random key for each PGD step. However,
if 2 iterations are used, the method can effectively defend
against gradient 4, although it comes with a small penalty
for the natural and FGSM accuracy. We conjecture that by
using 2 iterations, the defender’s encrypted inputs are suf-
ficiently random, such that it is difficult for the attacker to
sample similar inputs to craft the adversarial images. Mean-
while, when the denoiser’s weights are private (i.e., medium
gray box), gradient 4 is no longer effective for the attack,
so we use 1 Baker map iteration, and the results are better
compared to the light gray box case. In sum, the defender’s
performance improves as more model components become
private.

5. Related Work

Our proposed method is a deterministic defense controlled
by a random seed, and the seed determines the transforma-
tion of the inputs as well as the initialization of the model
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Figure 5. Test accuracy of our gray box defenses vs. the number of Baker map iterations. 1st column: light gray box. 2nd column:
medium gray box, where the classifier’s and denoiser’s weights are public and private. 3rd column: dark gray box. In the st case, the
optimal number of Baker map iterations is 2 due to PGD attacks. In the 2nd and 3rd cases, the optimal number is 1.

CIFAR-10 CIFAR-100

mmm Adversarial training
s Ours (public denoiser)
80 mmm Ours (private denoiser)

60

40

Test accuracy (%)
Test accuracy (%)

20

0 Natural FGSM PGD-7 PGD-20 0 Natural FGSM PGD-7 PGD-20
Inputs Inputs

Figure 6. Test accuracy when the defender’s classifier’s weights are
public. Adversarial training, ours with public and private denoiser

correspond to the white, light gray and medium gray box defenses.

In general, the performance improves as more model components
become private. For ours, the discrepancy in the natural accuracy
using the public vs. private denoiser is due to the number of Baker
map iterations taken in each case.

weights. Previous works such as (Buckman et al., 2018;
Guo et al., 2018) use input transformations as a defense, but
their goal is to shatter the gradient, such that the attacker
cannot find the correct gradient to craft adversarial images.
There are also defenses based on test-time randomization,
such as (Xie et al., 2018; Dhillon et al., 2018), which ensure
that the defender’s inputs and/or model weights are different
from the attacker’s during inference. Unfortunately, Athalye
et al. (2018) show that all these defenses can be broken by
approximating the gradient for the defender’s model. In
comparison, for our defense, unless the attacker knows the

defender’s private seed, it is difficult to approximate the gra-
dient due to the Baker map encryption and random weight
initializations. Lastly, other interesting key-based gray box
defenses include (Chen et al., 2019; Vinh et al., 2016).

6. Conclusion and Future Work

The previous literature on adversarial examples focused
heavily on white box and black box attacks, but paid little
attention to the equally practical gray box attacks. We pro-
pose a novel defense that assumes everything but a private
key will be made available to the attacker. Our framework
uses an image denoising procedure coupled with encryption
via a discretized Baker map. Extensive testing against the
FGSM and PGD adversarial images crafted using various
gradients shows that we achieve significantly better results
than the state-of-the-art gray box defenses in both natural
and adversarial accuracy. Our method is easy to implement,
suitable for high-resolution inputs, and efficient in testing.

To prevent the black box attacks where the attacker trains
a surrogate model to mimic the behavior of defender’s, the
defender can train an ensemble of denoisers, each using
a different private key (the classifier is the same). Then,
each time in testing, they randomly choose one denoiser
from the ensemble to make the prediction. Since the total
number of encryption keys is very large, it is infeasible for
the attacker to train an ensemble of denoisers using all keys,
and then use the mean gradient for the attack. We leave the
verification of this idea for future work.
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