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Abstract
Malware continues to evolve rapidly, and more than
450,000 new samples are captured every day, which
makes manual malware analysis impractical. However,
existing deep learning detection models need manual
feature engineering or require high computational over-
head for long training processes, which might be labori-
ous to select feature space and difficult to retrain for miti-
gating model aging. Therefore, a crucial requirement for
a detector is to realize automatic and efficient detection.

In this paper, we propose a lightweight malware de-
tection model called SeqNet which could be trained at
high speed with low memory required on the raw bi-
naries. By avoiding contextual confusion and reducing
semantic loss, SeqNet maintains the detection accuracy
when reducing the number of parameters to only 136K.
We demonstrate the effectiveness of our methods and the
low training cost requirement of SeqNet in our experi-
ments. Besides, we make our datasets and codes public
to stimulate further academic research.

1 Introduction

Malware is a serious cyber security threat, which could
cause severe damage to individual and corporate sys-
tems, for example, the dramatic slowdown or breakdown,
critical data loss or leakage, and catastrophic hardware
failure. AVTest reports that, on average, over 450,000
new malicious programs and potentially unwanted appli-
cations are detected every day. [1]. The enormous vol-
ume of new malware variants renders manual malware
analysis inefficient and time-consuming.

To detect malware more efficiently, many researchers
proposed advanced tools for malware analysis and de-
tection [2, 5, 9, 14]. These tools help analysts complete
their tasks more efficiently by performing partial work on
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their behalves. However, these solutions could not fun-
damentally reduce their workload when processing such
a large number of malware. To tackle this problem, many
experts and scholars apply machine learning algorithms,
especially deep learning, to malware detection and clas-
sification [7,12,15,16,18,22,26,28,34,37,45,50,51,53,
55,58–60,62,63]. Their efforts contribute a lot to the re-
search of malware analysis neural networks and practical
automatic malware detection.

However, these models usually require various feature
engineering to help neural networks make judgments,
which might be laborious and easy to lose some criti-
cal information. To realize more user-friendly and au-
tomatic detection, binary-based methods have been pro-
posed [31, 37, 41, 42]. The two epidemic approaches for
raw binary processing are file cutting and binary-image
converting. Nevertheless, these two methods proba-
bly suffer from contextual confusion and semantic loss,
which will be discussed later.

Additionally, model aging is a crucial problem for
neural networks [25, 40]. Different from computer vi-
sion and natural language processing, malware is evolv-
ing continuously and rapidly. Malware detection is a bat-
tle between attackers and detectors. As malware contin-
ues to evolve, deep learning models might be out-of-date.
For example, the model trained five years ago might be
very weak in malware detection today. Neural networks
are hard to recognize unseen malicious behaviors, which
could cause lower detection accuracy and easier evasion.

It is impossible for models to predict the features of the
future malware but feasible to quickly learn the knowl-
edge of detecting new malware. Therefore, retraining
models becomes one of the few methods to mitigate the
aging problem. We can make neural networks quickly
retrained and learn new features of new malware so that
they could recognize novel attack approaches.

Due to the structure and the scale of the models, re-
training might be time-and-computation consuming, and
such a high cost might make model updating difficult.

ar
X

iv
:2

20
5.

03
85

0v
1 

 [
cs

.C
R

] 
 8

 M
ay

 2
02

2



Furthermore, malware detection is a usual operation in
almost every electronic system, and it is necessary for
devices with a low computational capacity to perform
detection. For example, it is difficult for laptops or other
mobile devices to run a huge model to scan all the files
for malware detection. These requirements illustrate that
the detection model should be small and efficient enough
to make it more practical so that we could quickly retrain
or perform detection. Also, automatic detection without
complex feature engineering is critical for models to be
used in various scenarios.

Generally, there are two challenges in our work, auto-
matic and efficient. The detection model should be auto-
matic enough, and it requires little manual feature engi-
neering. The scale of the model should be small enough
so that it could have lower training and detection cost.

In this paper, we propose an efficient automatic mal-
ware detection model with only about 136K parameters
and refer to it as SeqNet. Without artificial feature se-
lection, SeqNet could automatically analyze samples and
find the differences between malicious and benign pro-
grams only based on raw binaries.

The smaller neural networks usually have fewer pa-
rameters, which might lead to lower learning capacity.
It might be because smaller models are often more chal-
lenging to fit the complex mapping from the raw binaries
to the malicious possibility domain. This problem prob-
ably causes lower malware detection accuracy in small
deep learning models.

To maintain accuracy when reducing the number of
parameters, we propose a novel binary code representa-
tion method to reduce semantic loss and avoid contextual
confusion. Depending on our method, we make SeqNet
perform well on Portable Executable (PE) malware de-
tection without feature engineering. Based on this rep-
resentation approach, we create a new convolution ap-
proach, called Sequence Depthwise Separable Convolu-
tion (SDSC), to further squeeze the scale of the detection
model.

We train SeqNet on a large PE dataset and find it has
great performance, compared to many existing binary-
based methods and models. We also demonstrate the ef-
fectiveness of our model shrinkage methods in further
experiments. Besides, we make our code and dataset
public for further research, and we hope that deep learn-
ing algorithms will be applied to malware detection bet-
ter.

The main contributions of this paper include:

1. We propose a novel approach to representing bi-
nary code while reducing semantic loss and avoid-
ing contextual confusion.

2. Based on the new representation method above,
we propose SDSC, a novel convolution method for

squeezing malware detection models.

3. We devise a deep Convolutional Neural Net-
work (CNN), called SeqNet, which has a much
smaller size and shorter training process.

4. We make our dataset and codes public for further
research.

Here is the layout of this paper. Section 2 introduces
dominant approaches and several problems in deep mal-
ware detection. Section 3 describes the major methodol-
ogy we apply to SeqNet. Section 4 elaborates our exper-
iments and the corresponding results.

2 Background

In this section, we introduce the background of malware
detection using deep learning. First we enumerate two
main approaches in this area to our knowledge. Then we
discuss several problems of the popular binary represen-
tation methods further. At last, we explain the depthwise
separable convolution that one of our approaches is based
on.

2.1 Deep Malware Detection
Neural networks have powerful learning abilities and
have been widely used in computer vision and natural
language processing. Deep learning algorithms have al-
ready been applied to malware detection by many re-
searchers. To our knowledge, we consider that there are
two mainstream ideas, which is similar to [47].
Feature-based Methods. In early works, deep learning
models are trained from carefully crafted malware fea-
tures [7, 15, 16, 18, 26, 28, 34, 58, 63]. When checking
a suspicious sample, models need to extract the specific
features, process them in specific ways, and then detect
malicious codes to give their results. The selected fea-
tures could be API calls, control flow graphs (CFG), or
any other information which is able to reflect the action
of a program. It is indeed that learning from manual fea-
tures is an effective way for neural networks to recog-
nize the main differences between malicious and benign
samples. However, the specific-domain features could
only well characterize the crucial information of samples
from one perspective. It could not fully cover the binary
code semantics and even triggers significant information
loss. For example, only using API calls as the feature
would cause models to ignore the control flow. Also,
the crafted features require sufficient prior knowledge,
which needs specialists to select carefully. Therefore,
time-consuming manual feature extraction probably lim-
its the usage of the feature-based models and makes them
difficult to combat the continuous evolution of malware.
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Binary-based Methods. Nowadays, automatic feature
extraction is one of the trends of neural networks with
less human intervention and better performance than tra-
ditional feature engineering. We read the binary of a file
and directly send it to the detection model without or
with little preprocessing. The model will automatically
find the suspicious part and recognize the binary as ma-
licious or benign. This approach could more effectively
avoid the need for people to analyze malware and better
reduce the workload of analysts. Also, learning directly
from the raw binaries might be better in preserving se-
mantic and contextual information by mitigating the loss
caused by manual feature engineering.

To make our model more automatic and avoid infor-
mation loss, we focus on the binary-based models, and
SeqNet applies raw binaries as input. Additionally, lower
computational overhead could make models better adapt
to the evolution of malware and expand the application
scenarios, for example, in the IoT environment. We ap-
ply a novel but simple binary code representation method
to SeqNet and maintain its performance when reducing
the parameters.

2.2 Binary Code Representation

In this part, we will introduce several major binary code
representation methods applied to binary-based models.
Translating samples into the input of neural networks
could significantly affect the performance of the models.
Therefore, a proper binary code representation method
is an important part of a binary-based malware detection
neural network. Nowadays, two main methods are pro-
posed to fully represent the raw binary codes.
File Cutting. Due to the limitation of memory con-
straints, many works set an artificial limit on the maxi-
mum file size, and this method is to take a fixed-length
code snippet from the beginning of a binary program. If
the length of a binary program is less than the length of
the required code snippet, the snippet would be padded
with zeros at the end. File cutting suffers from semanti-
cal information loss because the end of the binary will
be ignored if it is much longer than the fixed length.
However, malicious codes are often located at the end
of the binary files. For example, embedded viruses usu-
ally embed themselves at the tail of the infected files,
which might help them evade the detection of the models
based on this approach. To mitigate this problem, Mal-
ConvGCT [42] improved MalConv [41] performance by
expanding the snippet size limit.
Binary-image Converting. The second method converts
all binary codes into an image and leverages image clas-
sification solutions to perform malware detection. All
images could be resampled to the same size using the
bilinear interpolation algorithm. However, images are

different from sequences, which might result in several
problems. We consider that this method would cause
contextual information confusion and the following lists
three examples.

• Edge Loss: If a binary instruction is located at the
edge of the image, line breaks may cut off the in-
struction into two parts, as shown in Figure 1(a).
This problem might cause the model hard to recog-
nize several long instructions. Besides, contextual
information is probably disrupted at the edge due to
the break of strongly correlated instructions.

• Resampling Noise: If we reshape the image size,
unrelated instructions in different lines introduce
contextual information confusion, as shown in Fig-
ure 1(b). This problem easily makes the instructions
far from each other in the original sequence forced
to be integrated in the corresponding image, which
might confuse the neural network.

• Padding Problem: The padding operation might
make the model hard to recognize the beginning and
the end of the original sequences, as shown in Fig-
ure 1(c). To ensure the consistency of the convo-
lutional layer inputs and outputs, we usually pad
some zeros at the edge of the input, and the neu-
ral network might get spatial information accord-
ing to the padding [27]. Different from image pro-
cessing, the recognized spatial information possibly
misleads the model.

The semantic loss caused by file cutting and the con-
textual confusion caused by binary-image converting
hinder the performance of malware detection models.
These issues might confuse neural networks and even
mislead them to make diametrically opposed decisions.
By alleviating these problems, we help our model main-
tain its performance when reducing its parameters.

2.3 Convolution Methods
Traditional convolution simulates animal vision and has
great performance in computer vision. This simple oper-
ation effectively extracts visual features in images. Low-
level convolutional layers detect the textural and simple
features in images, and high-level convolutional layers
could recognize the content and overall semantics [61].
That is why computers can identify complex objects with
the superposition of multiple convolutional layers.

However, the number of parameters needed in tradi-
tional convolution often makes deep learning models too
large to apply on devices with low computational capac-
ity. Also, a model with too many parameters probably
has a very long training process. For example, VGG has
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Binary Code:
...
00401B22    03 CA (add ecx,edx)
00401B24    89 0D DC 52 40 00 (mov dword_4052DC,ecx)
00401B2A    C1 E8 10 (shr,eax,10h)
...

  ···    03 CA 89 0D DC 

52 40 00 C1 E8 10  ···

Image:

(a)

68 00 04 00

E8

8D

E8

A9 05 00

8D FC FB

FF FD FF

...push 400h...
...call strlen_...
...push 8000h...

...call sub_40132C...

7E 02

C0 FD

Bilinear Interpolation

Convert to Image

...

...

...

...

...

...

...

...

...

...

...

...

...

...

...

...

(b)

·

Binary Code:
...
00401B22    03 CA (add ecx,edx)
00401B24    89 0D DC 52 40 00 (mov dword_4052DC,ecx)
00401B2A    C1 E8 10 (shr,eax,10h)
...

  ···    03 CA 89 0D DC 

52 40 00 C1 E8 10  ···

Image:

Padding

(c)

Figure 1: Examples of contextual confusion caused by binary-image converting. (a) Edge Loss: the instruction ”89
0D DC 52 40 00” would be cut off at the edge of the image, and the convolution kernels could not well recognize
this broken instruction, which would introduce edge loss. (b) Resampling Noise: In the last result, ’7E’ comes from
’68 00’ and ’E8 A9’. ’68 00’ represents the instruction ’push’, and ’E8 A9’ refers to ’call’ instruction. The bilinear
interpolation algorithm imposes an improper contextual relationship between the two instructions, which would cause
resampling noise. (c) Padding Problem: The padding operation might mislead the model to believe the improper
information at the edge of the image. Besides, the instruction ”89 0D DC 52 40 00” is disrupted further due to the
padding.

more than 130 million parameters and has been trained
for 2 ∼ 3 weeks [49]. It is not suitable for such a huge
model to run on common devices.

To squeeze the size of neural networks, advanced
methods have been proposed, and depthwise separable
convolution (DSC) is one of them. The DSC factorizes
common convolution into depthwise convolution and
pointwise convolution, which is proposed by Howard
et al [21] and used in MobileNets. As shown in Fig-
ure 2, compared to standard convolution, DSC could ef-
fectively reduce the number of training parameters. This
method also makes MobileNets much smaller than many
prior models and available to run on mobile devices.

Recent works have revealed that the CNNs could ef-
fectively find the salient statistical differences between
samples in different classes [10]. Similar to the hypoth-
esis in [14, 35], we consider that malware might have
special codes for attacks, and CNNs could explore the
distance between malicious and benign samples. Also,
several researchers point out that DSC and self-attention
mechanism [52] which is widely used in natural language
processing tasks have similar effects on generating final
results [11, 13]. Compared to the self-attention mech-
anism, DSC usually needs fewer parameters and lower
computation overhead while processing long binaries.

Therefore, we apply CNN architecture to SeqNet and
adapt the input form of DSC from 2D to 1D, which better
reduces the number of training parameters. Accordingly,
the training time cost and the size of the newly gener-

ated model are both reduced further. The details of our
approach are described in Section 3.

3 Methods

In this section, we will introduce the details of SeqNet.
Firstly, we give an overview of our approaches. Sec-
ondly, we introduce the sequence characterization that
could reduce semantic loss and avoid contextual confu-
sion. The third part describes how SDSC compresses the
scale of the model. At last, we elaborate on the architec-
ture of SeqNet.

3.1 Overview
The goal of SeqNet is to achieve efficient and automatic
malware detection with low training costs. During the
whole training and detection processes, the operator does
not need professional malware analysis knowledge to
perform manual domain-specific feature engineering. In
practice, we directly input raw binaries into SeqNet, and
SeqNet will automatically analyze the sequences and ex-
tract the features. The output of SeqNet is the malicious
possibility of a suspicious sample, and whether the input
sample is malware or not is decided by the possibility
given by the model.

Detecting accurately is an essential requirement of
malware detection models. We consider that malware
detection is different from image classification. Malware
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kernel-1

kernel-2

kernel-3

(a)

Depthwise Conv

Pointwise Conv

(b)

Sequence Depthwise Conv

Sequence Pointwise Conv

(c)

Figure 2: Standard convolution shown in Figure (a) uses one standard kernel to generate a corresponding channel.
Depthwise separable convolution shown in Figure (b) factorizes the standard convolution into two parts and uses the
pointwise kernels to create these channels with fewer parameters. Sequence depthwise separable convolution shown in
Figure (c) changes the depthwise convolution kernels from 2D to 1D which further reduces the number of parameters.

detection might need more attention to several crucial
malicious codes, while image classification might focus
more on the whole. Depending on this theory, one of
our main design outlines of SeqNet is to reduce contex-
tual confusion and semantic loss. We use the raw binary
sequence as the input of SeqNet, which can avoid con-
textual confusion and reduce semantic loss.

Lightweight models often have a wider range of appli-
cation scenarios and faster detection performance. It is
obvious that small models also have low training costs.
Therefore, squeezing the scale of SeqNet is necessary.
The new convolution method, called Sequence Depth-
wise Separable Convolution (SDSC), helps SeqNet meet
this requirement.

3.2 Sequence Characterization

The input format is critical for neural network perfor-
mance and model size. Larger input often leads to larger
models, and proper input format could effectively im-
prove the learning effect of neural networks.

The input of SeqNet is the raw binary sequences which
are resized to the same length by the linear interpola-
tion algorithm. Raw binary sequence input needs little
human intervention. Without converting to images, it is
obvious that we could avoid contextual information con-

fusion and reduce semantic loss, as shown in Figure 3.
Edge Loss Avoidance. The edge loss could be avoided
because the sequence only has two edges, the beginning
and the end. The sequence format conforms to the spatial
structure of codes, so there is no break in any instruction,
which makes all instructions intact when inputting into
the model. The disappearance of interruptions also effec-
tively protects the semantics of the raw binary sequence
because the instructions in close proximity are not sepa-
rated.
Resampling Noise Reduction. The resampling noise
could be reduced because the elements could only be in-
fluenced by the forward and backward context when we
resize the sequence. Additionally, the imposed relation-
ship in the image between two unrelated instructions dis-
appears. The distant instructions could not affect each
other by using sequence characterization, which allows
the model to identify the relationship between instruc-
tions more clearly. Also, by using the linear interpolation
algorithm, we can ensure the length of input sequences
is the same.
Padding Problem Avoidance. The padding problem
could be solved because we only need to pad at both ends
of the sequence before convolving. What is more, com-
pared to adding improper information to the image, the
padding in the sequence will effectively mark the begin-
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···

push esi (56)

push edi    (57)

mov edi,1  (BF 01 00 00 00)

···

jnz loc_1000DF90 (0F 85 93 00 00 00)

add dowrd_10015DF4 (01 3D F4 5D 01 10)

···

jnz short loc_1000DF34 (75 27)

mov ecx,ds:dword_1001345C (8B 0D 5C 34 01 10)
···

push [ebp+hinstDLL] (FF 75 08)

call ecx (FF D1)

···

push [ebp+hinstDLL] (FF 75 08)

call sub_1000DE3C (E8 0A FF FF FF)

···

····51 46 4D
····73 4C 8E
····77 99 7E
········

Bilinear 
Interpolation

8 x 4

00 00 EB D0 33 C0 EB D1  55 8B EC 56 57 BF 01 00
00 00 8B 75 0C 3B F7 0F  85 93 00 00 00 01 3D F4
5D 01 10 83 FE 01 74 05  83 FE 02 75 27 8B 0D 5C
34 01 10 85 C9 74 0B FF  75 10 56 FF 75 08 FF D1
8B F8 85 FF 74 20 FF 75  10 56 FF 75 08 E8 0A FF
FF FF 8B F8 85 FF 74 12  FF 75 10 56 FF 75 08 E8
AC C0 FF FF 8B F8 85 FF  75 0A 83 FE 01 75 05 E8
C2 0B 00 00 85 F6 74 05  83 FE 03 75 2B FF 75 10

56 57 BF 01 00
00 00 0F  85 93 00 00 00 01 3D F4

5D 01 10 75 27 8B 0D 5C

34 01 10 FF 75 08 FF D1
FF 75 08 E8 0A FF

FF FF

Padding

Edge Loss

00 00 EB D0 33 C0 EB D1  55 8B EC 56 57 BF 01 00 00 00 75 08 E8 AC C0  ······ 83 FE 03 75 2B FF 75 10

Linear Interpolation 
64 x 1

Serialize
128 x 1

Convert to 
Image
16 x 8

Resampling Noise

PaddingPadding

00 DE 7A DE 70 A1 8B 01 00 80 ··· 67 00 BE 3D C1 3C 95 43

BF 01 00 00 00

Figure 3: An example shows sequence characterization could address the problem of contextual confusion and se-
mantic loss. In the image, the binary instruction ”BF 01 00 00 00” is cut off at the edge, but it remains the shape in
the sequence. After interpolating, we can see that the image forces to strengthen the relationship between ”56” which
means ”push esi” and ”00” in ”0F 85 93 00 00 00” which means ”jnz loc 1000DF90”, but it ignores the instructions
with stronger relationship, for example, ”push edi” and ”mov edi, 1”. In the sequence, the instruction ”56” combines
with the front instead of ”00”, and it remains physically close with ”57” which means ”push edi”. In the image, the
padding which is added before inputting into convolutional layers provides improper location information, but in the
sequence, it marks the beginning and the end.

1 0 1

resize

0 0

(a)

1.0 0.0 1.0

resize

0.5 0.5

(b)

Figure 4: If we resize the sequence before normalizing,
the result could not represent all information in the origi-
nal binary codes (a). On the contrary, if we resize the se-
quence stored in float format after normalizing, we could
reduce the semantic loss effectively (b).

ning and end of the corresponding program. Therefore,
the model could recognize the correct location of the in-
struction according to the padding.
Semantic Loss Reduction. The semantic loss could be
reduced because we input the whole binary instead of
just taking a snippet. By the linear interpolation algo-
rithm, we can compress the semantic instead of ignoring
it. In this case, embedded viruses could also be included
because all instructions in a program are input into the
model.

Before scaling into the same length, we first normalize

the whole sequences to make the value of elements be-
tween minus one and one stored in the float format. Be-
cause of the continuity of the real number field, the float
format could represent more information than the inte-
ger format. Therefore, this operation is necessary to re-
duce the semantic loss caused by the linear interpolation
algorithm, as shown in Figure 4. By performing statis-
tics on our datasets, we find that most files are around
256KB. Consequently, we scale all the input sequences
to 218 bytes.

In sequence format, all information among instruc-
tions will be correctly and better reserved. The phys-
ical distance between two instructions reflects the true
strength of the relationship. This representation method
also takes advantage of spatial locality in codes because
the model will pay more attention to the instructions
nearby instead of those far from each other with weak
correlation. Therefore, less interference will be received
by the model when learning and detecting.

Another reason to use sequence characterization in-
stead of binary-image converting is that executable files
have a more pronounced before-and-after correlation
than the planar correlation. That is why sequences could
represent the programs better.
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Sequence Depthwise Convolution

BatchNorm + ReLu

Sequence Pointwise Convolution

BatchNorm + ReLu

(a)

Sequence Depthwise Convolution

BatchNorm + ReLu

Sequence Pointwise Convolution

BatchNorm + ReLu

(b)

Figure 5: Figure (a) describes the standard SDSC block
and Figure (b) describes the residual SDSC block.

3.3 Sequence Depthwise Separable Convo-
lution

The sequence input format not only addresses the prob-
lem of semantic loss and contextual confusion but also
compresses the scale of SeqNet. The convolution kernels
of SeqNet only need to extract features on a sequence
that has just one dimension. Compared to processing
one dimension input, extracting features on two dimen-
sions requires larger convolution kernels and more cal-
culations. For example, as shown in Figure 2(c), a 3×3
kernel used in images needs at least ten parameters (in-
cluding bias) while a 3×1 kernel used in sequences only
needs at least four parameters (including bias).

Based on sequence input and depthwise separable con-
volution [21], we propose a method called Sequence
Depthwise Separable Convolution (SDSC) which needs
fewer parameters and fewer calculations. In SDSC, We
use 3× 1 kernels to replace the 2D depthwise convolu-
tion kernels in DSC. By using the SDSC layers, SeqNet
has a much smaller size than existing models. In the fol-
lowing, we analyze the computation reduction compared
to DSC.

Consider that the size of input is n×n×c for the image
format and n2×c for the sequence format where c means
the number of channels and n means the width and the
height. We also assume that the size of output is n×n×c′

and n2× c′, the kernel size is k× k and k×1.
For common convolution, the number of calculations

is
Calcom = n ·n · c′ · c · k · k.

For DSC, the number of calculations is

CalDSC = n ·n · c · k · k+n ·n · c′ · c.

For SDSC, the number of calculations is

CalSDSC = n2 · c · k+n2 · c′ · c.

The computation reduction is

CalDSC

Calcom
=

1
c′
+

1
k2 ,

CalSDSC

Calcom
=

1
c′k

+
1
k2 .

Additionally, the input of SDSC is the one-
dimensional data, so compared to the DSC, it is less sus-
ceptible to unrelated instructions. In the experiments, we
find that SDSC has great performance and successfully
maintains the performance of SeqNet.

Based on SDSC, we use the following two main archi-
tectures of convolution blocks in SeqNet.

• Standard SDSC Block. As shown in Figure 5(a),
the standard SDSC block has three parts. We use the
batch normalization layers [23] to help the model
learn the probability distribution of training samples
better. The ReLU [38] activation function could ac-
celerate the training process by making the model
converge quickly.

• Residual SDSC Block. As shown in Figure 5(b),
the residual SDSC block combines the method used
in ResNet [19]. By skipping the SDSC block, we
could effectively prevent the gradient from vanish-
ing and build much deeper architecture.

3.4 Model Architecture
The construction of SeqNet is mainly based on SDSC,
and Figure 6 explains the architecture. In order to reduce
the number of parameters, we use smaller kernels and a
deeper structure, which could also expand the receptive
field.

The standard SDSC blocks are used to extract the fea-
tures when downsampling the sequences. For the first
convolutional layer, we use a single common convolu-
tional layer to embed the original input, and the size of
the kernel is 3×1. We set the size because the length of
frequently used CPU instructions is usually three bytes.
For the high-level features, we use five residual SDSC
blocks to analyze, which could also reserve the contex-
tual and spatial information better compared to the fully
connected layers. Besides, the residual SDSC block can
make the model converge rapidly by preventing the gra-
dient from vanishing. The last two layers are a fully con-
nected layer and a softmax layer. The fully connected
layer is used to classify the analysis result given by the
front of the model. The softmax layer could translate the
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16 2
18

Convolution

32 2
16

SDSCBlock

64 2
13

SDSCBlock

128 2
10

ResSDSCBlock × 5

256 2
7

SDSCBlock

2

FullConnect
SoftMax

2

Figure 6: Architecture summary of SeqNet.

result into the possibility format using the following for-
mula.

Pi =
exi

∑ j ex j
, i = 1,2

In this formula, P means the translated result, and x
means the input of the softmax layer. For the pooling
layers, we use average pooling.

In our experiments, we find that when the number of
residual SDSC blocks is five with 128 channels input
and the number of fully connected layers is just one, the
model performs the best. SeqNet outputs the malicious
possibility of a sample, and if the possibility is more than
50%, the model will regard it as malware. Depending on
the output, for the loss function, we use the cross-entropy
function.

In total, SeqNet has only about 136K parameters
which are nearly one-tenth of MalConv, which we will
discuss in Section 4.

4 Experiments

In this section, we will elaborate on our experiments. All
our experiments are conducted on a computer with a sin-
gle GPU GeForce RTX 3090.

4.1 Training Dataset
Building a good training dataset is crucial for evaluating
the performance of SeqNet. Labeled correctly and hav-
ing enough samples are necessary for showing the learn-
ing ability of SeqNet.

For the type of samples, we consider that PE malware
is one of the main threats to electronic systems. Also,
there are many PE malicious samples, and it is easy to
get enough PE samples. Therefore, the following exper-
iments are applied to a set of PE files because of their
prevalence.

In this work, all the malicious samples come from
VirusShare [4]. About 10,000 benign samples are pro-
vided by QI-ANXIN Corporation. We also collect many
benign samples from real personal computers to simulate

the real environment in our daily lives. To ensure that no
virus is mixed in the benign samples, we detect all the
files using VirusTotal [6]. If no AV engine regards it as
malware in the VirusTotal report, we consider it a benign
sample.

Operating system files and malware often have similar
behaviors, which probably confuse the detection mod-
els and even a trained analyst [8]. Therefore, in order
to help SeqNet observe the general differences between
malicious and benign programs and make SeqNet more
robust, we add about 10,000 system files as benign data.
The system files are also checked by VirusTotal [6] to
ensure they are benign.

In total, we have obtained a training dataset of 72,329
binaries, with 37,501 malicious and 34,828 benign, and
a validation dataset of 24,110 binaries, with 12,501 mali-
cious and 11,609 benign. All the files in the datasets are
PE files, and we remove the duplication by comparing
SHA256 values.

We set the ratio of malicious and benign samples to
about 1 to ensure the result is reliable. For example, if
the dataset only has malicious samples, the model might
detect all malware by recognizing ”4D 5A”. On the con-
trary, if we add enough benign samples into the dataset,
the model could learn the real difference between mali-
cious and benign samples.

4.2 Measurement

In our experiments, we measure SeqNet from two as-
pects, training cost and accuracy.

For the training cost measurement, we use the number
of parameters to represent the scale of a model. A larger
model contains more neurons, which need more parame-
ters to build. Each parameter occupies constant memory
during the training and predicting process. Therefore, the
number of parameters significantly influences the mem-
ory a model needs for training and predicting. In order
to measure the computational overhead for model infer-
ence accurately, we calculate the floating point of oper-
ations (Flops) on each model by inputting a random bi-
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Figure 7: Accuracy vs Million Parameters

nary. We also measure the speed of a model by recording
the time needed for an epoch, including the training and
validation processes.

Besides accuracy, the measurements for performance
we also use are precision, recall, and F1 score. Their
formulas are

Precision =
T P

T P+FP

Recall =
T P

T P+FN

F1 = 2∗ Precision∗Recall
Precision+Recall

where TP means the malicious samples which the model
predicts correctly, FP means the benign samples which
the model predicts incorrectly, and FN means the mali-
cious samples which the model predicts incorrectly.

4.3 Training Setup

The model and training setup could significantly affect
the training process and the result. All models are trained
for 70 epochs, and we select the validation results of the
last 30 epochs to get the average accuracy and other met-
rics. We set the batch size to 32 and choose Adam [29]
as the optimizer of all models. In order to ensure fairness
in training, we apply the cross-entropy loss to all models.

Figure 8: Training processes among models.

4.4 Model Evaluation

We choose several state-of-the-art binary-based meth-
ods as our baselines. To reflect the total performance
of image-converting-based models, we choose the well-
known MobileNet [21] as the representative model. We
convert programs to RGB images as the input of Mo-
bileNet. One byte maps one pixel in one channel during
the converting process.

For file-cutting-based models, we select MalConv [41]
and MalConvGCT [42]. Both ResNet and MobileNet are
implemented by Pytorch [39], and we use ResNet18 as
ResNet while MobileNetV2 as MobileNet. We use the
source codes provided by the author of MalConv and
MalConvGCT and apply them to our experiments. We
add a softmax layer at the end of each model to translate
the result into the possibility format when validating.

According to the number of parameters in Table 1,
we could find that SeqNet has the minimum parameters
which are only about one-tenth of MalConv and Mal-
ConvGCT. What is more, SeqNet maintains its perfor-
mance in malware detection. Figure 7 is the accuracy
and model size comparison chart, and the position of a
model in the upper left corner indicates that the model
has a smaller size and a higher accuracy. The precision
also shows that SeqNet has a low possibility of misunder-
standing benign samples. The recall implies that SeqNet
might have the ability to prevent evasion.

In the training process, We find that most models
achieve 90% accuracy after the first epoch. During our
training, we find that SeqNet only needs about two and
a half minutes to complete an epoch compared to Mal-
Conv which is about an hour. Accordingly, we can see
that the tiny size of SeqNet leads to low computational
overhead, and the convolution-based architecture accel-
erates the training and inference.
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Model Parameters Accuracy Precision Recall F1 MFlops Speed
MobileNet 2.2M 0.964±0.001 0.966±0.005 0.966±0.005 0.966±0.001 333 2min36s
MalConv 1.2M 0.980±0.001 0.978±0.005 0.983±0.005 0.980±0.001 266 1h12min05s

MalConvGCT 1.2M 0.980±0.001 0.978±0.004 0.983±0.005 0.981±0.001 1091 2h38min30s
SeqNet(Ours) 136K 0.974±0.002 0.974±0.008 0.975±0.007 0.974±0.002 193 2min51s

Table 1: Comparison among models. The metrics are the mean values and standard deviations of the last 30 epochs.

4.5 Further Evaluation & Ablation Study

Next, we will describe further experiments to discuss
contextual confusion avoidance, model shrinkage, and
architecture design in SeqNet. We apply several simple
changes to SeqNet to test our assumptions.
Contextual Confusion. To prove that the contextual
confusion exists, we change the SeqNet into SeqNet2D
which could input 512× 512 images. We set the im-
age size to 512× 512 because it could the same amount
of information as the sequence. The architecture of Se-
qNet2D which uses depthwise separable convolution lay-
ers is highly similar to SeqNet. Table 2 makes sure
that the image converting method causes confusion that
could confuse the network when learning features from
programs. MobileNet uses images as the input, so Ta-
ble 1 also reflects the existence of contextual confusion
through the comparison among SeqNet and ResNet.
Model Shrinkage. SDSC layers reduce the amount of
the parameters by both decreasing input dimension and
factorizing convolution. We replace all SDSC layers with
common convolutional layers in SeqNet and name the
new model SeqNetConv to reflect the effect of factoriz-
ing convolution. To validate the role of dimension de-
creasing in model shrinkage, we use SeqNet2D as the
experimental subject. We also apply common convolu-
tional layers to SeqNet2D and call the new model Se-
qNet2DConv to show the reduction effect of the two
methods. As shown in Table 2, we can see that the di-
mension effectively decreasing reduces the number of
parameters, and the convolution factorizing reduces fur-
ther. Through the result, it is obvious that the SDSC lay-
ers effectively shrink the model with performance main-
tained. We also find that the fewer parameters make the
model quicker to converge when training.
Architecture Design. During our experiments, we also
find that deeper structures may not perform better. We
adjust the depth of SeqNet. The model with the deeper
architecture is called SeqNetDeep, and the more shallow
architecture is called SeqNetShal. Similar to our intu-
ition, the shallower architecture significantly makes the
model perform worse. However, the result in Table 2
shows that the deeper architecture cannot improve the
performance apparently but enlarge the size of the model.
We assume that this phenomenon is probably because of
the simple mapping relationships from the binary to the
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Figure 9: Robustness Evaluation.

possibility of malware, which does not need a complex
neural network to fit. Another possible reason is that the
deeper structure makes the network hard to be trained,
which might lead to lower accuracy.

Another phenomenon we find is that the dilated con-
volution could not improve the performance effectively.
We consider that it is because compared to the length of
the input, using or not using the dilated convolution does
not have much effect on the receptive field of the model.

4.6 Robustness Evaluation
We also check the robustness of SeqNet and compare it
with MalConv. There has abundant research about at-
tacking deep models [24,32,36,44,48,54,56]. However,
different from traditional attacks against neural networks
on image-related tasks, we could not straightforwardly
add perturbation on binaries because it might make bina-
ries not executable. Also, it is hard for us to adapt attack
strategy based on extracted features [47] to raw-binary
models. Therefore, for attack strategy, we apply the ap-
proach in [30] which injects a short poison binary in the
padding part at the end of the input.

Because of the different input formats between Mal-
Conv and SeqNet, we equivalently adapt the poison bi-
nary generating approach. Compared to selecting the
closest embedding vector along the gradient, the poison
generation process of SeqNet steps as the following for-
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Model Parameters Accuracy Precision Recall F1
SeqNet2D 141K 0.964±0.001 0.965±0.004 0.965±0.004 0.965±0.001

SeqNetConv 381K 0.975±0.003 0.974±0.008 0.977±0.008 0.976±0.003
SeqNet2DConv 1.1M 0.967±0.001 0.969±0.004 0.967±0.006 0.968±0.001

SeqNetDeep 270K 0.976±0.001 0.976±0.005 0.978±0.005 0.977±0.001
SeqNetShal 101K 0.970±0.002 0.972±0.007 0.971±0.009 0.972±0.002

SeqNet(Ours) 136K 0.974±0.002 0.974±0.008 0.975±0.007 0.974±0.002

Table 2: Analysis and ablation study results of SeqNet.
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t denote an element of the normalized poison and the
prediction given by SeqNet in the t-th iteration, respec-
tively.

In order to make the attack strategy effective under the
limited binary length, we randomly select 500 available
samples from the validation malicious dataset. We set
the length of poison to 32000 bytes, which the whole bi-
naries for MalConv are fixed to 16000000 bytes, and we
progressively increase the poison generation iterations.
We test the number of samples misclassified by SeqNet
and MalConv.

The results are displayed in Figure 9. We see that Se-
qNet has a great defensive capability against the poison
binary attack. We assume that this phenomenon is be-
cause of the vulnerability caused by the padding part
in the file-cutting approach. File-cutting-based models
often see incomplete binary while training. Therefore,
the padding in file-cutting gives attackers the chance to
confuse models, while the models are not sure whether
the poison binary is one of the parts of the sample.
Compared to file-cutting, our method could alleviate this
problem by inputting the whole binary. However, we
consider that this theory still needs to be further verified,
and we might research it in future work.

4.7 Case Study

To better understand what SeqNet has learned, we ran-
domly select four samples and use the Grad-CAM [46]
explanation technique to generate heatmaps so that we
could visualize which part affects the result most. Also,
we manually analyze the corresponding samples to ver-
ify whether SeqNet finds the right malicious codes. In
manual analysis, we disassemble the samples by IDA
Pro [3] and precisely locate the malicious functions or
codes.

In order to better plot the results, we extract the key
part of the heatmaps and apply the following normaliza-
tion formula to the snippets.

xi =
xi

max(X)
,xi ∈ X

where X denotes the snippet. The activation maps used
for heatmaps are generated by the last convolution and
ReLU layer of SeqNet, because of the remained spatial
information encoded by convolutional layers. We also
mark the manual location results on raw binaries for bet-
ter comparison.

Figure 10 implies the comparison between manual lo-
cation and Grad-CAM-based explanation. We see that
the local activated positions are closed to the malicious
parts located by analysts, which reflects that SeqNet
might find the malicious codes and give its reliable de-
tection.

During our explanation, we find that there are many
noises in the whole heatmaps. We consider that this
might be because of the possible latent abnormal statis-
tics [10] and a few wrong labels [43] in our dataset. How-
ever, it is a pity that we find it hard to collect more benign
samples due to the neglect of benign files in the academic
community. We hope that we could explore this phe-
nomenon in future work.

Also, we find that the PE headers often affect SeqNet
greatly. This might imply that the PE header contains
malicious information in malware. More details could
be found in Appendix.

5 Discussion

In this section, we will take about the limitation of our
works and suggest some future works for further study.

5.1 Limitation

Although SeqNet performs well, there are still several
limitations in our works.
Remained Semantic Loss. Although we effectively re-
duce the semantic loss, the input of SeqNet still cannot
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Figure 10: The comparison between manual location maps and SeqNet heatmaps of four samples. In each pair, the
upper is the heatmap generated by Grad-CAM [46] and the lower is the malicious code location map given by analysts.
In heatmaps, the whiter parts are more critical to the prediction given by SeqNet. Similarly, the white parts in manual
location maps are the locations of the malicious codes. The scale under each pair is the file offset of the corresponding
two maps.

contain all semantics. If the sequence is too long, the se-
quence will be compressed during the interpolation pro-
cess, and the compressed sequence is not able to repre-
sent all original information. Also, if the sequence is too
short, the sequence will be expanded, which might con-
fuse SeqNet. The architecture of SeqNet determines that
the input must have the same size, which is a limitation
of SeqNet.

Lack of Benign Samples. The main difficulty we face
is the lack of benign samples. We can get plenty of mal-
ware collection websites, but authoritative benign sample
providers are hard to find. In order to sample evenly, it
is improper to expand the training dataset only by adding
malicious samples, which might reduce the performance
of SeqNet and make the experiment results unreliable.
As a result, it is difficult to train neural networks on a
much larger dataset with enough benign samples.

The Quality of Labels. Besides the lack of benign sam-
ples, the quality of labels might be a potential problem.
Due to the few authoritative providers, we cannot guar-
antee that all the benign samples in our training and
validation datasets are labeled correctly. All malicious
samples in our datasets are collected from VirusShare
without manual reconfirmation. Several papers have in-
spected the quality of malware labels and found it prob-
ably cannot reach what we expect [43]. Although these
limitations might have a few impacts on the training pro-
cess of SeqNet, we assume that the several incorrect la-
beled samples could not significantly affect the overall
performance.

Possible Vulnerabilities. Adversarial attacks are the risk
of most neural networks, and ours is no exception. A mo-

tivated adversary could pollute the training dataset and
evade the detection of SeqNet. Also, attacking based on
the gradient is an effective way to confuse deep learning
models [17,30,32]. On the contrary, there are also plenty
of solutions to this problem [7, 12, 20, 33, 57]. Although
SeqNet could defend against several attacks, we still can-
not completely guarantee the safety of SeqNet. Also, the
robustness principle of SeqNet needs us to explore fur-
ther.

5.2 Future Work
In this work, we propose an efficient automatic malware
detection neural network called SeqNet. SeqNet mainly
aims at automatic and efficient detection and could be
quickly trained with low training costs on raw binaries.
Nevertheless, many works still need to be done in the
future.

One of the biggest obstacles to malware detection re-
search based on deep learning is the lack of industrial-
sized publicly available datasets. The researchers require
authoritative credible datasets that contain not only ma-
licious features but also raw binary sequences. We will
build a larger dataset to further evaluate the performance
of SeqNet. Also, enough benign samples are necessary
for further study. We suppose that when using deep
learning models for detection, malware analysis should
not only focus on malicious samples but also on benign
samples.

Because neural networks are black-box models, the re-
liability of malware detection neural networks might be
suspicious. Although SeqNet gives us great results, we
still cannot fully explain the reason. Therefore, using
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deep learning algorithms to detect malware in practice
still needs further research. Through our experiments,
we suppose that neural networks might have great poten-
tial capacities for malware detection, and we are looking
forward to the big breakthrough neural networks make in
this field.

The robustness of SeqNet still needs further research.
We still lack experiments and studies in this area. In fu-
ture work, we will explore the robustness of the model
deeper and make more efforts to improve and analyze it.

6 Related Work

Feature-based Models. In the early works, deep learn-
ing models are trained from carefully crafted malware
features. Yuan et al. used deep learning algorithms to
detect Android malware based on 202 manual features
extracted through static and dynamic analysis [60]. Saxe
et al. designed a network with four layers and trained
the model with the static features extracted from PE
files [45]. Huang et al. used 4.5 million samples as
the training dataset and used the random projection to
reduce feature space from 50000 dimensions to 4000 di-
mensions [22]. Zhang et al. combined dynamic analysis
techniques with deep learning algorithms and used the
API calls with arguments to train their network [62]. Xu
et al. devised a two-stage inference framework to detect
Android malware on the extracted information [58]. Li
et al. leveraged Autoencoder (AE) to find the mutation of
malicious features and got great performance [34]. Han
et al. extracted installation graphs from viruses and ap-
plied Graph Neural Network (GNN) to malware detec-
tion [18].
Binary-based Models. Nowadays, automatic feature ex-
traction is one of the trends of neural networks with less
human intervention and better performance than tradi-
tional feature engineering. Raff et al. devised an ar-
chitecture called MalConv which could learn directly
from the raw PE binary samples without manual fea-
ture selection [41, 42]. Krcál et al. designed a simple
CNN which learns from PE raw byte sequence without
domain-specific feature selection, and this work achieved
a high AUC score, especially on the small PE malware
samples [31].

7 Conclusion

In this paper, we introduce SeqNet, an efficient automatic
malware detection model based on deep learning. Com-
pared to existing models, SeqNet has a much smaller
size with enough detection accuracy, which can be more
quickly trained on raw binaries and probably has more
application scenarios. Additionally, the training and de-

tection process of SeqNet needs little human interven-
tion.

We hope this model will inspire more researchers to
develop better architectures for more applications, not
only malware detection. Also, we expect that deep learn-
ing algorithms will be widely used in practice for mal-
ware detection.

Availability

We make the codes and data of SeqNet available to
the research community to promote the adoption of
SeqNet in security research and deployment. The
SeqNet project website is at https://github.com/

Darren-8/SeqNet.git.

Acknowledgements

This research has been partially supported by the
National Natural Science Foundation of China
(61872202), the Natural Science Foundation of
Tianjin (19JCYBJC15500), 2019 Tianjin New Gen-
eration AI Technology Key Project under Grants
(19ZXZNGX00090), Tianjin Key Research and Devel-
opment plan (20YFZCGX00680). We also thank the
authors of VirusShare [4], for their public dataset used
in our evaluation, and VirusTotal [6] for providing us the
malware scan results.

References
[1] AV-TEST. https://www.av-test.org/en/statistics/

malware.

[2] Binary Ninja. https://binary.ninja/.

[3] IDA pro. https://www.hex-rays.com/ida-pro/.

[4] VirusShare. https://virusshare.com/.

[5] YARA. https://yara.readthedocs.io/en/stable/.

[6] VirusTotal. https://www.virustotal.com/, 2004.

[7] ABUSNAINA, A., ABUHAMAD, M., ALASMARY, H., ANWAR,
A., JANG, R., SALEM, S., NYANG, D., AND MOHAISEN, D.
Dl-fhmc: Deep learning-based fine-grained hierarchical learning
approach for robust malware classification. IEEE Transactions
on Dependable and Secure Computing (2021), 1–1.

[8] BARR-SMITH, F., UGARTE-PEDRERO, X., GRAZIANO, M.,
SPOLAOR, R., AND MARTINOVIC, I. Survivalism: System-
atic analysis of windows malware living-off-the-land. In 2021
IEEE Symposium on Security and Privacy (SP) (2021), Institute
of Electrical and Electronics Engineers, pp. 1557–1574.

[9] BRENGEL, M., AND ROSSOW, C. YARIX: Scalable yara-
based malware intelligence. In 30th USENIX Security Sympo-
sium (USENIX Security 21) (Aug. 2021), USENIX Association,
pp. 3541–3558.

[10] CARTER, B., JAIN, S., MUELLER, J. W., AND GIFFORD, D.
Overinterpretation reveals image classification model patholo-
gies. Advances in Neural Information Processing Systems 34
(2021).

13

https://github.com/Darren-8/SeqNet.git
https://github.com/Darren-8/SeqNet.git
https://www.av-test.org/en/statistics/malware
https://www.av-test.org/en/statistics/malware
https://binary.ninja/
https://www.hex-rays.com/ida-pro/
https://virusshare.com/
https://yara.readthedocs.io/en/stable/
https://www.virustotal.com/


[11] CHANG, T. A., XU, Y., XU, W., AND TU, Z. Convolutions and
self-attention: Re-interpreting relative positions in pre-trained
language models. arXiv preprint arXiv:2106.05505 (2021).

[12] CHEN, Y., WANG, S., SHE, D., AND JANA, S. On training ro-
bust PDF malware classifiers. In 29th USENIX Security Sympo-
sium (USENIX Security 20) (Aug. 2020), USENIX Association,
pp. 2343–2360.

[13] CORDONNIER, J.-B., LOUKAS, A., AND JAGGI, M. On the
relationship between self-attention and convolutional layers. In
International Conference on Learning Representations (2020).

[14] DOWNING, E., MIRSKY, Y., PARK, K., AND LEE, W. Deepre-
flect: Discovering malicious functionality through binary recon-
struction. In 30th USENIX Security Symposium (USENIX Secu-
rity 21) (Aug. 2021), USENIX Association, pp. 3469–3486.

[15] FENG, R., CHEN, S., XIE, X., MENG, G., LIN, S.-W., AND
LIU, Y. A performance-sensitive malware detection system us-
ing deep learning on mobile devices. IEEE Transactions on In-
formation Forensics and Security 16 (2021), 1563–1578.

[16] GIBERT, D., MATEU, C., PLANES, J., AND VICENS, R. Classi-
fication of malware by using structural entropy on convolutional
neural networks. In Proceedings of the AAAI Conference on Ar-
tificial Intelligence (2018), vol. 32.

[17] GROSSE, K., PAPERNOT, N., MANOHARAN, P., BACKES,
M., AND MCDANIEL, P. Adversarial perturbations against
deep neural networks for malware classification. arXiv preprint
arXiv:1606.04435 (2016).

[18] HAN, X., YU, X., PASQUIER, T., LI, D., RHEE, J., MICKENS,
J., SELTZER, M., AND CHEN, H. SIGL: Securing software in-
stallations through deep graph learning. In 30th USENIX Security
Symposium (USENIX Security 21) (Aug. 2021), USENIX Asso-
ciation, pp. 2345–2362.

[19] HE, K., ZHANG, X., REN, S., AND SUN, J. Deep residual learn-
ing for image recognition. In Proceedings of the IEEE Confer-
ence on Computer Vision and Pattern Recognition (CVPR) (June
2016).

[20] HOSSEINI, R., YANG, X., AND XIE, P. Dsrna: Differentiable
search of robust neural architectures. In Proceedings of the
IEEE/CVF Conference on Computer Vision and Pattern Recog-
nition (CVPR) (June 2021), pp. 6196–6205.

[21] HOWARD, A. G., ZHU, M., CHEN, B., KALENICHENKO, D.,
WANG, W., WEYAND, T., ANDREETTO, M., AND ADAM, H.
Mobilenets: Efficient convolutional neural networks for mobile
vision applications. CoRR abs/1704.04861 (2017).

[22] HUANG, W., AND STOKES, J. W. Mtnet: A multi-task neu-
ral network for dynamic malware classification. In Detection of
Intrusions and Malware, and Vulnerability Assessment (Cham,
2016), J. Caballero, U. Zurutuza, and R. J. Rodrı́guez, Eds.,
Springer International Publishing, pp. 399–418.

[23] IOFFE, S., AND SZEGEDY, C. Batch normalization: Acceler-
ating deep network training by reducing internal covariate shift.
In Proceedings of the 32nd International Conference on Machine
Learning (Lille, France, 07–09 Jul 2015), F. Bach and D. Blei,
Eds., vol. 37 of Proceedings of Machine Learning Research,
PMLR, pp. 448–456.

[24] JIA, J., LIU, Y., AND GONG, N. Z. Badencoder: Backdoor
attacks to pre-trained encoders in self-supervised learning. arXiv
preprint arXiv:2108.00352 (2021).

[25] JORDANEY, R., SHARAD, K., DASH, S. K., WANG, Z., PAP-
INI, D., NOURETDINOV, I., AND CAVALLARO, L. Transcend:
Detecting concept drift in malware classification models. In 26th
USENIX Security Symposium (USENIX Security 17) (Vancouver,
BC, Aug. 2017), USENIX Association, pp. 625–642.

[26] KARBAB, E., DEBBABI, M., DERHAB, A., AND MOUHEB, D.
Android malware detection using deep learning on api method
sequences.

[27] KAYHAN, O. S., AND GEMERT, J. C. V. On translation invari-
ance in cnns: Convolutional layers can exploit absolute spatial
location. In Proceedings of the IEEE/CVF Conference on Com-
puter Vision and Pattern Recognition (CVPR) (June 2020).

[28] KIM, T., KANG, B., RHO, M., SEZER, S., AND IM, E. G. A
multimodal deep learning method for android malware detection
using various features. IEEE Transactions on Information Foren-
sics and Security 14, 3 (2019), 773–788.

[29] KINGMA, D., AND BA, J. Adam: A method for stochastic opti-
mization. International Conference on Learning Representations
(12 2014).

[30] KOLOSNJAJI, B., DEMONTIS, A., BIGGIO, B., MAIORCA, D.,
GIACINTO, G., ECKERT, C., AND ROLI, F. Adversarial mal-
ware binaries: Evading deep learning for malware detection in
executables. In 2018 26th European signal processing confer-
ence (EUSIPCO) (2018), IEEE, pp. 533–537.

[31] KRCÁL, M., SVEC, O., BÁLEK, M., AND JASEK, O. Deep con-
volutional malware classifiers can learn from raw executables and
labels only. In 6th International Conference on Learning Repre-
sentations, ICLR 2018, Vancouver, BC, Canada, April 30 - May
3, 2018, Workshop Track Proceedings (2018), OpenReview.net.

[32] KURAKIN, A., GOODFELLOW, I., AND BENGIO, S. Adversarial
examples in the physical world.

[33] LI, D., LI, Q., YE, Y., AND XU, S. A framework for enhancing
deep neural networks against adversarial malware. IEEE Trans-
actions on Network Science and Engineering 8, 1 (2021), 736–
750.

[34] LI, H., ZHOU, S., YUAN, W., LUO, X., GAO, C., AND CHEN,
S. Robust android malware detection against adversarial exam-
ple attacks. In Proceedings of the Web Conference 2021 (New
York, NY, USA, 2021), WWW ’21, Association for Computing
Machinery, p. 3603–3612.

[35] LI, H., ZHOU, S., YUAN, W., LUO, X., GAO, C., AND CHEN,
S. Robust android malware detection against adversarial exam-
ple attacks. In Proceedings of the Web Conference 2021 (New
York, NY, USA, 2021), WWW ’21, Association for Computing
Machinery, p. 3603–3612.

[36] LIN, J., XU, L., LIU, Y., AND ZHANG, X. Composite Back-
door Attack for Deep Neural Network by Mixing Existing Benign
Features. Association for Computing Machinery, New York, NY,
USA, 2020, p. 113–131.
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A. Training Details

To further explore the performance of SeqNet, we record
the training processes and the prediction result distribu-
tion on the validation dataset in the last epoch. The re-
sults are plotted in Figure 12 and Figure 11. We see
SeqNet has strong confidence on most samples, and all
models converge quickly.

We also record the accuracy changes on the validation
dataset in our ablation study, as shown in Figure 13.

B. Holistic Heatmap Analysis

We apply Grad-CAM [46] on the whole validation
dataset and get all the heatmaps of the last convolution
layer. Then we sum all the heatmaps and get the av-
erage heatmap to show the general result. Figure 14 re-
flects that the activated features are often at the beginning
and the end of the whole binaries, especially the begin-
ning. We consider that this phenomenon is because the

15



# 
N

um
be

r

0

3500

7000

10500

14000

Prediction Distribution
0~0.1 0.1~0.2 0.2~0.3 0.3~0.4 0.4~0.5 0.5~0.6 0.6~0.7 0.7~0.8 0.8~0.9 0.9~1

(a)

# 
N

um
be

r

0

75

150

225

300

Prediction Distribution
0~0.1 0.1~0.2 0.2~0.3 0.3~0.4 0.4~0.5 0.5~0.6 0.6~0.7 0.7~0.8 0.8~0.9 0.9~1

(b)

Figure 11: The prediction result distribution of SeqNet on the whole validation dataset. (a) is the distribution of all the
prediction results. (b) is the distribution of the misclassified predictions.

PE header usually aggregates the features of the whole
file.

To understand how SeqNet analyzes the binaries, we
randomly select a sample and get the heatmaps of differ-
ent layers by using Grad-CAM, shown in Figure 15. We
can see that the first convolutional layer extracts abun-
dant semantics from the whole binaries. During down-
sampling, the heatmap implies that features start to ag-
gregate. After processed by the last convolutional layer,
the activated parts become sparse. At last, the fully con-
nected layer will give its result based on these features.

This result is similar to [61]. The front layers often
extract underlying features, and the layers at the end tend
to analyze the overall information.
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Figure 12: Training processes among models in model evaluation. The X axis and Y axis denote the training loss and
training steps, respectively.
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Figure 13: Training processes among models in analysis and ablation study.

(a)

(b)

(c)

Figure 14: The average heatmaps on the whole validation dataset. (a) is the average heatmap on all samples. (b) is the
average heatmap on malicious samples. (c) is the average heatmap on benign samples.
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(a)

(b)

(c)

(d)

Figure 15: The heatmaps on the different layers of SeqNet. (a) is the heatmap after the first convolutional layer. (b)
and (c) are the heatmaps during downsampling. (d) is the heatmap after all convolutional layers.
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