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INFORMATION SET DECODING FOR LEE-METRIC CODES USING
RESTRICTED BALLS

JESSICA BARIFFI, KARAN KHATHURIA, AND VIOLETTA WEGER

ABSTRACT. The Lee metric syndrome decoding problem is an NP-hard problem and sev-
eral generic decoders have been proposed. The observation that such decoders come with
a larger cost than their Hamming metric counterparts make the Lee metric a promising
alternative for classical code-based cryptography. Unlike in the Hamming metric, an
error vector that is chosen uniform at random of a given Lee weight is expected to have
only few entries with large Lee weight. Using this expected distribution of entries, we are
able to drastically decrease the cost of generic decoders in the Lee metric, by reducing
the original problem to a smaller instance, whose solution lives in restricted balls.

1. INTRODUCTION

The original syndrome decoding problem (SDP) asks to decode a random linear code
over a finite field endowed with the Hamming metric. This problem has been long studied
and is well understood. The SDP is an NP-hard problem [5, |§] and lays the foundation of
code-based cryptography, which is a promising candidate for post-quantum cryptography.
The fastest algorithms to solve the syndrome decoding problem are called information set
decoding (ISD) algorithms and started with the work of Prange [30] in 1962. Although
the literature on ISD algorithms in this classical case is vast (see |7, 9, 11,112, [13, [15, [23,
24,125, 131]), the cost of generic decoding has only decreased little and is considered stable.
The fastest algorithm over the binary until this day is called BJMM algorithm [7] and
uses the idea of representation technique from [21]. For an overview of the binary case see
[27]. With new cryptographic schemes proposed over general finite fields, most of these
algorithms have been generalized to F, (see [18, 119, 22, 28, 29]).

Due to new challenges in code-based cryptography, such as the search for efficient sig-
nature schemes, also other metrics are now investigated. For example the rank metric has
gained a lot of attention due to the NIST submission ROLLO [1] and RQC |2]. While the
understanding on the hardness of the rank-metric SDP is still rapidly developing (see the
new benchmark achieved in [4]), it is still unknown whether the rank-metric SDP is an
NP-hard problem.

The situation for the Lee metric is quite different. The Lee-metric SDP was first studied
for codes over Z/4Z in |20]. Later, in [32] the problem was shown to be NP-hard over any
Z/p°7Z and several generic decoding algorithms to solve the problem have been provided.
Also the paper [14] confirmed the cost regimes of [32] and more importantly the observa-
tion, that Lee-metric ISD algorithms cost more than their Hamming metric counterparts
for fixed input parameters. Thus, the Lee metric has a great potential to reduce the key
sizes or signature sizes in code-based cryptosystems. Modern code-based cryptography is
moving away from the classical idea of McEliece [26], where the distinguishability of the
secret code obstructs a security reduction to the SDP, and moving towards ideas from
lattice-based cryptography such as the ring learning with error (RLWE) problem. Note,
that the Lee metric is the closest metric in coding theory to the Euclidean metric used
in lattice-based cryptography, in the sense that both metrics take into consideration the
magnitude of the entries.

In this paper we use the new results from [6] on the marginal distribution of vectors
of given Lee weight to reduce the cost of the Lee-metric ISD algorithms further and thus
contribute to the recent advances in understanding the hardness of this problem, with the
final goal to deem this setting secure for applications.
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In fact, for the Lee-metric SDP we assume that the instance is given by a randomly
chosen parity-check matrix and an error vector of fixed Lee weight which was also chosen
uniformly at random. The results from [6] now provide us with new and central information
on the sought-after error vector e. In fact, using the marginal distribution we are able to
determine the expected number of entries of e, which have a fixed Lee weight. The main
idea of the novel algorithm is that we expect only very few entries of e to have a large Lee
weight (which is defined through a threshold r) if the relative Lee weight is lower than a
fixed constant depending on the size p® of the residue ring Z/p°Z. Thus, using the partial
Gaussian elimination (PGE) approaches from the classical case, like in BJMM [7], we are
able to reduce the original instance to a smaller instance, where the sought-after smaller
error vector now only has entries of Lee weight up to r and thus lives in smaller Lee-metric
balls. This will clearly help reducing the cost of ISD algorithms. Similar ideas, that is to
use the more reliable parts of an error vector to decode, have been used since long (see
e.g. |16]). This paper thus reduces the cost of the algorithms from [32] and [14], which
were the fastest known Lee-metric ISD algorithms up to now.

This paper is organized as follows. In Section [2] we introduce the required notions
on ring-linear codes and results for Lee-metric codes, such as the asymptotic of restricted
spheres. In Section Bl we recall the results of |6] on the marginal distribution and introduce
the necessary values for our algorithm. The main part, the new Lee-metric ISD algorithm,
is presented in Section [ together with an asymptotic cost analysis. The analysis considers
the average time complexity in the classical and the quantum case. In addition, a reversed
algorithm is presented in Section .2, where we decode beyond the minimum distance.
Finally, in Section Bl we compare the new algorithm to the previously fastest Lee-metric
ISD algorithms.

2. PRELIMINARIES

Notation: Let p be a prime and s be a positive integer and let us consider the integer
residue ring Z/p*Z. The cardinality of a set V is denoted as |V| and its complement by V°.
We use bold lower case (respectively, upper case) letters to denote vectors (respectively,
matrices). By abuse of notation, a tuple in a module over a ring will still be denoted by
a vector. The n x n identity matrix will be denoted by Id,. Let S C {1,...,n}. For a
vector x € (Z/p°Z)", we denote by xg the vector consisting of the entries of x indexed by
S. Similarly, for a matrix A € (Z/pSZ)kX", we denote by Ag the matrix consisting of the
columns of A indexed by S. Finally the symmetric group of {1,...,n} is denoted by S,.

Definition 1. A linear code C C (Z/p°Z)" is a Z/p*Z-submodule of (Z/p*Z)".

Since we are over a ring, our code does not possess a dimension, instead we denote by
the Z/p*Z-dimension of the code C C (Z/p*Z)" the following

k= log, (| C ),

such that the rate of the code is given by R = % In addition to the Z/p°Z-dimension,
the code C C (Z/p°Z)" also possesses a rank K, which is defined as the minimal number
of generators of C as a Z/p°Z-module. In the case of a non-free code, note that k < K.

As for classical codes, we still have the notion of generator matrix and parity-check
matrix.

Definition 2. Let C C (Z/p°Z)" be a linear code, then a matrix G over Z/p°Z is called
a generator matrix for C, if it has the code as row span and a matrix H is called a
parity-check matrix for C if it has the code as kernel.

For a code C C (Z/p°Z)", we denote by Cg the code consisting of all codewords cg,
where ¢ € C. Also the notion of information set remains as in the classical case.

Definition 3. Let C C (Z/p°Z)" be a linear code of rank K, then a set I C {1,...,n} of
size K is called an information set of C if | C; |=|C | .

In this paper we are interested in the Lee metric, which can be thought of as the L4
norm modulo p®.



Definition 4. Let x € Z/p°Z. The Lee weight of z is given by
wtr(z) = min{z, | p* — z |}.

The Lee weight of a vector is then defined additively, i.e., for x € (Z/p°Z)", we have
n
WtL(X) = ZWtL(xi)-
i=1

Finally, this weight induces a distance, that is, for x,y € (Z/p°Z)" the Lee distance
between x and y is given by dr(x,y) = wtr(x — y).

Let us denote by M = L%SJ, then one can easily see that for x € Z/p°Z we have
0 < wtr(x) < M. The Lee-metric ball, respectively the Lee-metric sphere of radius r
around x € (Z/p°Z)" are defined as

B(X7 r7n7ps) = {y € (Z/psz)n ‘ dL(X - Y) < 74}7

S(x,rn,p*) ={y € (Z/p°Z)" | dL(x —y) =1}.
Since the size of a Lee-metric ball or a Lee-metric sphere is independent of the center, we
will denote their cardinalities by

V(r,n,p*) =| B(0,r,n,p*) |, F(r,n,p%) =| S(0,r,n,p%) | .

Definition 5. Let C C (Z/p°Z)" be a linear code endowed with the Lee-metric, then the
minimum Lee distance of C is given by

dr(C) = min{dy(x,y) | x £y € C}.

Since in this paper we are interested in algorithms that have as input a code generated
by a matrix chosen uniformly at random, due to the result in [10, Proposition 16], we
are allowed to assume that our code is free, i.e., K = K and a generator matrix and a
parity-check matrix have up to permutations of columns the following form

G=(ld, A), H=(Id,, B),

where A € (Z/p*Z)** "% and B € (2/p*7) ">k

In addition, in [10, Theorem 20] it was shown that such a random code also attains
with high probability the Gilbert-Varshamov bound.

Let AL(n,d,p®) denote the maximal cardinality of a code C C (Z/p*Z)" of minimum
Lee distance d and let us consider the maximal information rate

1
R(n,d,p®) := —log,:(AL(n, d,p")),
n
for 0 < d < nM. We define the relative minimum distance to be § := ﬁ.
Theorem 6 (Asymptotic Gilbert-Varshamov Bound [3]). It holds that

n—o0

1
liminf R(n,dMn,p®) > lim <1 - — logps(V(5Mn,n,ps))> .
n—oo n
We compute the asymptotic ball size, i.e., li_>m %logps(V(éMn, n,p®)), in Section 211
n o

Let C C (Z/p°Z)" be a linear code with parity-check matrix H, then for an x € (Z/p*Z)"
we say that s = xH' is a syndrome. In this paper we give an algorithm that solves the

following problem, called Lee syndrome decoding problem (LSDP), which was shown to
be NP-complete in [32]:

Problem 1. Let H € (Z/pZ)"™"*" s € (Z/p*Z)" " and t € N. Find e € (Z/p°Z)"
such that s = eH' and wtr(e) = t.

To this end, we assume that the input parity-check matrix H is chosen uniformly at
random in (Z/p*Z)™ )™ and that there exists a solution e € (Z/pZ)", which was chosen
uniformly at random in S(0,t,n,p°) and set s to be its syndrome s = eH'. We provide
two new algorithms, taking care of two different scenarios. In the first scenario, we want

to decode up to the minimum distance of the code having H as parity-check matrix. For
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this, we let d;, be the minimum distance from the Gilbert-Varshamov bound, then even
if we assume full distance decoding, i.e., t = dr,, we expect to have a unique solution e to
Problem [l In fact, the expected number of solutions to the LSDP is given by

F(t’naps) _ F(dL,’I’L,pS)
ps(nfk) ps(nfk)

In the second scenario, we consider a Lee weight ¢ which is beyond the minimum dis-
tance, and solve this new problem by reversing the idea of the first algorithm. The main
idea of these new algorithms is to use the results of [6], which provide us with additional
information on the unique solution e € (Z/p*Z)". For example, the expected number of
entries of e having a fixed Lee weight.

N =

<1

2.1. Asymptotics of Lee Spheres. In the complexity analysis of our algorithm, we are
interested in the asymptotic size of Lee spheres, Lee balls, and some types of restricted
Lee spheres. All these quantities can be described using generating functions, and their
limit for n going to infinity can be computed using the saddle point technique used in [17].

Let ®(z) = f(z)"g(x) be a generating function, where f(z) and g(x) do not depend
on n. Let us denote by [2!]®(z) the coefficient of 2! in ®(x). We want to estimate this
coefficient for ¢t = T'n for some fixed T € (0, 1).

Lemma 7 (|17, Corollary 1]). Let ®(z) = f(z)"g(x) with f(0) # 0, and t(n) be a function
inn. Set T :=limy,_,o t(n)/n and set p to be the solution to
zf'(x)
Az) = =
=
If A'(p) > 0, and the modulus of any singularity of g(x) is larger than p, then for large n

og ("] (2)) = loge ((0)) — T oy () + o(1).

2.1.1. (Restricted) Lee spheres. The generating functions of the sizes of Lee spheres and
Lee balls are known to be ®(z) = f(z)" and ®/(z) = L ( ) , respectively, where

1+2221x‘ if p # 2,
fz) = i —
1+2211 2™ ifp=2.

It clearly follows that F(t,n,p®) = [2!]®(x) and V (t,n,p*) = [2!]®(z). The asymptotics
of these sizes have been computed in [17, 132].

In general, we can also compute the sizes of the restricted Lee spheres, where each entry
has the Lee weight smaller than r, respectively larger than r, for some r € {0,..., M}

Foy(t,n,p°) =| {xe€{0,£1,...,£r}" | wty(x) =t in Z/p°Z} |,
FO (t,n,p*) =| {xe{*r,...,£M}" | wtr(x) =t in Z/p°Z} |.

The generating function of the size of the restricted Lee sphere F{;) (t,n,p®) is given by
Dy (7) = fry (@)™, where

Fo (@) o= 142yt 42 ifp=2andr =M
v . 142 22:1 x* otherwise.

Whereas, for F(")(t,n,p®) the generating function is given by ®()(z) = f{")(z)", where

f(M)(ac) if r=0,
O () = QZi]‘i;lxi—i—xM ifp=2andr >0,
QZi]‘irxi if p#2andr>0.

Note that the coefficient of z* in ®()(z) is equal to the coefficient of 2!~ in W) (z) =
g\ (x)", where

f(M)(.%') ifr= 0,
g ()= 2 Mgt Mo i p =2 and r > 0,
QZZMOT.YJZ if p#2and r> 0.



In particular, we have that Fi,(t,n,p*) = [2"]® () and FO(t,n,p?) = [0 (z).
Note that Fiyp (t,n,p°) = FO) (t,n,p*) = F(t,n,p*). Using Lemmall, we get the following
asymptotic behavior of restricted Lee spheres.

Corollary 8. Let T € [0, M) and t = t(n) be a function of n such that t(n) := Tn for
large n. Then,
(1) for p #2 orr < M, we get
1
lim — logp (F( )(t(n)’ n,ps)) = logps (f(?") (p)) - Tlngs (p)a

n—oo M

where p is the unique real positive solution of 23 ._ (i — T)z' =T and

p+1)+1
fnle _1+22 p)(r—T)+1’

(2) for p=2 and r = M, respectively r' =0, we get

lim log, (F(yy(t(n). n. ")) = logye(fr) (7)) — T'logye (o).

n—,oo N

where p is the unique real positive solution of 2 Zf‘ifl(z —T)z'+ (M —-T)zM =T

and
M-1 '
9" p) = iy (p) =142 p'+pM
=1

PMIT — M)+ pM(T —M+1)+p(T—M)+T+M+1
p(T —M)+M+1-T ’
orp=2an <r< we get
(3) f 2 and 0 T, g

lim —logp (F")(t(n),n,p*)) = log,s (9" (p)) — (T — r)log,s (),

n—oo M

where p is the unique real positive solution of
M—-1—r
2 > (i-T+ra'+(M-T)z" " =2T-r),
i=1

and
M—1—r M—r+1 +pM—r -9

Npy=2 Y pi g T — P
(4) forp#2 and 0 <r <T, we get

lim —log S(FO(t(n),n,p%)) = log,s (9" (p)) — (T — 1) log,s (p),

n—oo n

)

p—1

where p is the unique real positive solution of 2 Z]‘ifr(z —~T+r)z' =2(T —r) and

M r+1 —9

_2Zp_ —

Proof. For the parts 1 and 2, we apply Lemma [ to the generating function Q) () and
obtain the mentioned results, similar to » = M for f(,) case proved in [32, Lemma 2.6].
For the parts 3 and 4, we apply Lemma [7 to the generating function o) (z) and obtain
the mentioned results.

0

Remark 9. Note that, for p odd (respectively, even), we get T > M(M + 1)/(2M + 1)
(respectively, T' > M/2) if and only if

1 S
nlinéoﬁlogp s(V(Tn,n,p%)) = 1.
5



Hence, if 0 < R, then a code that attains the asymptotic Gilbert-Varshamov bound has

o1 s
nh%rrolo - log,:(V(Tn,n,p*)) =1—- R <1,
and we immediately get that T < M(M +1)/(2M + 1) if pis odd, or T' < M/2 if p is
even.

2.1.2. Restricted Compositions. Let us denote by C(v,t, A\, n,p*) the number of weak com-
positions 7 of v, which fit into the composition A\ of ¢ and both having n part sizes. That
is, the maximal part sizes of 7 are given by A, i.e., for all i € {1,...,n} we have m; < \;.
Equivalently, the Young-Tableau of 7 fits into the Young-Tableau of A. In addition, we
have that X\ is a composition which has n parts. The reason we are interested in this
number is that we can think of the Lee weight composition of a vector e € (Z/p*)" as
A = (A,...,An), which is such that \; = wtz((e);). Let V = Jgrr;ov(n)/n Then for
m = max{\; | ¢ € {1,...,n}} the number of weak compositions which fit into A have the
generating function

. cin
n i m 7

@(z):H 2 :H 2 ,
i=1 \ j=0 i=1 \ j=0

where ¢; corresponds to the multiplicity of ¢ in the composition A, i.e., there are ¢;n entries
of e € (Z/p*Z)" which have Lee weight i. Thus ®(z) = f(2)", for

Ci

fH=1][>_#
i=1 \j=0

To get the asymptotics of C(v,t, A\, n,p°) we are interested in the coefficient of z¥ in ®(z).

Now using the saddle point technique of [17] we define A(f(z)) = z}cég) Let p be the

unique positive real solution to A(f(z)) = V. Then
o1
nh—golo E logps (C(U7 ta )‘7 naps)) = logps (f(p)) - Vlngs ([))
Lemma 10. Let us consider a weak composition X = (A1,...,\n) of t with lim t(n)/n =
n—o0
T. In addition, let us consider a positive integer v < t with lim v(n)/n = V. Let m =
n—o0
max{\; |1 € {1l,...,n}}. If0<V < M, then

1 .
lim — 1ngs (C(’U, ta )" n,p )) = 1ngs (f(p)) - Vlogps (p)a

n—oo M

where p is the unique real positive solution of

Em: 2+22 44t
"tz 4 2

=1

3. DISTRIBUTION OF A RANDOM LEE VECTOR

In this section, we analyze the error vector e that is chosen uniformly at random from
S(0,t,m,p*). We first recall the results from [6] that studies the distribution of the entries
of a random vector having a fixed Lee weight.

Let E denote a random variable corresponding to the realization of an entry of e. Asn
tends to infinity we have the following result on the distribution of the elements in e.

Lemma 11 (|6, Lemma 1]). For any j € Z/p°Z,

(3.1) P(E =j) =

o el (),

where Z denotes the normalization constant and B is the unique real solution to the con-
straint t/n = Z?:Bl wtr, (1)) P(E =1).
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FIGURE 1. Marginal distribution for the elements in Z/477Z for different
values of T' = lim,,_,o0 t(n)/n.

Note, that if § = 0, the entries of e are uniformly distributed over Z/p*Z. In that case,
the relative weight of a randomly chosen entry is equal to 2 szl
p®/4 if p = 2. Furthermore, if 5 > 0 the relative weight becomes smaller. In addition,
since the marginal distribution (B.I) is an exponential function with negative exponent,
it is decreasing in the weight. This means that for 8 > 0 the elements of smallest Lee
weight, i.e., 0, are the most probable, then elements of weight 1 until the least probable
Lee weight M. Let us emphasize here that, by Remark [@, if we are in scenario 1, where
we decode up to the minimum distance given by the Gilbert-Varshamov bound, we will
always have t/n < M/2, which is roughly the threshold 2 Z;l for p odd, respectively p*/4
for p = 2, and hence elements of small weight will always be more probable. In the other
case, where 8 < 0, the elements of largest Lee weight, i.e., M, are the most probable,
followed by the elements of weight M — 1, and so on, until the least probable of Lee weight
0. This is the case for the second scenario, where we decode beyond the minimum distance,
ie., t/n > M/2. As a direct consequence of Lemma [I1] we can give the probability of a
random entry F having some given Lee weight

if p is odd, respectively

P(E=j) if(j=0)or (j =M and q is even),

(3.2) P(wtr (E) =j) = {2IP(E =j) else.

In this work, we are interested in the expected number of entries that have ’large’ Lee
weight, i.e., entries having Lee weight larger than a threshold r € {1,...,M — 1}. Let
Y (r,t,n,p®) denote the expected number of entries of e which have Lee weight larger than
r and let ¢(r,t,n,p%) denote the expected Lee weight of e without the entries of larger Lee
weight than 7. In addition, for some randomly chosen set S C {1,...,n} of size 0 < ¢ < n,

let us denote by o(¥,t,n,p®) the expected support size of eg.
7



Lemma 12. Let e be chosen uniformly at random in S(0,t,n,p%), r € {0,..., M} and
0<¥¢<n. Then

M
P(r,t,n,p®) =n Z P(wtr, (F) = 1),

o(r,t,n,p’) =n i-P(wty (F) =1),

M= 119+

o(l,t,n,p*) =0 P(wty (E) =1).

1

.
I

Proof. The proof easily follows from (B.2]) and using the assumption that each entry of e
is independent. O

4. RESTRICTED-BALLS ALGORITHM

The idea of the new information set decoding algorithms is to use the information on the
uniformly chosen e € S(0,¢,n,p*). We start with the algorithm for the first scenario, where
we only decode up to the minimum distance given by the Gilbert-Varshamov bound and
later adapt this algorithm to the second scenario, where we decode beyond the minimum
distance.

4.1. Decoding up to the Minimum Lee Distance. The high level idea lies in the
following observation: for t/n < M/2, which we have due to the Gilbert-Varshamov
bound, we know as n grows large that 0 is the most likely entry of e, the second most
likely is +1 and so on, until the least likely entry is =M. Hence, if we define a threshold
Lee weight 0 < r < M, then with a high probability (depending on the choice r) we have
that all entries of e of Lee weight larger than r can be found outside an information set.
Thus, using the partial Gaussian elimination (PGE) algorithms, we are left with finding
a smaller error vector, which only takes values in {0, £1,...,+r}. This will make a huge
difference for algorithms such as the Lee-metric BJMM [32], where the list sizes are the
main factor in the cost and these can now be immensely reduced.

In general, this idea can be considered as a framework, where one can apply any al-
gorithm that solves the smaller instance, but now in a smaller space. The framework
takes as input (H, s, t,7,S), where S denotes a solver for the smaller instance in the space
{0,41,...,+r}, which instead of outputting a list of possible solutions for the smaller
instance immediately checks whether the smaller solution at hand leads to a solution of
the original instance. More precisely, the framework on (H,s,t,7,S) works as follows:

Let us consider an instance of the LSDP, given by H € (Z/p*Z)""¥*" s ¢ (z/p7)"*
and t € N, with ¢/n < M/2.
Step 1: For some 0 < ¢ < n—k, we will bring the parity-check matrix into partial systematic
form by multiplying H with some invertible U € (Z/pSZ)("fk)X("fk) and adapting the
syndrome accordingly to s’ = sUT. For simplicity, assume that we have an information
set in the last k positions. Thus, the LSDP becomes

Id,,—1_
(e1 e2) < dz—lﬁ ¢ BOT> = (S1 82)7

where A € (Z/p*Z)"F=0xG+0 B ¢ (7/ps7)>* ) 51 € (2/p°Z)"F ¢ and s, €
(Z/p*Z)" . Thus, we have to solve two parity-check equations:

e + eZAT = 81,
(4.1) GQBT = 89,
where we assume that e, has Lee weight v and e; has Lee weight ¢ — v, for some positive
integer 0 < v < t.
Step 2: We solve the smaller instance of the LSDP given by Equation (4J]) using algo-

rithm S. In particular, we find an error vector es such that eBT = So, wt, (e2) = v, and
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it has entries in {0,+1,...,+r}. Instead of storing a list of solutions es, S will immedi-
ately check whether e; = s; — e2A " has the remaining Lee weight ¢t — v. Clearly, v will
also depend on the choice of r.

Solving the smaller instance can be achieved using various techniques, for example
via Wagner’s approach used in [32, 14] or via the representation technique used in [32].
However, we have to slightly adapt these techniques to make use of the assumption that
the entries are restricted to {0,+1,...,£r}.

Let S(T)(O, v,n, p®) denote the Lee sphere of weight v centered at the origin with entries
restricted to {0, £1,...,+r}, ie.,

Sy (0,v,n,p%) :={x € {0, £1,..., £r}"|wtL (x) = v }.

In the following lemma, we show that if e is a random vector of length n and Lee weight
t which splits as (e1,e3) with ey € Sy (0,v,k + ¢,p®), then ey has a uniform distribution
in Sy(0,v,k + £,p°).

Lemma 13. Let e be chosen uniformly at random in S(0,t,n,p*) such that e = (e1,e2)
with ey € S(;y(0,v,k+£,p®). Then ey follows a uniform distribution in S, (0,v, k+¢,p°),
and henceforth ey follows a uniform distribution in S(0,t —v,n —k — £, p®).

Proof. We note that for an arbitrary ey € S(,(0,v,k + ¢,p°), there are exactly [S(0,t —
v,m — k — £,p®)| possible e that restrict to es in their last k + ¢ coordinates. Therefore,
if e is chosen uniformly at random, then each es has an equal chance of being chosen in

S(r)(o’vak+€,ps)' O
As a corollary, we see that this splitting of e comes with a probability of
P=Fuy(v,k+Lp)F(t —v,n—k— 0,p°)F(t,n,p*)"L.

Using the BJMM-Approach: Let us consider an adaption of the Lee-BJMM algorithm
from [32], where two levels were the optimal choice and proved to remain the optimal choice
also for this new algorithm. Although the smaller error vector e now only has entries
in {0,41,...,4£r}, to enable representation technique, we will assume that such a vector
€5 is built from the sum of two vectors y; + y2, where € many of their positions cancel
out and thus are allowed to live in the whole ring Z/p*Z. Let us denote these positions by £.

The high level idea of BJMM on two levels is as follows: we split es as

€2 =Yy1tYy2
= (i =) + (), 557).

Thus, for the syndrome equation to be satisfied, we want that
Sy = GQBT = leT + yQBT.

Let us also split B € (Z/psZ)zx(kM) into two matrices B = (B1 Bg), where B; €

(Z/psZ)KX(kH)/Q, for i € {1,2}. Then in a first merge to get y; = (Xgi),xg)) we want for
1 = 1, that they give the syndrome 0, i.e.,

x'B] = —x{Bj,
and for ¢ = 2 that they give the syndrome so, i.e.,
2

) RT
X, 'B{ =82 —x;

Let us split £ evenly into two disjoint index sets, i.e., & = £ U &y such that | & |=| & |
and & N & = 0. The base lists B; for i € {1,2} are then be built as follows

Bi = {v(x) | xge € {0,...,+r}"02 xe € (2/p 2)7?  whp(xge) = v/4,v € S(ipny 2}

9



k+¢

e2| v

supp(es) € {£1,...,Er}supre)

€/2 €/2
<> ] <>
yvi[ T ] v/4 P v/4 ] |
~
€/2 Xgl) xgl) €/2
<> | <>
vo[ ] ] v/4 | vt | | ] |
—
(2) RS

Figure 2. Illustration of two levels decomposition of the vector es into
y1 and ys, where y; = (Xgl),X;Z)) for ¢ = 1,2. The gray areas denote the
support of the vectors and the values inside the area are the corresponding

Lee weights.

For some positive integer v < n and x,y € (Z/p°Z)", we write x =, y, to denote that
x =y in the last u positions. Let us define the followmg two sets.

Ly ={p(y) | yec €{0,..., £} ye € (Z/p°L) , wir(yec) = v/2,yBT =, 0, € Spye.},
= {1/ (y) | yec €{0,...,£r}" " ye € (Z/p°L)° ,whr(yge) = v/2,yBT =y 89,4/ € Spie}.

Performing a concatenation merge, we compute y; = (Xgl),xg )) for (xgi),xg)) € B1 x By
on the syndromes 0 and sy and u positions. Hence, to get y1 € L1, we merge y; =
(xgl) g )), such that

xgl)BT =u —xgl)BzT7

and to get yo € Lo, we merge yo = (x§2),x§2)), such that

(Q)BT w Sy — XgQ)BT
We then merge £1 <1 Lo on the syndrome s, and £ positions, computing es = y; + yo,
for (y1,y2) € L1 x Lo such that the positions £ of y; and y, cancel out, i.e., y12+y2e =0
and wty (e2) = v.

Remark 14. Note that our base lists, as well as the lists £; employ a permutation. Hence,
it might happen that the £ positions are not equal for y; and ys9, and these positions
might not cancel out. However, the algorithm will still succeed, since we will check within
the merge, that y; € £; have the correct weight v. The only implication for the workfactor
is that the success probability in this case would even be larger, thus we are giving an
upper bound on the cost.

We now present the merging algorithms and their asymptotic costs. For this, we fix the
real numbers V, L, £, U with

0 <V <min{T,¢(r,t,n,p*)}, 0<L<1-R, 0O<E<R+L,

such that 0 <T -2V < M(1—R—L) and 0 < U < L. Then we fix the internal algorithm
parameters and v, ¢, e, u which we see as functions depending on n, such that

im S =V, lim L =L lm E—F and lim “-U.

n—oo N n—oo n n—oo n n—oo n
Lemma 15 (|32, Lemma 4.3]). The asymptotic of the average cost of Algorithm [ is

1
lim — max{logp (| By ]),logys (| Bz |);logys (| By |) +log,s (| B2 |) — U} )

n—oo n
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Algorithm 1 Merge-concatenate

Input: The input lists By, Bo, the positive integers 0 < u < /¢, B1,Bs € (Z/pSZ)eX(kM)/2
and t € (Z/pZ)".
Output: £ = By +¢ Bo.

1: Lexicographically sort B; according to the last u positions of xlBI for x; € B;. We

also store the last u positions of x;B] in the sorted list.

2: for x5 € By do

3: for x; € By with xlBir =t = XQB;I— do

4: E:EU{(Xl,Xz)}.

5. Return L.

From this we get the lists
Ly =By +o B2, L2 =DB1 +s, Ba.

The second merge should not only merge to the target vector s, it should also check
the Lee weight of the merged vector y; +y2 and also the Lee weight of the remaining error
vector e; = s — (y1 +y2)A .

Algorithm 2 Last Merge

Input: The input lists £, Lo, the positive integers 0 < v <¢,0 <u < ¢,
B ¢ (Z/p°7)> " sy € (Z/p°Z)" and sy € (Z/p°Z)" " A € (Z)ps7) T FOX kD)
Output: e € L1 x Lo.

1: Lexicographically sort £; according to y;B' for y; € £;. We also store y;B' in the

sorted list.

2: for y, € L5 do

3: for y, € £1 with leT =89 — ygBT do

4: if wtr, (y1 +y2) = v and wtp, (51 —(y1+ yg)AT) =t — v then

5: Return (s — (y1 + yg)AT,yl +y2).

Corollary 16 (|32, Corollary 2]). The asymptotic average cost of the last merge (Algo-
rithm[3) is given by

lim lmax{logps(] Ly [),1og,s(| L2 1), (logys(] L1 ]) +log,s(] L2 ])) = (L —=U)}.

n—oo N

Note that the L — U comes from the fact that the vectors already merge to so on U
positions due to the first merge. Also, it might happen that y; + y2 results in a vector of
Lee weight v, but the £ positions did not cancel out, or the positions of low Lee weight
are going above the threshold r. This will not be a problem for us, as this only results
in a larger final list, which does not need to be stored and the success probability of the
algorithm would then even be larger as P.

The way we choose u, is such that we ensure that there exists at least one representative
y1 € L4 of the solution es, i.e., such that there exists yo € L9 with y1 +ys = es. Thus, we
have to compute the expected total number of such representatives for a fixed es. From
Lemma [I3] we know that e follows a uniform distribution in S(r)(O, v,k +1,p%).

Using the marginal distribution in ([B.1]) and (B.2]), we can compute the expected Lee
weight distribution for es. Let A be the expected Lee weight composition of es, and o
be the expected support size of e;. Also recall that for a weak composition A\ of v, we
denote by C(v/2,v, A\, k + £, p°®) the number of weak ompositions 7 of v/2 which fit into a
composition A of length k + £, i.e., the maximal part sizes are given by A.

Lemma 17. The expected number of representatives (y1,y2) € L1 X Lo for a fized solution
ey is at least given by

C(v/?,v,)\,k+€,ps)< (p® —1)7,

11
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where X\ is the expected Lee weight composition of es, and o is the expected support size of
€9.

Proof. Consider the Lee weight composition of es to be A = (A1,..., A1), which is such
that \; = wtr((e2);). Thus, ea = (s1A1, ..., SkreAk+e), for s; € {1,—1}. Then, to get all
possible representatives y, we need the number of weak compositions 7 of v/2 fitting into
A. In fact, for any 7 = (71, ..., mg1e) fitting into A, there will exist exactly one eligible yq
with wtz((y1);) = m; and (y1); = s;m;. Note that the Lee weight composition of yo € Lo
is then

[ A=m[= (A =m [,y | Ao — Toee |)-
On the other hand, for any representative yj, we cannot have m; = wtp((y1):) >
wtr((e2);) and (y1); = —s;m for any ¢ € {1,...,0}. In fact, let us assume we have A

many positions in y; which are such that m; = wtz((y1);) > wtr((e2);) = A;. Then due to
the entry-wise additivity of the Lee weight, we have that yo, with composition | A — 7 |,
has wtr,(y2) > v/2 : in the considered A positions we have that wtr,((y2);) = mj — A; and
the Lee weight of the remaining o — A positions is given by wtr((y2);) = A\; — 7;, which
if we sum over all positions gives

A k+¢
wip(y2) =Y (M= A\)+ Y, (N —m)
i=1 j=A+1
A A A
ZZ(Wj—)\j)-i-U—Z)\j— U/Q—Z—ﬂ'j
j=1 j=1 j=1

A
=0v/2+42 ij -\ | #v/2.
j=1

It is easy to see, that for each fixed 7, there exists only one representative y;, which has
in each position the same sign as es.

Recall that C(v/2,v,\, k + ¢,p®) denotes the number of weak compositions 7 of v/2
which fit into A. Now, since y; can take any non-zero value on the £ positions outside of
the support of ey, we get the claim. Finally, the exact number of representations might
even be larger than this, since a solution ey might also be formed from positions £ which
will not cancel out, as assumed for this computation. O

In order to ensure the existence of at least one representative y; € L£; of es, we now

choose Ly
u= g, (Corzoni+ e (T )01

Thus, in the asymptotic cost we need to compute U = lim u/n.
n—oo
Let us denote the asymptotics of the binomial coefficient by

H(F,G) = lim % log,, <<£ EZD)
= Flog,:(F) — Glog,:(G) — (F — G)log,:(F' — G),

where f(n),g(n) are integer-valued functions such that le @ = F and ILm % =G.

By Lemma [10, we have computed
.1 /
v(v/2) = n}l—{noo ﬁ log,)s (C(v/2,v,\,7/,p")) .
For us n’ = k + ¢, which also tends to infinity for n going to infinity. Thus,

. . 1 sV) —
Jm —— N omlogys (C(v/2,0, Ak +6,p7)) = (B + L)y(v/2).

Then,
U=(R+L)y(v/2)+ HR+L—-S,E)+E,
12



where S = lim o/n.
n—oo

Algorithm 3 Lee-BJMM with Small Balls

Input: H € (Z/pSZ)("_k)X",S € (Z/p*Z)" " |t € N, given the positive integers
0</l<n—k0<v<t,0<e<Ek+/.
Output: e € (Z/p*Z)" with s = eH" and wtr(e) = t.
1: Choose a m x n permutation matrix P and find an invertible matrix U €
(Z/p°7) "> (=k) sych that

UHP = (Idn—’“—f A) ,

0 B
where A € (Z/pSZ)(”*k‘*Z)X(k‘H) Be (Z/pSZ)ZX(k”) ‘
2: Compute
sU' = (s1 s2),

where s; € (Z/pSZ)" " sy € (Z/p°7)" .
3: Choose a set £ C {1,...,k + {} of size .
4: Build the lists By, By as

Bi = {x | xgc € {0,£1,...,+r}FT9/2 x¢c € (Z/p*Z)/? Wt (xgc) = v/4}.

Compute £1 = By +H¢ By and Lo = B3 H-s, Bs.
Compute e € L1 1 Lo.

If this fails, return to Step 1.

Return P "e.

To ease the notation, we will denote the asymptotics of the restricted Lee-metric sphere
by
o1
A (t,p%) = lim — log,s (Fry(t(n),n,p°%)) .
Further, let us denote by W = ¢ (r, t,n, p®)/n.

Theorem 18. The asymptotic average time complexity of the Lee-metric BJMM algorithm
on two levels is at most given by I + C, where

I'=Aun(t,n,p°) — Agy(v,k +£,p°) — Aap(t —v,n — k — £, p°),

is the expected number of iterations and C = max{B,2D — L+ U, D} is the expected cost
of one iteration with

B=Auy(v/4,(k+L—¢)/2,p°) + H(R+ L)/2,E/2) + E/2,
D=A(v/2,k+L—e,p°)+HR+L,E)+E-U.

In addition, we have an expected memory of at most M = max{B,D}. On a capable
quantum computer, the average time complexity is given by at most

1/2 —l—maX{B,D,%(QD — L—l—U)} .
Proof. For our base lists B;, we have that
| Bel= Fo o/ = /2 (" 0 0 - e
Due to Lemma [B], the cost of the first merge is then given by
B = A (v/4,(k+L0—¢)/2,p°) + H(R+ L)/2,E/2) + E/2.

For the second merge we also need to compute the asymptotic sizes of L;. First, we note
that
k+¢
Foy(v/2,k + £ —e,p°) (") 0° = 1)
psu '
13
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Thus,
1
D = lim —log,: (| £;|) = Ay (v/2,k+{—¢e,p°) + HR+ L, E)+ E - U.
n—oo n
Using Corollary 16 the second merge costs asymptotically
2D — L+ U =2A4y(v/2,k + £ —¢,p°) +2H(R+ L,E) + 2E - U — L.

We recall that the success probability of the algorithm is given by P, hence for 0 <V <
o(r,t,n,p®)/n, we get the following asymptotic number of iterations

A(M)(tan’ps) - A(T)(vak _|_€’ps) - A(M)(t —uv,n-— k _E’ps)'

The average memory required for the algorithm is given by | B; | and | £; |, thus taking
the asymptotic of these lists the claim follows.

Finally, note that Grover’s algorithm can be used to speed up on a capable quan-
tum computer whenever a list L has to be searched. In particular, instead of O(] L |),
Grover’s algorithm only requires O(y/| L |) operations. Thus, this results asymptoti-
cally in lim,, .o ﬁ log,,«(| L [). In our classical asymptotic cost, every term stems from a
searched list, except for B and D, which are intermediate lists that have to be stored in
full.

O

Observe that £,v,r, e are internal parameters, which can be chosen optimal, i.e., such
that the algorithm achieves the minimal cost. Clearly, the choice for the threshold r will
influence the possible choices for v.

The Amortized Case: If we only consider p*"* many vectors from the base lists B;, we
could potentially reduce the cost and memory.

The algorithm is going to work exactly the same way, with the only difference that the
base lists B] have size p*. Thus, after using the merging Algorithm [lon u positions we get
lists L) of size p* as well. Finally, we merge these lists using Algorithm 2l on ¢ positions.
Note that the conditions on U = lim,,—,o u(n)/n are

L/3<U <min{(R+ L)y(v/2)+ HR+L—-S,E)+ E,B,L},
where B denotes the asymptotic size of the original base lists, i.e.,
B=Auy(v/4,(k+L—¢)/2,p°)+ H(R+ L)/2,E/2) + E/2.

The condition L/3 < U, comes from the size of the final list, i.e., the number of solutions

s2u
for the smaller instance, which is 1% = p*Bu=0 In order to have at least one solution,

we require 3u > £. Recall that (R+L)vy(v/2)+ H(R+L—S, E)+ E denotes the asymptotic
number of representations, thus the condition U < (R+ L)y(v/2)+ H(R+L—S,E)+ E
is the same as for the original algorithm. The condition U < B, as well as U < L are
straightforward.

Note that in the amortized case, the success probability of splitting e = (ej, e2) is not
simply given by

P = Foy(v,k+£,p*)F(t —v,n -k — 0,p*)F(t,n,p*) "

as in the non-amortized case, since our list of ey is by construction smaller. That is
instead of all solutions to the smaller problem F{,) (v, k + £,p°)p~*¢, we only consider Z
many solutions to the smaller problem. In other words, Z is the number of distinct e, in
our last list. Similar to the approach of [14], we have a success probability of

P = Zp*F(t —v,n —k — €,p*)F(t,n,p*) L.

In order to compute Z, let us denote by X the maximal amount of collisions of the last
merge which would lead to an ey (that is with possible repetitions), by Y the total number
of solutions to eaBT = sy with ey € Sy (v, k +¢,p°), namely

Y = F(?")(/U’ k+ E,ps)p—sf’
14



and finally by W the number of collisions that we are considering, that is

W = ps(?’u—ﬁ) — p52up—s(€—u).

This leaves us with a combinatorial problem: having a basket with X balls having Y
colors, if we pick W balls at random, how many colors are we going to see on average?
This will determine the number of distinct tuples eg in the final list. This number is on

average y (1 ) (X _v;(/y> (;;)1) |

which can be lower bounded by W. In fact,
. (X—X/Y) <X>_1: X XY H1-W)- (X =W)
w w (X-X/Y+1)---X
>1—(1-w/X)XY ~w)y.

Hence, Z > p*3u=0 and we get a success probability of at least
PPt —v,n —k—£,p*)F(t,n,p*) L.

The asymptotic cost of the amortized version of Algorithm [3] is then given by I’ +
max{U,3U — L}, where I’ is the expected number of iterations, i.e.,

I'< Ay (t,n,p°) = 3U — Ay (t —v,n — k= £, p%).

Hence, we can see that the restriction to the smaller balls does not influence the amortized
version of BJMM, as the idea of amortizing is already to restrict the balls. The restriction
only influences the conditions and thus the possible choices of U.

4.2. Decoding beyond the Minimum Distance. There could be scenarios where one
wants to decode more errors than the minimum Lee distance of the code at hand allows. In
the classical case, i.e., in the Hamming metric, the cost can then be divided by the expected
number of solutions V. This follows from the fact that for each of the N solutions we
have a success probability P for one iteration to succeed. Assuming that the solutions are
independent, this implies that to find one solution we expect the number of iterations to
be ﬁ.

In a scenario where we have t > Mn/2, the marginal distribution of e € (Z/p*Z)"
implies that +M is the most likely entry of e, then the second most likely is +(M — 1)
and so on, until the least likely entry is 0. In this case, we will reverse the previous
algorithm and for some threshold Lee weight 0 < r < M, we want the vector ey of Lee
weight t — o(r — 1,t,n,p°) < v < t to live in {#r,..., =M} In order to construct
such a vector, we will use a similar construction as before, where we exchange the set
{0,%1,...,+r} with {£r,...,=M}. Note that the success probability of such splitting is
now given by

P = F(r)(v, kE+0,p°)F(t—v,n—k— f,pS)F(t,n,ps)fl.

Let us first illustrate the idea and then compute the sizes of the lists involved. Note,
that one of the main differences to the previous algorithm is that we require to partition
the weights in order to guarantee that the large weight entries of y; will not be decreased
after adding ys. For this let us introduce the following set of indices 77, Zo, W1, W5, &1, &
satisfying | Z; |:| W; |: (k‘+€—e)/4, 1Ny = @, WinWy = @,51 NE =0 and Z;NW; N
& =10 for i € {1,2} . Let us denote their union by £ = £&1U&y, Z = Z1UZy, W = Wo UWs.
For i € {1,2}, the base lists B; are then

B; = {m(X) ‘ Xz € {0}(k+€f€)/4,xwi € {+£r, ... ’iM}(kJers)/z,L’Xgi c (Z/psZ)5/27

whr (xw;) = (v = 2M)/4, Vi € Sy |-

All of the base lists have the same size, which is given by

(k+ 02\ epp((k+£=6)/2) pioy 0 . e
( e/2 )p 2<(kz+£—e)/4>F (v—eM)/4,(k+€—e)/4,p%).
15
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ey (v —eM)/2 | eM (v—eM)/2 |

B Lee weights in {r, ..., M} Lee weights in {r,..., M}

1| (w—eM)/a | [ (w—cM)/a |

+ R | e

Y2 | (v—eM)/4 ‘ ‘ (v—eM)/4 |
IgQ) I xé2)

FIiGUurE 3. Illustration of two levels decomposition of the vector e, into
y1 and y2, where y; = (Xgl),xg)) for ¢ = 1,2. The gray areas denote
the support of the vectors and the values inside the area are the cor-
responding Lee weights. For (yi1); and (y2); with i € &£, we require

wtr, (y1)i + (y2)i) = M.

Performing the concatenation merge of Algorithm [l we build £; and L5 from By and B,
as

L= {m(yl) | i1 € Skresy1BT =, 0, (y1)z € {0}FT92 (y1)e € (Z/p°2)°
(yow € {7, EMYEH2 et (y1)w) = (v = 2M) /2],
Ly = {,UQ(YZ) | 12 € Sire,y2BT =y s, (y2)z € {0} 92 (y0)e € (Z/p°Z)°

(vohw € {7, £ MYEHD2 by (yo)w) = (v = M) /2],

Both lists are of size

E+0N\ ge—uy( k+l—c¢ ") (4 — _ s
( . >p ((k+€—a)/2>F (v—eM)/2,(k+L—¢)/2,p°).

For this procedure to work, we also need the additional condition on v,r and &, that
v>eM —r)+rk+1L).

Then, a final merge using Algorithm 2] will produce a final list of all smaller solutions of
the smaller instance which does not require to be stored.

Lemma 19. The number of representations es = y1 + ya for (y1,y2) € L1 X Lo is then
given by at least

=t 1) (S Qoo Conren(Z530)

fore =k+1—c.

Proof. To give a lower bound on the number of representations it is enough to give one
construction.

The overall idea of this construction is to split the & positions of y; and & positions
of yo into those parts where they overlap and those parts where they do not overlap. In
the parts where & does not overlap with &, we can only allow small Lee weights in y;
such that, by adding large Lee weight entries of y2, we can still reach the large Lee weight
entries of es.

So let us consider a fixed ey € F™) (v, k + £,p%). As a first step we fix the & positions
which gives (ka). Then, within the £ position we fix those of small Lee weight. This
means for a fixed position we can assume that the entry in eg is a with r < wty(a) < M.
Small Lee weights of y; now refer to the possible values of y; in this position such that a can
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be reached through large Lee weight entries of y5. That is, for example if a = r, we allow
in y; the entries {0, —1,...,7— M}, or if a = M we allow in y; the entries {M —r,...,0}.
These allowed sets of small Lee weight always have size M — r + 1, independently of the
the value a. Thus, in & of size € we choose ¢ entries of small Lee weight, which give
(i) (M — r 4 1) many choices. For the remaining € — i positions in £ we have large Lee
weights in y;, which cannot reach the large Lee weight entries of ey through large Lee
weight entries in yo. Thus, they must come for the £ positions. In these entries we have
r¢~% possible choices. Note that out of the ¢ many positions of & we have only assigned
€ — ¢ many. Hence, as a next step we choose of the remaining k£ + ¢ — ¢ positions the
remaining ¢ positions to have small Lee weight in ys. Thus, the fixed large Lee weight
entries of e can be reached by adding these positions to large Lee weight entries of y;.

For this we have (k”;e*i) (M —r 4+ 1)" possibilities. As a final step we then partition the
remaining positions to either be 0 or of large Lee weight, i.e., ((k’fgi:; /2). g
Thus, we will need the additional condition ¢ < (k + ¢)/2 and we choose

u = |log,s(RB)] .

Since we cannot take the asymptotic of an infinite sum, we need to bound this quantity.
In fact, setting ¢ = € gives such lower bound.

o= (o () ()

U= ILm U(n)/n =H(R+ L,E) +2Elog,:(M —r +1)
+H(R+L—E,E)+H(R+L—2E,(R+L—2E)/2).

Then,

In addition, since we decode beyond the minimum distance, the LSDP has several
solutions. Since the inputs have been chosen uniform at random, we can assume that
these solutions are independent from each other. Thus, to find just one of all the expected

F(t,n,p*)

N =
ps(nfk)

solutions we have an expected number of iterations given by (NP)~!, instead of P~!.
Note that asymptotically this value is bounded by R, as

1
X = lim —log,s (F(t,n,ps)pfs(”*k)) = Aop(t,n,p*) =1+ R < R.

n—o0o N
Let us denote by A" (t,n,p*) = ILm 1/n logq(F(”) (t,n,p%)).

Corollary 20. The asymptotic average time complexity of the Lee-metric BJMM algo-
rithm on two levels for t > Mn/2 is given by at most I + C, where

I :(1 _R) _A(r)(vak +£’ps) - A(M)(t —uv,n— k;_f’ps)

is the expected number of iterations and C = max{B,D,2D — L + U} is the cost of one
iteration, where

B=FE/2+H(R+L)/2,E/2)+ H(R+L—-E)/2,(R+L—E)/4)
+ AD (v — eM) /4, (k + £ — ) /4,p°),
D=F-U+HR+L,E)+HR+L—-E,(R+L—-E)/2)
+ A (v —eM) /2, (k + £ —€)/2,p°).
In addition, we have an expected memory of at most M = max{B, D}. On a capable quan-

tum computer, the average time complexity is given by at most I/2 + max{B, D, %(QD -

L+U)}.
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The Amortized Case: We consider again the amortized version of this algorithm, i.e., we

) )

only take p*" many vectors from the base lists Bgl , respectively Bi(2 .

The algorithm is going to work exactly the same way, similar to the amortized version
for the first scenario. The asymptotic cost of the amortized version of Algorithm [3]is then
given by I’ + max{U, 3U — L}, where I’ is as before the expected number of iterations, i.e.,

I'<(1-R) —=3U — Aup(t —v,n —k —£,p°).
5. COMPARISON

In this section we want to see how much cost reduction we were able to achieve by
using this additional information on the error vector. For this we will compare the new
Lee-metric BJMM algorithm to the Lee-metric BJMM algorithm from [32] and to the
algorithm using Wagner’s approach in [14], which were until now the fastest algorithms to
solve the LSDP. We denote by e(R, p®) the exponent of the asymptotic cost and compare
e(R*,p®) for R* = arg Jmax (e(R,p%)).

In the first scenario, we only decode up to the Gilbert-Varshamov bound, i.e., we con-
sider V(d(n),n,p*) = 1 — R. Hence, we give an immediate relation between 7' and R,
where T is lim,,_,o, d(n)/n, i.e., we are considering full-distance decoding.

Algorithm e(R*,p%) R*
Lee-BJMM 0.1618 0.451
Restricted Lee-BJMM for r =5 0.1539 0.408
Amortized Lee-BJMM 0.1205 0.396
Amortized Restricted Lee-BJMM 0.1189 0.406
Amortized Lee-Wagner 0.1441 0.445
Amortized Restricted Lee-Wagner 0.1441 0.445

TABLE 1. Comparison of asymptotic costs for full-distance decoding for
p® =4T7.

In the second scenario, where we have N > 1 solutions, one possible technique proposed
in [14] is to fix a rate R € {0.1,...,0.9} and go through all M/2 < T < M, to see at
which T the largest cost is attained for this fixed rate. However, this approach gives for
the algorithm in [14] as well as for our algorithm always T'= M. This is a very particular
weight, where e will only have entries £M. The problem of decoding such instance is then
a completely different one from the original problem and more like a binary SDP. As the

015

— BJMM

- — Restricted BIMM
Amortized BJMM
Amortized Restricted BJMM
Amortized Wagner

005

Amortized Restricted Wagner

FI1GURE 4. Comparison of asymptotic costs of full-distance decoding of
different algorithms and their restricted versions, for p = 47,s = 1 and
assuming the asymptotic Gilbert-Varshamov bound.
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FicURE 5. Comparison of asymptotic costs of decoding beyond the min-
imum distance of different algorithms and their restricted versions, for
q =A4T7.

algorithm in [14] and also our algorithm work for any large T', they will clearly not be
suitable for this special scenario.
Another possible technique is the following: the asymptotic value for N is given by

X = A(M)(t,n,ps) —1+R < R,

thus we can fix X to be a function in R, e.g. X = R/2. This will also directly lead to
aT = lim t(n)/n, for which A (t,n,p*) =1 — R/2. If we would have fixed X to be a
n—o0

constant independent of R instead, this would have obstructed the comparison for all rates
smaller than this constant. To compare the asymptotic costs of several algorithms we then
determine the rate for which the cost is maximal. Since there is no other non-amortized
algorithm which considers the second case, we will only compare our amortized version
with the algorithm provided in [14].

We observed that in the second case, where we decode beyond the minimum distance,
e is very small. Note that € was introduced in [21] to increase the number of positions on
which we can merge u. In our algorithm, however, u can be chosen very large, in fact,
very close to ¢, even for ¢ = 0. Thus, € > 0 would only increase the size of the lists.
We also want to note here that the program we are considering in Figure [ takes the
minimum of the cost of our algorithm and the cost of brute forcing. For this note that we
fixed the number of solutions to be p**/2)| thus going through all vectors e of weight ¢ we
expect to find a solution after F'(t,n,p* )p*s(k/ 2) many steps, that has an asymptotic cost
of A (t,n,p?) — R/2 =1 — R. On the other hand, we might go through all solutions of
the parity-check equations, which are p** many and expect to find a solution after ps(k—k/2)
many steps, which has an asymptotic cost of R/2.

Algorithm e(R*,q) R*
Amortized Restricted Lee-BJMM 0.0349 0.368
Amortized Lee-Wagner 0.0418 0.301
Amortized Restricted Lee-Wagner 0.0372 0.270

TABLE 2. Comparison of asymptotic cost of different Lee metric ISD al-
gorithms for p = 47, s = 1 beyond the minimum distance.

Remark 21. This approach can work for any metric and ambient space, as long as the
distribution of the error vector allows us to solve the smaller instance in a smaller space.
This might have an impact for the RLWE problem, since also there the error vector is
drawn from a certain distribution, in this case the Gaussian.
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