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Jacobian Norm with Selective Input Gradient
Regularization for Improved and Interpretable

Adversarial Defense
Deyin Liu, Lin Wu, Haifeng Zhao, Farid Boussaid, Mohammed Bennamoun, Xianghua Xie

Abstract—Deep neural networks (DNNs) are known to be
vulnerable to adversarial examples that are crafted with im-
perceptible perturbations, i.e., a small change in an input image
can induce a mis-classification, and thus threatens the reliability
of deep learning based deployment systems. Adversarial training
(AT) is often adopted to improve robustness through training a
mixture of corrupted and clean data. However, most of AT based
methods are ineffective in dealing with transferred adversarial
examples which are generated to fool a wide spectrum of defense
models, and thus cannot satisfy the generalization requirement
raised in real-world scenarios. Moreover, adversarially training
a defense model in general cannot produce interpretable pre-
dictions towards the inputs with perturbations, whilst a highly
interpretable robust model is required by different domain
experts to understand the behaviour of a DNN. In this work,
we propose a novel approach based on Jacobian norm and
Selective Input Gradient Regularization (J-SIGR), which suggests
the linearized robustness through Jacobian normalization and
also regularizes the perturbation-based saliency maps to imitate
the model’s interpretable predictions. As such, we achieve both
the improved defense and high interpretability of DNNs. Finally,
we evaluate our method across different architectures against
powerful adversarial attacks. Experiments demonstrate that the
proposed J-SIGR confers improved robustness against trans-
ferred adversarial attacks, and we also show that the predictions
from the neural network are easy to interpret.

Index Terms—Selective Input Gradient Regularization, Jaco-
bian Normalisation, Adversarial Robustness.

I. INTRODUCTION

RECENT years have seen deep neural networks (DNNs)
achieve impressive performance in a myriad of image

recognition tasks, e.g., image classification on real-world
benchmarks. However, DNNs could be easily fooled by crafted
imperceptible perturbations aimed at driving the network to
make a wrong prediction. Such a vulnerability poses an
obstacle in the deployment of deep learning systems for
real-world applications given the security-sensitivity and legal
ramifications [1]. Since this vulnerability was first identified
by Szegedy et al. [2], many techniques for generating a group
of malicious examples have been proposed including i) white-
box attacks (e.g., Projected Gradient Descent (PGD) [3], Fast
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Gradient Sign Method (FGSM) [2] and C&W [4]) which
require knowledge of the deep learning parameters; and ii)
black-box attacks [5]–[7] can attack the DNNs even without
any knowledge of the model parameters. This is due to the
transferability of adversarial examples: examples generated to
fool one model tend to fool all models trained on the same
dataset [8], [9].

Currently, the best defense models available to counter
adversarial attacks are based on adversarial training (AT),
which trains the models on a mixture of clean and adversarial
examples to better classify potentially adversarial examples
during test time [10]. Although a number of effective defenses
employing AT have been proposed [11], [12], they rely on a
computationally expensive brute force solution to generate the
potent adversarial examples [13]. Besides, a study [14] shows
that the robustness provided by AT can be circumvented by
randomizing or transferring perturbations from other models,
albeit ensemble helps. This has raised concerns about the
generalization ability of adversarially trained models under
the attacking of adversarial examples simply modified from
a unknown distribution. For example, a robust DNN model
adversarially trained on gradient-generated examples should
still remain robust when these examples are further crafted
by Gaussian randomness on the feature dimensions (The
dversarially generated example with a new additive Gaussian
noise can be viewed as a transferred one from its source [15]).

Besides robustness, domain experts are also concerned with
the interpretability of a DNN’s predictions. Interpretability is
of particular importance in domains with safety requirements
which need to know how a model is trained and used. For
example, medical specialists are intriguing to know how the
model responds to training data from different hospitals. To
be more interpretable, some methods proposed to regularize
the input gradients [16], [17], which can illuminate the regions
of confidence predicted by the DNNs. For example, [17] has
shown that by training a model to have smooth input gradients
with fewer extreme values (including the background pixels),
the prediction of a DNN will be more interpretable. However,
this endeavor [17] smoothed out all the gradients without
showing the most appropriate interpretability of DNNs, i.e.,
such method [17] is limited in presenting the network’s
response to small input variations. Other techniques such as
integrated gradients [18] and SmoothGrad [19] can also gen-
erate smoother and more interpretable prediction confidence
but they do not capture the response of a deep neural network
under input variations. As a matter of fact, the local behavior
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can simulate how the network responds to small perturbations
of its inputs.

In this paper, we aim to improve both robustness and
prediction interpretability in the presence of small input per-
turbations. This is achieved by simultaneously minimizing the
Jacobian norm of the whole network as well as regularizing
the input gradients. Specifically, we introduce the notion of
linearized robustness, which sets the bounds on the network
response towards a perturbed example. And we show that the
robustness can be approximated by the Jacobian norm, which
is computed as the gradients of the network prediction logits
with respect to the input. However, directly using the raw input
gradients could be noisy and hard to interpret. Inspired by
[16] which has shown that gradient suppression together with
selected features can explain the robustness of a model, we
propose to regularize the input gradients to provide a better
input space. Then, we train the network using the Jacobian’s
Frobenius norm, which sets the bounds on the response of the
network layers to input perturbations. We empirically show
how the Jacobian norm relates to the linearized robustness of
the DNNs, and how to leverage it into the adversarial training
to mitigate the adversarial effects.

To further make the prediction more interpretable, we pro-
pose to use the perterbation-based saliency map, which is taken
as the salient Jacobian matrix that can relate the gradients
to the corrupted input image and semantically visualize the
discriminative portions of that image [20]. These Jacobians,
computed during training for different robust models, can be
regarded as visual resemblers to the corresponding images,
and a previous study has shown that the saliency map is a
result of robustness [21]. This strategy is demonstrated to be
robustness across different transferred adversarial examples.
The contributions of this paper can be summarized as:

• We propose a novel approach to achieve both improved
robustness and high interpretability of DNNs under
adversarial attacks. The proposed approach effectively
leverages the Jacobian norm and selective input gradient
regularization, which explicitly describes the network
responses to input perturbations.

• We investigate the relationship between a Jacobian norm
and the linearized robustness 1 of DNNs. Based on
perturbation-based saliency maps, our results give in-
sights into the prediction confidence of DNNs, which
relates to the adversarial effects.

• Our method improves the robustness of DNNs towards
transferred adversarial examples across multiple architec-
tures and different attacks.

The rest of this paper is organized as follows. Section II
reviews the recent related works. Section IV details the pro-
posed method, and Section V presents extensive experiments
to evaluate our method. Finally, we conclude the paper in
Section VI.

1(The distance from the input image to the decision boundary)

II. RELATED WORK

A. Adversarial training based methods

There is a sizable body of work proposing various attack and
defense mechanisms for the adversarial setting. Among them,
the current unbroken defenses are based on adversarial training
(AT) [2], [3], [22], which uses adversarial examples as training
data to protect DNNs against a range of adversarial attacks.
For example, projected gradient descent (PGD) is one such
strong defense that is able to generate universal adversarial
examples using a first-order approach [3]. A more recent work
[22] encourages the decision boundary to be smooth by adding
a regularization term to reduce the difference between the
predictions on natural and adversarial examples. Qin et al.
[23] smoothened the loss landscape through local linearization
by minimizing the prediction difference between the clean
and adversarial examples. While the various aforementioned
approaches can improve the AT, they require the generation
of sufficient adversarial examples for training. This results
in a prohibitive computational cost, which is proportional
to the number of steps needed to generate the adversarial
examples. In addition, it requires a back-propagation for each
iteration. To strengthen DNNs under adversarial attacks, a
biologically-inspired approach [24] was introduced to learn
flat, compressed representations that are sensitive to a minimal
number of input dimensions. Unlike [24], this paper introduces
a simpler yet effective approach for model regularization
that is based on input gradient regularization. A concurrent
method is [25], which can improve robustness by imposing
the input gradient regularization. However, performing such
gradient with respect to a high dimensional input from back-
propagation is quite time-consuming. In contrast, the proposed
method approximates the linearized robustness of neural net-
works via the penalization of a classifier’s Jacobian norm. Such
a Jacobian norm derives salient gradient maps to selectively
activate the most discriminative gradients.

B. Regularization for robustness

To defend against adversarial examples, provable defenses
promote the concept of improving model robustness through
regularization. A well-known strategy includes noise injection,
which is a variant of dropout weights [26] or activations
[27]. Several works have investigated the benefits of using
a regularization term on top of the standard training objective
to reduce the Jacobian’s Frobenius norm. Such a term aims
to reduce the adversarial effect on the model predictions
caused by input perturbation. For instance, Hoffman et al.
[28] proposed an efficient method to approximate the input-
class probability through the output Jacobians of a classifier
so as to minimize the computational cost associated to these
Jacobian norms. Tsipras et al. [20] observed that adversarially
trained models produce salient Jacobian matrices that loosely
resemble the input images whilst less robust models have
noisier Jacobians. Etmann et al. [21] interpreted linearized
robustness as the alignment between the Jacobian and the
input image, and trained a robust model by using double back-
propagation. In comparison to these methods [20], [21], our
work offers the following merits: 1) it focuses on the local
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linearized robustness of neural networks to provide an inter-
pretation of the network’s response to the inputs via Jacobian
norm; 2) the proposed selective input gradient regularization
explicitly measures the degree of robustness, which improves
the interpretability of the network prediction; and 3) our
method is computationally more efficient in calculating the
input gradients and also highly interpretable to understand the
network’s prediction.

III. PRELIMINARY

In this section, we formalize the notations, definitions used
in this paper. We also briefly present the baseline attacks and
defenses against which we will evaluate our method.

A. Definition

Let a classification model Fθ(X) : X 7→ Ŷ ∈ RN×K
map the inputs X ∈ RN×D to the output probabilities for
K classes, where θ represents the classifier’s parameters and
Ŷ ∈ RN×K returns the predictions of Fθ. To train the model
Fθ, we aim to find a set of parameter θ∗ that minimizes
the total distance between the predictions Ŷ and the one-hot
encoded true labels Y ∈ RN×K on a training set:

θ∗ = arg min
θ

N∑
n=1

K∑
k=1

−Yn,k logFθ(Xn,k), (1)

which can also be written as arg minθH(Y, Ŷ), where H is
the sum of the cross entropies between the predictions and the
true labels.

Given the input x ∈ Rh×w×c of a DNN, one can define the
Jacobian matrix J with respect to x as

J(x) := ∇xFθ(x) =

[
∂Fθ(x)

∂x1
, . . . ,

∂Fθ(x)

∂xD

]
, (2)

where D = h × w × c is the dimensionality of x. While
the DNNs can be trained empirically to perform well on the
training data, their accuracy degrades sharply in the presence
of adversarial examples. Given a small perturbation z applied
to the input x, a model is still deemed robust against this attack
if it satisfies

arg max
k∈K

F kθ (x) = arg max
k∈K

F kθ (x + εz),

∀ε ∈ Bp(ε) = ε : ||ε||p ≤ ε,
(3)

where ε is the scaling factor, and p = ∞. To improve the
model’s robustness, adversarial training [2] tries to find a
distribution match between the training data and the adver-
sarial test data. Specifically, adversarial training attempts to
minimize the loss function as:

min
θ
ρ(θ),where ρ(θ) = E(x,y)

[
max
ε∈B(ε)

H(Fθ(x+ εz),y)

]
, (4)

where the inner maximization terms are usually obtained by
performing an iterative gradient-based optimization, such as
the projected gradient descent (PGD) [3].

B. Attacks

We consider two widely adopted gradient-based attacks and
one Jacobian-based attack.

a) Fast Gradient Sign Method (FGSM) [2]: This method
can generate adversarial examples by perturbing the inputs s
increase the local linear approximation of the loss function:
xFGSM = x+ε·sign∇xH(y, ŷ). If ε is small (e.g., ε = 0.01),
adversarial examples become indistinguishable to a human, but
a neural network performs significantly poor with them. To
perform this attack, one can iteratively use a small ε to induce
misclassifications by following the non-linear loss function in
a series of small linear steps [29].

b) Projected Gradient Descent (PGD) [3]: The PGD
provides a white-box and yet stronger attack than the previous
iterative based method (i.e., FGSM [2]). PGD firstly uniforms
the random perturbation as the initialization. Then, an ad-
versarial example is found after several iterations by taking
the form as xt+1

PGD=
∏

x+S [xtPGD + ε · sign∇xH(y, ŷ)], where∏
is the projection operator that clips the input at positions

around the predefined perturbation range. x+S represents the
perturbation set, and ε is the gradient step.

c) Jacobian-based Saliency Map Attack (JSMA) [30]:
The JSMA iteratively searches for pixels of the input to change
such that the probability of the target label is increased and the
probability of all other labels are decreased. Such a method can
produce examples that have only been modified in a fraction
of feature dimensions, which are hard for humans to detect.

C. Defenses

We consider two baseline defenses: adversarial training
and defensive distillation. Defensive methods that are not
architecture-agnostic [31] or simply rejecting adversarial ex-
amples [24] are not considered in this paper.

a) Adversarial training [10]: Adversarial training (AT)
can enhance robustness by injecting adversarial examples into
the training process. We follow the implementation in [32],
where we augment the network to run the FGSM [2] on
the training batches, and compute the average loss on both
the normal and adversarial examples as the loss function of
the model. To inhibit the FGSM attack [2], gradients are not
allowed to propagate and FGSM perturbations are computed
with respect to the predicted labels (instead of the true labels)
to prevent label leaking.

b) Defensive distillation [10]: Distillation can be used
as a defense technique by first using the one-hot ground truth
labels to train an initial model and subsequently utilizing the
initial model’s softmax probability outputs. Since distillation
extracts class knowledge from these probability vectors, this
knowledge can be transferred into a different DNN architecture
by annotating the inputs in the training dataset of the second
DNN using classification predictions from the first DNN. This
idea is formulated to improve the resilience of DNNs in the
presence of perturbations [33]. Within a softmax layer, we
divide all of the logit network output (which we call ẑk) by
a temperature T : FT,θ(Xn,k) = eẑk(Xn,k)/T∑K

i=1 e
ẑi(Xn,k)/T , where FT,θ

denotes a network output in the form of a softmax vector
with temperature T . The predictions will converge to 1/K as



4

T →∞. Thus, the distillation based defense can be formulated
as

θ0 = arg min
θ

N∑
n=1

K∑
k=1

−Yn,k logFT,θ(Xn,k),

θ∗ = arg min
θ

N∑
n=1

K∑
k=1

−FT,θ0(Xn,k) logFT,θ(Xn,k).

(5)

IV. PROPOSED APPROACH

In this section, we detail the proposed method (Fig. 1),
which leverages the Jacobian norm with selective input gradi-
ent regularization (namely J-SIGR) for both improved defense
and interpretability of a deep neural network under powerful
attacks.

A. Jacobian norm

In the following, we will study the relationship between
the Jacobian norm (JN) based regularization term and the
notion of linearized robustness. Since adversarial perturbations
are small variations that change the predicted result of a
neural network classifier, it is sensible to define the robustness
towards adversarial perturbations via the distance of the clean
image to the nearest perturbed image which may cause the
incorrect classification. When such distance gets smaller, the
perturbed and its clean counterpart are more indistinguishable
for a neural network, and thus the prediction of the neural
network will be correct.

Linearized adversarial robustness bound: Let i∗ =
arg maxi F

i
θ(x) and j∗ = arg maxj 6=i∗ F

j
θ (x+ εz) be the top

prediction of the input x and its corrupted sample x̂ = x+εz,
respectively. Here, x̂ is formed by small additive perturbations
with Gaussian distribution z ∼ N(0, σ2). The linearized
adversarial robustness is upper-bounded by the Jacobian norm
||J(x)||2F with respect to x.

Proof. Denoting F iθ(x) as the logits value of class i in a
classifier F 2 for x with ε� 1, then its linearized robustness
can be expressed as

ρ(x) := min
j∗ 6=i∗

F i∗(x)− F j∗(x)

||∇xF i∗(x)−∇xF j∗(x)||
. (6)

Denoting g := ∇x(F i∗ − F j∗)(x) as the Jacobian w.r.t the
difference of two logits and α(x, g) =< x, g > as the
alignment between the Jacobian and the input, then we have
ρ(x) ≤ α(x,g)+C

||g|| , where C is a positive constant. Therefore,

ρ(x) ≤ J(x)+g+C
||g|| , where J(x) is the Jacobian of the network

output w.r.t the input x.
We can now treat the term ρ̂ = zTJ(x)TJ(x)z as one

sample stochastic trace estimator for Tr(J(x)TJ(x)) with a
Gaussian variable z:

Ez[ρ] =
Tr(J(x)TJ(x)E[zzT ])

||g||
=
||J(x)||2F
||g||

. (7)

Taking expectation over m samples of a mini-batch X , we
have E[ρ] = Ex[||JX ||]2F , where ||·||2F represents the Frobenius
norm. We remark that the above assumption holds true given

2For notation simplicity, we omit θ in the following.

Algorithm 1 The proposed adversarial robust model based on
Jacobian Norm and Selective Input Gradient Regularization
(J-SIGR).
Inputs: Training set Dtrain = {xi,yi}Ni=1.
Parameters: θ, λj , λm ε.
Outputs: Classification model Fθ(·) parameterized by θ.
/*Initialization*/

1: Initialize θ by using a pre-trained network architecture;
2: Set λj = λm = 0.5; ε = 0.3.
3: while each iteration or a condition is met do
4: Sample (x,y) ∼ Dtrain; /*Input to the DNN*/
5: Generate the noise perturbation z ∼ N(0, σ2);
6: x̂ = x + εz; /*Generate a perturbed sample*/
7: ∇xFθ(x̂); /*Compute the perturbation-based saliency

map*/
8: Compute the Jacobian norm ||J(x)||2F ;
9: Train the network using Eq. (11) and update θ.

10: end while
11: return θ.

that the neural network can be locally approximated by a
linear model [21]. For classifiers built on locally affine score
functions, as in the case of most neural networks using ReLU
or leaky ReLU activations, the decision boundary can be
computed, provided that the locally affine region around the
point x is sufficiently large. As proved in [21], for a classifier
defined with a locally affine score function, the decision
boundary between the clean and the perturbed data is close
in the Euclidean space when their respective input signals
are also close enough in the Euclidean space [34]. Thus, the
linearized robustness holds approximately as long as the linear
approximation to the network’s score function is sufficiently
plausible in the relevant neighborhood of x.

Improved robustness using the Jacobian norm: In the
presence of perturbed examples, the expected response of a
DNN should stay similar to the correct prediction, which can
be mathematically described as Ω = Fθ(x)−Fθ(x̂). Suppose
xi is the i-th component of noise-free signal x, and x̂i =
xi + εzi is the noise-crafted tensor variation of x. Note that
the term Ω measures the difference of the predictions in the
case of clean data and its perturbed counterpart. z is the noise
term, which is sampled from a Gaussian distribution with zero
mean and variance σ2 for each inference. Note that the noise
term has an identical variance to x so that the additive noise
only relies on the distribution of x to dynamically perturb the
input. According to the above, the linearized robustness can
be approximated and upper-bounded by the Jacobian of the
classifier’s prediction w.r.t the input x. Thus, with the gradient
back-propagation, we can determine the gradient calculation
w.r.t the difference of the two predictions Ω via:

∇xΩ = ∇x(Fθ(x)− Fθ(x̂)) = ∇xFθ(x)−∇xFθ(x̂)

⇒ ||∇xFθ(x)−∇xFθ(x̂)||2F ≤ ||J(x)||2F .
(8)

The above Jacobian norm can approximate the linear robust-
ness towards the input, which simulates how the network will
respond to those small variations of the input. To compute
the Jacobian norm, one needs to take the model’s gradient
with respect to its inputs, which provides a local linear ap-
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Jacobian norm

selective input gradients

Fig. 1: The proposed scheme for adversarial robustness based on Jacobian normalization and selective input gradient
regularization (J-SIGR). The Jacobian normalization sets the linear robustness bounds for perturbations. The selective input
gradient regularization is based on perturbation-based saliency map to not only encourage the insensitivity of the input space
but also improves the interpretability.

proximation of the model’s behavior. However, directly using
the raw input gradients is demonstrated to be ineffective since
these gradients are quite noisy and hard to interpret [35]. To
combat this challenge, in the following we propose to train
the classification model under an input gradient regularization
with fewer extreme values and a minimized Jacobian norm.

B. Selective input gradient regularization

a) Input gradient regularization: The idea of input gradi-
ent regularization was first introduced by Drucker et al [36] to
train neural networks by minimizing not just the “energy” of
the network but also the rate of the change of the energy with
respect to the input features. The energy can be formulated
using the cross-entropy as follows:

θ∗ = arg min
θ

N∑
n=1

K∑
k=1

−Yn,k logFθ(Xn,k)

+ λm

N∑
n=1

D∑
d=1

(
∂

∂xd

K∑
k=1

−Yn,k logFθ(Xn,k)

)2

,

(9)

where λm is a hyperparameter modulating the penalty
strength. Such input gradient regularization ensures that even if
the input change slightly, the KL divergence between the pre-
dictions and the true labels will not be changed significantly.
This double back-propagation can provide a constraint on the
sensitivity caused by perturbations. Intuitively, the gradient
penalty term encourages the predictions not be sensitive to
small perturbations in the input space because it regularizes
the input gradients to be smoother with fewer extreme val-

ues. We combine the Jacobian norm and the input gradient
regularization, which can be formulated as follows:

θ∗ = arg min
θ

N∑
n=1

K∑
k=1

−Yn,k logFθ(Xn,k)

+ λm

N∑
n=1

D∑
d=1

(
∂

∂xd

K∑
k=1

−Yn,k logFθ(Xn,k)

)2

+ λj ||J(x)||2F ,

(10)

where λm and λj denote the weights for the selective gradient
regularization and the Jacobian normalization, respectively.
However, in Eq. (10), the combination of Jacobian norm and
input gradient regularization only provides constraints for very
near training examples. Thus, it does not solve the adversarial
perturbation problem. It is also expensive to make derivatives
smaller to limit the sensitivity to infinitesimal perturbations.
With this regard, in the following, we propose a perturbation
based saliency map to select the most discriminative features,
which are not only robust to perturbations but more inter-
pretable to the network behaviour.

b) Perturbation based saliency for selective input gra-
dient regularization: Saliency map in deep learning is a
technique used to interpret input features that are determined
to be important for the neural network output [19], [37], [38].
As domain experts are more concerned with the interpretability
of a DNN, some methods have been proposed to generate
saliency maps to explain the decision making in the DNN.
One may directly use gradients to estimate the influence of
input features on the output. However, the quality of the
gradient-based saliency maps is generally poor as gradient-
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based saliency map methods tend to overly smooth the gradi-
ents [25], [39].

In the spirit of saliency map in highlighting the importance
of input features, we propose to use the perturbation based
saliency map, denoted as Md = f(∇xFθ(x̂)), which is
derived from the gradient of a perturbed input. The f(·) is
a mapping function to be detailed later. Such a perturbation-
based saliency map can be computed by perturbing the in-
put and observing the change in output, and thus shows
high interpretability in a DNN’s behaviour. Specifically, we
compute this saliency map by resembling the input images
and highlighting the most salient parts. Following [40], we
use a Generative Adversarial Network (GAN) to generate
a saliency map to be visually similar to the real image.
Given J(x̂) = ∇xFθ(x̂), we use an aligning network (f )
to map the Jacobian into the domain of the input image:
J ′ = f(J(x̂)). In our implementation, f (parameterized by Φ)
is implemented by a single 1 × 1 convolutional layer with a
tanh activation function. Hence, the generator G(x,y) can be
framed by using both the classifier and the aligning network:
Gθ,Φ(x,y) = f(∇xFθ(x̂)). As a result, the generator can
learn to model the distribution of pJ′ to resemble that of px.

Once Md is obtained, we incorporate the salient map into
input gradient computation such that the most robust gradients
can be selected during back-propagation. Mathematically, the
objective with Jacobian norm and selective input gradient
regularization is defined as

θ∗ = arg min
θ

N∑
n=1

K∑
k=1

−Yn,k logFθ(Xn,k)

+ λm

N∑
n=1

D∑
d=1

(
∂

∂xd
1(β −Md)

K∑
k=1

−Yn,k logFθ(Xn,k)

)2

+ λj ||J(x)||2F .
(11)

We suggest that the two terms have equal importance to
the overall optimization, and thus set λm = λj = 0.5
as default configuration except for otherwise specified. The
term ||J(x)||2F , i.e., the Jacobian Frobenius norm acts as a
regularizer clipping the values of inputs such that the gradients
of classification logits with respect to the inputs can ensure
the linearized robustness in the presence of perturbed data,
and thus we can minimize the number of mis-predictions of
the learned classifier. However, this is ineffective by directly
evaluating each raw input features, which could be very noisy.
Then, the input gradient regularization, as being modulated
by λm, can smooth the gradients to be less noisy with fewer
extreme values. Finally, in Eq.(11) we embed the perturbation-
based saliency map (Md) to improve the interpretability of a
neural network’s prediction. The indicator function 1 is to
determine whether the saliency for an input feature is below
a threshold β, and thus it returns 1 if β − Md ≥ 0 and
0 otherwise. The whole training procedure of the proposed
method is illustrated in Algorithm 1.

V. EXPERIMENTS

To evaluate the robustness of the proposed J-SIGR, we
conducted experiments on two image datasets: MNIST [41]

and CIFAR-10 [42]. Below, we first describe the experimental
settings and then report the experimental results under a range
of attacks. Finally, we performed ablation studies to provide
a more insightful analysis of the proposed method.

A. Experimental settings

a) Datasets: 1) The MNIST dataset [41] consists of
handwritten digit 28 × 28 gray-scale images that are divided
into 60K training and 10K test images. We trained a CNN,
composed of 3 convolutional layers and one final soft-max
layer, to suit the small-sized MNIST. All convolutional blocks
have a stride of 5 while each layer has an increasing number of
output channels (i.e., c= 64-128-256). 2) The CIFAR-10 [42]
dataset contains a collection of 32 × 32 × 3 colored images
that are categorized into 10 classes with 50K training and
10K test images. We use the ResNet-20 architecture [43] with
20 convolutional layers to train the images from CIFAR-10.
Throughout the network, the kernel size is set to 9× 9 in all
convolutional layers and the number of channels is increased
from 9, 18 to 36 for the three building blocks, respectively.

b) Implementations and evaluation metrics: ResNet-20
architecture [43] was used as the backbone for most of the
comparative experiments and ablation studies. We adopted the
data augmentation [15], [43] but without the input normaliza-
tion. Alternatively, we placed a non-trainable data normaliza-
tion layer preceding the DNN to perform the identical function
so that the attack tactics can directly add perturbations into
the natural images. Since our method involves randomness,
we reported the accuracy in the format of mean± std with 10
trails to compute the statistical values.

To measure the robustness of both white and black-box
attacks, we tested all models against adversarial examples
generated for each model and reported the accuracy. On the
JSMA setting [30], where the generated adversarial examples
would resemble the targets rather than their original labels, we
followed [25] to adopt a human subject experiment to evaluate
the legitimacy of adversarial example misclassifications.

c) Attacks: To thoroughly evaluate the performance of
our proposed method, we considered multiple powerful at-
tacks. The white-box attacks include FGSM [2] and PGD [3].
FGSM [2] is an efficient single-step adversarial attack scheme.
Given a vectorized input x and its target label y, FGSM [2]
alters each element of x along the direction of its gradient
with respect to the inference ∂Fθ(x)/∂x. The PGD attack
[3], known as one of the strongest L∞ adversarial example
generation algorithms, is a multi-step variant of FGSM [2].
The iterative update of crafted data x̂ in the t+ 1-th step can
be expressed as x̂t+1 =

∏
x+S(x̂t + ε · sgn(∇x(Fθ(x̂

t),y))),
where

∏
is the projection space bounded by x± S, and ε is

the step size. For the PGD attack [3] on two datasets, S is set
to 0.3/1 and 8/255, and the number of iterations Nstep is set to
40 and 7, respectively. FGSM [2] adopts the same ε setup as
PGD [3]. The attack configurations of PGD [3] and FGSM [2]
were chosen identical to the setup in many adversarial defense
methods [3], [15]. To generate adversarial examples for JSMA
[30], we used the Cleverhans adversarial example library [32].
We also evaluated the proposed method against several state-
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TABLE I: Convergence of gradient regularization with layer-wise
Jacobian norm (LW-JN) on the CIFAR-10 dataset with ResNet-20 as
backbone. The Jacobian norm is given for lower convolutional layers
(Conv1 to Conv35). Test accuracy for perturbed data is computed for
the PGD and FGSM attacks.

Layer Vanilla Train JN+AT Grad.Reg.+LW-JN
Conv1 0.004 0.157 0.155

Conv20 0.003 0.089 0.091
Conv21 0.001 0.067 0.061
Conv22 0.002 0.055 0.057
Conv23 0.002 0.099 0.098
Conv24 0.004 0.782 0.580
Conv25 0.004 0.422 0.333
Conv30 0.002 0.087 0.079
Conv31 0.000 0.064 0.064
Conv32 0.003 0.072 0.069
Conv33 0.001 0.062 0.060
Conv34 0.001 0.046 0.046
Conv35 0.000 0.022 0.021

FC 0.001 0.013 0.012
PGD 0.00 0.54 ± 0.11 0.57±0.10

FGSM 0.14 0.62 ± 0.10 0.66±0.09

of-the-art black-box transferred attacks: substitute [5], ZOO
[6] and transferable attacks [44].

d) Defenses: To evaluate the improved robustness of
our method, we compared it with state-of-the-art defense
models: adversarial training [10], distillation [33] and a gra-
dient regularization based model [25]. More specifically, for
adversarial training, we trained FGSM [2] with perturbations
at ε = 0.3. For distillation based defense, we used a soft-
max of temperature T = 50. For the gradient regularization
based model as shown in Eq. (9), we used the double back-
propagation to train the classification model.

B. Robustness under FGSM and PGD attacks

In Fig. 2, we show the robustness results of our method
as well as the performance of other defensive models under
the FGSM attack [2] on two datasets. It can be observed
that the gradient-regularized model [25] exhibits strong ro-
bustness to transferred FGSM [2] attack (examples produced
by attacking other models). For example, on the MNIST
dataset, the adversarial examples produced by attacking the
defensive distillation can successfully fool the model based
on adversarial training. In contrast, the gradient regularization
based methods (including the proposed J-SIGR) can still
maintain the accuracy. We evaluate the robustness of the
gradient regularization models under a different attack, i.e.,
PGD [3], and report the results in Fig. 3 on two datasets.
Under this attack, the adversarial examples are generated to
fool a gradient regularized model, while the results of the two
models show that gradient regularization is still effectively
robust against a white-box attack [3]. Interestingly, gradient-
regularized models seem to be vulnerable to white-box attacks,
but can still fool all other models. In this respect, in the
presence of adversarially transferred examples, we hypothesize
that gradient regularization is particular not only for defense
but also attack.

Since our model consists of two robustness mechanisms, we
investigated the impact of Jacobian norm (JN) by disabling
double back-propagation and examining the output response
of each layer with respect to two different attacks. More

TABLE II: The proposed method (J-SIGR) against transferred attacks
on CIFAR-10 test set. Model M1 is trained by PGD-AT based on
ResNet-18 architecture and M2 is trained on ResNet-18 using our
method (J-SIGR).

Transferable attack ZOO Substitute
M1 →M2 M2→M1 success rate (80%) success rate (77%)
78.14± 0.26 76.82± 0.19 49.00 48.80

specifically, a Jacobian-norm based variant of our method
was implemented by adding layer-wise Jacobian norm into
the DNN, together with the input gradient regularization. This
variant is called Grad.Reg.+LW-JN. As shown in Table I, only
performing vanilla training using momentum SGD optimizer
can lead to the failure of adversarial defense with the values
of Jacobian norm converging towards negligible values. After
applying the JN as a regularization of the network (i.e.,
JN+AT), the lower convolutional layers attain a relatively large
JN. The variant of our method with layer-wise Jacobian norm
(i.e., Grad.Reg.+LW-JN) achieves the highest performance
with respect to the two attacks. This demonstrates robustness
improvement by leveraging the proposed network architecture,
which is parameterized to resist perturbations via gradient
back-propagation. Since JN can reflect the robustness of the
network, we plotted the evolution curves of the JN values for
the lower convolutional layers to illustrate the robustness of
the network connections (Fig. 4).

C. Robustness under black-box attacks

In this experiment, we evaluate our scheme against three
black-box attacks: transferable adversarial attack [44], Sub-
stitute [5] and ZOO attack [6]. Following the setting of
[44], two neural networks were trained with their individual
architectures with one network chosen as the source model
and the other chosen as the target model. An adversarial
example x̂ generated from the source model was then used
to attack the target model without access to the parameters
of the target model. This is denoted as Source → Target.
We trained two ResNet-18 models (i.e., M1 and M2) on
CIFAR-10 dataset to attack each other with M1 optimized
through PGD adversarial training and M2 optimized through
our proposed method. Experimental results are given in Table
II. Our proposed method achieves higher accuracy under two
transferable attacks and is seen similar perturbed-data accuracy
for both transferable scenarios. This indicates that our method
provides robustness against transferable black-box attack. This
also shows that the presence of J-SIGR has negligible effect on
inference under a strong attack PGD. For the other two types
of attacks, we evaluated our defense ability on 200 randomly
selected test examples for an untargeted attack. The success
rate refers here to the percentage of test samples which are
wrongly classified under the attack. For example, the ZOO
attack success rate for vanilla ResNet-18 with adversarial
training is close to 80%. The results in Table II suggest that
our method is robust as it resists the two attacks by noticeably
dropping the success rate from 80% to 49% and 77% to 48.8%
under ZOO attack [6] and Substitute [5], respectively (Lower
success rates means higher robustness).
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Fig. 2: Model accuracy for FGSM examples generated to fool adversarial training, defensive distillation, and gradient
regularization based models (from left to right).

Fig. 3: Defensive model accuracy against PGD attack when
applying gradient regularization as the fool target.

D. Evaluation on human subject study under Jacobian-
saliency map attack (JSMA)

Unlike other attacks that stop generating adversarial exam-
ples when the maximum distortion is met, JSMA [30] con-
stantly generates adversarial examples until the model predicts
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Fig. 4: Evolution curves of the Jacobian norm computed at
each convolutional layer. Best viewed in color.

the target. Thus, evaluating the robustness under JSMA [30]
using accuracy numbers is not appropriate. This is also be-
cause the perturbations created by JSMA alter the adversarial
examples so they resemble the target labels instead of the
original labels. As shown in Fig. 5, for a gradient regularized
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y = 0 y = 1 y = 2 y = 3 y = 4 y = 5 y = 6 y = 7 y = 8 y = 9

Fig. 5: Perturbations by applying JSMA to digits 0 and 1
with maximum distortion parameter γ = 0.25 for a gradient
regularization model. The highlighted images in each row are
modified until the model predicts the digit corresponding to
their column or the maximum distortion is reached.

TABLE III: Quantitative results form human subject experiment on
MNIST dataset. SIGR stands for selective input gradient regulariza-
tion. The measure“human fooled” records the percentage of examples
which are classified by human subjects as the most plausibly adver-
sarial targets (the higher, the better). “Mistake reasonable” measures
the percentage of examples which are classified as either the target
plausible or unrecognizable as any label (the higher, the better). Best
results are in bold.

MNIST (JSMA)
Model human fooled mistake reasonable

Def. Distill 0.0% 23.5%
Grad. Reg. 16.4% 41.8%

SIGR 20.2% 45.1%

model, we applied JSMA on each image 0 or 1 to generate
perturbations until the model predicts the digit corresponding
to their column target label or the maximum distortion is
reached (We set the maximum distortion r = 0.25). Then,
we followed [25] to test these different robustness scenarios
using 11 human subjects who were invited to evaluate whether
examples generated by different methods are more or less
plausible instances of their targets. Specifically, the subjects
were shown 30 images of JSMA-crafted MNIST examples,
with each of these 30 images corresponding to one original
digit (from 0 to 9) and one model (defensive distillation, gradi-
ent regularization and selective input gradient regularization).
Images were randomly and uniformly sampled from a larger
set of 45 examples corresponding to the first 5 images of
the original digit in the test set. Images in the test set were
transformed by using JSMA to resemble each of the other 9
digits. Subjects were not provided the original labels and were
asked to identify the most two plausible predictions for the
image they believed a classifier would produce (they entered
N/A if they found no label was a good choice).

Table III shows the quantitative results from the human sub-
ject experiment. Overall, human subjects found that gradient-
regularized models can generate the most convincing examples
to fool humans. More specifically, humans mostly believe
gradient-regularized adversarial examples (both the input gra-
dient regularization [25] and our method) are favourably
classified as their target labels instead of the original digits.
For example, the values of “human fooled” column in Table
III show that the mispredictions of gradient regularized models
are very “reasonable” in comparison to adversarial training and
defensive distillation.

TABLE IV: Comparison with state-of-the-art defense methods using
clean and perturbed data accuracies on CIFAR-10 under PGD attack.

Defense method Clean PGD
PGD-AT [3] 87.0 ± 0.1 46.1 ± 0.1

DP [45] 87.0 25.1
RSE [46] 87.5 40.0

Adv-BNN [47] 79.7 45.4
PNI [15] 87.1± 0.1 49.1±0.3

JARN [40] 84.8 51.8
J-SIGR (Ours) 90.1 ± 0.2 57.6 ± 0.4

E. Comparison with other defensive models for both clean
and crafted data

Most adversarial defense methods focus on corrupted data,
while neglecting clean data. However, a good defensive model
should perform well in the presence of both clean and cor-
rupted data. We thus compared our method with state-of-the-
art methods by evaluating performance for both clean and
crafted data.

Experimental results are reported in Table IV. In previous
experiments, we compared against different defense models
that are to date still unbroken including the PGD based
adversarial training [3] and several randomness-based works
[15], [45]–[47]. Additionally, we compared against JARN [40],
which utilizes the Jacobians to generate images resembling
to the original images. The compared performance results
are shown in Table IV. Note that previous defense efforts
[48] often achieve improved accuracy on contaminated data at
the expense of lowering clean data accuracy. In contrast, we
introduced a notion of linearized robustness which performs
well in both clean and perturbed data. As shown in Table
IV, in comparison to the PGD-based adversarial training,
our proposed method outperforms all methods for both clean
and perturbed data accuracy under the white-box attack. For
example, differential privacy (DP) [45], which introduces
noises at various locations of the network so as to guarantee
a certified defense, does not perform well against L∞-norm
based attacks, e.g., PGD [3] and FGSM [2]. Moreover, to
pursue a higher level of certified defense, DP dramatically
reduces the clean data accuracy down to 25.1%. A set of noise
injection methods, i.e., RSE [46], Adv-BNN [47] and PNI
[15], combine the adversarial training and noise injection into
the inputs/weights of the network. However, these methods,
except for the PNI [15] manually set the noise configurations,
making it very ad-hoc, and thus not generalizable to different
datasets. PNI [15] exploits the min-max optimization with
trade-off on clean-and perturbed data by injecting trainable
Gaussian noise on various locations of the network to generate
adversarial examples. Whilst PNI [15] improves the accuracy
of both clean and perturbed data, noise injection is not
related to the robustness response of the network. In contrast,
our proposed method regularizes the Jacobian norm and the
input gradients, such that the network parameters can be
dynamically trained to perform better adversarial defense. In
addition, the Jacobian norm regularization explicitly suggests
the robustness of the classification model in response to
imperceptible data perturbation.
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Fig. 6: Visualization of Jacobian matrix of models (PGD-AT
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Fig. 7: Visualization of input gradients on MNIST dataset.

F. Connections to network interpretability
a) Understanding the Jacobian matrices: An adversari-

ally trained model can gain robustness and also produce salient
Jacobian matrices as byproduct. It has been shown that the
saliency in Jacobians is a result of robustness [28]. Thus, it
is interesting to use the Jacobian saliency to evaluate how
robust a model is. In this study, we visualize the Jacobian
matrices of the proposed model and an adversarial-trained
PGD [3] to show how salient the Jacobian map is. As shown
in Fig. 6, the proposed method can better visually resemble
the corresponding images than PGD-AT. This demonstrates the
improved robustness of the proposed method.

b) Understanding the input gradients: Fig. 7 visual-
izes the input gradients across different defensive models on
the MNIST dataset. This qualitative visualization shows the
different interpretability of the input gradients derived from
models based on defensive distillation, adversarial training,
gradient regularization and the proposed selective gradient
regularization. The adversarially trained model can provide
more interpretable gradients than defensive distillation, but
not as highly interpretable as gradient regularized models. The
proposed method presents the most interpretable gradients, and
thus can provide an explanation for adversarial attacks.

G. Ablation studies
As discussed in Section IV, the Jacobian norm of the net-

work output with respect to the input relates to the linearized
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Fig. 8: Perturbed data accuracy of CIFAR-10 test set under
the PGD attack versus number of attack steps N-step (top)
and attack bound ε (bottom).

robustness of the DNN. Our proposed technique introduces
tight bounds to the response of the output layer to adversarial
perturbation added to the input. Herein, we raise two concerns
in regards to our proposed regularization term: 1) whether the
robustness improvement introduced by our proposed method
is not relying on the stochastic gradient; 2) how the scale
of the network architecture (i.e., width and depth) affects the
robustness of the DNN. Our first evaluation aims to show that
our method is free of gradient obfuscation [49] by increasing
the PGD [3] attack steps and the attack bound ε.

a) Influence of the network capacity: In order to in-
vestigate the links between the network capacity (i.e., width,
depth and number of trainable parameters) and the robust-
ness improvement via J-SIGR, we analyzed various network
architectures in terms of depth and width. For varied depth,
we considered ResNet20/32/44/56 and conducted experiments
under vanilla training [3] and our technique. For varied width,
we employed the original ResNet-20 as the baseline and
expanded the input/output channel of each layer by 1.5× and
2× scale, respectively. We report both clean and perturbed data
accuracies using the network trained with Jacobian term. The
results in Table V suggest that increasing the model’s capacity
positively improves the network robustness against white-
box attacks, and our proposed method outperforms vanilla
training in both clean and perturbed data accuracy for powerful
PGD and FGSM attacks. The other observation is that the
noticeable robustness improvement provided by our method is
indeed provided by the effective training with the proposed
J-SIGR. Our method updates the network parameters without
introducing randomness in the test phase.

b) Effect of hyperparameters: In this experiment, we
study the effect of two hyperparameters, i.e., λm and λj on
the MNIST accuracy under FGSM. To de-correlate the impact
of two parameters, we fix λm = 0.5 and examine the model
accuracy with varied value of λj . The results are reported in
Fig. 9. As shown in Fig. 9, the highest accuracy of DNN
under an attack is achieved when we set λj = 0.5. Thus, we
empirically λm = λj = 0.5 in all experiments.

c) Non-dependence on stochastic gradients: To prove
that the robustness improvement provided by our method is
not due to stochastic gradients, we examine the perturbed data
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TABLE V: The proposed method (J-SIGR) with various architectures on CIFAR-10 test set. Model M1 is trained by a PGD based adversarial
training (PGD-AI) with ResNet-18 as backbone, and M2 is trained on ResNet-18 by our method with AT.

No defense Vanilla Adv. Train J-SIGR
Model Clean PGD FGSM Clean PGD FGSM Clean PGD FGSM
Net20 92.1 0.0±0.0 14.1 83.8 39.1±0.1 46.4 90.1±0.2 53.7±0.3 57.6±0.1
Net32 92.8 0.0±0.0 17.8 85.6 42.1±0.0 50.3 91.1±0.2 52.8±0.1 54.2±0.1
Net44 93.1 0.0±0.0 23.9 85.9 40.8±0.1 48.2 90.0±0.1 55.4±0.1 58.6±0.2
Net56 93.3 0.0±0.0 24.2 86.5 40.1±0.1 48.8 92.1±0.2 54.9±0.2 55.8±0.1

Net20 (1.5×) 93.5 0.0±0.0 15.9 85.8 42.1±0.0 49.6 91.4±0.1 55.2±0.3 55.8±0.1
Net20 (2×) 94.0 0.0±0.0 13.0 86.3 43.1±0.1 52.6 91.5±0.1 55.1±0.2 55.0 ±0.1
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accuracy by evaluating the PGD attack steps N-step and the
attack bound ε. As shown in Fig. 8, increasing the attack steps
or attack bound can boost the attack strength, which inevitably
leads to accuracy degradation. However, the accuracy does not
degrade further when N-step=40 or ε ≥ 0.5. If the stochastic
gradient was improving robustness, then increasing the attack
strength would have broken the defense of our method. This
is not observed in reported experiments.

VI. CONCLUSION

In this paper, we proposed an approach based on Jaco-
bian normalization and selective input gradient regularization
(dubbed J-SIGR) to improve both robustness and high in-
terpretability of deep neural networks (DNNs). Our method
employs the Jacobian matrices to generate gradient-based
salient maps, which select informative input gradients to
achieve efficient interpretability of adversarial perturbations.
We performed ample experiments to show that our method can
improve the robustness of DNNs under multiple adversarial
attacks. We believe our approach could help build trustwor-
thy real-world systems and benefit the deployment of deep
learning in practice.
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