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The performance of quantum key distribution (QKD) is severely limited by multiphoton emissions,
due to the photon-number-splitting attack. The most efficient solution, the decoy-state method,
requires that the phases of all transmitted pulses are independent and uniformly random. In practice,
however, these phases are often correlated, especially in high-speed systems, which opens a security
loophole. Here, we address this pressing problem by providing a security proof for decoy-state
QKD with correlated phases that offers key rates close to the ideal scenario. Our work paves the
way towards high-performance secure QKD with practical laser sources, and may have applications
beyond QKD.

I. INTRODUCTION

Quantum key distribution (QKD) allows two users, Alice and Bob, to securely establish a symmetric cryptographic key
over an untrusted channel controlled by an adversary, Eve, with unlimited computational power [1, 2]. The security
of QKD is based on information theory and the laws of quantum mechanics. However, a practical implementation of
a QKD protocol is only secure if it meets all the assumptions made in its corresponding security proof. For example,
the early proofs [3, 4] of the widely-known BB84 protocol [5] assumed the availability of single-photon sources, which
are difficult to achieve in practice. Instead, implementations of the protocol typically rely on laser sources that emit
weak coherent pulses (WCPs), either with or without randomised phases, which are vulnerable to the photon-number-
splitting attack [6] and to an unambiguous state discrimination attack [7], respectively. This has a severe impact on
the obtainable secret-key rate and limits the maximum distance to a few tens of kilometers [8, 9].

The most efficient solution to this problem is known as the decoy-state method [10–13], and is currently used by
the majority of commercial QKD systems. It requires the users to emit phase-randomised (PR) WCPs of various
intensities, and exploits the fact that PR-WCPs are diagonal in the Fock basis, with each photon-number component
containing no information about the intensity it originated from. Thanks to this, one can use the observed detection
statistics to characterize the effect of the channel on different photon-number states, and derive tight bounds on the
fraction of the sifted key that originates from single-photon emissions, as well as on its phase-error rate. As a result,
one can ideally obtain a secret-key rate comparable to that offered by single-photon sources [14].

However, generating perfect PR-WCPs, i.e. WCPs whose phase is uniformly and independently random in [0, 2π), may
be challenging in certain scenarios, particularly at high repetition rates. The most common approach to randomise
the pulse phase is to operate the laser under gain-switching conditions [15–19], i.e. to turn the laser on and off
between pulses. However, due to the difficulty in attenuating the intracavity field of the laser strongly enough to
ensure significant phase diffusion, experiments suffer from residue correlations between the phases of consecutive
pulses [20, 21], which invalidate the standard decoy-state analysis. As an alternative, one can also actively randomise
the phase of each emitted pulse by using a random number generator and a phase modulator [22], and security proofs
have been proposed to deal with the resulting discretisation effect [23, 24]. However, due to memory effects in the
phase modulator and the electronics that control it [21], this approach may also suffer from correlations, which the
existing proofs do not take into account.

Because of this discrepancy between the existing security proofs of decoy-state QKD and its practical implementations,
the security of the latter is not sufficiently guaranteed, which is an important open problem in the field. Here, we
address this problem by proving its security in the presence of phase correlations between consecutive pulses, which
arise when running gain-switched laser sources at high repetition rates. Importantly, our simulation results suggest
that decoy-state QKD is robust against this imperfection, and that one could obtain key rates close to the ideal
scenario when using currently-available high-speed laser sources.
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II. ASSUMPTIONS AND PROTOCOL DESCRIPTION

Clearly, the secret key rate obtainable in the presence of imperfect phase randomisation should depend on the strength
of the imperfection. The case in which the phases are not random is known to result in a very poor performance
[9], while one may expect that, if the source emits a train of pulses whose phases are close to the ideal scenario
(i.e., all being independent and uniformly distributed), one should also be able to obtain a performance that is close
to ideal. Thus, determining the obtainable key rate inevitably requires a certain degree of source characterisation,
with the only question being which specific parameters are the relevant ones. Our proof demonstrates that only
two parameters need to be characterized. The main parameter that determines the protocol performance, which we
denote as the source quality q ∈ (0, 1], evaluates how close each individual phase is to being uniformly random from
the perspective of an eavesdropper that holds all possible side-information about it, i.e., that has knowledge of all
previous and following phases that are correlated with it.

The other relevant parameter in our security proof is the correlation length lc, which does not affect the asymptotic
key rate obtainable, but does have consequences in the post-processing step, see Section II B below. We remark that
the case lc = 0 — i.e., the case in which the phases are independent but not uniformly random, which may be relevant
if Eve performs an active laser seeding attack [25] — has already been considered in Refs. [26, 27]; our proof becomes
similar to that of these works for this scenario. For concreteness, in this work, we focus on the applicability of our
proof to the case of naturally-occurring phase correlations.

A. Assumptions of our proof

The sequence of phases Φ1...ΦN of Alice’s pulse train constitute a discrete-time stochastic process whose joint distri-
bution can be represented by a probability density function (PDF) f(ϕ1...ϕN ). Our proof does not require a precise
characterisation of this distribution; it requires just two pieces of knowledge, which we state as the following two
assumptions:

(A1) The stochastic process Φ1...ΦN has at most lc rounds of memory, for some finite and known lc. That is, for all
rounds i,

f(ϕi|ϕi−1...ϕ1) = f(ϕi|ϕi−1...ϕi−lc). (1)

(A2) The conditional PDF of Φi given all other phases is lower bounded, i.e., for all i and some known 0 < q ≤ 1,

f(ϕi|ϕ1...ϕi−1ϕi+1...ϕN ) = f(ϕi|ϕi−lc ...ϕi−1ϕi+1...ϕi+lc) ≥
q

2π
. (2)

The equality in Eq. (2) follows from Eq. (1).

In addition, for simplicity, we consider that the phase randomisation process is not affected by the intensity modulation
and bit-and-basis encoding processes; and for concreteness, we also consider that neither the latter processes nor Bob’s
measurement setup suffer from imperfections. Precisely, we assume that (A3) Alice’s choice of intensities and the
phase of her pulses are independent; (A4) Alice’s (bit-and-basis) encoding operations commute with the process that
(imperfectly) randomises the phase of her pulses; (A5) Alice’s choice of bit, basis and intensity for round i only affects
the i-th pulse; (A6) Alice’s encoding operations are characterised and identical for all rounds; (A7) the intensities of
Alice’s pulses perfectly match her choices; and (A8) the efficiency of Bob’s measurement is independent of his basis
choice. We note that previous works have investigated the security of QKD when some of these assumptions are not
met [28–42].

B. Protocol description

(1) For each round, Alice probabilistically selects a random intensity µ from a predetermined set and attempts to
generate a PR-WCP of that intensity. Then, she selects a random bit b and basis ω ∈ {Z,X}, and applies an encoding

operation V̂bω to her pulse, satisfying V̂ †
bω
V̂bω = I1.

1 We note that, in our description, V̂bω is an isometric operator, but not necessarily a unitary, which reflects the fact that the space after
the encoding operation can be (and in fact typically is) larger than the original space. For example, in BB84 polarization encoding,
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In the security proof, we consider the following equivalent process for the state preparation: (1a) Alice generates

|
√
ν⟩⊗N

, where ν ≥ µ ∀µ; (1b) she applies an imperfect phase randomisation operation to the pulse train, obtaining

ρlaser =

∫ 2π

0

dϕ1...

∫ 2π

0

dϕNf(ϕ1...ϕN )P̂ (
∣∣√νeiϕ1

〉
)⊗ ...⊗ P̂ (

∣∣√νeiϕN
〉
), (3)

where P̂ (|·⟩) = |·⟩⟨·|; (1c) she probabilistically selects all the intensities µ1, ..., µN and attenuates each pulse to match

her selection; and (1d) she probabilistically makes all bit and basis choices bω1
, ..., bωN

, and applies V̂bω1
...V̂bωN

to her

pulse train. Note that, because of Assumptions (A3) and (A4), steps (1b), (1c) and (1d) commute.

(2) For each incoming signal, Bob chooses a random basis Z or X, and measures the incoming pulse.

(3) Bob announces which rounds were detected and, for these rounds, both Alice and Bob reveal their basis choices,
and Alice reveals her intensity choices. They define their sifted keys as the bit outcomes of the detected rounds in
which both chose the Z basis and Alice chose a certain signal intensity µs. Also, they define the test rounds as the
detected rounds in which Bob used the X basis, and reveal their bit values for these rounds. Moreover, they assign
each round i to a group w ∈ {0, ..., lc} according to the value w = i mod (lc + 1). The w-th sifted subkey is defined
as the fraction of the sifted key belonging to group w.

(4) Alice and Bob sacrifice a small fraction of the w-th sifted subkey to estimate its bit-error rate, and use the detection
statistics of the w-group test rounds to estimate its phase-error rate. Then, they perform error correction and privacy
amplification independently for each subkey.

III. SECURITY PROOF

The main idea and contribution of our security proof is finding an equivalence between the actual scenario described
above, in which Alice’s source is correlated and partially uncharacterised, and an alternative scenario in which, within
the w-group rounds, Alice prepares characterised and uncorrelated states that are close to a PR-WCP, and then applies
a global quantum operation that imprints the correlations present in the actual source, which, from the perspective of
the security proof, can be considered to be part of the Eve-controlled quantum channel. In this alternative scenario, it
is straightforward to prove the security of the w-th subkey using numerical techniques; by doing so, we also indirectly
prove the security of the w-th subkey in the actual protocol. By repeating this procedure for all w ∈ {0, ..., lc}, we can
independently prove the security of each subkey, and guarantee the security of the concatenated final key due to the
universal composability property of each individual security proof. For more information on this latter argument, we
refer the reader to Appendix C of Ref. [43], as well as to Ref. [36] for an example of its application in the case lc = 1.

A. Reduction to the (w-th) alternative scenario

Let Gw (Gw) be the set of rounds that belong (do not belong) to group w, let ϕ⃗Gw
(ϕ⃗Gw

) be a particular joint value

for all phases in Gw (Gw), let f(ϕ⃗Gw) be the joint marginal PDF of the phases in Gw, and let f(ϕ⃗Gw |ϕ⃗Gw) be the joint

conditional PDF of the phases in Gw given ϕ⃗Gw
.

After the chain of equivalences (E1)-(E4) below, the actual protocol is reduced to the w-th alternative scenario, in
which Alice’s source is characterised and uncorrelated within the rounds in Gw. For the first equivalence, note that,
due to Assumption (A1), the phases in Gw are conditionally independent of each other given knowledge of the phases
in Gw, i.e.,

f(ϕ⃗Gw
|ϕ⃗Gw

) =
∏
i∈Gw

f(ϕi|ϕ⃗Gw
), (4)

as shown in Appendix A.

{V̂bω} encodes a single mode of light in a prefixed input polarization into four possible outcome polarizations whose creation operators
can be expressed as a linear function of those of horizontal and vertical polarizations. To compute the numerical results in Fig. 1, we have
assumed that {V̂bω} are ideal BB84 Z- and X-basis encoding operators, such that, for any input coherent state |α⟩, V̂0Z |α⟩ = |α⟩ |0⟩,
V̂1Z |α⟩ = |0⟩ |α⟩, V̂0X |α⟩ = | α√

2
⟩ | α√

2
⟩ and V̂1X |α⟩ = | α√

2
⟩ |− α√

2
⟩. However, we remark that our analysis is valid for any set of

characterized encoding operators, regardless of the dimension of the encoding space.
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(E1) Let us assume that Alice performs step (1b) in the following way. First, she chooses ϕ⃗Gw
according to the

marginal PDF f(ϕ⃗Gw
). Then, for each round i, (a) if i ∈ Gw, she shifts the phase of the pulse by her selected fixed

value ϕi ∈ ϕ⃗Gw ; (b) if i ∈ Gw, she shifts the phase according to the conditional PDF f(ϕi|ϕ⃗Gw).

Conditioned on a specific value ϕ⃗Gw , the state generated by Alice is

ρϕ⃗Gw
=

⊗
i′∈Gw

P̂ (
∣∣√νeiϕi′

〉
)
⊗
i∈Gw

∫ 2π

0

dϕif(ϕi|ϕ⃗Gw)P̂ (
∣∣√νeiϕi

〉
), (5)

and due to Eq. (4), the overall generated state is∫ 2π

0

...

∫ 2π

0

dϕ⃗Gwf(ϕ⃗Gw)ρϕ⃗Gw
= ρlaser. (6)

For the next equivalence, note that Alice could attenuate her pulses before applying the phase shifts above, rather
than afterwards. Also, for all i ∈ Gw,

f(ϕi|ϕ⃗Gw
) ≥ q

2π
, (7)

due to Assumptions (A1) and (A2). As a consequence, instead of shifting the i-th phase according to the PDF

f(ϕi|ϕ⃗Gw
) when i ∈ Gw, Alice could have equivalently done the following [26, 27]: to flip a biased coin Ci such that

Ci = 0 with probability q, and (a) if Ci = 0, shift the phase by a uniformly random value, (b) if Ci = 1, shift it
according to the PDF

f(ϕi|ϕ⃗Gw
, Ci = 1) =

f(ϕi|ϕ⃗Gw
)− q

2π

1− q
. (8)

The equivalence is due to

f(ϕi|ϕ⃗Gw
) = qf(ϕi|ϕ⃗Gw

, Ci = 0) + (1− q)f(ϕi|ϕ⃗Gw
, Ci = 1), (9)

where f(ϕi|ϕ⃗Gw
, Ci = 0) = 1/2π.

(E2) Instead of steps (1a) to (1c), for each round i, Alice probabilistically chooses an intensity µ, and (a) if i ∈ Gw,
Alice prepares |√µ⟩; (b) if i ∈ Gw, Alice prepares

ρµmodel := q ρµPR + (1− q) |√µ⟩⟨√µ| , (10)

where ρµPR is a perfect PR-WCP of intensity µ. Then, Alice chooses ϕ⃗Gw according to the PDF f(ϕ⃗Gw) and, for each

round i, (a) if i ∈ Gw, she shifts the phase by her selected fixed value ϕi ∈ ϕ⃗Gw ; (b) if i ∈ Gw, she shifts the phase

according to the PDF f(ϕi|ϕ⃗Gw
, Ci = 1) in Eq. (8).

Clearly, the rounds in Gw are identical in both (E1) and (E2). The rounds in Gw are also identical. Alice’s phase shift
does not affect the ρµPR term in Eq. (10), and it causes the |√µ⟩⟨√µ| term to acquire the phase distribution in Eq. (8).

Thus, the overall phase distribution of the pulse after the shift is f(ϕi|ϕ⃗Gw
), due to Eq. (9). We can represent Alice’s

probabilistic selection of ϕ⃗Gw
together with all the phase shifts described above as a single global quantum operation

Ew.
(E3) Same as (E2), but Alice applies her encoding operations V̂bω1

...V̂bωN
before Ew, rather than afterwards, which is

possible thanks to Assumption (A4).

(E4) Since Ew is now the last operation before the quantum channel, we consider that Alice does not actually apply
it. Eve may or may not apply Ew as part of her attack, putting her in a position that is never less advantageous than
in the previous scenarios. Thus, if the w-th subkey is secure in (E4), it is also secure in the actual protocol. We refer
to (E4) as the w-th alternative scenario.

B. Security of the w-th subkey

As a consequence of the reduction above, when proving the security of the w-th subkey, we can assume that, in the
w-group rounds, Alice generates the characterised and uncorrelated states {ρµmodel}µ. Thanks to this, it becomes
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straightforward to prove its security using numerical methods. In particular, flexible techniques based on semidefinite
programming (SDP) have been recently proposed [27, 44–50], which can handle almost any scenario, as long as the
emitted states are characterised and uncorrelated, making them well suited to our purpose. The specific approach
that we have developed uses ideas from these works but is targeted to this particular scenario. Below, we provide an
overview of the main ideas, and refer the reader to Appendix B for a detailed description.

Each of Alice’s generated states {ρµmodel}µ can be diagonalised as

ρµmodel =

∞∑
n=0

pλn|µ |λ
µ
n⟩⟨λµ

n| , (11)

where we have omitted the dependence of the eigenvalues and eigenstates on q for notational simplicity. Each set of
eigenstates {|λµ

n⟩}n forms an orthonormal basis of the Fock space, and can be regarded as imperfect versions of the
Fock states {|n⟩}n, with the two sets of states converging as q → 1. Similarly, the eigenvalues {pλn|µ}n approach a
Poisson distribution when q → 1. Note that, when q ̸= 1, the states {|λµ

n⟩}n depend slightly on the intensity setting
µ, and therefore the standard decoy-state method cannot be applied to this scenario. However, we can still assume
a counterfactual scenario in which Alice holds the ancillary system that purifies ρµmodel and measures it to learn the
value of n for each round. The information leakage of the w-th sifted subkey can then be determined by estimating

the fraction qλ1,w of its bits that originated from emissions of |λµs

1 ⟩, and the phase-error rate eλ1,µs

ph,w of these bits, as
shown in Appendix C. The first can be expressed as

qλ1,w =
pλ1|µs

Y Z,w
λ1,µs

QZ
µs,w

, (12)

where Y Z,w
λ1,µs

is the yield probability of |λµs

1 ⟩ when encoded in the Z basis, which needs to be estimated, and QZ
µs,w is

the observed rate at which Bob obtains detections conditioned on Alice choosing the intensity µs, both users choosing
the Z basis, and the round being in Gw. On the other hand, to define the phase-error rate, we consider that, in the
rounds in which both users choose the Z basis and Alice prepares |λµs

1 ⟩, she actually generates the entangled state

|ΨZ⟩ =
1√
2

(
|0Z⟩A V̂0Z |λµs

1 ⟩+ |1Z⟩A V̂1Z |λµs

1 ⟩
)
, (13)

and performs an X-basis measurement on system A [51]. Equivalently, she emits

|λvirβ⟩ ∝ |λ̃virβ⟩ = A⟨βX |ΨZ⟩ =
1

2
(V̂0Z + (−1)βV̂1Z ) |λ

µs

1 ⟩ (14)

with probability pvirβ = ∥ |λ̃virβ⟩∥
2
, where β ∈ {0, 1} and |βX⟩ = (|0Z⟩ + (−1)β |1Z⟩)/

√
2. Also, we assume that

Bob replaces his Z-basis measurement by an X-basis measurement, which is allowed due to the basis-independent
detection efficiency assumption, (A8). The phase-error rate is then given by

eλ1,µs

ph,w =
pvir0Y

1X
vir0 + pvir1Y

0X
vir1

Y Z,w
λ1,µs

, (15)

where Y
(β⊕1)X
virβ is the probability that Bob obtains the measurement outcome (β⊕ 1)X conditioned on Alice emitting

|λvirβ⟩.

In Appendix B, we show how to obtain a lower bound Y Z,w,L
λ1,µs

and an upper bound eλ1,µs,U
ph,w on Y Z,w

λ1,µs
and eλ1,µs

ph,w ,

respectively, using SDP techniques. In doing so, the main hurdle to overcome is the fact that the states {ρµmodel}µ are
infinite-dimensional, preventing us from finding their exact eigendecompositions using numerical methods, and from
constructing finite-dimensional SDPs using these states. Instead, we construct the SDPs using the finite projections
of {ρµmodel}µ onto the subspace with up to M photons [26, 27], after numerically obtaining the eigendecompositions

ΠMρµmodelΠM =

M∑
n=0

p′λn|µ |λ
′µ
n ⟩⟨λ′µ

n | , (16)

where ΠM =
∑M

n=0 |n⟩⟨n|. Then, by bounding the deviation between the eigenvalues and eigenvectors of ρµmodel and
ΠMρµmodelΠM using perturbation theory results, we can correct the SDP constraints and solutions, ensuring that the
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final bounds Y Z,w,L
λ1,µs

and eλ1,U
ph,w apply to the original infinite-dimensional scenario. The secret-key rate obtainable per

emitted w-group pulse is then given by

(p′λ1|µs
− ϵµs

val)Y
Z,w,L
λ1,µs

[
1− h(eλ1,µs,U

ph,w )
]
−QZ

µs,wfh(E
Z
µs,w), (17)

where EZ
µs,w is the bit-error rate of the w-th sifted subkey, ϵµs

val = 2
√

1− Tr[ΠMρµs

modelΠM ] is a correction term due to
the finite projection, h(x) is the binary entropy function, f is the error correction inefficiency, and the rest of terms
have already been defined.

IV. DISCUSSION

We have proven the security of decoy-state QKD in the presence of phase correlations, which appear when running
gain-switched laser sources at high-repetition rates. For simplicity, we have focused on the BB84 protocol, although our
analysis can be straightforwardly adapted to other schemes, such as the three-state protocol [52, 53] and measurement-
device-independent QKD [54], and our techniques may be applicable to other quantum communication protocols that
rely on phase-randomised weak coherent sources, such as blind quantum computing [55] and quantum coin flipping
[56]. Our proof requires knowledge of the parameters lc and q, see Eqs. (1) and (2). The former is an upper bound
on the correlation length (in a generalised Markovian sense), while the latter can be regarded as a lower bound on
the uniformity of the conditional distribution of each phase given knowledge of all the other phases.

In Fig. 1, we plot the overall secret-key rate obtainable for different values of q. We note that the asymptotic key
rate does not depend on lc, since it is only affected by the form of the states {ρµmodel}µ, which is independent of lc;
see Eq. (10). To compute these results, we have used a simple channel model in which the only source of error is the

dark count rate of Bob’s detectors. Moreover, for simplicity, we have assumed that {V̂bω} are ideal BB84 encoding
operators, and set M = 9.

0 20 40 60 80

Alice-Bob loss (dB)

10−8

10−6

10−4

10−2

100

10−7

10−5

10−3

10−1

K
ey

ra
te

q = 0.8

q = 0.85

q = 0.9

q = 0.95

q = 0.992407

Ideal (q = 1) [13]

Figure 1. Asymptotic secret-key rate of the decoy-state BB84 protocol with imperfect phase randomisation as a function of
the overall system loss (solid lines), compared with the case of ideal phase randomisation [13] (dashed line). We assume three
intensities µs > µw > µv = 0. Moreover, for simplicity, we set µw = µs/5, and optimise over µs; while for the ideal case, we
optimise over both µs and µw. We consider a dark count probability pd = 10−8 for Bob’s detectors, and an error correction
inefficiency f = 1.16.

To gauge the values of q that one may expect in practical implementations, we examine the available literature.
Recent works [20, 21] have studied the magnitude and properties of phase correlations in gain-switched lasers under
the implicit assumption that lc = 1. In particular, Ref. [20] argues that the phase difference between adjacent
pulses follows a Gaussian distribution, and shows how to estimate its variance by measuring the fringe visibility V
in an asymmetric interferometer configuration. Under these assumptions, one can also calculate q from the observed
visibility, see Appendix D. In particular, the value V = 0.0019 recently measured in Ref. [21] for a state-of-the-art 5
GHz source corresponds to q = 0.992407; in Fig. 1, we have included the key rate obtainable for this value, which is
quite close to that of the ideal scenario.
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While lc = 1 might be a good approximation to the phase distribution of many gain-switched laser sources, non-
negligible correlations could in principle exist beyond immediately adjacent pulses, especially in high-speed setups.
Further work is needed to develop characterisation tests that can rigorously determine the value of lc and q for any
implementation. Since the asymptotic key rate offered by our proof is robust when decreasing the value of q, as
evidenced by Fig. 1, and independent of lc, it is well placed to guarantee the security of practical implementations
while retaining key rates close to the ideal scenario, and we hope that the present paper will stimulate the experimental
interest required to achieve this goal.

NOTE

The security of decoy-state QKD with imperfect phase randomisation has also been recently investigated in Refs. [26,
57]. These works introduced insightful ideas that sparked the development of our security proof, and we recognise
these important contributions. That being said, their security analysis contains some conceptual flaws that invalidate
its application in the presence of phase correlations; see Appendix E. We note that the claims made in Refs. [26, 57]
have been amended in [27].
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APPENDIX A: Proof of Eqs. (4) and (7)

Although these are relatively straightforward consequences of Assumptions (A1) and (A2), for completeness, here we
prove Eqs. (4) and (7).

Below we prove that, as a consequence of Assumption (A1),

f(ϕi|ϕN ...ϕi+1ϕi−1...ϕ1) = f(ϕi|ϕi+lc ...ϕi+1ϕi−1...ϕi−lc), (A1)

https://doi.org/10.1088/2058-9565/ad141c
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which is the equality in Eq. (2). Let G¬i
w be the set of rounds in Gw, except the i-th round. We have that, for all

i ∈ Gw,

f(ϕi|ϕ⃗Gw
) =

∫
dϕ⃗G¬i

w
f(ϕ⃗G¬i

w
)f(ϕi|ϕ⃗GwG¬i

w
) =

∫
dϕ⃗G¬i

w
f(ϕ⃗G¬i

w
)f(ϕi|ϕi+lc ...ϕi+1ϕi−1...ϕi−lc)

= f(ϕi|ϕi+lc ...ϕi+1ϕi−1...ϕi−lc).

(A2)

where in the second to last equality we have used GwG¬i
w = {N, ..., i+ 1, i− 1, ..., 1} and Eq. (A1); and in the last

equality we have used {i+ lc, ..., i+ 1, i− 1, ..., i− lc} /∈ G¬i
w . Combining Eqs. (A1) and (A2), we obtain

f(ϕi|ϕN ...ϕi+1ϕi−1...ϕ1) = f(ϕi|ϕ⃗Gw). (A3)

This implies that the phases in Gw are conditionally independent of each other given knowledge of the phases in Gw,
i.e. Eq. (4). Also, combining Eq. (A2) and Assumption (A2), we obtain Eq. (7).

Proof of Eq. (A1)

f(ϕi|ϕN ...ϕi+1ϕi−1...ϕ1) =
f(ϕN ...ϕ1)

f(ϕN ...ϕi+1ϕi−1...ϕ1)

=
f(ϕN |ϕN−1...ϕ1)f(ϕN−1|ϕN−2...ϕ1)...f(ϕi+lc+1|ϕi+lc ...ϕ1)f(ϕi+lc ...ϕ1)

f(ϕN |ϕN−1...ϕi+1ϕi−1...ϕ1)f(ϕN−1|ϕN−2...ϕi+1ϕi−1...ϕ1)...f(ϕi+lc+1|ϕi+lc ...ϕi+1ϕi−1...ϕ1)f(ϕi+lc ...ϕi+1ϕi−1...ϕ1)

(×)
=

f(ϕN |ϕN−1...ϕN−lc)f(ϕN−1|ϕN−2...ϕN−lc−1)...f(ϕi+lc+1|ϕi+lc ...ϕi+1)f(ϕi+lc ...ϕ1)

f(ϕN |ϕN−1...ϕN−lc)f(ϕN−1|ϕN−2...ϕN−lc−1)...f(ϕi+lc+1|ϕi+lc ...ϕi+1)f(ϕi+lc ...ϕi+1ϕi−1...ϕ1)

=
f(ϕi+lc ...ϕ1)

f(ϕi+lc ...ϕi+1ϕi−1...ϕ1)

=
f(ϕ1|ϕ2...ϕi+lc)f(ϕ2|ϕ3...ϕi+lc)...f(ϕi−lc−1|ϕi−lc ...ϕi+lc)f(ϕi−lc ...ϕi+lc)

f(ϕ1|ϕ2...ϕi−1ϕi+1...ϕi+lc)f(ϕ2|ϕ3...ϕi−1ϕi+1...ϕi+lc)...f(ϕi−lc−1|ϕi−lc ...ϕi−1ϕi+1...ϕi+lc)f(ϕi−lc ...ϕi−1ϕi+1...ϕi+lc)

(∗)
=

f(ϕ1|ϕ2...ϕ1+lc)f(ϕ2|ϕ3...ϕ2+lc)...f(ϕi−lc−1|ϕi−lc ...ϕi)f(ϕi−lc ...ϕi+lc)

f(ϕ1|ϕ2...ϕ1+lc)f(ϕ2|ϕ3...ϕ2+lc)...f(ϕi−lc−1|ϕi−lc ...ϕi)f(ϕi−lc ...ϕi−1ϕi+1...ϕi+lc)

=
f(ϕi−lc ...ϕi+lc)

f(ϕi−lc ...ϕi−1ϕi+1...ϕi+lc)

= f(ϕi|ϕi+lc ...ϕi+1ϕi−1...ϕi−lc),
(A4)

where in the equality marked by an asterisk, we have used

f(ϕj |ϕj+1...ϕJ) =
f(ϕj ...ϕJ)

f(ϕj+1...ϕJ)

=
f(ϕJ |ϕJ−1...ϕj)f(ϕJ−1|ϕJ−2...ϕj)...f(ϕj+lc+1|ϕj+lc ...ϕj)f(ϕj+lc ...ϕj)

f(ϕJ |ϕJ−1...ϕj+1)f(ϕJ−1|ϕJ−2...ϕj+1)...f(ϕj+lc+1|ϕj+lc ...ϕj+1)f(ϕj+lc ...ϕj+1)

(×)
=

f(ϕJ |ϕJ−1...ϕJ−lc)f(ϕJ−1|ϕJ−2...ϕJ−lc−1)...f(ϕj+lc+1|ϕj+lc ...ϕj+1)f(ϕj+lc ...ϕj)

f(ϕJ |ϕJ−1...ϕJ−lc)f(ϕJ−1|ϕJ−2...ϕJ−lc−1)...f(ϕj+lc+1|ϕj+lc ...ϕj+1)f(ϕj+lc ...ϕj+1)

=
f(ϕj+lc ...ϕj)

f(ϕj+lc ...ϕj+1)
= f(ϕj |ϕj+1...ϕj+lc),

(A5)

and in the equalities marked by a cross, we have used Assumption (A1).

APPENDIX B: Obtaining the required bounds using SDPs

Here, we show how to obtain the bounds qLλ1,w
and eλ1,µs,U

ph,w using semidefinite programming techniques, and employ
these to derive an asymptotic lower bound on the secret-key rate. To do so, for simplicity, we assume that Eve
performs a collective attack. However, the set of bounds we obtain, and thus the overall security proof, is also valid
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for general attacks, due to the extension of the quantum de Finetti theorem [58] to infinite-dimensional systems [59].
We note that, as an alternative to the SDP approach presented here, which uses ideas from Refs. [26, 27], one could
also obtain these bounds using linear programming techniques, by using the trace distance inequality to account for
the dependence of the eigenstates |λµ

n⟩ on the intensity µ (see Refs. [23, 32–34]). However, according to our preliminary
numerical simulations, this would result in much more pessimistic bounds.

Eve’s collective attack can be described as a quantum channel Λ acting separately on each of Alice’s emitted photonic
systems. Let us assume that, in a given round, Bob performs a POVM that contains some element Γ. The probability
that Bob obtains the outcome associated to Γ when Alice sends him a quantum state σ can be expressed as

Tr[Λ(σ)Γ] = Tr

[∑
l

ElσE
†
l Γ

]
=

∑
l

Tr
[
ElσE

†
l Γ

]
=

∑
l

Tr
[
σE†

l ΓEl

]
= Tr

[
σ
∑
l

E†
l ΓEl

]
= Tr[σH], (B1)

where {El} are the set of Kraus operators of the operator-sum representation [60] for the channel Λ, and

0 ≤ H :=
∑
l

E†
l ΓEl ≤

∑
l

E†
l El = I. (B2)

We denote Bob’s Z and X basis POVMs as, respectively, {Γ0Z ,Γ1Z ,Γf} and {Γ0X ,Γ1X ,Γf}. Note that the element
associated to an inconclusive result, Γf , is the same for both bases, due to Assumption (A8) (basis-independent
detection efficiency).

1. Lower bound on qλ1,w

To estimate the fraction qλ1,w, we need to estimate the yield Y Z,w
λ1,µs

, see Eq. (12). Substituting σ →
(

1
2 V̂0ZρV̂

†
0Z

+

1
2 V̂1ZρV̂

†
1Z

)
and Γ → (Γ0Z + Γ1Z ) in Eq. (B1), we obtain

Tr
[
Λ
(

1
2 V̂0ZρV̂

†
0Z

+ 1
2 V̂1ZρV̂

†
1Z

)
(Γ0Z + Γ1Z )

]
= Tr

[(
1
2 V̂0ZρV̂

†
0Z

+ 1
2 V̂1ZρV̂

†
1Z

)
H
]

= Tr
[
1
2ρV̂

†
0Z

HV̂0Z + 1
2ρV̂

†
1Z

HV̂1Z

]
= Tr

[
ρ 1
2 (V̂

†
0Z

HV̂0Z + V̂ †
1Z

HV̂1Z )
]
= Tr[ρJ ].

(B3)

where we have defined

0 ≤ J := 1
2 (V̂

†
0Z

HV̂0Z + V̂ †
1Z

HV̂1Z ) ≤ 1
2 (V̂

†
0Z

V̂0Z + V̂ †
1Z

V̂1Z ) = I. (B4)

Substituting first ρ → |λµs

1 ⟩⟨λµs

1 | and then ρ → ρµmodel in Eq. (B3), we obtain

Y Z,w
λ1,µs

= Tr[|λµs

1 ⟩⟨λµs

1 | J ]

QZ
µ,w = Tr[ρµmodelJ ].

(B5)

This implies that we can express a lower bound on Y Z,w
λ1,µs

as the SDP

min
J

Tr[|λµs

1 ⟩⟨λµs

1 | J ]

s.t. Tr[ρµmodelJ ] = QZ
µ,w, ∀µ

0 ≤ J ≤ I.

(B6)

However, as explained in the main text, one cannot solve this SDP numerically because (1) it is infinitely dimensional
and (2) the eigendecomposition of ρµmodel is unknown. To overcome these problems, we consider the projection of the
state ρµmodel onto the subspace with up to M photons, and numerically find its eigendecomposition,

ρ′µmodel =
ΠMρµmodelΠM

Tr[ΠMρµmodelΠM ]
=

M∑
n=0

p′λn|µ

Tr[ΠMρµmodelΠM ]
|λ′µ

n ⟩⟨λ′µ
n | , (B7)

where the decomposition has M + 1 terms because the projection is in a space of dimension M + 1.
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The objective is to construct a relaxed version of Eq. (B6) using the finite-dimensional states ρ′µmodel and |λ′µs

1 ⟩ rather
than their infinite-dimensional counterparts. To do so, we make use of the following results from [26]

F (ρµmodel, ρ
′µ
model) = Fµ

proj, (B8)

|pλn|µ − p′λn|µ| ≤ ϵµval, (B9)

| ⟨λ′µ
n |λµ

n⟩|
2 ≥ Fµ

vec,λn
, (B10)

where F (σ, σ′) is the fidelity between σ and σ′, given by

F (σ, σ′) = Tr

[√√
σσ′

√
σ

]2
, (B11)

and Fµ
proj, ϵ

µ
val, F

µ
vec,λn

∈ [0, 1] are given by

Fµ
proj :=

M∑
n=0

p′λn|µ, (B12)

ϵµval =: 2
√

1− Fµ
proj, (B13)

| ⟨λ′µ
n |λµ

n⟩|
2 ≥ 1−

(
ϵµval
δn

)2

:= Fµ
vec,λn

. (B14)

In Eq. (B14), δ0 = p′λ0|µ − p′λ1|µ − ϵµval and for n > 1,

δn = min{p′λn−1|µ − p′λn|µ − ϵµval, p
′
λn|µ − p′λn+1|µ − ϵµval}, (B15)

Also, we use the following inequality

G−(Tr[σ
′M ], F (σ, σ′)) ≤ Tr[σM ] ≤ G+(Tr[σ

′M ], F (σ, σ′)), (B16)

which holds for any two density operators σ, σ′ and any 0 ≤ M ≤ I, and where

G−(y, z) =

{
g−(y, z) if y > 1− z

0 otherwise
and G+(y, z) =

{
g+(y, z) if y < z

1 otherwise
(B17)

with

g±(y, z) = y + (1− z)(1− 2y)± 2
√
z(1− z)y(1− y). (B18)

The proofs for the results in Eqs. (B8) to (B10) and (B16) are given in Appendix B 4 below.

Let J∗ be the operator that minimises the SDP in Eq. (B6). We have that

Y Z,w
λ1,µs

≥ ⟨λµs

1 |J∗|λµs

1 ⟩ ≥ G−
(
⟨λ′µs

1 |J∗|λ′µs

1 ⟩ , Fµs

vec,λ1

)
, (B19)

where in the last inequality we have used Eqs. (B10) and (B16) and the fact that G− is increasing with respect to its
second argument. On the other hand, we have that

⟨λ′µs

1 |J∗|λ′µs

1 ⟩ ≥ ⟨λ′µs

1 |J∗∗|λ′µs

1 ⟩ =: Y ′Z,w,L
λ1,µs

, (B20)

where Y ′Z,w,L
λ1,µs

is the solution of the SDP

min
J

Tr
[
|λ′µs

1 ⟩⟨λ′µs

1 | J
]

s.t. G−(Q
Z
µ,w, F

µ
proj) ≤ Tr

[
ρ′µmodelJ

]
≤ G+(Q

Z
µ,w, F

µ
proj), ∀µ

0 ≤ J ≤ I;

(B21)

and J∗∗ is the operator that minimises this SDP. In Eq. (B21), ρ′µmodel is given by Eq. (B7), and in the first inequality
of Eq. (B21), we have used Eqs. (B8) and (B16). Equation (B20) holds because the constraints of Eq. (B21) are
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looser than those of Eq. (B6), i.e. all operators that satisfy the constraints of Eq. (B6), including J∗, also satisfy the
constraints of Eq. (B21). Note that the states ρ′µmodel and |λ′µs

1 ⟩ live in the finite subspace spanned by {|0⟩ , ..., |M⟩},
and therefore, the action of J outside this finite subspace is irrelevant as far as the optimisation problem in Eq. (B21)
is concerned. As a consequence, we can restrict the optimisation search to operators J that act only on this finite
subspace, i.e. Eq. (B21) is actually a finite-dimensional SDP that we can solve numerically.

Combining Eqs. (B19) and (B20), and using the fact that G− is increasing with respect to its first argument, we
obtain the bound

Y Z,w
λ1,µs

≥ G−
(
Y ′Z,w,L
λ1,µs

, Fµs

vec,λ1

)
=: Y Z,w,L

λ1,µs
. (B22)

Using Eqs. (B9) and (B22), we finally obtain the bound

qλ1,w ≥
(p′λn|µ − ϵµs

val)Y
Z,w,L
λ1,µs

QZ
µs,w

=: qLλ1,w. (B23)

2. Upper bound on eλ1,µs
ph,w

The phase-error rate is given by Eq. (15). We can express each term in the numerator of this equation as

pvirβY
(β⊕1)X
virβ = pvirβ Tr

[
Λ ( |λvirβ⟩⟨λvirβ |) Γ(β⊕1)X

]
= Tr

[
pvirβ |λvirβ⟩⟨λvirβ |L(β⊕1)X

]
= Tr

[
|λ̃virβ⟩⟨λ̃virβ |L(β⊕1)X

]
,

(B24)

where in the second equality we have used Eq. (B1) with the substitutions Γ → Γ(β⊕1)X , H → L(β⊕1)X and σ →
|λvirβ⟩⟨λvirβ |. By substituting σ → V̂bωA

ρµmodelV̂
†
bωA

instead, we obtain

Q
(β⊕1)X
µ,bωA

,w = Tr
[
V̂bωA

ρµmodelV̂
†
bωA

L(β⊕1)X

]
, (B25)

where Q
(β⊕1)X
µ,bωA

,w is the observed rate at which Bob obtains the result (β⊕ 1)X conditioned on Alice choosing intensity

µ, basis ωA and bit b, Bob choosing the X basis, and the round being in Gw. This means that an upper bound on

pvirβY
(β⊕1)X
virβ can be expressed as the SDP

max
L(β⊕1)X

Tr
[
|λ̃virβ⟩⟨λ̃virβ |L(β⊕1)X

]
s.t. Tr

[
V̂bωA

ρµmodelV̂
†
bωA

L(β⊕1)X

]
= Q

(β⊕1)X
µ,bωA

,w, ∀µ, b, ωA

0 ≤ L(β⊕1)X ≤ I.

(B26)

As before, we need to find a finite-dimensional relaxation of Eq. (B26) that we can solve numerically. Let L⋆
(β⊕1)X

be

the operator that maximises the SDP in Eq. (B26), and let

Mph := |0X⟩⟨0X | ⊗ L⋆
1X + |1X⟩⟨1X | ⊗ L⋆

0X . (B27)

We have that

pvir0Y
1X
vir0 + pvir1Y

0X
vir1 ≤ ⟨λ̃vir0|L⋆

1X |λ̃vir0⟩+ ⟨λ̃vir1|L⋆
0X |λ̃vir1⟩ = ⟨ΨZ |Mph|ΨZ⟩ , (B28)

where |ΨZ⟩ is defined in Eq. (13). Now, let us define the entangled state

|Ψ′
Z⟩ =

1√
2

(
|0Z⟩ V̂0Z

∣∣λ′µs

1

〉
+ |1Z⟩ V̂1Z

∣∣λ′µs

1

〉)
. (B29)

and the unnormalised states

|λ̃′
virβ⟩ = ⟨βX |Ψ′

Z⟩ =
1

2
(V̂0Z + (−1)βV̂1Z ) |λ

′µs

1 ⟩ . (B30)
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We have that

| ⟨Ψ′
Z |ΨZ⟩|

2
=

∣∣∣ 12 〈λ′µs

1

∣∣V̂ †
0Z V̂0Z

∣∣λµs

1

〉
+ 1

2

〈
λ′µs

1

∣∣V̂ †
1Z V̂1Z

∣∣λµs

1

〉∣∣∣2 =
∣∣ ⟨λ′µs

1 |λµs

1 ⟩
∣∣2 ≥ Fµs

vec,λ1
, (B31)

where the inequality is due to Eq. (B10). Therefore, applying the bound in Eq. (B16), and using the fact that G+ is
a decreasing function with respect to its second argument,

⟨ΨZ |Mph|ΨZ⟩ ≤ G+

(
⟨Ψ′

Z |Mph|Ψ′
Z⟩ , F

µs

vec,λ1

)
. (B32)

On the other hand, we have that

⟨Ψ′
Z |Mph|Ψ′

Z⟩ = ⟨λ̃′
vir0|L⋆

1X |λ̃′
vir0⟩+ ⟨λ̃′

vir1|L⋆
0X |λ̃′

vir1⟩
≤ ⟨λ̃′

vir0|L∗∗
1X |λ̃′

vir0⟩+ ⟨λ̃′
vir1|L∗∗

0X |λ̃′
vir1⟩ =: Ỹ

′1X
vir0 + Ỹ ′0X

vir1 ,
(B33)

where Ỹ
′(β⊕1)X
virβ is the solution to the following SDP

max
L(β⊕1)X

Tr
[
|λ̃′

virβ⟩⟨λ̃′
virβ |L(β⊕1)X

]
s.t. G−(Q

(β⊕1)X
µ,bωA

,w, F
µ
proj) ≤ Tr

[
V̂bωA

ρ′µmodelV̂
†
bωA

L(β⊕1)X

]
≤ G+(Q

(β⊕1)X
µ,bωA

,w, F
µ
proj), ∀µ, ωA, b

0 ≤ L(β⊕1)X ≤ I;

(B34)

and L∗∗
(β⊕1)X

is the operator that maximises this SDP. In Eq. (B34), ρ′µmodel is given by Eq. (B7), and in the first

inequality of Eq. (B34), we have used Eqs. (B8) and (B16). Note that the inequality in Eq. (B33) holds because
L∗
(β⊕1)X

satisfies the constraints of Eq. (B34).

Combining Eqs. (B28), (B32) and (B33), and using the fact that G+ is increasing with respect to its first argument,
we obtain the bound

pvir0Y
1X
vir0 + pvir1Y

0X
vir1 ≤ G+

(
Ỹ ′1X
vir0 + Ỹ ′0X

vir1 , F
µs

vec,λ1

)
=: Ỹ U

ph. (B35)

Then, using Eqs. (B22) and (B35), we finally obtain the bound on the phase-error rate of the w-th sifted subkey,

eλ1,µs

ph,w ≤
Ỹ U
ph

Y Z,w,L
λ1,µs

=: eλ1,µs,U
ph,w . (B36)

3. Secret-key rate

Putting all together, a lower bound on the fraction of the w-th sifted subkey that can be turned into a secret key is
given by

Fw ≥ qLλ1,w

[
1− h(eλ1,µs,U

ph,w )
]
− fh(EZ

µs,w) := FL
w , (B37)

where EZ
µs,w is the error rate conditioned on Alice choosing the intensity µs, both users choosing the Z basis, and the

round being in Gw; and a lower bound on the secret-key rate obtainable per emitted w-group pulse is given by

Rw ≥ pµs
pZA

pZB
QZ

µs,wF
L
w := RL

w. (B38)

By assuming that pµs
, pZA

and pZB
all approach one, which is optimal when N → ∞, and substituting qLλ1,w

by its

definition in Eq. (B23), we obtain Eq. (17).

For completeness, we note that the procedure presented above can be used to obtain bounds on qλn,w and eλn,µs

ph,w for
any n, not just n = 1. In fact, a more general lower bound on the fraction of the w-th sifted key that can be turned
into a secret key is given by

Fw ≥
∑
n∈N

qLλn,w

[
1− h(eλn,µs,U

ph,w )
]
− fh(EZ

µs,w) := FL
w , (B39)

where N denotes the set of values of n for which one obtained bounds on qλn,w and eλn,µs

ph,w . According to our simula-

tions, by obtaining bounds for n = 0, one can obtain a small key-rate improvement in some scenarios (particularly, for
low attenuations and relative low values of q), but we have not found any scenario in which one can obtain a positive
key-rate contribution for any n > 1. In any case, for simplicity, in our simulations we obtain bounds only for n = 1.
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4. Proof of bounds in Eqs. (B8) to (B10) and (B16)

Eq. (B8)

Let ρ be a density matrix, and let ρ′ = ΠρΠ
Tr[ΠρΠ] , where Π is a projector. Then,

F (ρ, ρ′) = Tr

[√√
ρρ′

√
ρ

]2
=

Tr
[√√

ρΠρΠ
√
ρ
]2

Tr[ΠρΠ]
= Tr[ΠρΠ], (B40)

where in the last equality we have used

Tr

[√√
ρΠρΠ

√
ρ

]2
= Tr

[√√
ρΠ

√
ρ
√
ρΠ

√
ρ

]2
= Tr[

√
ρΠ

√
ρ]

2
= Tr[ΠρΠ]

2
. (B41)

Thus, we have that

F (ρµmodel, ρ
′µ
model) = Tr[ΠMρµmodelΠM ] =

M∑
n=0

p′λn|µ =: Fµ
proj. (B42)

Eq. (B9)

Using Theorem 2 in Appendix A of Ref. [26], we have that∣∣∣pλn|µ − p′λn|µ

∣∣∣ ≤ 2
√

1− Tr[ΠMρµmodelΠM ] = 2
√

1− Fµ
proj =: ϵ

µ
val. (B43)

Eq. (B10)

Using Theorem 3 in Appendix A of Ref. [26], we find that

| ⟨λ′µ
n |λµ

n⟩|
2 ≥ 1−

(
ϵµval
δn

)2

:= Fµ
vec,λn

, (B44)

where δ0 = p′λ0|µ − p′λ1|µ − ϵµval and for n > 1,

δn = min{p′λn−1|µ − p′λn|µ − ϵµval, p
′
λn|µ − p′λn+1|µ − ϵµval}. (B45)

Eq. (B16)

We use the following result from Ref. [29]. Let |u⟩ and |v⟩ be two pure states, and let 0 ≤ E ≤ I. Then,

G−
(
⟨v|E|v⟩ , |⟨v|u⟩|2

)
≤ ⟨u|E|u⟩ ≤ G+

(
⟨v|E|v⟩ , |⟨v|u⟩|2

)
(B46)

where

G−(y, z) =

{
g−(y, z) if y > 1− z

0 otherwise
and G+(y, z) =

{
g+(y, z) if y < z

1 otherwise
(B47)

with

g±(y, z) = y + (1− z)(1− 2y)± 2
√
z(1− z)y(1− y). (B48)
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This result can be easily extended to mixed states. Let σ and σ′ be any two density matrices acting on some system
S, and let |σ⟩S′S and |σ′⟩S′S be purifications of these states satisfying

|⟨σ′|σ⟩|2 = F (σ, σ′), (B49)

which exist due to Uhlmann’s theorem [61]. Then, for any 0 ≤ M ≤ IS , we have that

Tr[σM ] = ⟨σ|IS′ ⊗M |σ⟩
Tr[σ′M ] = ⟨σ′|IS′ ⊗M |σ′⟩ .

(B50)

Substituting |u⟩ → |σ⟩S′S , |v⟩ → |σ′⟩S′S and E → IS′ ⊗M in Eq. (B46), and then using Eqs. (B49) and (B50), we
obtain Eq. (B16), i.e.

G−(Tr[σ
′M ], F (σ, σ′)) ≤ Tr[σM ] ≤ G+(Tr[σ

′M ], F (σ, σ′)). (B51)

5. On the dimension of the SDPs

To input the SDPs in Eqs. (B21) and (B34) into a computer solver, we need to use a matrix representation for the
states {ρ′µmodel}µ and their eigenvectors; for this, we need to choose a particular orthonormal basis in which to express
these states, with the natural choice being {|0⟩ , ..., |M⟩}. First, we find the expression

ΠMρµmodelΠM = qΠMρµPRΠM + (1− q)ΠM |√µ⟩⟨√µ|ΠM =

M∑
m,m′=0

c
(µ)
m,m′ |m⟩⟨m′| , (B52)

where c
(µ)
m,m = µme−µ

m! ,

c
(µ)
m,m′ = (1− q)µ

m+m′
2

e−µ

√
m!m′!

m ̸= m′.
(B53)

Then, we numerically find the eigenvalues {p′λn|µ}n and eigenvectors { |λ′µ
n ⟩}n of ΠMρµmodelΠM , with the latter ex-

pressed in the Fock basis

|λ′µ
n ⟩ =

M∑
m=0

√
c
(λµ

n)
m |m⟩ . (B54)

Finally, we renormalise Eq. (B52) to obtain the expression for ρ′µmodel, and substitute everything into the SDPs in
Eqs. (B21) and (B34).

Note that, while the SDP in Eq. (B21) does not depend on the encoding operators {V̂0Z , V̂1Z , V̂0X , V̂1X}, the SDP in
Eq. (B34) does depend on the form of these operators. Typically, the output space of these operators has a larger
dimension than the input space. For example, in our simulations, for simplicity, we assume that these are ideal Z-
and X-basis BB84 operators, whose output space consists of two modes of light and whose action in the Fock basis
is2

V̂0Z |m⟩ = |m⟩ |0⟩ ,
V̂1Z |m⟩ = |0⟩ |m⟩ ,

V̂0X |m⟩ =
∑
k

1√
2m

√(
m

k

)
|k⟩ |m− k⟩ ,

V̂1X |m⟩ =
∑
k

(−1)k
1√
2m

√(
m

k

)
|k⟩ |m− k⟩ .

(B55)

2 Note that Eq. (B55) represents ideal Z- and X-basis BB84 operators regardless of the physical degree of freedom used for the encoding.
For time-bin encoding, the first ket would represent, say, the early time bin, and the second ket would represent the late time bin; while
for polarization encoding, the first ket would represent, say, the horizontally-polarized mode, and the second ket would represent the
vertically-polarized mode.
Also, note that it is perhaps more standard to define BB84 encoding operators as unitary, rather than just isometric, by adding an extra
input mode initialized in an arbitrary pure state, say |0⟩, such that the ideal operators become V̂0Z |m⟩ |0⟩ = |m⟩ |0⟩, V̂1Z |m⟩ |0⟩ = |0⟩ |m⟩,
and so on. However, defining {V̂0Z , V̂1Z , V̂0X , V̂1X } as unitary operators with two input and two output modes throughout the manuscript
would make many formulas more cumbersome and result in the analysis being less general, since it would no longer cover non-standard
encoding operations in which the output encoding space is, say, one or three modes of light, rather than two.
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The quantum states in Eq. (B21) can be expressed in the basis {|0⟩ , ..., |M⟩}, which contains M + 1 elements, while

the states in Eq. (B34) can be expressed in the basis {|m⟩ |m′⟩}m+m′≤M , which has
∑M

k=0(k + 1) = (M+2)(M+1)
2

elements. This means that the dimension of the SDP in Eq. (B34), and therefore the time it takes to solve it, grows
much more rapidly with M . In principle, the tightness of the bounds, and thus the resulting secret-key rate, improves
as M grows. However, we have found that one can only obtain very marginal key-rate improvements beyond M = 9,
and we have chosen this value for our simulations.

APPENDIX C: Security of the w-th subkey

In the main text, we have showed that the w-th subkey is secure in the actual protocol if it is secure in the w-th
alternative scenario. Here, we give further information on the approach we use to prove the security of the w-th
subkey in the w-th alternative scenario, which is based on complementarity [51]. The first step is to define the
following virtual protocol, which is indistinguishable from the w-th alternative scenario from the point of view of Eve.

w-th virtual protocol
(1a-1c) For every round in Gw, Alice probabilistically chooses a intensity µ and prepares |ρµmodel⟩ =∑∞

n=0
√
pλn|µ |n⟩An

|λµ
n⟩B , a purification of the state ρµmodel given by Eq. (11). Then, she measures her an-

cilla An, learning the value of the tag n. For every round in Gw, Alice probabilistically chooses a intensity µ
and prepares |µ⟩B .
(1d) For every round, Alice initialises an ancilla system Ab (Aω), associated to her choice of bit (basis). Then,
she applies the following encoding operation

V̂enc |0⟩Aω
|0⟩Ab

|φ⟩B =

√
pZA

2
|0⟩Aω

(|0⟩Ab
V̂0Z |φ⟩B + |1⟩Ab

V̂1Z |φ⟩B)

+

√
pXA

2
|1⟩Aω

(|0⟩Ab
V̂0X |φ⟩B + |1⟩Ab

V̂1X |φ⟩B),
(C1)

where |φ⟩B refers to any state of system B prepared in the previous step.
(2) Bob performs a quantum nondemolition measurementa, learning which rounds are detected, and announces
this information.
(3) For each round, Alice measures her basis ancilla Aω, learning her choice of basis; while Bob probabilistically
chooses a basis. Both users announce the basis information for the detected rounds. The key rounds are the set
of detected rounds in which Alice and Bob both chose the Z basis and Alice chose the signal intensity µs. The
test rounds are the set of detected rounds in which Bob chose the X basis.
(4) For the test rounds, Alice measures her bit value ancilla Ab in the computational basis, and Bob measures
his photonic system in the X basis. They announce and record the outcome of these measurements.
(5) For the w-group key rounds, Alice measures her bit value ancilla Ab in the X basis, and Bob measures his
photonic system in the X basis. Let xw

a (xw
b ) be Alice’s (Bob’s) measurement results. We define the phase-error

pattern of the w-th sifted key as xw := xw
a ⊕ xw

b .

a Thanks to Assumption (A8) (basis-independent detection efficiency), Bob’s measurement can be decomposed into a basis-
independent nondemolition measurement followed by a two-valued Z or X basis measurement.

To prove the security of the w-th subkey, one simply needs to show that, before the last step of the w-th virtual

protocol, Alice and Bob could have defined a candidate set of phase-error patterns Tw of size |Tw| ≤ 2H
w,U
ph such that

Pr[xw /∈ Tw] → 0 exponentially fast as N → ∞. This implies that, if Alice and Bob apply privacy amplification to

the w-th sifted subkey, sacrificing slightly more than Hw,U
ph bits, the final w-th subkey is secret [51]3.

In the w-th virtual protocol, each bit of the w-th sifted key is tagged by its value of n. Therefore, Alice and Bob can
estimate the phase-error rate separately for the bits with different n. In particular, they can simply use the observed

3 More precisely, if Pr[xw /∈ Tw] ≤ ε, and the users sacrifice at least Hw,U
ph − log2 ξ bits in PA, then the final w-th subkey is ϵs-secret, with

ϵs =
√
2
√
ε+ ξ. In the asymptotic regime where N → ∞, we can simply assume that the parameters ε, ϵ and ξ approach zero.

Also, note that the definition of the candidate set Tw (and the upper bound on its size) depends on the results observed in the w-group
test rounds. However, we omit this dependence for notational simplicity.
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w-group test data to obtain an upper bound eλ1,µs,U
ph,w on eλ1,µs

ph,w , the phase-error rate of the bits for which n = 1, such

that Pr[eλ1,µs

ph,w > eλ1,µs,U
ph,w ] → 0 as N → ∞. Let Nw

sift be the size of the w-th sifted key, and let qλ1,w be the fraction of

its bits such that n = 1. By assuming that these bits have at most qλ1,wN
w
sifte

λ1,µs,U
ph,w phase errors, Alice and Bob can

define a candidate set of phase-error patterns Tw of size |Tw| ≤ 2H
w
ph , where

Hw
ph = qλ1,wN

w
sifth(e

λ1,µs,U
ph,w ) + (1− qλ1,w)N

w
sift, (C2)

such that Pr[xw /∈ Tw] = Pr[eλ1,µs

ph,w > eλ1,µs,U
ph,w ] approaches zero as N → ∞. This implies that the w-th subkey key is

secret if Alice and Bob sacrifice at least Hw
ph bits in the privacy amplification step.

In the actual protocol, Alice and Bob do not know which bits have a tag n = 1, and thus cannot know the value of
qλ1,w. However, they can find a lower bound qLλ1,w

such that Pr[qλ1,w < qLλ1,w
] → 0 as N → ∞, and then sacrifice

Hw,U
ph bits in the privacy amplification step, where Hw,U

ph is computed by substituting qλ1,w by qLλ1,w
in Eq. (C2). The

probability that this bound is incorrect just adds to the overall failure probability of the estimation process. Thus,
the problem of proving the secrecy of the w-th subkey is reduced to the problem of obtaining the bounds qLλ1,w

and

eλ1,µs,U
ph,w using the w-group test data. In Appendix B, we have shown how to obtain these bounds using semidefinite
programming techniques.

Note that Alice and Bob can attempt to estimate the phase-error rate for values of n other than n = 1. In this case,
the users should sacrifice

Hw,U
ph =

∑
n∈N

qLλn,wN
w
sifth(e

λn,µs,U
ph,w ) + (1−

∑
n∈N

qLλn,w)N
w
sift (C3)

bits, where N is the set of values of n for which Alice and Bob obtain bounds qLλn,w
and eλn,µs,U

ph,w on, respectively,

qλn,w and eλn,µs

ph,w . As explained in Appendix B, our semidefinite programming approach can be trivially modified to
obtain bounds for any n, but in our simulations, for simplicity, we obtain bounds only for n = 1.

APPENDIX D: Estimation of q under the assumption lc = 1

Ref. [20] argues that, when using a gain-switched laser, the phase difference ϕd between two consecutive pulses follows
a Gaussian distribution, i.e. its PDF is

fG(ϕd; ϕ̂d, σ), (D1)

where the central value ϕ̂d can be assumed to be fixed throughout the experiment. The standard deviation σ, on the
other hand, can be estimated by measuring the fringe visibility V of the interference between consecutive pulses using
an asymmetric interferometer. In particular, it is shown in Ref. [20] that V = |⟨eiϕd⟩|, where

⟨eiϕd⟩ =
∫ ∞

−∞
dϕde

iϕdfG(ϕd; ϕ̂d, σ) = exp
[
−σ2/2

]
eiϕ̂d . (D2)

This means that V = exp
[
−σ2/2

]
, or equivalently

σ =
√
2 ln(1/V ). (D3)

In the above description, the phase difference ϕd follows a Gaussian distribution, and therefore can take any value in
{−∞,∞}. This makes sense from an physical perspective: if we see the phase randomisation as a process that shifts

the phase randomly from the central value ϕ̂d, one can distinguish a shift by π rad from a shift by 3π rad, the former
being in principle more likely than the latter. However, note that, from the point of view of Eve, a pulse with a phase
ϕ is indistinguishable from a pulse with a phase ϕ+ 2π, and so on. Thus, from the perspective of the security proof,
the conditional PDF f(ϕi|ϕi−1) should be defined for ϕi ∈ [0, 2π) only, and to compute the probability density on
some point ϕi, one should sum the contributions that would fall on ϕi ± 2π, ϕi ± 4π, and so on. Thus, we have that,
if the PDF of the physical phase difference between consecutive pulses is given by Eq. (D1), the conditional PDF
f(ϕi|ϕi−1) is given by

f(ϕi|ϕi−1) =

∞∑
k=−∞

fG(ϕi + 2πk;ϕi−1 + ϕ̂d, σ) = fWG(ϕi;ϕi−1 + ϕ̂d, σ), (D4)
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where fWG is the PDF of a wrapped Gaussian distribution.

Ref. [20] implicitly assumes that the probability distribution of a given phase depends only on the value of the previous
phase, i.e. lc = 1, and the same implicit assumption is made in Ref. [21], indicating that this is believed to be a good
approximation for many scenarios. Here, we show that, under this assumption, one can estimate the parameter q
needed to apply our security proof, which is defined as

q

2π
= min

ϕi−1,ϕi,ϕi+1

f(ϕi|ϕi−1, ϕi+1), (D5)

see Eq. (2). We have that

f(ϕi|ϕi−1, ϕi+1) =
f(ϕi−1, ϕi, ϕi+1)

f(ϕi−1, ϕi+1)
=

f(ϕi−1)f(ϕi|ϕi−1)f(ϕi+1|ϕi, ϕi−1)

f(ϕi−1)f(ϕi+1|ϕi−1)

=
f(ϕi|ϕi−1)f(ϕi+1|ϕi)

f(ϕi+1|ϕi−1)
=

fWG(ϕi;ϕi−1 + ϕ̂d, σ)fWG(ϕi+1;ϕi + ϕ̂d, σ)

f(ϕi+1|ϕi−1)
,

(D6)

where in the second to last step we have used f(ϕi+1|ϕi, ϕi−1) = f(ϕi+1|ϕi) due to lc = 1, see Eq. (1); and in the last
step we have used Eq. (D4). The denominator in Eq. (D6) satisfies

f(ϕi+1|ϕi−1) =

∫ 2π

0

dϕif(ϕi|ϕi−1)f(ϕi+1|ϕi, ϕi−1)

=

∫ 2π

0

dϕif(ϕi|ϕi−1)f(ϕi+1|ϕi) =

∫ 2π

0

dϕifWG(ϕi;ϕi−1 + ϕ̂d, σ)fWG(ϕi+1;ϕi + ϕ̂d, σ)

(1)
=

∫ 2π

0

dϕifWG(ϕi;ϕi−1 + ϕ̂d, σ)fWG(ϕi+1 − ϕ̂d;ϕi, σ)

(2)
=

∫ 2π

0

dϕifWG(ϕi;ϕ
′
i−1, σ)fWG(ϕ

′′
i+1;ϕi, σ)

=

∞∑
k=−∞

∫ 2π

0

dϕifG(ϕi + 2πk;ϕ′
i−1, σ)fWG(ϕ

′′
i+1;ϕi, σ)

=

∞∑
k=−∞

∫ 2π

0

dϕifG(ϕi + 2πk;ϕ′
i−1, σ)fWG(ϕ

′′
i+1 − 2πk;ϕi, σ)

(3)
=

∞∑
k=−∞

∫ 2π

0

dϕifG(ϕi + 2πk;ϕ′
i−1, σ)fWG(ϕ

′′
i+1;ϕi + 2πk, σ) (D7)

=

∞∑
k=−∞

∫ 2π(k+1)

2πk

dϕifG(ϕi;ϕ
′
i−1, σ)fWG(ϕ

′′
i+1;ϕi, σ)

=

∫ ∞

−∞
dϕifG(ϕi;ϕ

′
i−1, σ)fWG(ϕ

′′
i+1;ϕi, σ)

=

∞∑
k=−∞

∫ ∞

−∞
dϕifG(ϕi;ϕ

′
i−1, σ)fG(ϕ

′′
i+1 + 2πk;ϕi, σ)

=

∞∑
k=−∞

∫ ∞

−∞
dϕifG(ϕi;ϕ

′
i−1, σ)fG(ϕ

′′
i+1 + 2πk − ϕi; 0, σ)

(4)
=

∞∑
k=−∞

fG(ϕ
′′
i+1 + 2πk;ϕ′

i−1,
√
2σ)

= fWG(ϕ
′′
i+1;ϕ

′
i−1,

√
2σ),

where in (1) and (3) we have used fWG(x;µ, σ) = fWG(x+ a;µ+ a, σ); in (2) we have defined ϕ′
i−1 = ϕi−1 + ϕ̂d and

ϕ′′
i+1 = ϕi+1 − ϕ̂d; and in (4) we have used the fact that the convolution between two Gaussian PDFs fG(x, µ1, σ1)

and fG(x
′, µ2, σ2) is known to be∫ ∞

−∞
dτfG(τ ;µ2, σ2)fG(x− τ ;µ1, σ1) = fG

(
x;µ1 + µ2,

√
σ2
1 + σ2

2

)
. (D8)
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Substituting Eq. (D7) in Eq. (D6), we have that

f(ϕi|ϕi−1, ϕi+1) =
fWG(ϕi;ϕ

′
i−1, σ)fWG(ϕ

′′
i+1;ϕi, σ)

fWG(ϕ′′
i+1;ϕ

′
i−1,

√
2σ)

, (D9)

where we have again used fWG(x;µ, σ) = fWG(x+a;µ+a, σ) and the definition of ϕ′
i−1 and ϕ′′

i+1. Finally, our desired
parameter q in Eq. (D5) can be expressed as

q

2π
= min

ϕi−1,ϕi,ϕi+1

f(ϕi|ϕi−1, ϕi+1) = min
ϕ′
i−1,ϕi,ϕ′′

i+1

fWG(ϕi;ϕ
′
i−1, σ)fWG(ϕ

′′
i+1;ϕi, σ)

fWG(ϕ′′
i+1;ϕ

′
i−1,

√
2σ)

. (D10)

Ref. [21] has recently reported a fringe visibility of V = 0.0019 for a practical decoy-state QKD source run at a
repetition rate of 5 GHz. Using this value, from Eq. (D3), we obtain σ = 3.54003. Substituting this in Eq. (D10) and
finding the exact minimum using Mathematica’s Minimize function, we obtain

q = 0.992407. (D11)

The minimum occurs when ϕi = ϕ′
i−1 ± π and ϕ′′

i+1 = ϕ′
i−1.

APPENDIX E: On the security analysis in Refs. [26, 57]

The security of decoy-state QKD with imperfect phase randomisation has also been recently investigated by Refs. [26,
57]. These works introduced novel and insightful ideas to approach the problem that have been indispensable in the
development of our security proof. However, we believe that their overall security analysis contains an important flaw
that invalidates its application in the presence of correlations. Here, we summarise the arguments of Refs. [26, 57]
and point out what we believe to be the problem. We focus on Ref. [26], where the arguments are elaborated on in
much more detail.

a. Argument

For simplicity, Ref. [26] considers a laser source that emits N pulses with correlated phases and a fixed intensity µ,
whose state is given by

ρµlaser =

∫
dϕ1 . . . dϕNf(ϕ1 . . . ϕN ) |√µeiϕ1⟩⟨√µeiϕ1 | ⊗ . . .⊗ |√µeiϕN ⟩⟨√µeiϕN | . (E1)

One can express the probability distribution as

f(ϕ1 . . . ϕN ) = f(ϕ1)f(ϕ2|ϕ1) . . . f(ϕN |ϕ1 . . . ϕN−1) (E2)

and consider the following bound

q

2π
≤ min

i
min

ϕ1...ϕi

f(ϕi|ϕ1 . . . ϕi−1). (E3)

The argument of Ref. [26] is that, instead of generating ρµlaser, Alice could have alternatively generated N copies of
the following model state

ρµmodel = q ρµPR + (1− q) |√µ⟩⟨√µ| (E4)

and then applied a map E that consists of “N phase shifters that shift the phase of the i-th laser pulse by ϕi with

probability [density] f(ϕi|ϕ1...ϕi−1)−q/2π
1−q ”. In doing so, one obtains “a correlated state from an IID state by applying

a map that is correlated; the action of the i-th phase shifter depends on the action of all the (i − 1) phase shifters
before it”. As a result, we have that

ρµlaser = E(ρµ⊗N
model). (E5)

Importantly, this implies that, to prove the security, one can assume that Alice generates ρµ⊗N
model rather than ρµlaser,

since the operation E can be assumed to be part of Eve’s attack.
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b. Our interpretation of the argument and its problem

Given the phase probability distribution f(ϕ1 . . . ϕN ), we have that, from the point of view of Eve, these phases
could have been selected by Alice using a sequential process: she chooses ϕ1 according to the PDF f(ϕ1), she
chooses ϕ2 according to the conditional PDF f(ϕ2|ϕ1), and so on, as indicated by Eq. (E2). The assumption is that
f(ϕi|ϕ1 . . . ϕi−1) ≥ q/2π for some q.

Alternatively, Alice could have decided the phase ϕi using the following equivalent process. She flips a biased coin Ci

that outputs Ci = 0 with probability q. If Ci = 0, Alice chooses ϕmodel
i according to a uniform distribution on [0, 2π).

If Ci = 1, Alice chooses ϕmodel
i = 0. Then, Alice chooses ϕshift

i according to the conditional PDF

f(ϕshift
i |ϕ1 . . . ϕi−1) =

f(ϕi|ϕ1 . . . ϕi−1)− q/2π

1− q
. (E6)

Finally, Alice sets ϕi = ϕmodel
i + ϕshift

i .

The argument of Ref. [26] seems to be that, since ϕmodel
i is chosen uniformly randomly with probability q, and

ϕmodel
i = 0 with probability 1 − q, the above process is equivalent to assuming that Alice first generates the state

given by Eq. (E4) for each of the rounds, and then shifts the phase of the i-th pulse by ϕshift
i , according to the

conditional PDF in Eq. (E6). The action of the combined phase shifts ϕshift
1 ...ϕshift

N can be represented as an overall
global quantum operation E , and thus Eq. (E5) holds.

However, we believe this argument has the following flaw. In order to apply the i-th phase shift according to the
conditional PDF in Eq. (E6), one needs to know the previous overall phases ϕ1...ϕi−1. These depend not only on
the previous i − 1 phase shifts ϕshift

1 ...ϕshift
i−1 , but also on the previous i − 1 model phases ϕmodel

1 ...ϕmodel
i−1 . In the

scenario in which Alice simply generates ρµmodel for each of the rounds, the value of ϕmodel
1 ...ϕmodel

i−1 cannot be perfectly
retrieved from the first (i− 1) copies of this state, since two coherent states with different phases are not orthogonal,
and therefore not perfectly distinguishable. This seems to imply that the operation E in Eq. (E5) does not exist in
general.

In contrast, the operation Ew, which is needed in our security proof, is shown to exist in the main text. Importantly,
unlike E in Eq. (E5), Eve only needs to know the probability density function f(ϕ1...ϕN ) to apply Ew. She does not
need to perform any measurement on the signals emitted by Alice.

c. Information about the i-th phase is leaked into the following pulses

In addition to the above, the idea of relating how close the i-th pulse is to a perfect PR-WCP by lower bounding the
PDF of the i-th phase conditioned on the previous phases seems to have a fundamental problem. Namely, it does
not take into account that, in the presence of phase correlations, information about the i-th phase is leaked into the
following pulses. To demonstrate this, we show an example in which, using this idea, one could conclude that half of
the emissions are perfect PR-WCPs, when this is clearly not the case.

More specifically, as discussed above, the argument of Ref. [26] is that, if for some round i one can obtain a bound

qi
2π

≤ min
ϕ1...ϕi

f(ϕi|ϕ1 . . . ϕi−1), (E7)

then one could substitute the i-th pulse by the generation of the state

ρ
µ,(i)
model = qi ρ

µ
PR + (1− qi) |

√
µ⟩⟨√µ| , (E8)

followed by a phase shift such that the i-th emitted pulse ends up being identical as in the original scenario. To prove
the security, it is useful to consider that the emitted state is the same for all rounds. Thus, Ref. [26] considers instead
the bound

q := min
i

qi. (E9)

and assumes that all emissions are replaced by the generation of the same IID state given by Eq. (E4) followed by
the appropriate phase shift operation for each pulse.

Now, let us consider a scenario in which Alice has a special source such that:
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1. if i is odd, the emitted pulse has a uniformly distributed phase that is independent of the phases of all previous
pulses;

2. if i is even, the emitted pulse has a phase that is identical to that of the previous odd pulse.

For this scenario, we have that: (1) if i is odd, qi = 1 and (2) if i is even, qi = 0. Thus, the replacement in Eqs. (E4)
and (E9) cannot be directly used to prove the security of this case, since q = 0. However, we could instead consider
the security of the odd and even pulses separately. Using the argument in Eqs. (E7) and (E8), we could assume that,
in the odd rounds, Alice prepares the PR-WCP

ρµ,oddmodel = ρµPR; (E10)

and in the even rounds, she prepares ρµ,evenmodel = |√µ⟩⟨√µ|. Then, we could simply discard all data obtained in the
even rounds, and apply the standard decoy-state method to the data obtained in the odd rounds. In doing so, we
could conclude that the secret-key rate obtainable using this source would be half of that obtainable using a source
that produces perfect PR-WCPs in all rounds.

However, the argument above has a crucial flaw: it does not take into account the fact that information about the
phase of a given odd pulse i is leaked into the following even pulse, and that Eve could in principle learn some of
this information and use it to attack the i-th pulse. Thus, from Eve’s point of view, the i-th pulse is not necessarily
a PR-WCP even if its distribution is uniform when conditioned on all the previous (but not following) phases. This
invalidates the argument in Eqs. (E7) and (E8), which seems to be at the core of the approach in Ref. [26].

Note that leaked information about the i-th phase is only useful to Eve if she can actually use it to alter the detection
statistics of the i-th pulse. To prevent Eve from doing so, one option could be to run the protocol very slowly, such
that Alice only emits the (i+1)-th pulse once Bob has finished his measurement of the i-th pulse. It could be possible
that the security bounds derived in Ref. [26] are correct for this scenario. However, if the protocol is run very slowly,
one does not expect that it will suffer from phase correlations, since these are mainly a problem in high-speed QKD
systems.
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