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The performance of quantum key distribution (QKD) is severely limited by multiphoton emissions,
due to the photon-number-splitting attack. The most efficient solution, the decoy-state method,
requires that the phases of all transmitted pulses are independent and uniformly random. In practice,
however, these phases are often correlated, especially in high-speed systems, which opens a security
loophole. Here, we address this pressing problem by providing a security proof for decoy-state
QKD with correlated phases that offers key rates close to the ideal scenario. Our work paves the
way towards high-performance secure QKD with practical laser sources, and may have applications
beyond QKD.

I. INTRODUCTION

Quantum key distribution (QKD) allows two users, Alice and Bob, to securely establish a symmetric cryptographic key
over an untrusted channel controlled by an adversary, Eve, with unlimited computational power [1, 2]. The security
of QKD is based on information theory and the laws of quantum mechanics. However, a practical implementation of
a QKD protocol is only secure if it meets all the assumptions made in its corresponding security proof. For example,
the early proofs [3, 4] of the widely-known BB84 protocol [5] assumed the availability of single-photon sources, which
are difficult to achieve in practice. Instead, implementations of the protocol typically rely on laser sources that emit
weak coherent pulses (WCPs), either with or without randomised phases, which are vulnerable to the photon-number-
splitting attack [6] and to an unambiguous state discrimination attack [7], respectively. This has a severe impact on
the obtainable secret-key rate and limits the maximum distance to a few tens of kilometers [8, 9].

The most efficient solution to this problem is known as the decoy-state method [10-13], and is currently used by
the majority of commercial QKD systems. It requires the users to emit phase-randomised (PR) WCPs of various
intensities, and exploits the fact that PR-WCPs are diagonal in the Fock basis, with each photon-number component
containing no information about the intensity it originated from. Thanks to this, one can use the observed detection
statistics to characterize the effect of the channel on different photon-number states, and derive tight bounds on the
fraction of the sifted key that originates from single-photon emissions, as well as on its phase-error rate. As a result,
one can ideally obtain a secret-key rate comparable to that offered by single-photon sources [14].

However, generating perfect PR-WCPs, i.e. WCPs whose phase is uniformly and independently random in [0, 27), may
be challenging in certain scenarios, particularly at high repetition rates. The most common approach to randomise
the pulse phase is to operate the laser under gain-switching conditions [15-19], i.e. to turn the laser on and off
between pulses. However, due to the difficulty in attenuating the intracavity field of the laser strongly enough to
ensure significant phase diffusion, experiments suffer from residue correlations between the phases of consecutive
pulses [20, 21], which invalidate the standard decoy-state analysis. As an alternative, one can also actively randomise
the phase of each emitted pulse by using a random number generator and a phase modulator [22], and security proofs
have been proposed to deal with the resulting discretisation effect [23, 24]. However, due to memory effects in the
phase modulator and the electronics that control it [21], this approach may also suffer from correlations, which the
existing proofs do not take into account.

Because of this discrepancy between the existing security proofs of decoy-state QKD and its practical implementations,
the security of the latter is not sufficiently guaranteed, which is an important open problem in the field. Here, we
address this problem by proving its security in the presence of phase correlations between consecutive pulses, which
arise when running gain-switched laser sources at high repetition rates. Importantly, our simulation results suggest
that decoy-state QKD is robust against this imperfection, and that one could obtain key rates close to the ideal
scenario when using currently-available high-speed laser sources.



II. ASSUMPTIONS AND PROTOCOL DESCRIPTION

Clearly, the secret key rate obtainable in the presence of imperfect phase randomisation should depend on the strength
of the imperfection. The case in which the phases are not random is known to result in a very poor performance
[9], while one may expect that, if the source emits a train of pulses whose phases are close to the ideal scenario
(i.e., all being independent and uniformly distributed), one should also be able to obtain a performance that is close
to ideal. Thus, determining the obtainable key rate inevitably requires a certain degree of source characterisation,
with the only question being which specific parameters are the relevant ones. Our proof demonstrates that only
two parameters need to be characterized. The main parameter that determines the protocol performance, which we
denote as the source quality g € (0,1], evaluates how close each individual phase is to being uniformly random from
the perspective of an eavesdropper that holds all possible side-information about it, i.e., that has knowledge of all
previous and following phases that are correlated with it.

The other relevant parameter in our security proof is the correlation length I., which does not affect the asymptotic
key rate obtainable, but does have consequences in the post-processing step, see Section II B below. We remark that
the case [, = 0 — i.e., the case in which the phases are independent but not uniformly random, which may be relevant
if Eve performs an active laser seeding attack [25] — has already been considered in Refs. [26, 27]; our proof becomes
similar to that of these works for this scenario. For concreteness, in this work, we focus on the applicability of our
proof to the case of naturally-occurring phase correlations.

A. Assumptions of our proof

The sequence of phases ®1...® of Alice’s pulse train constitute a discrete-time stochastic process whose joint distri-
bution can be represented by a probability density function (PDF) f(¢;...¢n). Our proof does not require a precise
characterisation of this distribution; it requires just two pieces of knowledge, which we state as the following two
assumptions:

(A1) The stochastic process ®;...®5 has at most [, rounds of memory, for some finite and known [.. That is, for all
rounds 1,

f(@ildim1..d1) = f(dilpi—1...di1.). (1)
(A2) The conditional PDF of ®; given all other phases is lower bounded, i.e., for all ¢ and some known 0 < g <1,
f(ilor.-di10iv1-0N) = (@il Pimt - Pim10iv1---Piv1.) = %' (2)

The equality in Eq. (2) follows from Eq. (1).

In addition, for simplicity, we consider that the phase randomisation process is not affected by the intensity modulation
and bit-and-basis encoding processes; and for concreteness, we also consider that neither the latter processes nor Bob’s
measurement setup suffer from imperfections. Precisely, we assume that (A3) Alice’s choice of intensities and the
phase of her pulses are independent; (A4) Alice’s (bit-and-basis) encoding operations commute with the process that
(imperfectly) randomises the phase of her pulses; (A5) Alice’s choice of bit, basis and intensity for round ¢ only affects
the i-th pulse; (A6) Alice’s encoding operations are characterised and identical for all rounds; (A7) the intensities of
Alice’s pulses perfectly match her choices; and (A8) the efficiency of Bob’s measurement is independent of his basis
choice. We note that previous works have investigated the security of QKD when some of these assumptions are not
met [28-42].

B. Protocol description

(1) For each round, Alice probabilistically selects a random intensity p from a predetermined set and attempts to
generate a PR-WCP of that intensity. Then, she selects a random bit b and basis w € {Z, X}, and applies an encoding

operation V;_ to her pulse, satisfying IA/bTw Vp, =1

1 We note that, in our description, \A/E,w is an isometric operator, but not necessarily a unitary, which reflects the fact that the space after
the encoding operation can be (and in fact typically is) larger than the original space. For example, in BB84 polarization encoding,



In the security proof, we consider the following equivalent process for the state preparation: (la) Alice generates
|ﬁ>®N, where v > p Vu; (1b) she applies an imperfect phase randomisation operation to the pulse train, obtaining

27 27
Praser = /O dor... /0 dbn f (i) P

Vre? ) ® .. @ P(|\reV)), (3)

where P(|-)) = |-)-|; (1c) she probabilistically selects all the intensities ji1, ..., uy and attenuates each pulse to match
her selection; and (1d) she probabilistically makes all bit and basis choices b, , ..., b, , and applies V},wl Vi . to her
pulse train. Note that, because of Assumptions (A3) and (A4), steps (1b), (1c) and (1d) commute.

w

(2) For each incoming signal, Bob chooses a random basis Z or X, and measures the incoming pulse.

(3) Bob announces which rounds were detected and, for these rounds, both Alice and Bob reveal their basis choices,
and Alice reveals her intensity choices. They define their sifted keys as the bit outcomes of the detected rounds in
which both chose the Z basis and Alice chose a certain signal intensity ps. Also, they define the test rounds as the
detected rounds in which Bob used the X basis, and reveal their bit values for these rounds. Moreover, they assign
each round i to a group w € {0,...,l.} according to the value w = i mod (I + 1). The w-th sifted subkey is defined
as the fraction of the sifted key belonging to group w.

(4) Alice and Bob sacrifice a small fraction of the w-th sifted subkey to estimate its bit-error rate, and use the detection
statistics of the w-group test rounds to estimate its phase-error rate. Then, they perform error correction and privacy
amplification independently for each subkey.

III. SECURITY PROOF

The main idea and contribution of our security proof is finding an equivalence between the actual scenario described
above, in which Alice’s source is correlated and partially uncharacterised, and an alternative scenario in which, within
the w-group rounds, Alice prepares characterised and uncorrelated states that are close to a PR-WCP, and then applies
a global quantum operation that imprints the correlations present in the actual source, which, from the perspective of
the security proof, can be considered to be part of the Eve-controlled quantum channel. In this alternative scenario, it
is straightforward to prove the security of the w-th subkey using numerical techniques; by doing so, we also indirectly
prove the security of the w-th subkey in the actual protocol. By repeating this procedure for all w € {0, ...,1.}, we can
independently prove the security of each subkey, and guarantee the security of the concatenated final key due to the
universal composability property of each individual security proof. For more information on this latter argument, we
refer the reader to Appendix C of Ref. [43], as well as to Ref. [36] for an example of its application in the case I, = 1.

A. Reduction to the (w-th) alternative scenario

Let Gy, (Gw) be the set of rounds that belong (do not belong) to group w, let 5gw ((]ggﬁ) be a particular joint value
for all phases in Gy, (Gw), let f(dg. ) be the joint marginal PDF of the phases in Gz, and let f(dg. |dg. ) be the joint
conditional PDF of the phases in G,, given gggm.

After the chain of equivalences (E1)-(E4) below, the actual protocol is reduced to the w-th alternative scenario, in
which Alice’s source is characterised and uncorrelated within the rounds in G,,. For the first equivalence, note that,
due to Assumption (A1), the phases in G, are conditionally independent of each other given knowledge of the phases
in Gg, i.e.,

f(dg.,

bg.) = [ f(#ildg,), (4)

1€Gw

as shown in Appendix A.

{%W} encodes a single mode of light in a prefixed input polarization into four possible outcome polarizations whose creation operators
can be expressed as a linear function of those of horizontal and vertical polarizations. To compute the numerical results in Fig. 1, we have
assumed that {V;_} are ideal BB84 Z- and X-basis encoding operators, such that, for any input coherent state |a), Vo, |a) = |a) |0),

Vi la) = |0)|a), Voy o) = |%) \%) and Vi |a) = \%) |—%) However, we remark that our analysis is valid for any set of
characterized encoding operators, regardless of the dimension of the encoding space.
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(E1) Let us assume that Alice performs step (1b) in the following way. First, she chooses gz_ﬁ'gU according to the
marginal PDF f(¢g. ). Then, for each round i, (a) if i € Gg, she shifts the phase of the pulse by her selected fixed
value ¢; € ¢g.; (b) if i € Gy, she shifts the phase according to the conditional PDF f(¢;|dg.,)-

Conditioned on a specific value (ng the state generated by Alice is

2T
i, = @ PUVIE) @ [ 46503 PA|ie™)) (5)
Y iegw i€gu 70
and due to Eq. (4), the overall generated state is
2 2r .
A /0 d¢gmf(¢gm)p$gm = Plaser- (6)

For the next equivalence, note that Alice could attenuate her pulses before applying the phase shifts above, rather
than afterwards. Also, for all i € G,,,

g q
ilog. ) > =, 7
F(6idg.) > oL @
due to Assumptions (A1) and (A2). As a consequence, instead of shifting the i-th phase according to the PDF

f (¢i|¢_5’gm) when i € G,,, Alice could have equivalently done the following [26, 27]: to flip a biased coin C; such that
C; = 0 with probability ¢, and (a) if C; = 0, shift the phase by a uniformly random value, (b) if C; = 1, shift it
according to the PDF

F(bildg,) — %

f(#ilgy Ci = 1) = ===

(8)
The equivalence is due to
F(9ild65) = 4f ($il665, Ci = 0) + (1 — ) f(¢i|dg, Ci = 1), (9)

where f(¢i|dg.,Cs = 0) = 1/2x.

(E2) Instead of steps (1a) to (1c), for each round ¢, Alice probabilistically chooses an intensity u, and (a) if ¢ € G,
Alice prepares |\/); (b) if i € G,,, Alice prepares

Prmodel = 4Ppr + (1= @) V)1l (10)

where pli; is a perfect PR-WCP of intensity p. Then, Alice chooses <5gﬁ according to the PDF f ((Z_;gﬁ) and, for each
round ¢, (a) if ¢ € G, she shifts the phase by her selected fixed value ¢; € Q_S'gﬁ; (b) if i € Gy, she shifts the phase
according to the PDF f(¢;|dg.,C; = 1) in Eq. (8).

Clearly, the rounds in Gz are identical in both (E1) and (E2). The rounds in G,, are also identical. Alice’s phase shift
does not affect the pp term in Eq. (10), and it causes the |\/z)(,//| term to acquire the phase distribution in Eq. (8).
Thus, the overall phase distribution of the pulse after the shift is f (qSZ-\q_S'gﬁ), due to Eq. (9). We can represent Alice’s
probabilistic selection of ggm together with all the phase shifts described above as a single global quantum operation
Ew.

(E3) Same as (E2), but Alice applies her encoding operations wal -V
possible thanks to Assumption (A4).

w

. before &, rather than afterwards, which is

(E4) Since &, is now the last operation before the quantum channel, we consider that Alice does not actually apply
it. Eve may or may not apply &, as part of her attack, putting her in a position that is never less advantageous than
in the previous scenarios. Thus, if the w-th subkey is secure in (E4), it is also secure in the actual protocol. We refer
to (E4) as the w-th alternative scenario.

B. Security of the w-th subkey

As a consequence of the reduction above, when proving the security of the w-th subkey, we can assume that, in the
w-group rounds, Alice generates the characterised and uncorrelated states {p” ,.,},. Thanks to this, it becomes



straightforward to prove its security using numerical methods. In particular, flexible techniques based on semidefinite
programming (SDP) have been recently proposed [27, 44-50], which can handle almost any scenario, as long as the
emitted states are characterised and uncorrelated, making them well suited to our purpose. The specific approach
that we have developed uses ideas from these works but is targeted to this particular scenario. Below, we provide an
overview of the main ideas, and refer the reader to Appendix B for a detailed description.

Each of Alice’s generated states {p}, ..} can be diagonalised as

Phoodel = D Dl NN (11)

where we have omitted the dependence of the eigenvalues and eigenstates on ¢ for notational simplicity. Each set of
eigenstates {|A\#)},, forms an orthonormal basis of the Fock space, and can be regarded as imperfect versions of the
Fock states {|n)},, with the two sets of states converging as ¢ — 1. Similarly, the eigenvalues {py, |, }» approach a
Poisson distribution when ¢ — 1. Note that, when ¢ # 1, the states {|\#)},, depend slightly on the intensity setting
1, and therefore the standard decoy-state method cannot be applied to this scenario. However, we can still assume
a counterfactual scenario in which Alice holds the ancillary system that purifies pt . and measures it to learn the
value of n for each round. The information leakage of the w-th sifted subkey can then be determined by estimating
the fraction gy, ,, of its bits that originated from emissions of |\|*), and the phase-error rate e }11’; of these bits, as
shown in Appendix C. The first can be expressed as

Z,w

Paslis Yo,
O _%7 (12)
s, W

where Y i, 18 the yield probability of |Af*) when encoded in the Z basis, which needs to be estimated, and Q% fow 18
the observed rate at which Bob obtains detections conditioned on Alice choosmg the intensity ps, both users choosmg
the Z basis, and the round being in G,,. On the other hand, to define the phase-error rate, we consider that, in the

rounds in which both users choose the Z basis and Alice prepares |\|), she actually generates the entangled state

W2) = —= (102).4 Vo, INF) +12)4 Vi M) (13)

1
V2
and performs an X-basis measurement on system A [51]. Equivalently, she emits

~ 1 - N
Avirg) o [Avies) = 4 (Bx|¥z) = 5 (Vo + (=1)PVig) M) (14)

~ 2
with probability puirs = || [Avirs)|l~, where 3 € {0,1} and |Bx) = (|0z) + (=1)?[12))/v/2. Also, we assume that
Bob replaces his Z-basis measurement by an X-basis measurement, which is allowed due to the basis-independent
detection efficiency assumption, (A8). The phase-error rate is then given by

A1, hs — pVirOYVer +pViT1Yv1r1 (15)

ph,w Z,w ’
AL, ps

(&

where Yv(ifgal)x is the probability that Bob obtains the measurement outcome (5@ 1)x conditioned on Alice emitting

| Avirg)-
Z,w,L A1,is,U Z,w ALl
In Appendix B, we show how to obtain a lower bound Yy " and an upper bound e phw  On Yoo e and €onw

respectively, using SDP techniques. In doing so, the main hurdle to overcome is the fact that the states {pY qe1}u are
infinite-dimensional, preventing us from ﬁndmg their exact eigendecompositions using numerical methods, and from
constructing finite-dimensional SDPs using these states. Instead, we construct the SDPs using the finite projections
of {p  qer}n Onto the subspace with up to M photons [26, 27], after numerically obtaining the eigendecompositions

M

H]\/IpﬁlodelHM = Zp/)\n\p ‘)‘%LX)‘;{L‘ ’ (16)
n=0

where Ty, = 224:0 In)n|. Then, by bounding the deviation between the eigenvalues and eigenvectors of pf | and
Pk qeIIn using perturbation theory results, we can correct the SDP constraints and solutions, ensuring that the
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final bounds YAZ;wLL and esﬁ’g apply to the original infinite-dimensional scenario. The secret-key rate obtainable per
emitted w-group pulse is then given by

s Z,w,L A1, s, U
(P, — €)Y [ = Plepits )] = Qpf, w (B L), (17)

where EZ , is the bit-error rate of the w-th sifted subkey, el = 24/1 — Tr[ILapl 4 Ias] is a correction term due to
the finite projection, h(x) is the binary entropy function, f is the error correction inefficiency, and the rest of terms

have already been defined.

IV. DISCUSSION

We have proven the security of decoy-state QKD in the presence of phase correlations, which appear when running
gain-switched laser sources at high-repetition rates. For simplicity, we have focused on the BB84 protocol, although our
analysis can be straightforwardly adapted to other schemes, such as the three-state protocol [52, 53] and measurement-
device-independent QKD [54], and our techniques may be applicable to other quantum communication protocols that
rely on phase-randomised weak coherent sources, such as blind quantum computing [55] and quantum coin flipping
[56]. Our proof requires knowledge of the parameters I. and ¢, see Egs. (1) and (2). The former is an upper bound
on the correlation length (in a generalised Markovian sense), while the latter can be regarded as a lower bound on
the uniformity of the conditional distribution of each phase given knowledge of all the other phases.

In Fig. 1, we plot the overall secret-key rate obtainable for different values of q. We note that the asymptotic key
rate does not depend on [, since it is only affected by the form of the states {p! ;. },, which is independent of I;
see Eq. (10). To compute these results, we have used a simple channel model in which the only source of error is the
dark count rate of Bob’s detectors. Moreover, for simplicity, we have assumed that {wa} are ideal BB84 encoding
operators, and set M = 9.

10° 5
—1] — ¢=038
10 ¢=0.85
1072 3 — =09
© 1031 — ¢=09
< 10-4 ] — ¢ =0.992407
s ---- Ideal (¢ =1) [13]
M 1070
1076 5
1077; X
108 T . anm
0 20 40 60 80

Alice-Bob loss (dB)

Figure 1. Asymptotic secret-key rate of the decoy-state BB84 protocol with imperfect phase randomisation as a function of
the overall system loss (solid lines), compared with the case of ideal phase randomisation [13] (dashed line). We assume three
intensities ps > pw > po = 0. Moreover, for simplicity, we set u. = ps/5, and optimise over ps; while for the ideal case, we
optimise over both s and jt,. We consider a dark count probability pg = 10~8 for Bob’s detectors, and an error correction
inefficiency f = 1.16.

To gauge the values of ¢ that one may expect in practical implementations, we examine the available literature.
Recent works [20, 21] have studied the magnitude and properties of phase correlations in gain-switched lasers under
the implicit assumption that [, = 1. In particular, Ref. [20] argues that the phase difference between adjacent
pulses follows a Gaussian distribution, and shows how to estimate its variance by measuring the fringe visibility V'
in an asymmetric interferometer configuration. Under these assumptions, one can also calculate ¢ from the observed
visibility, see Appendix D. In particular, the value V' = 0.0019 recently measured in Ref. [21] for a state-of-the-art 5
GHz source corresponds to ¢ = 0.992407; in Fig. 1, we have included the key rate obtainable for this value, which is
quite close to that of the ideal scenario.



While [, = 1 might be a good approximation to the phase distribution of many gain-switched laser sources, non-
negligible correlations could in principle exist beyond immediately adjacent pulses, especially in high-speed setups.
Further work is needed to develop characterisation tests that can rigorously determine the value of [, and ¢ for any
implementation. Since the asymptotic key rate offered by our proof is robust when decreasing the value of ¢, as
evidenced by Fig. 1, and independent of [, it is well placed to guarantee the security of practical implementations
while retaining key rates close to the ideal scenario, and we hope that the present paper will stimulate the experimental
interest required to achieve this goal.

NOTE

The security of decoy-state QKD with imperfect phase randomisation has also been recently investigated in Refs. [26,
57]). These works introduced insightful ideas that sparked the development of our security proof, and we recognise
these important contributions. That being said, their security analysis contains some conceptual flaws that invalidate
its application in the presence of phase correlations; see Appendix E. We note that the claims made in Refs. [26, 57]
have been amended in [27].
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APPENDIX A: Proof of Eqgs. (4) and (7)

Although these are relatively straightforward consequences of Assumptions (A1) and (A2), for completeness, here we
prove Egs. (4) and (7).

Below we prove that, as a consequence of Assumption (Al),

[(@ilon ... bix10i-1...01) = f(Dil iy, Piv10i-1.-Bi—1.), (A1)
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which is the equality in Eq. (2). Let G.¢ be the set of rounds in G,,, except the i-th round. We have that, for all
1 € Gu,

F(ilbg,) = / g f(Dg=i) (bl bgrg=i) = / g f(bg=)f (il i, bit1Pio1otioi,)
= f(¢ilPiti, - Pit10i—1--Piz1,).

where in the second to last equality we have used GzG,* ={N,..,i+1,i—1,..,1} and Eq. (Al); and in the last
equality we have used {i +1I.,...,i +1,i —1,...;i — .} ¢ G*. Combining Egs. (A1) and (A2), we obtain

(A2)

F(DiloN - tiv10i1.-01) = f(dildg)- (A3)

This implies that the phases in G,, are conditionally independent of each other given knowledge of the phases in Gz,
i.e. Eq. (4). Also, combining Eq. (A2) and Assumption (A2), we obtain Eq. (7).

Proof of Eq. (A1)

f(on--¢1)
f(@iloN-.dir1diz1...1) = F oG 101)
_ fonlon—1.-01)f(dN-1]dN—2--. 1) [ (Piti.+1|Pit1.- 1) f(Piti, - 1)
J@N|ON-1...0ix10i-1..01) f(ON-1|ON—2...0is10i—1.-.01)... f(Digio41|Pitt. - Piy1Pi-1.--01) [ (Pigi, - Div10Pi—1...¢1)
(%) flonlon—1..On—1.)f(ON-1|ON—2--ON—1.—1)--- [ (i1, 41| Pitio - Pit1) [ (Digi..--01)
— f(oNION 1N ) F(ON 1IN -2 Nt 1)e [ (Diti 1| Digie o bin ) F(Digio o bit10i1.-01)
f(Pivi,--b1)
f(Pivi, - biv10i-1...01)
_ [(P1]82--@iv1,) f(P2|P3--@iv1) - [ (Pimt.—1|Bimt, - Piv1) [ (Pimi, - -Piti,)
[(@1]p2...0i—10iv1.Git1.) f(D2|d3...0i10ip1-Bigr.) o f(Dimto—1|Pimt - Pi1Gig1 o Pigr) f(Dimi, - Gim1Dig 1 Biti.)
©) [(D1lpa...0141.) [(d2|d3... 241, ). f(Di1. 1|1, D) f(Diit.--Pita,)
 f(D1]d2b140,) f(D2| D32, ) f(Dimt—1|Pimto i) f (Pimt - Dio1 i1 Pigr,)
(it -bit.)
f(Pizip o ti1Piv1--Bivi,)
= f(@ilditi, - Pit10i-1---Di-1.),

(A4)
where in the equality marked by an asterisk, we have used
L _ f(dy00)
f(¢y|¢]+1~~-¢J) - f(¢j+1-~-¢])
_ f(@s]05-1.-0)) f(Ds-1|Ps—2.-0;) - f (Bjtio+1|Bjti - 85) [ (Pt @)
f(@s16s-1..0j+1) [ (Su-1]ds—2...0j41) .. [ (D141 Djt1c - Pjt1) [ (Bjti. - Djt1) (A5)

) _[(@slds1- @51 ) (D11]dr—2.stc-1)- [ (i 11| bjtie i) (P41 05)
f(orldr—1.-05-1.)f(Ds-i1|ds—2...O1—1.—1) . [(Djtiot1|Pjtio - Dji1) [(Djtin- - Pjt1)
f(Pjti1,--B5)

T T (b)) F(@ildj1--dj41),

and in the equalities marked by a cross, we have used Assumption (Al).

APPENDIX B: Obtaining the required bounds using SDPs

Here, we show how to obtain the bounds q&l’w and e;‘;"ﬁjf’U using semidefinite programming techniques, and employ

these to derive an asymptotic lower bound on the seéret—key rate. To do so, for simplicity, we assume that Eve
performs a collective attack. However, the set of bounds we obtain, and thus the overall security proof, is also valid



for general attacks, due to the extension of the quantum de Finetti theorem [58] to infinite-dimensional systems [59].
We note that, as an alternative to the SDP approach presented here, which uses ideas from Refs. [26, 27], one could
also obtain these bounds using linear programming techniques, by using the trace distance inequality to account for
the dependence of the eigenstates |\%) on the intensity p (see Refs. [23, 32-34]). However, according to our preliminary
numerical simulations, this would result in much more pessimistic bounds.

Eve’s collective attack can be described as a quantum channel A acting separately on each of Alice’s emitted photonic
systems. Let us assume that, in a given round, Bob performs a POVM that contains some element I". The probability
that Bob obtains the outcome associated to I' when Alice sends him a quantum state o can be expressed as

> EoE[T| =Y Te|BoE[T| = > Te[0ETE| - Tr[aZElTFEl
l

l l l

Tr[A(0)T] = Tr = Tr[oH], (B1)

where {E;} are the set of Kraus operators of the operator-sum representation [60] for the channel A, and

0<H:=) ETE <Y EE=L (B2)
l l

We denote Bob’s Z and X basis POVMs as, respectively, {I'g,,T'1,,T'r} and {I'g,,I'1,T's}. Note that the element
associated to an inconclusive result, I'y, is the same for both bases, due to Assumption (A8) (basis-independent
detection efficiency).

1. Lower bound on ¢y,

To estimate the fraction gy, ., we need to estimate the yield YAZI’fS, see Eq. (12). Substituting o — (%VOZ pVJZ +

v, leTZ) and T — (I, + T1,) in Eq. (B1), we obtain

Te [A (470,07, + 3Vi, 0V, ) (To, +T1,)| = T ($V6,074, + $93,077, ) H]|
= Tr| 3oV, HVy, + 3oV, HA, | =T [pb (V] HV, + Vi, HVA,) | = Telpa)
where we have defined
0<J = (Vi HVo, + VI, HV,) < (Vi Vo, + Vi, Vi) = 1L (B4)
Substituting first p — [A*}A{*| and then p — ph . in Eq. (B3), we obtain
v = T

A1,ks (B5)

5,10 = Tr[p/;lodel‘]]'

This implies that we can express a lower bound on Y/\Zf:s as the SDP

J]

s.t. T‘I‘[p&odel*‘]] = ,LZL,uH V/J (BG)
0<J<I

min X)L

However, as explained in the main text, one cannot solve this SDP numerically because (1) it is infinitely dimensional
and (2) the eigendecomposition of pf ., is unknown. To overcome these problems, we consider the projection of the
state pl ., onto the subspace with up to M photons, and numerically find its eigendecomposition,

M /
M pht e I Dyl
Uy — model — § n |k )\/M )\/M B7
Pmodel Tr[HM pllilodeIH]V[} n=0 Tr[HMplr;odelHM] | " >< " | ’ ( )

where the decomposition has M + 1 terms because the projection is in a space of dimension M + 1.
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The objective is to construct a relaxed version of Eq. (B6) using the finite-dimensional states pﬁl‘odcl and |\/**) rather
than their infinite-dimensional counterparts. To do so, we make use of the following results from [26]

F(piodel’ piﬁodel) = F}l)lroj’ (BS)
|p>\n|ﬂ _p//\n\p,‘ < €Cal’ (Bg)
[ABINS* > Fl (B10)

where F'(o,0’) is the fidelity between o and ¢’, given by

Flo,0") = ﬂ[ \/50—/\/3]2, (B11)

and F o e, Fiee . € [0,1] are given by

proj’ “val’ =~ ve
M
[T ’
Fproj T Zp)\n“u (B12)
n=0

65&1 = 2\/ - }?:1f0j7 (Bl?))

/,L 2
ol = 1= (58 = Rl (B
In Eq. (B14), 60 = p |, — plAﬂu — ¢ and for n > 1,
57L = min{Plz\nfllu B pl)\n,m - E5&17 p/An\u - p//\n+1|lt B 65&1}7 (B15)
Also, we use the following inequality
G_(Tx[o'M], F(0,0")) < Tr[oM] < G, (Tr[o’M], F(o,0")), (B16)
which holds for any two density operators o, 0’ and any 0 < M < I, and where
_ if 1- if
G_ (y’ Z) _ g (ya Z) ry> ) z and G+(y, Z) — g+(y7 Z) 1y < Z (Bl?)
0 otherwise 1 otherwise
with
9+, 2) =y + (1 = 2)(1 =2y) £2¢/2(1 = 2)y(1 —y). (B18)
The proofs for the results in Egs. (B8) to (B10) and (B16) are given in Appendix B4 below.
Let J* be the operator that minimises the SDP in Eq. (B6). We have that
Y S (LN 2 G (W) B ), (B19)

where in the last inequality we have used Egs. (B10) and (B16) and the fact that G_ is increasing with respect to its
second argument. On the other hand, we have that
s | Tk s s | Tk* s . Zw,L
(ML T AT ) = (AT ) = Y, (B20)

where Y/\’IZ;”L is the solution of the SDP

3 s s
i Te[ AP XA [ ]

st G(QF 1 Fhroy) S Tr[plhqad] < G(QF 4 Flro)s it (B21)
0<J<TI,;

and J** is the operator that minimises this SDP. In Eq. (B21), p;frfodel is given by Eq. (B7), and in the first inequality
of Eq. (B21), we have used Egs. (B8) and (B16). Equation (B20) holds because the constraints of Eq. (B21) are
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looser than those of Eq. (B6), i.e. all operators that satisfy the constraints of Eq. (B6), including J*, also satisfy the
constraints of Eq. (B21). Note that the states p/* | | and |A{**) live in the finite subspace spanned by {|0), ...,|M)},
and therefore, the action of J outside this finite subspace is irrelevant as far as the optimisation problem in Eq. (B21)
is concerned. As a consequence, we can restrict the optimisation search to operators J that act only on this finite
subspace, i.e. Eq. (B21) is actually a finite-dimensional SDP that we can solve numerically.

Combining Egs. (B19) and (B20), and using the fact that G_ is increasing with respect to its first argument, we
obtain the bound

Z,w /Z w,L s . vZwL
Yo > G (Y Fle ) = Y (B22)
Using Egs. (B9) and (B22), we finally obtain the bound
Z,w,L
Prale ~ €val) Vo
D > (5, 1u > Vs q&l,w' (B23)

s yw

>\ s
2. Upper bound on e/

The phase-error rate is given by Eq. (15). We can express each term in the numerator of this equation as

Y(ﬁ@l)x

PuiesYoieg = Puies T [A (Avirg)Avies ) T gon) ) (B24)
= Tr [puieg [Avies)Avies| Liger)x ] = Tr [ [AviesXAvies| Liger)x ] »

where in the second equality we have used Eq. (B1) with the substitutions I' = T'(3g1)y, H — Ligg1)x and o —
[Avieg X Avirg|. By substituting o — waA pﬁwdel%tA instead, we obtain

B®1 -
QL b, )X =Tr [VwAp&OdeIVELAL(ﬁ@l)X]’ (B25)

where QI(F 59 DX i the observed rate at which Bob obtains the result (8@ 1)x conditioned on Alice choosing intensity

1, basis wy and bit b, Bob choosing the X basis, and the round being in G,,. This means that an upper bound on

pvirgYV(f ? )X can be expressed as the SDP

Lmax Tr [|/\v1r/3>< vir13| L(ﬁeal)x]
(BoD x

st Tr [%w,q pmodclv L(ﬁ@l } Q(IBGM X VM7 b WA (B26)
0< L(BQBI)X <L

As before, we need to find a finite-dimensional relaxation of Eq. (B26) that we can solve numerically. Let Ligery, be
the operator that maximises the SDP in Eq. (B26), and let

My = [0x)0x] @ L, + [Lx)Lx| @ L. (B27)
We have that
Puir0Yoi ) + puint YO < <5\vir0|LfX I Aviro) + <5\vir1|L6X Avir1) = (V7| Mpn|¥2), (B28)

where |Uz) is defined in Eq. (13). Now, let us define the entangled state

9) = —= (102) Vo, XE*) + 12) Th, [AF) ) - (B29)

(
\/5
and the unnormalised states

Kip) = (BxIW) = 3 Vo, + (~1)%Vi,) INP) (130)
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We have that

|<\P/Z‘\I/Z> _ ‘ <>\/Hs VOTZVOZ’/\HS> </\/u< VlTZVIZ|)\“g>

— ’ /lLs Alis

> i (B31)

vec,A1?

where the inequality is due to Eq. (B10). Therefore, applying the bound in Eq. (B16), and using the fact that G is
a decreasing function with respect to its second argument,
(U7 Mpn|Tz) < Gy (P Mpn| V%), Flis. 5,)- (B32)

vec,\1

On the other hand, we have that
< IZ‘Mph|\Iﬂ > = <5‘<7ir0|L |>‘v1r0> <~</ir1|L |)‘v1r1>

N/ *ok \/ 11x 10 x (BBB)
S <)‘Vir0|L |)‘v1r0> <)‘virl |L |)‘v1r1> lerO + lerl ’
where Y l(r%@l) is the solution to the following SDP
max Tr [ |5‘:/1rB><:\:zlr[3| L(B@l)x]
Lisonx
s.t. (Q(ﬁeﬂ F&OJ) <Tr [%wf; piﬁodclvg L(B@l } <G (Qpﬁgilj?;’ Frﬁbroj) VM’WA’ b (B34)

0< L(ﬁ@l)x =

and L(ﬁ@l) is the operator that maximises this SDP. In Eq. (B34), piﬁodcl is given by Eq. (B7), and in the first
inequality of Eq. (B34), we have used Eqs. (B8) and (B16). Note that the inequality in Eq. (B33) holds because
Ligg1), satisfies the constraints of Eq. (B34).

Combining Egs. (B28), (B32) and (B33), and using the fact that G, is increasing with respect to its first argument,
we obtain the bound

1 /1 /0 s
pvirOYVifO +pvir1 v1r1 S G+ (Y X Y X F#

virQ virl » * vec Al)

Then, using Egs. (B22) and (B35), we finally obtain the bound on the phase-error rate of the w-th sifted subkey,

=Y. (B35)

v U

Y
ALyfis ph . AU
eph7w S m = eph7w . (B36)
Yy
1:Hs

3. Secret-key rate

Putting all together, a lower bound on the fraction of the w-th sifted subkey that can be turned into a secret key is
given by

Fu > g%, [1 = k(g )] — fR(EZ ) = F, (B37)

where Ef w 18 the error rate conditioned on Alice choosing the intensity ps, both users choosing the Z basis, and the

round bemg in G,,; and a lower bound on the secret-key rate obtainable per emitted w-group pulse is given by
Ry > pu.pz,0z; Q% o Fa = Riy. (B38)

By assuming that p,_, pz, and pz, all approach one, which is optimal when N — oo, and substituting qf\#l’w by its
definition in Eq. (B23), we obtain Eq. (17).

For completeness, we note that the procedure presented above can be used to obtain bounds on gy, ., and e ”’“ ¢ for

any n, not just n = 1. In fact, a more general lower bound on the fraction of the w-th sifted key that can be turned
into a secret key is given by

Fu> > gk w1 =hiedteo")] - fh(EE ) = Fy, (B39)
neN

where N denotes the set of values of n for which one obtained bounds on gy, ,, and e, ’““ ¢. According to our simula-

tions, by obtaining bounds for n = 0, one can obtain a small key-rate improvement in some scenarios (particularly, for
low attenuations and relative low values of ¢), but we have not found any scenario in which one can obtain a positive
key-rate contribution for any n > 1. In any case, for simplicity, in our simulations we obtain bounds only for n = 1.



4. Proof of bounds in Egs. (B8) to (B10) and (B16)
Eq. (BS)

Let p be a density matrix, and let p’ = where II is a projector. Then,

__HpIl
Tr[IIpIl]
2

Flo.f) =T \Vo o) _ I S = i,

where in the last equality we have used

w7 n /vyl TR = T

Thus, we have that

F(piodehpﬁodel) = rI‘r[HMpﬁodel Zp)\ lw — = pI‘O_]

Eq. (BY)

Using Theorem 2 in Appendix A of Ref. [26], we have that

Pxnlp — p)\ I,u‘ < 2\/]‘ - TI' 1_IIVI'Dmodel - 2\/1 pI‘OJ val'

Eq. (B10)

Using Theorem 3 in Appendix A of Ref. [26], we find that

M 2
oz (S2) =
n 1‘\n = 5n vec,\p’

. / Iz
where §y = Pholp — oy — Eval and for n > 1,

o . 7 o M / o/ K
On = mln{p)\n,lm Dol = Sab Pl — Prpya | eval}'

Eq. (B16)

We use the following result from Ref. [29]. Let |u) and |v) be two pure states, and let 0 < E < I. Then,

G- ((wlElo), [(wlw)[*) < (ulBlu) < G+ (o] Blo), [(v]u)]*)

where

0 otherwise

G(%z):{g—(y,Z) ify>1-2z G+(y7z):{g+(y7z) ify <z

with

g+(y,2) =y + (1 —2)(1 = 2y) £2/2(1 = 2)y(1 — y).

1 otherwise

13

(B40)

(B41)

(B42)

(B43)

(B44)

(B45)

(B46)

(B47)

(B48)
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This result can be easily extended to mixed states. Let o and ¢’ be any two density matrices acting on some system
S, and let |0) g ¢ and |0”) g ¢ be purifications of these states satisfying

[(0'l0)|" = F(0.0), (B49)
which exist due to Uhlmann’s theorem [61]. Then, for any 0 < M < Ig, we have that
Trj[oM] = (0|l @ M|o)
Trjo'M] = (0'|lss @ M|o"}.

Substituting |u) = |0)g/g, [v) = |0') g g and E — Iss @ M in Eq. (B46), and then using Eqs. (B49) and (B50), we
obtain Eq. (B16), i.e

(B50)

G_(Tr[o'M], F(o,0")) < Tr[oM] < G4 (Tr[o’ M], F(o,0")). (B51)

5. On the dimension of the SDPs

To input the SDPs in Egs. (B21) and (B34) into a computer solver, we need to use a matrix representation for the
states {piﬁodel} » and their eigenvectors; for this, we need to choose a particular orthonormal basis in which to express
these states, with the natural choice being {|0),...,|M)}. First, we find the expression

Tt phgaerlnr = g T pfig g + (1= ) Thar |/} y/] Tar = Z cf,ﬁ% m'|, (B52)
where
i = 20
mam’ —p (B53)

C'l(ﬂf:,)m’ = (1 - Q)I—L */TQn!m’! m 7& m'.
Then, we numerically find the eigenvalues {p) | }» and eigenvectors { |\}}*)}, of II MPE qe I, with the latter ex-
pressed in the Fock basis

IAHY = Z () (B54)

Finally, we renormalise Eq. (B52) to obtain the expression for ,om0 401> @nd substitute everything into the SDPs in
Egs. (B21) and (B34).

Note that, while the SDP in Eq. (B21) does not depend on the encoding operators {%Z,Vlm%x,le}, the SDP in
Eq. (B34) does depend on the form of these operators. Typically, the output space of these operators has a larger
dimension than the input space. For example, in our simulations, for simplicity, we assume that these are ideal Z-
and X-basis BB84 operators, whose output space consists of two modes of light and whose action in the Fock basis

is?

Vo [m) = [m) [0},

VlZ |m) = |0) |m

Vo |m) = Z\/T"”/ k) |m — k), (B55)
1y m) = e (™ m—k).
Pl = S0y () Wi =

2 Note that Eq. (B55) represents ideal Z- and X-basis BB84 operators regardless of the physical degree of freedom used for the encoding.

For time-bin encoding, the first ket would represent, say, the early time bin, and the second ket would represent the late time bin; while
for polarization encoding, the first ket would represent, say, the horizontally-polarized mode, and the second ket would represent the
vertically-polarized mode.
Also, note that it is perhaps more standard to define BB84 encoding operators as unitary, rather than just isometric, by adding an extra
input mode initialized in an arbitrary pure state, say |0), such that the ideal operators become Vo, |m) [0) = |m) |0), Vi, |m)|0) = |0) |m),
and so on. However, defining {VOZ , Vlz , VOX , le } as unitary operators with two input and two output modes throughout the manuscript
would make many formulas more cumbersome and result in the analysis being less general, since it would no longer cover non-standard
encoding operations in which the output encoding space is, say, one or three modes of light, rather than two.



15

The quantum states in Eq. (B21) can be expressed in the basis {|0),...,|M)}, which contains M + 1 elements, while
the states in Eq. (B34) can be expressed in the basis {|m)|m') }m4m/<ar, which has ZkMzo(k +1) = %
elements. This means that the dimension of the SDP in Eq. (B34), and therefore the time it takes to solve it, grows
much more rapidly with M. In principle, the tightness of the bounds, and thus the resulting secret-key rate, improves
as M grows. However, we have found that one can only obtain very marginal key-rate improvements beyond M = 9,

and we have chosen this value for our simulations.

APPENDIX C: Security of the w-th subkey

In the main text, we have showed that the w-th subkey is secure in the actual protocol if it is secure in the w-th
alternative scenario. Here, we give further information on the approach we use to prove the security of the w-th
subkey in the w-th alternative scenario, which is based on complementarity [51]. The first step is to define the
following virtual protocol, which is indistinguishable from the w-th alternative scenario from the point of view of Eve.

w-th virtual protocol

la-1c) For every round in G,, Alice probabilistically chooses a intensit and prepares |p”

y y y H Pmodel

> omeo /Pl 1) 4, IM4) g, a purification of the state pk ;. given by Eq. (11). Then, she measures her an-
cilla A, learning the value of the tag n. For every round in Gz, Alice probabilistically chooses a intensity p
and prepares |u) 5.

(1d) For every round, Alice initialises an ancilla system A, (A, ), associated to her choice of bit (basis). Then,
she applies the following encoding operation

A pZ A~ A
Venc 0) 4, 10) 4, [9) 5 =1/ 57 10) 4, (1004, Voz [0} 5 + 1) 4, V12 [0) )

Px

W

= |1>Aw(|O>AbV0X lo) g + |1>AbV1X ) B):

where |p) 5 refers to any state of system B prepared in the previous step.

(2) Bob performs a quantum nondemolition measurement?®, learning which rounds are detected, and announces
this information.

(3) For each round, Alice measures her basis ancilla A, learning her choice of basis; while Bob probabilistically
chooses a basis. Both users announce the basis information for the detected rounds. The key rounds are the set
of detected rounds in which Alice and Bob both chose the Z basis and Alice chose the signal intensity us. The
test rounds are the set of detected rounds in which Bob chose the X basis.

(4) For the test rounds, Alice measures her bit value ancilla A in the computational basis, and Bob measures
his photonic system in the X basis. They announce and record the outcome of these measurements.

(5) For the w-group key rounds, Alice measures her bit value ancilla Ay in the X basis, and Bob measures his
photonic system in the X basis. Let x% (x}”) be Alice’s (Bob’s) measurement results. We define the phase-error
pattern of the w-th sifted key as x,, := x3 © x}’.

& Thanks to Assumption (A8) (basis-independent detection efficiency), Bob’s measurement can be decomposed into a basis-
independent nondemolition measurement followed by a two-valued Z or X basis measurement.

To prove the security of the w-th subkey, one simply needs to show that, before the last step of the w-th virtual
w,U

protocol, Alice and Bob could have defined a candidate set of phase-error patterns 7, of size |Ty,| < 2Hon” such that

Pr[xy, ¢ Tw] — 0 exponentially fast as N — oo. This implies that, if Alice and Bob apply privacy amplification to

the w-th sifted subkey, sacrificing slightly more than H;”};U bits, the final w-th subkey is secret [51]3.

In the w-th virtual protocol, each bit of the w-th sifted key is tagged by its value of n. Therefore, Alice and Bob can
estimate the phase-error rate separately for the bits with different n. In particular, they can simply use the observed

3 More precisely, if Pr[x, & Tw] < ¢, and the users sacrifice at least H;Jh‘U —log, & bits in PA, then the final w-th subkey is es-secret, with

€s = v/2v/2 + €. In the asymptotic regime where N — oo, we can simply assume that the parameters €, € and £ approach zero.
Also, note that the definition of the candidate set T, (and the upper bound on its size) depends on the results observed in the w-group
test rounds. However, we omit this dependence for notational simplicity.
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A1,lts

1’““’U on e, , the phase-error rate of the bits for which n =1, such

w-group test data to obtain an upper bound e,

that Prleg; )‘1’“* > 63}11 oVl 5 0 as N — oo. Let NSlft be the size of the w-th sifted key, and let gy, ., be the fraction of

its bits Such that n = 1. By assuming that these bits have at most thnglfte:}ll”;f’ phase errors, Alice and Bob can

define a candidate set of phase-error patterns T, of size |Ty,| < 2o where

A,ps, U
oh qu,wN;ffth(epllq,ﬁ; )+ (1 = @y ) Neige (C2)

such that Pr[x,, ¢ Ty] = Pr[e;‘fl’ﬁf > e;‘ﬁ’ﬁf’U] approaches zero as N — oco. This implies that the w-th subkey key is

secret if Alice and Bob sacrifice at least H;)”h bits in the privacy amplification step.
In the actual protocol, Alice and Bob do not know which bits have a tag n = 1, and thus cannot know the value of
gx,,w- However, they can find a lower bound qI/\Jhw such that Prgx, w < qI)jhw} — 0 as N — oo, and then sacrifice

H;"h’U bits in the privacy amplification step, where HgﬁU is computed by substituting gy, ., by qkhw in Eq. (C2). The
probability that this bound is incorrect just adds to the overall failure probability of the estimation process. Thus,
the problem of proving the secrecy of the w-th subkey is reduced to the problem of obtaining the bounds qlgl,w and

e;‘;l:ﬁfj’U using the w-group test data. In Appendix B, we have shown how to obtain these bounds using semidefinite

programming techniques.

Note that Alice and Bob can attempt to estimate the phase-error rate for values of n other than n = 1. In this case,
the users should sacrifice
U notts,U
H;)Uh Z qA ;W 51ft phllj) 1 - Z q)\,,,w 51ft (03)
neN neN
bits, where A is the set of values of n for which Alice and Bob obtain bounds q)\ w and e ”’” »U
m#s

on, respectively,

gx,,w and e, As explained in Appendix B, our semidefinite programming approach can be trivially modified to
obtain bounds for any n, but in our simulations, for simplicity, we obtain bounds only for n = 1.

APPENDIX D: Estimation of ¢ under the assumption [, =1

Ref. [20] argues that, when using a gain-switched laser, the phase difference ¢4 between two consecutive pulses follows
a Gaussian distribution, i.e. its PDF is

fa(ba; ba, o), (D1)

where the central value qu can be assumed to be fixed throughout the experiment. The standard deviation o, on the
other hand, can be estimated by measuring the fringe visibility V' of the interference between consecutive pulses using
an asymmetric interferometer. In particular, it is shown in Ref. [20] that V = |(e!?¢)|, where

(ei‘j’d> = / d¢d€i¢dfc(¢d; (ﬁd,a) = exp[—a2/2] eid, (D2)
This means that V = exp[—02 / 2], or equivalently
2In(1/V). (D3)

In the above description, the phase difference ¢4 follows a Gaussian distribution, and therefore can take any value in
{—00,00}. This makes sense from an physical perspective: if we see the phase randomisation as a process that shifts
the phase randomly from the central value q@d, one can distinguish a shift by 7 rad from a shift by 37 rad, the former
being in principle more likely than the latter. However, note that, from the point of view of Eve, a pulse with a phase
¢ is indistinguishable from a pulse with a phase ¢ 4+ 27, and so on. Thus, from the perspective of the security proof,
the conditional PDF f(¢;|¢;—1) should be defined for ¢; € [0, 27) only, and to compute the probability density on
some point ¢;, one should sum the contributions that would fall on ¢; + 27, ¢; & 47, and so on. Thus, we have that,
if the PDF of the physical phase difference between consecutive pulses is given by Eq. (D1), the conditional PDF

f(¢i|pi—1) is given by

f(ildi1) Z fa(i+ 2mks; ¢i1 + da,0) = fwa(bis dio1 + da, 0), (D4)

k=—o00
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where fwg is the PDF of a wrapped Gaussian distribution.

Ref. [20] implicitly assumes that the probability distribution of a given phase depends only on the value of the previous
phase, i.e. . = 1, and the same implicit assumption is made in Ref. [21], indicating that this is believed to be a good
approximation for many scenarios. Here, we show that, under this assumption, one can estimate the parameter ¢
needed to apply our security proof, which is defined as

q .
= = i|Pi—1, Pi ) D5
o =, min [ (bildi—1, dit1) (D5)

see Eq. (2). We have that
J(bic1,0i,0iv1)  f(Pim1)f(ilpi1) f(Pir1]Pi, di1)

(¢l|¢l 1, ¢z+1)

f(Gim1, div1) f(bic1)f(Piv1ldi1) (D6)
J(Pilpi1) f(div1ldi) _ fwa(dis dio1 + ba, o) fwa (div1; di + da,0)
f(Pig1]|Pi-1) f(Pit1]i-1) ’

where in the second to last step we have used f(¢p;+1|¢i, pi—1) = f(di+1]|di) due to l. = 1, see Eq. (1); and in the last
step we have used Eq. (D4). The denominator in Eq. (D6) satisfies

2T

f(@iv1|di1) = ; doi f(pilpi—1) f(biv1l|i, bi-1)

27 27T
:/o d¢if(¢i|¢ifl)f(¢i+1|¢i):/O doi fwa (9 di—1 + ¢a, 0) fwa (iv1; ¢i + ¢a, o)

O [ G e (b ot 4 b
- o d¢1fWG(¢Z7 ¢Z—1 + ¢da G)fWG(¢1+1 - ¢d7 ¢’La 0)

27
(:2) /0 dQI)z‘fWG(@;¢;,1,U)fWG(¢;’+1;¢i,U)

27
S / A6 fos (i + 27k 611, o) fava (6413 64, 0)

k=—oc0
2
S | aousaton+ 2midl s o) ol —2eki )
k=—oc0
(3) 27
EBS | abisaton+ 2miidh s o) e @lyai o+ 2k o) (D7)
k=—o00
27 (k+1)
S / 41 fa (653 6 1,0) frva (s 61, 0)
k=—oc0 2T

=/ doi fa(di; 05_1,0) fwa (D 1; ¢4, 0)
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k=—o0
= fwa(]s1; d_1,V20),

where in (1) and (3) we have used fwa(z; 1, 0) = fwa (@ + a; 1+ a,0); in (2) we have defined ¢ | = ¢;_1 + ¢q and

i = Giy1 — $q; and in (4) we have used the fact that the convolution between two Gaussian PDFs fg(z, ju1,01)
and fa(2', p2,09) is known to be

/ dr f (73 p2, 02) fa(x — 75 p1,01) = fa (251 + pe, m) (D8)

— 00
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Substituting Eq. (D7) in Eq. (D6), we have that

G o fwal@i 91, 0) fwa (943 ¢4, 0) DY
Tl 0) el ol Vao) (D9)

where we have again used fwq(z; it,0) = fwa (2 +a; p+a,0) and the definition of ¢;_; and ¢}, ;. Finally, our desired
parameter ¢ in Eq. (D5) can be expressed as

(D10)

. . fwal(di; &1, 0) fwa (S 1; bir 0
Qi = min  f(¢ilpi—1,¢i41) = , min ( - ) ; aey )-
s bi—1,Pi,Pit1 &i_1>Pi,7 11 fVVG (¢i+1; ¢i71’ \/EO’)
Ref. [21] has recently reported a fringe visibility of V' = 0.0019 for a practical decoy-state QKD source run at a
repetition rate of 5 GHz. Using this value, from Eq. (D3), we obtain o = 3.54003. Substituting this in Eq. (D10) and
finding the exact minimum using Mathematica’s Minimize function, we obtain
q = 0.992407. (D11)

The minimum occurs when ¢; = ¢;_; =7 and ¢}, | = ¢;_;.

APPENDIX E: On the security analysis in Refs. [26, 57]

The security of decoy-state QKD with imperfect phase randomisation has also been recently investigated by Refs. [26,
57]. These works introduced novel and insightful ideas to approach the problem that have been indispensable in the
development of our security proof. However, we believe that their overall security analysis contains an important flaw
that invalidates its application in the presence of correlations. Here, we summarise the arguments of Refs. [26, 57]
and point out what we believe to be the problem. We focus on Ref. [26], where the arguments are elaborated on in
much more detail.

a. Argument

For simplicity, Ref. [26] considers a laser source that emits N pulses with correlated phases and a fixed intensity u,
whose state is given by

Plaser = /d¢1 o dONf(P1 - dN) VPN e @ L@ e N ) (el | (E1)
One can express the probability distribution as

f(@1- on) = f(P1)f(D2lpr) - f(On]P1 ... pN-1) (E2)

and consider the following bound

q . .

— < min min i e Qi) E3

5r = mi ¢1...¢7:f(¢ |p1 ... Pi-1) (E3)
The argument of Ref. [26] is that, instead of generating pi._ ., Alice could have alternatively generated N copies of
the following model state

Priodel = 4 Ppr T (1 — @) [VEX VA (E4)

and then applied a map £ that consists of “N phase shifters that shift the phase of the i-th laser pulse by ¢; with

probability [density] f(@l%mfzqul)iq/%”

a map that is correlated; the action of the i-th phase shifter depends on the action of all the (¢ — 1) phase shifters
before it”. As a result, we have that

. In doing so, one obtains “a correlated state from an IID state by applying

" N
p{aser = g(pﬁl?del)' (E5)

Importantly, this implies that, to prove the security, one can assume that Alice generates pi;;@djzl rather than p{’ .,
since the operation £ can be assumed to be part of Eve’s attack.
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b. Our interpretation of the argument and its problem

Given the phase probability distribution f(¢1...¢n), we have that, from the point of view of Eve, these phases
could have been selected by Alice using a sequential process: she chooses ¢, according to the PDF f(¢;), she
chooses ¢2 according to the conditional PDF f(¢2|¢1), and so on, as indicated by Eq. (E2). The assumption is that
f(il¢1...di—1) > q/27 for some q.

Alternatively, Alice could have decided the phase ¢; using the following equivalent process. She flips a biased coin C;
that outputs C; = 0 with probability ¢. If C; = 0, Alice chooses ¢°%¢! according to a uniform distribution on [0, 27).
If C; = 1, Alice chooses ¢™°9¢! = 0. Then, Alice chooses gb?hift according to the conditional PDF

f(¢§hift|¢1 o ¢i—1) — f(¢l|¢1 . 1 (iz;l) - q/27T (Eﬁ)

Finally, Alice sets ¢; = ¢medel 4 gshift,

The argument of Ref. [26] seems to be that, since gbf")del is chosen uniformly randomly with probability ¢, and
pmedel = 0 with probability 1 — ¢, the above process is equivalent to assuming that Alice first generates the state
given by Eq. (E4) for each of the rounds, and then shifts the phase of the i-th pulse by qﬁfhift, according to the
conditional PDF in Eq. (E6). The action of the combined phase shifts qﬁhift...qﬁﬁ\}}i“ can be represented as an overall
global quantum operation &£, and thus Eq. (E5) holds.

However, we believe this argument has the following flaw. In order to apply the i-th phase shift according to the
conditional PDF in Eq. (E6), one needs to know the previous overall phases ¢;...¢;—1. These depend not only on
the previous i — 1 phase shifts 5P .M but also on the previous i — 1 model phases ¢iodel. gmedel  In the
scenario in which Alice simply generates p!, ., for each of the rounds, the value of prodel | gmodel cannot be perfectly
retrieved from the first (i — 1) copies of this state, since two coherent states with different phases are not orthogonal,
and therefore not perfectly distinguishable. This seems to imply that the operation £ in Eq. (E5) does not exist in

general.

In contrast, the operation &,,, which is needed in our security proof, is shown to exist in the main text. Importantly,
unlike £ in Eq. (E5), Eve only needs to know the probability density function f(¢;...¢n) to apply &,. She does not
need to perform any measurement on the signals emitted by Alice.

c. Information about the i-th phase is leaked into the following pulses

In addition to the above, the idea of relating how close the i-th pulse is to a perfect PR-WCP by lower bounding the
PDF of the i-th phase conditioned on the previous phases seems to have a fundamental problem. Namely, it does
not take into account that, in the presence of phase correlations, information about the i-th phase is leaked into the
following pulses. To demonstrate this, we show an example in which, using this idea, one could conclude that half of
the emissions are perfect PR-WCPs, when this is clearly not the case.

More specifically, as discussed above, the argument of Ref. [26] is that, if for some round 4 one can obtain a bound
4di .
— < ild1 - dim1), E7
o = o f(Silér - dio1) (E7)

then one could substitute the i-th pulse by the generation of the state

Pl = i plan + (1= a) VXA, (E8)

followed by a phase shift such that the i-th emitted pulse ends up being identical as in the original scenario. To prove
the security, it is useful to consider that the emitted state is the same for all rounds. Thus, Ref. [26] considers instead
the bound

q = ming;. (E9)

and assumes that all emissions are replaced by the generation of the same IID state given by Eq. (E4) followed by
the appropriate phase shift operation for each pulse.

Now, let us consider a scenario in which Alice has a special source such that:
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1. if 7 is odd, the emitted pulse has a uniformly distributed phase that is independent of the phases of all previous
pulses;

2. if 7 is even, the emitted pulse has a phase that is identical to that of the previous odd pulse.

For this scenario, we have that: (1) if 7 is odd, ¢; = 1 and (2) if ¢ is even, g¢; = 0. Thus, the replacement in Eqgs. (E4)
and (E9) cannot be directly used to prove the security of this case, since ¢ = 0. However, we could instead consider
the security of the odd and even pulses separately. Using the argument in Egs. (E7) and (E8), we could assume that,
in the odd rounds, Alice prepares the PR-WCP

,odd A
Pinodel = PPRS (E10)

and in the even rounds, she prepares ph %" = |\/u)/fz]. Then, we could simply discard all data obtained in the
even rounds, and apply the standard decoy-state method to the data obtained in the odd rounds. In doing so, we
could conclude that the secret-key rate obtainable using this source would be half of that obtainable using a source

that produces perfect PR-WCPs in all rounds.

However, the argument above has a crucial flaw: it does not take into account the fact that information about the
phase of a given odd pulse i is leaked into the following even pulse, and that Eve could in principle learn some of
this information and use it to attack the i-th pulse. Thus, from Eve’s point of view, the i-th pulse is not necessarily
a PR-WCP even if its distribution is uniform when conditioned on all the previous (but not following) phases. This
invalidates the argument in Eqs. (E7) and (E8), which seems to be at the core of the approach in Ref. [26].

Note that leaked information about the i-th phase is only useful to Eve if she can actually use it to alter the detection
statistics of the i-th pulse. To prevent Eve from doing so, one option could be to run the protocol very slowly, such
that Alice only emits the (i + 1)-th pulse once Bob has finished his measurement of the i-th pulse. It could be possible
that the security bounds derived in Ref. [26] are correct for this scenario. However, if the protocol is run very slowly,
one does not expect that it will suffer from phase correlations, since these are mainly a problem in high-speed QKD
systems.
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