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Abstract—Since the concern of privacy leakage extremely discourages user participation in sharing data, federated learning has
gradually become a promising technique for both academia and industry for achieving collaborative learning without leaking
information about the local data. Unfortunately, most federated learning solutions cannot efficiently verify the execution of each
participant’s local machine learning model and protect the privacy of user data, simultaneously. In this article, we first propose a
Zero-Knowledge Proof-based Federated Learning (ZKP-FL) scheme on blockchain. It leverages zero-knowledge proof for both the
computation of local data and the aggregation of local model parameters, aiming to verify the computation process without requiring
the plaintext of the local data. We further propose a Practical ZKP-FL (PZKP-FL) scheme to support fraction and non-linear operations.
Specifically, we explore a Fraction-Integer mapping function, and use Taylor expansion to efficiently handle non-linear operations while
maintaining the accuracy of the federated learning model. We also analyze the security of PZKP-FL. Performance analysis
demonstrates that the whole running time of the PZKP-FL scheme is approximately less than one minute in parallel execution.

Index Terms—Practical Zero-Knowledge Proof, Verifiable Federated Learning, zk-SNARK, Blockchain.

1 INTRODUCTION

ECENTLY, Artificial Intelligence (AI) has been widely
Rused by both academic and industrial communities for
many applications ranging from healthcare to commercial
products. For instance, Lampos et al. [2] explored a Machine
Learning (ML) model for helping the communication with
children with autism. Esteva et al. [1] trained a Convolu-
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tional Neural Network (CNN) by using a dataset of clinical
images to classify skin cancer. Al is also a common tool
in a variety of industrial products, including face recogni-
tion [22]] and personalized recommendation [23].

The existing Al learning process can generally be di-
vided into two categories. One is centralized learning, where
all of the training data is managed using a central server.
This is the conventional way to train Al models and up-
date model parameters. The other is decentralized learning,
where the training data is distributed among multiple users.
Each user has only parts of the training data as their local
data. In this case, each user firstly trains parameters with
local data, and then integrates all of the local parameters
into a global one. Users finally update their local model
parameters by the global model parameters and iterate to
train with their local data till the model converges. With the
development of edge computing, the computation power
of edge nodes extremely has grown significantly in recent
years [24]. Consequently, federated learning as advanced
collaborative learning has become more widespread [25].

Federated learning is aspired by enterprises for multiple
reasons. Laws and regulations related to privacy protection
expect enterprises to apply the federated training, such
as the European Union’s General Data Protection Regu-
lation (GDPR) [15], USA’s California Consumer Privacy
Act (CCPA) [30]], and Personal Information Protection Law
(PIPL) of the People’s Republic of China [31]]. Once users’
local data is leaked due to security vulnerabilities or illegally
collected without their permission, then enterprises have to
face a huge penalty. For an instance, Facebook was accused
because it scanned faces in the user photo library and
offered suggestions about who the person might be without
user permission. Eventually, Facebook paid $650 million to
1.6 million users [37]. Clearly, given the scale of information
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systems, massive data can be used for elaborating AI mod-
els. However, data are likely to be from multiple sources and
requires multiple enterprises to collaborate. Since different
enterprises have distinct requirements and goals, they might
have some conflicts of interest.

Unfortunately, there is still a critical challenge in existing
federated learning solutions. More concretely, it is difficult
to publicly verify all of the local training results without
exposing local data. Since local data are best to not be shared
with all the participants for preventing the violation of data
privacy, a malicious participant can generate local param-
eters by providing an appropriate random number rather
than training with local data. Moreover, although local
data are possessed by each user only, there are still several
attacks based on the local parameters or gradients updated
by user participants. For instance, Zhu et al. [3]] presented an
optimized detection algorithm to obtain both local training
input and label from the publicly shared gradients in a few
iterations. Luo et al. [29] proposed a set of label inference
attacks that achieved an outstanding performance to resist
vertical federated learning. Lam et al. [4] demonstrated that
an unreliable central server can perform a dis-aggregate
attack to recover the user participant matrix, which enabled
traditional gradient inference attacks on users’ personal
training data. Besides, Abadi et al. [36] attempted to use
differential privacy for effectively protecting users’ local
data. However, these works did not discussed the public
verification for the local training process.

There are existing works aiming at verification in feder-
ated learning. Zhang et al. [35] proposed a Zero-Knowledge
Proof (ZKP) protocol for verifying the prediction result of
a decision tree. Liu et al. [34] introduced a ZKP scheme
for verifying the prediction result of CNN. Weng et al.
[33] designed a ZKP system to prove the correctness of
the training and utilization process. However, these ZK
protocols can only prove to one verifier at a time, and the
communication cost is fairly high, when compared with
succinct ZKPs like zk-SNARKSs [20]. More importantly, the
aforemnetioned works only supports the verification of the
computational process in the use of the model, but not in the
training process. Ruckel et al. [14] investigated a federated
learning system, enabling verification of the correctness of
the training process. Nevertheless, their system only sup-
ports linear regression that is not a general approach for
federated learning algorithms.

Considering the limitations of the existing solutions [14],
[33], [34], [35], ZKP is intuitively used to achieve public
verification and preserve data privacy in the training pro-
cess for general Al models, simultaneously. It can trans-
form the training process into the corresponding arithmetic
circuit constraints, so the verification can be achieved by
proving the circuit satisfiability. However, it brings a new
challenge from the viewpoint of efficiency. To the best of our
knowledge, most existing zero-knowledge proof schemes
are not practical to be directly applied for federated learning
with scalable deep learning and machine learning models,
because their computational cost is too heavy, and the
privacy of intermediate parameters cannot be sufficiently
guaranteed, which pose a privacy threat to the local data of
each participant.

To solve all of the aforementioned problems together,
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in the local parameter generation process, we first separate
a complex arithmetic circuit into multiple relatively simple
sub-circuits. This is used to speed-up the verification process
by parallel computing. Moreover, if the output of a sub-
circuit is directly used as the input of the next sub-circuit,
it can violate the privacy of local data. So, we construct a
special ZK proof structure in each sub-circuit, and provide
the corresponding ZK proof for the continuity of the input
and output between two adjacent sub-circuits. Furthermore,
in the global parameter generation process, noise data are
used for perturbing the original data, including the local
gradients for deep learning model or local vectors for ma-
chine learning model. Meanwhile, we design a secure sum
protocol on blockchain to achieve the public verification of
global aggregation. Besides, a practical FL scheme has to
support the operations with float numbers and non-linear
functions, because FL is involved in the fractional data types
and various complex operations, such as exponential and
logarithmic operations. Consequently, we construct a special
mapping algorithm to bridge the gap between float num-
bers and integers, such that an arbitrary machine learning
algorithm can follow the arithmetic circuit constraints.

The main contributions of this article are summarized as
follows:

1) A ZKP-based Federated Learning (ZKP-FL) scheme
on blockchain is proposed to support the training Al
models and provide formal security proof.

2) A Practical ZKP-FL (PZKP-FL) scheme is further pro-
posed to enable the ZKP-FL scheme to execute complex
operations and handle fractions.

3) We provide both theoretical and experimental analyses,
and the running time of the PZKP-FL scheme is approx-
imately no more than one minute in the experiments.

The rest of this article is organized as follows. We review
related work in Section [2| Next, Section [3| introduces some
preliminaries. After that, we explain the basic models and
main idea in Section [4] Then, two new schemes ZKP-FL
and PZKP-FL are proposed in Section [5 and Section [6]
respectively. Section [7| provides security analysis. Section
reports performance analysis. Finally, the conclusion is
drawn in Section [0

2 RELATED WORKS

This section describes the existing works in the past few
years from three aspects, federated learning, privacy protec-
tion, and data confidentiality for federated learning. Specif-
ically, federated learning is an advanced Al technique to
achieve decentralized learning.

The concept of federated learning was first introduced
by Google [25] in 2016 and has increasingly become popular
topic in research. More related studies have been conducted
in recent years. Hamer et al. [5] proposed FedBoost, an
ensemble learning approach for federated learning. It allows
models limited by communication bandwidth or storage ca-
pacity could be trained by on-device data through federated
learning. FedVision [6] is a ML platform to support the
development of federated learning in computer vision ap-
plications. It helped customers to develop computer vision-
based safety monitoring solutions in smart city applications
and achieve efficiency improvements and cost reductions
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simultaneously. Liu et al. [32]] presented a federated learning
framework for vision-and-language grounding problems,
including an aimNet network for converting both visual and
textual features from image to a fine-grained representation.
Blum et al. [7] introduced a comprehensive game-theoretic
framework for collaborative federated learning in the pres-
ence of agents who were interested in accomplishing their
learning objectives while keeping their individual sample
collection burden low.

There are several works to protect data confidential-
ity in federated learning. Considering differential privacy,
FEDMD-NFDP [8] was a federated learning model in a
distillation framework with a new noise-free differential
privacy mechanism. This model guarantees each party’s
privacy without explicitly adding any noise, and can be
proven to achieve (e, §)-differential privacy. LDP-FL [9] was
a local differential privacy mechanism for federated learn-
ing. It flexibly updated the local weights and adjusted the
ranges of model parameters at different layers in a Deep
Neural Network (DNN) by differential privacy. Kairouz et
al. [10] presented a comprehensive end-to-end system. By
appropriate discretization of data and addition of discrete
Gaussian noise, the system balances the dilemma between
communication, privacy, and accuracy of aggregation. Wu
et al. [11] proposed a federated learning scheme combined
with the adaptive gradient descent strategy and differential
privacy mechanism, which can protect the privacy of each
computing participant from various background knowledge
attacks with high stability of training and low commu-
nication cost. Li ef al. [12] proposed a privacy-preserving
federated learning framework based on an innovative chain-
based Secure Multiparty Computation (SMC) technique. It
can preserve privacy without lowering the model accuracy
in the honest-but-curious setting with much lower commu-
nication and computation complexities than a typical SMC
scheme. Based on ZKP, Asad et al. [13] proposed a com-
prehensive approach that aims at reducing communication
cost, preserving privacy on local gradients, and maintaining
high accuracy.

Considering the verification of computation in machine
learning, Zhang et al. [35] introduced protocols for ZK
decision tree predictions, allowing the owner of the model
to convince others that the model computes a prediction on
a data sample, without leaking any information about the
model itself. Liu et al. [34] investigated a ZKP scheme for
CNN. The scheme allowed the owner of the CNN model
to prove to others that the prediction of a data sample
was indeed calculated by the model, without leaking any
information about the model itself. Weng et al. [33] de-
signed a ZK system that allows proving that a submitted
model is executed on the committed data or a committed
model is executed on the submitted data. Zhao ef al. [42]
brought VeriML, a framework for integrity and fairness in
outsourced machine learning, which support a total of six
kind of models. Ruckel et al. [14] also proposed a federated
learning system that enabled users to validate that fellow
clients indeed trained their submitted model updates based
on the local data that they committed to.

3 PRELIMINARIES
3.1 zk-SNARKs

zk-SNARK [20] is the zero knowledge succinct non-
interactive arguments of knowledge. zk-SNARK has two
parts. The former part, zk, [19] allows a prover to convince a
verifier that a statement is true without revealing any other
information, while the latter part, SNARK [20] provides a
succinct proof of the correctness of circuit computations.
Without loss of generality, ZKP has three properties, includ-
ing completeness, soundness, and zero knowledge.

Groth16 [18] is a pairing-based zk-SNARK for arith-
metic circuit satisfiability. In brief, it has four functions
(Setup, Prove, Viy, Sim): (0,7) < Setup(R) : The setup
take a security parameter A and a relation R € R as
input, outputs a common reference string ¢ and a simulation
trapdoor 7 for the relation R. m < Prove(R, o, ¢, w) : The
prove takesa common reference string o and (¢, w) € R
as input, outputs argument 7. 0/1 < Viy(R,0,¢,7) : The
vfy takes a common reference string o, a statement ¢ and
an argument 7 as input, outputs 0 (reject) or 1 (accept).
m < Sim(R,7,¢) : The sim takes a simulation trapdoor
7 and statement ¢ as input, outputs an argument .

3.2 X-Protocol

A Y-protocol [21]] proves discrete logarithm relation with-
out revealing the witness. It constructs a cryptographic
primitive for ZKE. Without loss of generality, a X-protocol
has three properties, completeness, special soundness, and
honest verifier ZK.

3.3 Secure Sum Protocol

Bonawitz et al. [28] proposed a one-time pad method to com-
pute the sum X = Y7 ,z; without revealing each party’s
private factor z; to any other parties. Several modifications
have been made to the original scheme. In this protocol,
there are n user nodes and one central node. Each user node
has a secret value x; to be aggregated, the center has a
pair of keys pk, vk for additive homomorphic encryption,
and the public key has been sent to all users. The protocol
specifications are as follows.

1) First, for each pair of user nodes U; and U;11 (U, can
be paired with Uy ), exchange a secret value s;.

2) For each user node u;, u; computes x; = x; + s; — S;—1
(we define sgp = s,), then encrypt =} with pk as ¢;
Encpr(x}). u; sends ¢; to the central node.

3) As the central node has collected all the ¢;, it computes
the final result as X7, x; = Decg (31 ¢;).

Considering the additive homomorphic encryption
scheme, each s; is eliminated.

3.4 Paillier Encryption Scheme

Paillier [35] is an additive homomorphic encryption scheme,
which consists of four algorithms, including KeyGen, Enc,
Dec and Add.

o KeyGen(n) — (pk, sk): Randomly choose two primes
D, q, which meet ged(pg, (p — 1)(¢ — 1)) = 1. Compute
n = pg, A = lem(p—1,q—1). Randomly select g € Z",.
Set pk =< n,g >,sk =< \ >.
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o Encpi(m) — ¢ Randomly choose r € Z}. Compute
¢ = ¢™r™ mod n?.

o Decgi(c) — m: Set L(z) = “=1, then compute m =
L(c¢* mod n?)
L(g» mod n?)

e Add(cy,cy) — ¢, Considering ¢, = Encpr(x) and

¢y = Encyr(y), then ¢, satisfies that Decsy(c,) = z+y.

mod n.

3.5 Blockchain and Smart Contract

Blockchain [39] was first proposed as the underlying key
technology of Bitcoin, which enables transactions between
unfamiliar nodes without relying on trusted third parties
availiable. And smart contract [40], an earlier proposed tech-
nology, are better empowered by the presence of blockchain.
The original intent of smart contract was to digitize a set of
commitments to enable the various participants to follow
the committed steps of the protocol. This makes it difficult
for the participants to do evil and the protocol can achieve
the desired results. The trusted execution and decentralized
nature of blockchain for transactions makes smart contracts
no longer remain a concept, but actually a program that
can run on the blockchain system to execute transactions
automatically.

4 MODELS AND GOALS

4.1 System Model

Traditional federated learning involves two kinds of partic-
ipants, a publisher and several trainers. The publisher first
issues an Al model with initiative parameters. The trainers
run the Al model based on their local data, and they report
the local parameters. The publisher keep aggregating all of
the local parameters and starting a new round with the
aggregated parameters till the AI model converges. For the
decentralized FL, all of the trainers can negotiate to decide
the Al model with the initiative parameters and the aggre-
gation rules at the start. They can use any decentralized
techniques like blockchain to be the communication channel
for exchanging the local and aggregated parameters.

In order to achieve the verification of the training process
and ensure the privacy of the local data at the same time,
the system model in this paper is slightly adjusted as below.
First, the publisher issues an Al model with initiative pa-
rameters as the training task. Then, all the trainers run the Al
model with their local data and generate ZKPs for the train-
ing process. Here, ZKPs are used to convince the publisher
that the local model is correctly computed. Following by
that, the publisher computes the aggregated parameters by
executing a secure sum protocol via a well-designed smart
contract on blockchain. The secure sum protocol essentially
plays the role of the aggregation rule. And the smart con-
tract guarantees trusted parameter aggregation result. All
the above steps are continuously executed till the AI model
converges. The adjustment is considered for protecting local
data from being exposed by other trainers and the publisher
from analyzing the intermediate parameters, such as the
local and aggregated gradients of an artificial neural net-
works.

4.2 Threat Model

In this work, two kinds of adversaries are considered, in-
cluding the lazy but curious trainer and the curious and
unreliable publisher. The lazy participants will attempt to
do computational works as less as possible. The curious
participants will inspect others’ local data from the available
information. The unreliable participants may provide in-
correct information or perform different computations than
expected. That is to say, the lazy but curious trainer tries to:

e cheat the server by giving parameters generated in
some other ways rather than training, so that the trainer
can get rewards with less workload.

o steal other trainers’ local data from the local parameters
they trained and submitted.

The reason we define the trainers as lazy but curious is
that we assume the trainers are rational. This means they
will not take malicious actions without gain.

The curious and unreliable publisher tries to:

o trick the user into accepting an incorrect aggregation
of global parameter due to the adversarial behaviors in
multi-client verifiable computation [41].

o steal trainers’ local data from the local parameters they
trained and submitted.

4.3 Goals

In the FL scenarios, we set three goals from the viewpoint
of security.

The Public Verification of Local Computation

The publisher and all of the trainers must enable to
verify whether all of the local parameters are computed by
using some local data. In other words, the local parameters
are difficult to be generated by simply selecting from ran-
dom numbers.

The Public Verification of Global Aggregation

All of the trainers must enable to verify whether the
aggregated parameters was correctly executed by using the
secure sum protocol.

The Privacy Protection of Local Data

The FL does not disclose additional information about
the local data to any other participants in the process. That
is, the FL schemes have to protect participants from both
kinds of adversaries outlined in Section by leveraging
the ZKP and secure sum protocol.

5 THE ZKP-FL SCHEME

In this section, we first introduce the overall process of
the ZKP-FL scheme step-by-step. The whole procedure is
divided into 3 phases: model distribution, model training,
and model aggregation.
1) In the model distribution phase, the publisher processes
and distributes the training tasks and models.

« The publisher divides the training algorithm F' into ¢
identical pieces P.

e The publisher converts the algorithm piece P into
arithmetic circuit constraints R for Grothl6, then
runs the Groth16.Setup() algorithm to generate the
common reference string (o, 7), containing the prov-
ing key pk and verification key vk, for both ZKP
generation and verification.
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Fig. 1: The process of the ZKP-FL scheme.

o The publisher sends the algorithm piece P, corre-
sponding CRS (o, 7), and constraints R to n trainers.

2) In the model training phase, each trainer runs the train- .
ing algorithm to train the local model, and generates the
corresponding ZKPs for the correctness of the training

process.

o Trainer ¢ trains the model using local data d; by

running the algorithm piece P for several rounds,
and keeps all the inputs and outputs in each round
as statements ¢;.

o Trainer i generates the ZKPs m; of each round of

the training process by running the Groth16.Prove()
algorithm. To avoid the exposure of intermediate
inputs and outputs of the training process to the
publisher during the proof verification, Trainer % runs
both Algorithm [T|and Algorithm 2 The former algo-
rithm is the Grothl6.Prove() algorithm with some
extra modification, which aims at a slight modifica-
tion on statement ¢; and the verification key vk; into
¢} and vk, respectively, to conceal the data. The latter
one is for generating ZKP s} and s? arguing that the
modification on the statement and verification key
is valid, and the output of the previous piece is the
input to the next piece.

After all the training and proof generation, Trainer ¢
sends all the proofs and modified data to the pub-
lisher. The modified local model is contained in the
last modified statement as the final output.

3) In the model aggregation phase, the publisher and m

trainers whose proofs are verified run a secure sum

protocol to compute the global model without revealing
any local models.

Upon receiving Trainer i’s proofs m;, s}, s? and
modified data ¢},vk], the publisher runs the
Groth16.Verify() algorithm to verify proof 7; and
runs Algorithm to verify proof s} and s7, aiming
at ensuring that Trainer ¢’s training process is carried
out correctly.

The publisher runs the KenGen() algorithm to get
the public key pkj, and secret key sk;, for homomor-
phic encryption, and chooses a generator g, € G
randomly. Then, it sends pk and g,., to trainers
whose proof is verified. Also, it sets up and exposes
a smart contract SC for the final computation of the
parameter aggregation.

Trainer ¢ generates and sends random values s; ;41 €
Z4 to Trainer 4 4 1. Note that the last trainer m sends
to the first trainer 1.

Trainer ¢ computes ¢; = Encpi(¢; + si — si—1) (we
define sg = s,,). Trainer i also runs Algorithm [4]
to obtain proof s?, arguing that ¢; contains the same
output as ¢}.

Trainer i sends ¢; and s? to the smart contract SC.
Upon receiving ¢; and s® from Trainer i, the publisher
computes the global model & = 2¢¢=x(Z1¢1) hyoygh
the smart contract SC. Then, the publisher runs
Algorithm[B]to check the correctness of the submitted
models involved in the aggregation of the global
model.

The whole process of the ZKP-FL scheme is shown in
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5.1 Model Distribution

Intuitively, as long as we can convert the training algorithm
into an arithmetic circuit, we can generate the ZKP argu-
ing for the correctness of the training process. However,
there could be memory limitations as the typical training
algorithm might be too big to be converted into a circuit.
For a simple gradient descent algorithm, consider 90 input
samples and iterate through 100 rounds, more than one
hundred gigabytes of memory is required for converting
the entire computation process into a circuit. Hence, the
trainer has to split the original algorithm into pieces to make
the conversion possible and practical. Then, the trainer can
generate several smaller circuits for ZKPs instead of the
big ones. The division of the training algorithm not only
decreases the size of the algorithm, but also improves the
efficiency, because the conversion is smaller and only needs
to be done once. Besides, all the proofs can be generated in
parallel after the training.

In most ML algorithms, the training process includes
multi-round iterative computations. Let p’ = F'(d, p), where
F' denotes the ML training algorithm, d denotes the local
data, p denotes the original model parameter and p’ denotes
the well-trained parameters. Suppose that in this process
some computational procedure A is executed N times by
the loop, i.e. F(d,p) : for(i = 1..N)A(d, p). We divide the
ML algorithm F' into ¢ identical pieces P, labeled 1 to g. ¢
should be an integer factor of IV, then P is a composition
of one or several A. By default, we set ¢ = N, i.e., treat
each iteration as a piece. Due to the division method, each
piece of algorithm is the same. Using the input data d,
output parameters p, and the circuit transformed from the
algorithm, we can generate a ZKP for the correctness of
the computation process without revealing the private input
data.

We use Grothl6 as the ZKP scheme, which requires a
trusted setup. As no trainer is considered trustworthy, the
publisher has to run the setup and send all trainers both
the training algorithm and the corresponding generated
Common Reference String (CRS), including the proving key
pk and the verification key vk, describing the arithmetic
circuit. As the model distribution phase is completed, all
the trainers get the piece of training algorithm for training
and corresponding CRS for generating ZKPs.

5.2 Model Training

In this subsection, we ignore for now the use of ¢ as the label
of trainer and instead, we use ¢ for the piece.

The  verification algorithm for  Grothl6 is
Verify(R,o,¢,7) — {0,1}, which outputs 1 when
equation [1| is satisfied, where ¢ denotes the explicit inputs
and outputs of the circuit, o denotes the CRS containing the
verification key vk and proving key pk.

sl ga; (Bug(@)+av, (@) +w; (x))

e(A,B) = e(G*, H") - e(G g JHY)
-e(C,H®)
_ (GO HP) (T (G e e Jor B
-e(C, Hé) (1)
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Some modifications have been made to the original Groth16
so that it can avoid the exposure of both inputs (private
training data) and outputs (intermediate local model) to the
publisher for verification. Considering the attack described
in [3]], the leakage of the intermediate gradient is dangerous.
We add uniformly distributed noise ¢ to statement ¢ for
protecting. To balance the impact of ¢ for the verification
process, a modification is implemented on the verification
key vk, which enables the publisher to verify the proof
with the original verification algorithm. In particular, we
define the inputs to the algorithm circuit to be the training
data and the model parameters, and the outputs to be the
training data and the optimized model parameters. For 4
from 1 to [ /2, we consider ¢; as the input model parameter;
while, for ¢ from [/2 4 1 to [, we consider ¢; as the output
optimized parameter. As for the local data, we place them
in the implicit witness w. The training process is shown in

Fig. E}

Algorithm (1| is the modified Grothl6 proof generation
algorithm. Algorithm [2|is for generating the proof, arguing
that the modification on the verification key and statement
made by Algorithm [I|is valid. Algorithm [3|is for verifying
the proof generated in Algorithm

Algorithm 1 Gen_G16_Prf (.): Proof generation of the mod-
ified Grothl6 for Piece i.

Input: Proving key pk, verification key vk, statement
¢i = {aij Yy, witness w; = {a; ;}72,, |, t-list of piece i — 1
Tioy = {ti—1;}5-1

Output: The modified verification key vkj, modified state-
ment ¢;, ZKP w;, t-list of Piece i, T;, checker of Piece 4
tsum%, tsum?.

1: Run algorithm Prove() in Groth16 with proving key pk,
statement ¢,;, witness w; to get ZKP ;

2: Set vk} = vk, tsum} = 0, tsum? = 0

3: forjinl...ldo

4: ifjgl/Zthen

tij ="1i—1j41/2

tsum}x = vki.’y_abcj_ti 7

elseif k > [/2 + 1 then
Randomly choose t €r Zy, t;j =1
tsum?s = vk‘i.v_abc;t

10: end if

11: Compute a; ; = a; j +1

O 2 N> a

tij

12: Compute vk;.y_abco = vk;.y_abcy - vk;.y_abe;
13: end for

14: return vk}, ¢l, tsumy, tsum?, m;, T;

Note that Ty is defined as {to j|to; €r Z¢, 7 =1,...,1},

b g (Buj (@) Fowy (@) fwj (@)
vk;.y_abc; stands for G g in Groth16.

For the completeness of the modification, the verification
process with modified vk’ and ¢’ is shown in equation
where we ignore the piece ¢ for the sake of clarity of the
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___________________________________________________

E Training Task :
E » Piece 1 » Piece 2 > L. »| Piece m }.I‘ :
. Local Data Local Model
I 1. Trainer performs the |
E y Y training task and stores all the A\ 4 :
I | {} I | {} I intermediate values l {} I 3. Trainer obtains !
: the outputs. .
: Intermediate Intermediate Intermediate !
E Value 1 Value 2 Value_m |
: ZKP Protocol > @, E
E 2. Trainer generates all the ZK proofs in parallel. 7K Proofs :
Fig. 2: The training process of the ZKP-FL scheme.
equation. Algorithm 2 Gen_Con_Prf(.): Proof generation to combine

Hézo(vk’.v_abcj)a} = I, (vk.y_abc;)®
- vk.y_abeg - Hézlvk.'y_abcj_tj
= Hézl(vk.fy_abcj)af - vk.y_abeg®
Hézl (vk.y_abe;)t

= Hé:o (vk.y_abc;)%

Hé.:lvk:.’y_abc;t]
2

In equation [} the first equal sign depends on lines 11 and
12 of Algorithm [1} and the second equal sign depends on
ag = 1. Therefore equationholds, and thus the verification
process for the modified vk’ and ¢’ is the same as that before
the modification, so this modification does not affect the
correctness of the verification process.

For the soundness of the modification, the prover has to
prove that vk} is indeed a kind of modification of vk;, and
the prover has the knowledge of that modification. Further,
the prover also has to prove the consistency between the
output a;_y /245 in piece i — 1 and the input a; ; in piece i.
So, we consider a Y-protocol to address this aspect. That is,
we guarantee its soundness by Algorithm [2|and Algorithm
el

Since t is a random number, the adversary can con-
catenate multiple inputs and outputs using different ¢. To
this end, we add an extra X-protocol for checking the
consistency to ensure the same t is used. Furthermore, to
ensure that the previous piece’s output is the following
piece’s input, a X-protocol proof is needed. The ¥-protocol
proof generation and verification algorithm is shown in
Algorithms[2]and

The completeness and soundness of s! and s? simply
relies on the Y-protocol. Thus s} and s? guarantee that the
equivalence of each noise t; ; used for the input on a;
in round 7 and the noise ¢;_1,;/21; used for the output on
a;_1,1/2+; in round 7 — 1. This ensures not only the correct-

the pieces

Input: The verification key vk, the modified verification

key vk, t-list T; = {t; ;},_,, checker tsum}, tsum?_,.
Output: The sigma proof s}, s?

1: forjinl...ldo

2: Set Cj = ti,j7gj = ’U]Ci."}/_aij

3: end for

4: Set O = tsum ,Cy = tsum?_|,C = vkl.y_abcy -
vki.v_abc

5: Run Y-protocol to obtain proof s} = PoK{(cy,...,c,

T1y...,m) O =11 g5}
6: if i # 1 then
7. Run X-protocol to obtain proof s? = PoK{(c1,...,
l/2
cl/27rl7"',rl/2) :Cl = 1gz 702 ,L 1gz+l/2}
8: else
9: Set s? = null
10: end if

11: return s}, s?

ness of the added noise, which is the correctness of vk’ and
¢’ as a modified version of vk and gb But also due to a 4
is explicit for the verifier, if s! and s? pass the verification
then the verifier can believe that the corresponding input
and output a; ; used in the two rounds is the same based
on lines 11 of Algorithm |1} In this way the soundness of the
modification is guaranteed, for the noise ¢ is strictly limited
and verified.

Specifically, the X-protocol for s' is to check if the equa-
tion B holds, where e = Hash(g1||...||g:||Clg7" [|---||g;")-

Mioygf = Mi_yg)* - C° mod p ®)
And the X-protocol for s? is to check if the

equation [ and equation hold, where e =
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Algorithm 3 Vif_Con_Prf(.): Proof verification of the com-
bined pieces

Input: The sigma proof s;,s?,
the modified verification key vk},
tsum}_, checker of Piece i, tsum}, tsum?.

Output: The verification result b.

1: if vk;.v_abey ~tsum11 . tsum%

2: forjinl...ldo

the verification key vk;,

checker of Piece 7 — 1,
2

== vk}.y_abcy then

3: Set g; = vk.y_abc;
4: end for
5: Set C' = vk'.y_abcy - vk.v_abcal
6: if the verification of s; is successful then
7 Set C] = tsum 02 = tsuml 1
8: if the Verlflcatlon of s? is successful then
9: return true
10: end if
11: end if
12: end if

13: return false

Hash(gu]-/191/2/|C1l|Callgi[]---I19,5°)-

1/2 ri+ec; 1/2 T e
Hz/ 19; * - Hz/ 19: Cl mod p (4)
/2 ritec;, — 17l/2
/:1 i+T/2 = H/ 194172~ C5 mod p )

As the model training phase is completed, the trainer
sends all the modified statements ¢’, the modified verifica-
tion key vk’, and the X proof s and s? to the publisher.

5.3 Model Aggregation

The modified statement ¢’ contains the noised local model,
which cannot be extracted by the publisher directly. So,
by running a multiparty secure sum protocol with several
trainers, the publisher can compute a global model without
revealing any local model to any party. The secure sum
protocol is described in Section and the cryptosystem
is described in Section The specification of this secure
sum protocol is described as follows:
1) Initialization.
The publisher runs KeyGen(n) to get the public key pk,
the secret key sk, chooses a generator g, in group G,
and sends pk and g, to all trainers. The publisher also
sets up and exposes a smart contract SC' to all trainers
for the computation of the global model. Trainer i
generates and sends random values s; ; € Z, where
j =1,...,1 —1 to the trainer ¢ + 1. Note that the last
trainer [ sends them to the first trainer.
2) Secure Sum Computation.
Trainer ¢ computes c¢;; = Encpk(ai,j + 855 —
si—1,j) for j = 1,...,1 (we define so; = sy,,)
Trainer ¢ also runs Algorlthm Ekqﬁt, T}, gpup) to obtain
proof S? and corresponding generators g;1,..., i,
and commitments Cj 1,...,C; ;. Each Trainer ¢ sends
Cidy ey Cily S2,Gity s Gils Ci}l, ...,y to the smart
contract SC. The publisher computes the global model
a; = Decb"(z‘ 1%00) for j o= 1,...
J ) )
contract SC.
3) Global Model Verification.
The publisher runs Algorithm EkS%, co 83 Gpubs

[ via the smart

8
Ci,l? ceey C’i,lvgi,la e Gils ¢/1; ceey ¢;17 a_lv cee 7(1_1) to
check the correctness of the submitted models involved
in the summation of the global model d, ..., a.

The completeness of the aggregation is guaranteed by
equation [p|and the soundness relies on the X-protocol.

@ = n
_ Ty | B (sig — sio1y)
n n
X7 a4
— =1%, (6)
n
Specifically, the X-protocol here is to check if
the equation and equation [§ hold, where e¢ =
Hash(gpubl|gi,;11C11|Cal|gpupl19:5)-
;LTC] = g,.,C7 mod p (7)
Tffe(c i) = 9:2C5  mod p (8)

As the global model summed, that the local model used is
indeed the one submitted before can be checked with a proof
generated by the trainer using Algorithm [4] and verified by
the publisher using Algorithm 5| And the correctness of the
summation can be guaranteed by the smart contract.

Algorithm 4 Gen_Sum_Prf(.): Proof generation of the sum-
mation

Input: Statement ¢; = {a; ;}'
generator gpyp-

Output: The sigma proof S3.

t-list T; = {ti1,....ti1},

Jj=1

1: forjinl...l do
2: Set c] = a;j, d; = t;;, choose generator g; ; € G,
Cyj Cy = gt
gpuba 2 — gz ]
3: Run 3-protocol to obtain proof s} ; = PoK{(c;,d;,
+d; '
r1,72) 2 Cij = gy, Co = g7 7}
4: end for
5: return SZS = {513,1’ ey S?,l}hgiyl’ <5 Gills 01‘71, ey Ci,l

Algorithm 5 Vrf_Sum_Prf(.): Proof verification of the sum-
mation

Input: Proof S},...,S3, generator g,,, commitments
Cia,. s Chy, generators 91,1, - 0n,i, the modified state-
ment ¢}, ..., ¢, the global result aiy.--,a5.

Output: The verification result b.

1: forjinl...ldo

2 ifI,Cyj # g,; then

return false
end if
foriinl...ndo v
Compute Cy = gl
if the verification of 53 fails then
return false
end if
10: end for
11: end for
12: return true

Algorithms and 3 and Grothl6.Verify() ensure
that the training process is carried out correctly. The secure
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sum protocol computes the global model without revealing
the local one. Algorithms [4|and |5|ensure that the submitted
models involved in the secure sum process is as claimed.
The whole procedure is shown in Fig.[3| As the training may
consist of many rounds, the trainer has to generate ZKP for
each round, which is circled by the double box. Neverthe-
less, these procedures can be carried out in parallel.

6 THE PZKP-FL SCHEME

There are still two practical problems in the ZKP-FL scheme,
the fraction and integer mapping, and the non-linear opera-
tion. In this section, we further propose the Practical ZKP-FL
scheme to solve these problems.

6.1 The Fraction and Integer Mapping

While handling the parameters in the ZKP-FL scheme,
we observed that the majority of the parameters involved
in ML algorithms were fractions. However, for ZKP, the
parameters are merely integers. Thus, all of the fractions
have to be mapped to the integer domain for supporting
the execution of cryptographic operations based on elliptic
curves. We use the scaling method described in Algorithm
[f] to solve this problem. Precisely, trainers first reserve a
certain decimal place for all fractions in the training process.
The concrete decimal places are decided by the accuracy of
the local training. Each trainer can reserve the appropriate
decimal places according to the training process for their
local data. Then, trainers can change the truncated fractions
into integers by multiplying with a certain ratio rat. The
ratio is chosen to be as large as possible to minimize the
impact of truncation on accuracy.

Due to the limitation of the number of bits, only
numbers between —2% and 2%% — 1 can be used in
the circuit. Considering the federated learning algorithm
can be flattened into several binary expressions, such as
sym; op sym; = symy. Then, all these intermediate values
symq, sYyma, . .., sYymy, can be obtained by training one
time. To ensure that no overflow occurs, we calculate rat =
arg mazx { syMmmas - 107 < 253 — 1 and symyp;y, - 1079 >
—203 . rat € Z*}. Then all the values can be expanded
1074t times as symy - 107, symo - 1079, ... sym,, - 1074,
while all binary expressions still hold. With those integer
intermediate values and binary expressions, the correspond-
ing Quadratic Arithmetic Program (QAP) can be obtained
and eventually generate arithmetic circuits for the genera-
tion of ZKPs.

6.2 Non-linear Operations

Non-linear operations are common in the federated learning
algorithm. Here, we take the activation function of neural
network as an example to demonstrate the proposed scheme
can support non-linear operations. Most of the activation
functions have relatively non-linear operations, such as
Sigmoid, and tanh functions, which contain exp(x), sqrt(x)
operations. Such complex operations are not friendly to the
languages describing arithmetic circuits. We approximate
complex operations by linear operations through a Taylor
expansion method described in Algorithm [7] in the PZKP-
FL scheme. The degree of the expansion is determined by a

9

Algorithm 6 The fraction and integer mapping of the PZKP-
FL scheme

Input: The training algorithm F, the local data d, original
parameters p, training times N;

Output: Integer intermediate values
SYM1, SYMa, . . ., SYMyy,.
1: Obtain intermediate parameters

SYmy, SYyma, . .., SYymyy, < F(d,p,N)
2: Compute ratio rat = arg max{symmaz - 107t < 263 _
1 and symupy, - 107 > =263 : rat € Z*}
: foriinl...mdo
sym;x = 107
end for
. return syms, syma, ..

.y SYMyy

certain error, which reduces the impact of the approximation
on the accuracy with shorter expression. We use the i*"
order Taylor expansion of the complex operation to as
the simple operation, then evaluate the error between the
simple operation and the original complex operation at z,
until the error is less than a given threshold. The concrete
value of the threshold is related with the specific federated

learning tasks.

Algorithm 7 Non-linear operation of the PZKP-FL scheme

Input: The training algorithm F, the private input z, the
error F, and the max value M AX.
Output: The simple training algorithm F;
1: for complex operations com in I do
2: Get the Taylor expansion form tay of the complex
operation com;
Get an empty simple expression sim
e=MAX,i=0;
while e > F do
sim = tay.i # Take the taylor expansions of order
i as simple expressions
e = |sim(x) — com(z)|
8: end while
9: Replace the complex operation com with simple
operation sim
10: end for
11: return F’

N

In practice, in order to reduce the number of different
circuits, we replace the same complex operation with the
same Taylor expansion that meets the accuracy require-
ments for all values involved in the training, namely the
Taylor expansion of the largest order that occurs. In this
way, there would be only one circuit to be generated.

7 SECURITY ANALYSIS

The PZKP-FL scheme has to attain three goals, the public
verification of local computation, the public verification of
global aggregation, and the privacy protection of local data,
simultaneously. In this section, we show the formal proofs
for these goals.
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Fig. 3: The architecture of the ZKP-FL scheme.

7.1 The Proof for the Public Verification of Local Com-
putation

Theorem 1. In the PZKP-FL scheme, all of the trainers and
the publisher can verify that all of the local parameters
are computed based on the given AI model with local
data. Then for all PPT adversaries A, there is a negligible
function negl such that:

Pr[(o,7) + Setup(R); (¢, 7, vk’, s, %) + A(R, o) :
¢ ¢ Lr,vk' ¢ LgandVfy(R,o,vk' ¢, m st %) =
1] < negl

Proof 1. (skeleton) Consider the verification V fy according
to algorithm [3|in two parts V fyl and V fy2, aiming at
verifying algorithm [T and [2 separately.

Firstly, in the PZKP-FL scheme, the proof m; of Piece i
is generated by Algorithm [1} It argues for the statement
that given the statement ¢ and the verification key vk,

at the same time. This is due to the fact that given the
commitment C' = II ,¢¢" and generators gi,...,¢n, a
Y-protocol can prove the knowledge of ¢y, ..., cy.
Thirdly, the 3 proof s? for Pieces i and i — 1 is generated
by the Algorithm [2} proving the statement that the Piece
i’s inputs equal to the Piece 7 — 1’s outputs”. This is due
to the fact that given commitments Cy = IT}_, gi%;, C2 =
H?zlggfi and generators gi,1,...,91,n, 92,15 -+, g2,n, & 2-
protocol can prove that the knowledge of ¢y, ..., ¢, and
C1 and C5 commit to the same value ¢;. Which is to say,
Pr[(o,7) «+ Setup(R); (vk’,s',s?) + A(R,o) : vk’ ¢
Lg and V fy2(R, 0, vk', s, s?) = 1] < negl

When combining the above three conditions and run this
proof for all rounds, the statement has to be correct in the
whole training process. We finish the proof. u

the Al model has to be executed correctly. This statement 7.2 The Proof for the Public Verification of Global Ag-

can be guaranteed, because the PZKP-FL scheme uses
the Algorithm Grothl6.Verify(). In other word, the

gregation

ZKP of this statement verifies the satisfiability of an Iheorem 2. In the PZKP-FL scheme, all of the trainers and

arithmetic circuit. That is, given the inputs, outputs,
and constraints, the computation of the arithmetic circuit
has to be correct, suppose the output of the algorithm

the publisher can verify that the aggregated parameters
are computed according to the sum protocol with local
parameters.

Grothl16.Verify() is true. Therefore, since the arithmetic ~ Proof 2. (skeleton) Firstly, the specific process of parameter

circuit is converted from the training algorithm, and
m; is verified, the satisfiability of the arithmetic circuit
guarantees the correct execution of the Al model. Which
is to say,

Pr[(o,7) < Setup(R);(¢,m vk') + A(R,0) : ¢ ¢
Lg and V fyl(R,vk', ¢, m) = 1] < negl

Secondly, the X proof s} for the Piece i is generated by
the Algorithm [2} proving the statement that given the
verification key vk and the modified verification key vk,
vk’ is a valid modification of vk based on the Algorithm
and the trainer has the knowledge of the modification

aggregation is executed on a smart contract. The com-
putation is carried out by miners according to the given
smart contract, and the correctness can be checked by
any user available to the blockchain. So it is negligible
that the computation result can be changed, due to
the soundness of the smart contract and the consensus
mechanism used in the blockchain system.

Secondly, the ¥ proof S? for Piece i is generated by
Algorithm @} proving the statement that the commitment
C; based on given generator g,,, commits to the value
¢ used in the modified statement ¢;. This is due to the
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fact that given commitments C = gf,Cy = g§+d and
generators g1, g2, a X-protocol can prove the knowledge
of ¢,d, and (1 is a commitment to ¢; meanwhile, Cs is a
commitment to ¢ + d. The above statement connects the
value ¢ submitted as the training result and the value
g;f;b submitted in a secure sum protocol, indicating these
two values contain the same result ¢;. The publisher
can verify the aggregatedi parameter ¢ by checking the
equation I, g, = g;jg. If the equation holds, then
the aggregated parameter must be computed from the
submitted modified statement ¢/

When combining the above two conditions and run this
proof for all rounds, the statement has to be correct in
the whole training process. We finish the proof. u

7.3 The Proof for the Privacy Protection of Local Data

Theorem 3. In the PZKP-FL scheme, all of the participants
are negligible to obtain any other trainer’s local data and
the plaintext of the intermediate parameters generated
during in training process.

11

Proof 3. (skeleton) Firstly, in the PZKP-FL scheme, the data
transmitted by a trainer ¢ is the modified statement
¢, and the encrypted statement c¢;. ¢} is noised by a
uniformly distributed random number ¢; as ¢} = ¢; + ;.
Therefore, as long as the random number ¢; cannot be
correctly guessed, ¢} is secure. Here, the probability to
correctly guess ¢; is definitely negligible.

Secondly, since ¢; is encrypted with the public key pk
generated by the publisher, and it can only be decrypted
by the publisher. Thus, as long as the encryption scheme
is secure, ¢; is secure to other trainers.

Thirdly, ¢; is also an encryption of ¢; +a—b, and both a, b
are uniformly distributed random numbers and known
only by two trainers. Therefore, as long as the random
number a, b cannot be correctly guessed, c; is secure to
the publisher. Here, the probability to correctly guess a, b
is also negligible.

Finally, all of the proofs are zero knowledge because they
are generated by using zk-SNARKSs and >-protocols. The
concrete steps are listed as below.

Trainer i’s input: Local data d.

to obtain the ¥ proof s3.

VR

3. Show that ¢ and ¢, are modified in the same way.

j=127

3
$i-21 __ .3 3
Ipub = Si ai(s;. i

Common inputs: The proving key pk and the verification key vk.

The trainer runs Grothl16.Prove() and Algorithm (1| to obtain ZKP ;, the modified verification key vk, and the
modified statement ¢;. The trainer runs Algorithm E] to obtain the X proof s} and s?. The trainer runs Algorithm E]

1. Show that 7r; is a valid ZKP under the verification key vk} and the statement ¢/,.

PoK{(mj,vk},#;) : Groth16.Verify(r;, vk}, ¢;) = 1}

2. Show that (b;. is a valid modification on ¢; and vk} is a valid modification on vk;.

5'1~.Z
PoK{(vkj, vk}, s}) : I vk;.y_abe, ™ = s}.a(vk.~y_abeo - vkj.fy_abcal)sé'e mod p}

PoK{(vk:%vk},tsum;,tsqu s%) Hé/jlvk‘jfy_abck
! iz _ 2 2
Iy o1 vkjy_abey ™ = sj.as(tsumj_y)
4. Show that the global parameters Z is exactly the sum of the value z; that trainers submitted as x; -+ ¢; before.
POK{(gpuba ggubv z, i, Civ 3?» T; + ti) : H?:lg;;b = g;fb/\

3 53 21452,
C@)Sl‘e /\géz 2171822 3 3 (

J

2
8..24 2
7= si.al(tsum})sj‘e mod p A

2
sj.e

mod p}

wi—&-ti)sf.e}

= S§;.a2 - 5;.a3(9g;

All in all, when combing the above four conditions and
run this proof for all rounds, the statement has to be
correct in the whole training process. |

8 PERFORMANCE ANALYSIS

To verify the feasibility and performance of our scheme, we
selected two specific ML tasks, namely the iris classification
task and the house price prediction task. There are two kinds
of participants in this experiment, the publisher and the
trainer. All the evaluations run on an Ubuntu 18.04 instance

with 4GiB RAM and Intel Xeon Gold 5128 CPU. The ZKP
toolbox we used is ZoKrates, which can convert codes into
arithmetic circuit constraints and generate ZKPs based on
inputs.

The experiment is carried out as follows. First, the pub-
lisher translates the original ML algorithm into a integer-
version one using the method described in Section [f]
and splits it into pieces. Then, the publisher runs the
Groth16.Setup() algorithm to generate the corresponding
proving key and verification key. All of these are sent to
each trainer. As the trainers carry out the training process
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TABLE 1: The experimental results of a classification task and a prediction task.

Task Setu{)s)T ime Pmofpi?;:::fi;) ?S)T ime Proo{p\;e;rlisfll';ztfi)() g)Time Number of Proof  Accuracy
Iris classification 950.34 89.99 25.75 90,000 96%
Price prediction 514.19 50.09 1.55 500 88%
TABLE 2: The experimental results of the impact of the piece size.
Piece Size (number of epoch) 1 2 3 5 10 15
Setup Time (s) 508.25 966.43 1518.59 2622.10 5247.52 7268.61
Proof generation (per proof) (s) 50.74 95.95 140.70 225.10 439.16 533.24
Proof verification (per proof) (s) 1.56 1.54 1.19 1.15 1.13 1.12
Circuit Constraints 973,617 1,923,246 2,873,142 4,773,477 9,525,930 14,279,460
Points in CRS 968,155 1,912,324 2,856,760 4,746,175 9,471,328 14,197,558
Arithmetic Circuit Size (KB) 162,612 323,291 484,035 805,678  1,610476 2,416,076
Proving Key Size (KB) 347,279 687,122 1,092,583 1,903,677 3,800,842 5,674,057
Verification Key Size (per proof) (KB) 2 2 2 2 2 2
Proof Size (per proof) (KB) 5 5 5 5 5 5

with the integer algorithm and preserve all the intermediate
data, they can generate the ZKP by using the algorithms
described in Section 5} Once the training is completed, the
trainer sends all the proofs with the local model to the
publisher. As proofs are verified, the publisher and trainers
run the secure sum protocol to aggregate the global model.
Finally, the global model is verified. The experimental pa-
rameters involved in the above procedure are shown in
Table 3| We take the iris classification task as an example
to illustrate the experiment process. In the iris classification
task, we have 75 training samples, the model is trained 1,200
times. Regarding each sample in each iteration as one piece,
then we have 90,000 pieces in total. The whole training
procedure is expanded by 107 as the scaling ratio. We choose
Sigmoid as the activation function, ie., f(z) = H% The
ith order Taylor expansion of sigmoid function takes the
form as
1
x) =
@~ (1+ (—a) + 52
. Considering the error between the approximate function
and the original function as 0.0001, we set the approximate
function to the fifth-order Taylor expansion. Next, we con-
vert a training process in fraction into integer form. We run
the integer version training algorithm, while saving all the
intermediate values and the local result. The accuracy of the
local result is 96%, which is the same as the original fraction
version. As each piece contains the same computational
operation, we compile only one piece of code into ZoK
language. With the arithmetic circuit generated by ZoKrates
through the ZoK code, the setup in ZKP is complete. Then,
we can generate the proof of correctness of the computation
process in each piece through Grothl6 and Algorithm
with inputs and outputs of each piece saved while training.
Using Algorithm [2, we can generate the ZKP based on X-
protocol that connects inputs and outputs between pieces.

(—:C)i)

4!

+ ...+

Finally, we generate 90,000 ZKPs about the correctness of the
whole training process. It is worth noting that the splitting
method is determined based on the memory required for the
initialization operation. The splitting method given in the
following table allows the publisher to complete the setup
within a memory size of 4GB.

TABLE 3: The experimental parameters.

Task Iris classification ~ Price prediction
Splitting Method iﬁaglcﬁaﬁﬁrl\eci Each round
Expansion Ratio 10,000,000 10,000,000
Training Sample 75 90

Test Sample 75 10
Training Rounds 1,200 500

The experimental results are shown in Table(l| Given the
secure sum protocol is an interactive process and consumes
less time and computation, the experiment only counts the
time spent on the setup, proof generation, and proof verifi-
cation parts. If we train the model for the iris classification
task without splitting the training algorithm, then during
the proof generation process, the memory required to per-
form the setup will be 30 TiB at least, while the runtime is
nearly 1000 days, which is completely unrealistic. Even if the
required arithmetic circuit constraints are obtained, it takes
more than 90 days to generate the proofs and more than
25 days to verify them, which is not practical. Splitting not
only makes setup operations practical, but also allows both
proof generation and verification operations to be executed
in parallel. The time required for all proof generation and
verification operations can be reduced by parallel execution
on multiple processors.

Another experiment explores the relationship between
the size of one piece and the running cost. Take the price
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prediction task as an example. The entire model needs to be
trained for 500 rounds. We define the piece size that splits
each round as a piece as 1. We take 5 different piece sizes,
including 1, 2, 3, 5, and 10. The running cost is shown in
Table 2 and Figs. @} 5 and [6} The circuit size (i.e., a set of
constraints) is proportional to the size of piece. It influences
the circuit generation time (setup), proof generation time
(per proof), file size of proving key and circuit, which are
all proportional to the size of piece. The verification time
(per proof), the size of file for verification (verification key,
proof) is constant and relatively smaller. The overall proof
generation time is effected by both the size and the number
of pieces. However, as the proof generation can run in
parallel, the smaller the piece size, the shorter the overall
running time will be for trainers.

9 CONCLUSIONS

In this work, we have proposed the ZKP-based Federated
Learning (ZKP-FL) scheme to protect privacy while achiev-
ing accuracy in federated learning tasks. Specifically, we use
ZKP and secure multi-party computation to prove the cor-
rectness of local computation and global model parameters
without exposing local data and local model parameters.
Then, we propose a Practical ZKP-FL (PZKP-FL) scheme to
support fraction and non-linear operations by building a
Fraction-Integer mapping and using the Taylor expansion.
Both security and performance of the proposed schemes
are also analyzed to demonstrate the PZKP-FL scheme is
practical.
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