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Abstract—In energy-time entanglement Quantum Key Distri-
bution (QKD), two users extract a shared secret key from the
arrival times (discretized as symbols) of entangled photon pairs.
In prior work, Zhou et al. proposed a multi-level coding (MLC)
scheme that splits the observed symbols into bit layers and utilizes
binary Low-Density Parity-Check (LDPC) codes for reconcilia-
tion of the symbols. While binary LDPC codes offer low latency
for key generation, splitting the symbols into bits results in a loss
of key generation rate due to error propagation. Additionally,
existing LDPC codes do not fully utilize the properties of the
QKD channel to optimize the key rates. In this paper, we mitigate
the above issues by first generalizing the MLC scheme to a non-
binary(NB) MLC scheme that has layers with non-binary symbols
and utilizes NB-LDPC codes. We show the NB-MLC scheme
offers flexibility in system design. Additionally, we show that the
NB-MLC scheme with a small symbol size per layer offers the
best trade-off between latency and key rate. We then propose
a framework to jointly optimize the rate and degree profile of
the NB-LDPC codes that is tailored towards the QKD channel
resulting in higher key rates than prior work.

I. INTRODUCTION

Quantum Key Distribution (QKD) provides a physically
secure way to share a secret key between two users, Alice and
Bob, over a quantum communication channel in the presence
of an eavesdropper Eve [1]|-[3[]. Energy-time entanglement
QKD (ET-QKD) protocols have been studied extensively in
literature due to their ability to extract multiple bits per
generated entangled photon pairs [3], [4]. At a high level, an
ET-QKD protocol consists of the following steps [5]: i) In the
first step, called generation, Alice and Bob generate raw keys
using a quantum channel that are represented as sequences of
symbols. Due to imperfections in the quantum channel, the
raw keys at Alice and Bob may disagree in some positions;
ii) In the second step, called information reconciliation (IR),
Alice and Bob communicate over a public channel (accessible
to Eve) to reconcile the raw keys; iii) In the third step, called
privacy amplification (PA), Alice and Bob amplify the privacy
of the reconciled key by accounting for Eve’s knowledge to
generate the final shared secret key. Channel coding is utilized
in the IR step to ensure that Alice and Bob arrive at an identical
sequence of symbols. In this paper, similar to [5]], we focus on
the IR step of the protocol and assume that if we communicate
m bits during the IR step, then PA results in a loss of m bits
from the length of the reconciled key to get the shared secret
key. The key rate of the system is defined as the average length
of the shared secret key obtained by Alice and Bob after PA.

A promising coding framework proposed to get high key
rates is called the multi-level coding (MLC) scheme [3]]
that has been considered for works such as [3]], [6]]. In the
MLC scheme, the sequence of symbols after the generation

step is converted into multiple bit layers and then each bit
layer is sequentially reconciled using binary LDPC codes.
Binary LDPC codes have low complexity and fast decoding
algorithms and hence result in low latency and complexity
for key generation. However, the MLC coding scheme suffers
from error propagation where a decoding error in one of the
bit layers results in decoding errors in subsequent bit layers
leading to reduced key rates. Contrary to the MLC scheme
with binary LDPC codes, non-binary (NB) LDPC codes that
directly encode the generated symbols do not suffer from
error propagation. Hence, NB-LDPC code can naturally lead
to higher key rates. However, the symbols in the generation
step can belong to a Galois field of size as large as 2'° and
it is known that iterative decoding of NB-LDPC codes has a
very high complexity (log-linear in the field size [7]]) leading
to high latency for the key generation. Hence, baseline NB-
LDPC codes with large field sizes are not favorable in QKD
applications requiring low latency, such as in [8]], [9].

In addition to the above latency vs. key rate trade-off,
the LDPC codes used previously in the IR step of ET-
QKD protocols have not fully utilized the properties of the
ET-QKD channel. For example, [5] used a standard LDPC
ensemble without optimization. Similarly, spatially-coupled
(SC) LDPC codes, irregular repeat accumulate (IRA) codes,
SC-IRA codes, and multi-edge-type (MET) codes have been
discussed for the continuous-variable (CV) QKD [10], [11].
However, these works focus on channel models such as binary
input additive white Gaussian noise (BIAWGN) that do not
match the ET-QKD channel [12].

A unique property of the ET-QKD problem considered in
this paper is that the key rate of the system is closely dependent
on both the rate of the code and the frame error rate (FER)
performance. Fig. [2 shows the FER and key rates obtained by
a random LDPC code for different values of rate. From this
graph, we see that increasing the code rate can improve the
key rate even at the cost of higher FER, a phenomenon we see
in both binary and non-binary LDPC codes. Additionally, the
maximum in the key rate occurs for a relatively large value of
FER (~ 5%). While the conventional code design approach is
to minimize the FER to a very small value for a given rate,
in this case, the goal is to jointly optimize both the rate and
the FER to achieve the largest key rate.

The degree distribution of an LDPC code is known to
affect its FER performance. Degree distribution optimization
techniques for LDPC codes based on code thresholds (e.g.,
[13]]) optimize the degree distribution for a fixed rate and hence
are not directly applicable to the current ET-QKD problem
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Fig. 1: QKD system model. The arrival times of photons are dis-
cretized using pulse position modulation. Each frame has 29 bins
and the spacing between frames in called binwidth.
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Fig. 2: KeyGatigiRhiER vs. coding rate. LefEqinglRN8-LDPC code
in GF(2°); Right panel: Binary LDPC code. Maximum in the key
rate occurs at FER around 0.05 in both figures.
that needs a joint rate and FER optimization. Additionally,
the optimized degree distributions are designed for non-QKD
channels (e.g., BIAWGN in [13]]) and they do not result in
large key rates as we demonstrate in Section

In the paper, we mitigate the above issues of latency vs.
key rate trade-off and code design considering the properties
of the ET-QKD channel using a two-pronged approach. Firstly,
we generalize the MLC scheme of [5] to a non-binary MLC
scheme by splitting the symbols after the generation step
into multiple layers with non-binary symbols belonging to a
smaller Galois field. The NB-MLC scheme offers a natural
trade-off between latency and key rate depending on the size
of the symbols in a layer, allowing flexibility in system design.
Additionally, we demonstrate that the NB-MLC scheme with
a small symbol size per layer results in higher key rates com-
pared to a fully binary scheme [5] as well as using a fully non-
binary scheme without layering. Secondly, we provide a joint
rate and degree distribution optimization (JRDO) framework
based on differential evolution [14]] for the construction of the
NB-LDPC codes in each layer of the NB-MLC scheme. The
JRDO framework uses the QKD channel information and we
demonstrate that it results in a higher key rate compared to the
LDPC codes used in the MLC scheme [5]] and that obtained
by utilizing degree distributions optimized for conventional
channels such as the BIAWGN channel [13]]. The rest of this
paper is organized as follows. In section [, we provide the
preliminaries and the system model. In section [[TI} we describe
the NB-MLC scheme. In section we provide the JRDO
framework. Finally, we provide simulation results in section
and conclude the paper in section

II. PRELIMINARIES AND SYSTEM MODEL

1) ET-QKD system model: As shown in Fig.|l} in ET-QKD
[3[], energy-time entangled photon pairs are generated by a
third party in the generation step. Alice and Bob then receive
one photon each out of the pair who then record the arrival
times of the received photons. The raw key information is
derived from the arrival times. In this method, Alice and Bob

both synchronize their timelines and then discretize their time
into frames where each frame is further divided into 29 bins
of equal size, where ¢ is a positive integer. Alice and Bob
retain only time frames in which they both detect a single
photon arrival and discard all other frames. The photon arrival
time in a non-discarded frame is then converted (discretized)
into a symbol in GF(22) based on the bin number the received
photon occupies within each frame. The discretized sequences
received by Alice and Bob are then divided into blocks each
having N symbols where NN is the code length. Let X =
{X1,...,. Xy}, X; € GF(2?) and Y = {V3,.... Yy}, V; €
GIF(27) be the sequences of length N recorded by Alice and
Bob, respectively. Due to imperfections in the generation step
(e.g., timing jitters, transmission loss [Sf]) Y is a noisy version
of X. We assume the sequences X and Y are memoryless and
each Y] is the output of the ET-QKD channel characterized by
transition law Py x and input X;.

A simple IR protocol based on NB-LDPC codes in GF(27)
proceeds as follows. Alice sends Bob S = HX over the public
channel (which is accessible to Eve) where H € GIF(27)MxN
is the parity check matrix of an NB-LDPC code. Bob decodes
X using the received S and side information Y. LDPC
decoding using side information is encountered in the Slepian-
Wolf (SW) problem [[16]. SW LDPC decoding is very similar
to the sum-product decoder used in conventional decoding
of LDPC channel codes with small differences in the way
the log-likelihood messages are initialized and the CN to VN
messages. We refer the reader to [[16]] for details about SW
LDPC decoding. The goal of the NB-LDPC code is to make
the decoding output equal to X with high probability while
ensuring that the information leaked to Eve is minimized.
Finally, the sequence X is the reconciled key that is passed to
the PA step. The key rate 7 (in bits per photon) of the above
scheme (similar to [5])) is given as follows:
N-M

N )
where F is the FER incorporated in the decoding of X. Note
that we subtract M in Eqn. (T) since M symbols are sent over
the public channel and hence will be lost due to PA.

2) ET-QKD channel: In this paper, we use empirical data
from a practical ET-QKD system testbed [4] to estimate the
channel transition law Py |x directly. For interested readers,
authors in [12] have demonstrated a modeling that provides
a good approximation of the ET-QKD channel. Succinctly,
the ET-QKD channel is a mixture of local and a global
channel with Gaussian and uniform distributions. The uniform
distribution causes a low SNR in our system resulting in a high
operating FER (~ 1 — 10%). Note that the ET-QKD channel
is different from conventional channels such as AWGN, BSC,
etc. As such, codes that have been optimized for these channels
are not necessarily the best ones for the ET-QKD channel as
we demonstrate in Section [Vl

3) NB-LDPC codes: A NB-LDPC code over GF(27) is
defined by a sparse parity check matrix H € GF(27)M*V,
The matrix H has a Tanner graph representation comprising

r=q(l1-E)

)



of M check nodes (CNs) and N variable nodes (VNs) cor-
responding to rows and columns of H. A CN is connected
to a VN by an edge if the corresponding entry in H is non-
zero where the edge is additionally labeled by the non-zero
entry. The interconnection between VNs and CNs of a code
is represented by degree distributions L(z) = >, Lgz¢ and
P(z) =Y, Pya?, where L, and P, represent the fraction of
nodes connected respectively to VNs and CNs of degree d. The
coding rate R of the code is given by R = 1— L D The FER
performance of the code depends on the degree cﬂstrlbutlons
L(z) and P(x). In this paper, we optimize the rate R and VN
degree distribution L(z). For given R and L(x), we find a
two-element distribution P(z) that results in rate R. Now for
the degree distributions L(x) and P(x), parity check matrix
H is randomly sampled among the ensemble of LDPC codes
that match these degree distributions [|15] and label each edge
uniformly at random with a non-zero element of GF(27). In
the next section, we propose the NB-MLC scheme for IR.

III. NON-BINARY MULTI-LEVEL CODING

The NB-MLC scheme offers a tradeoff between key rate r
and latency/complexity of key generation through an integer
parameter a, 1 < a < g. Let b and r be integers such that ¢ =
ab+r, where b = | ] and 7 is the remainder when ¢ is divided
by a. Each symbol X in X received by Alice is an element of
GF(27). We split X into b+ 1 symbols (X1, Xs,... Xpt1),
where X; € GF(2%),1 <4 <b and X1 € GF(2") using an
injective mapping u : GF(27) — GF(2%)® x GF(2"). Using
the above conversion, we split the sequence X into b+1 layers
(X1, X3,...,Xp11), where X; € GF(2¢)V,1 < i < b and
Xp1 € GF(2")N. Let a; denote the bit size of the symbols
in the ¢th layer. We have a; = a,1 <4 < b and apy1 = 7.
For each layer i, we use a NB-LDPC code H; where H; €
GF(22)m™i*N for 1 < i < b+ 1. Now, Alice generates a
message S = {S1,Sa,...,Sp41} by setting S; = H;X;, 1 <
1 < b+ 1 and sends it to Bob over the public channel. Using
S and Y, Bob decodes every layer X;,1 < ¢ < b+ 1 and
hence X which is the reconciled key.

Let XZ L. {Xl,Xg,... i—1} be the decoding result
of layers 1, 2,. -4 — 1. Similar to [5], Bob decodes layer X;
with received message S;, and side information Y and Xi_l
using SW decoding for NB-LDPC codes [16]]. The equivalent
channel for the ith layer takes input X; and outputs {Y, X}~ '}
with transition law 7' := P(Y =y, X! = 2} X; = 2;).
We derive the transition law ~¢ empirically from our QKD
testbed and use it in Section [IV] for code optimization.

The size of massage S; sent by Alice for the reconciliation
of the ith layer is m;. Let F; be the FER for the ¢th layer.
The key rate of the NB-MLC scheme is obtained by adding
the key rates of each layer (similar to [35]]) and is given by

b+1

r=3 e~ AR ®)

mei

The key rate depends on the coding rates R; =
of H; used in layer ¢. The parameter a in the NB-MLC
scheme affects the key rate as well as the latency and hardware
complexity (which are, respectively, the sum of the decoding

latencies and the sum of the complexities of all the layers).
Note that a = 1 gives us the binary MLC scheme of [5] and
a = q provides a completely non-binary scheme with only one
layer. As a is increased from 1 to ¢, the complexity mono-
tonically increases. However, as we demonstrate in Sectionm
the key rates are not monotonic in a.

Finally, the performance of the system in terms of the key
rate and latency also depends on the mapping u(X) used
to split the symbols X € GF(2?) into symbols of different
layers. For convenience, we use the following mapping. We
first convert X into its binary representation X;,. We then
split the bits in X} into b + 1 groups with the ith group
having «; bits. We then treat the bits in each group ¢ as a
binary representation and convert them back to a symbol in
GIF(2%). A study on the effects of different mappings on the
key rate and latency is beyond the scope of this paper and is
part of future work. In the next section, we provide the JRDO
framework based on differential evolution to jointly optimize

the rate and degree distribution of the NB-LDPC codes.
IV. JOINT RATE AND

DEGREE DISTRIBUTION OPTIMIZATION

In this section, we provide the framework to design parity
check matrices H;, 1 < ¢ < b+ 1 for use in the ith layer
of the NB-MLC scheme with channel transition probability
v = P(Y =y, Xi ' = 2i7!|X; = ;). The construction
method is the same for all layers, hence we drop index i. In
particular, we design the VN degree distribution L(x) and rate
R for H (see Section [[I-3] for how a non-binary H is generated
from L(z) and R). The channel transition probability is ~.

Our framework utilizes differential evolution (DE) [14] to
find L(x) and R. DE is a popular and effective population-
based evolutionary algorithm that can be used for a maxi-
mization (or minimization) of any function f(). The algorithm
iteratively improves a candidate solution (that maximizes f())
using an evolutionary process and can explore large design
spaces with low complexity. DE has been extensively used in
coding theory literature to design good irregular LDPC codes
for the erasure channel [17], AWGN channel [[13[], Rayleigh
fading channel [18], etc. The goal in these works is to design
degree distributions that have low FER. This goal is achieved
using DE where the function f() is generally set as some low
complexity predictor of the FER performance of the code such
as the threshold obtained by density evolution [13]. However,
as discussed in section [I, the goal for us in this paper is
to maximize the key rate and not merely to minimize the
FER. Additionally, the techniques for optimizing the degree
distributions using code thresholds work for a fixed code
rate and we have not found any previous work that jointly
optimizes the code rate along with maximizing the threshold.

In this paper, following the expression for key rate in Eqn.
(@), we jointly optimize the degree distribution L(z) and the
coding rate R using DE by setting f(L(x),R) = (1 — E)R.
Here, E is the expected FER of a code ensemble with degree
distribution L(z) and rate R on a channel with transition
law ~. Note that to be able to optimize the above function
using DE feasibly, the cost of computing the function must
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be low (since the DE algorithm evaluates the function f() a
certain fixed number of times at every iteration). However,
as discussed in Section [[I-2} since the FER of the code is
high (~ 1 — 10%), the FER E can be easily computed using
Monte-Carlo (MC) simulations with a small number of MC
experiments (e.g., 200-300). The overall JRDO algorithm is
provided in Algorithm [T] where the procedures DiffMuta-
tion() and CrossOver() have regular meanings as per [[14].
The contribution in Algorithm [I] is the use of the objective
function f(L(x),R) = (1 — E)R and its feasible evaluation
using MC simulations owing to the high FER property of the
ET-QKD channel thus making the joint optimization possible.

Algorithm 1 JRDO: Joint Rate and deg. Dist. optimization
s (LNpoy, Ry )}

1: Initialize population II = {(L1, Ry), ...
2: for max number of iterations do

32 for j=1:Np,, do

(L}, R}*) =DiffMutation(j,II)
(L5, RS) = CrossOver((L}n,R}"), (Lj, R;))
Evaluate f(L§, R$) using Monte-Carlo simulations

A

7. for j =1: Ny, do
s if (LS, RS) > f(L;, R;) then
9: Update population: (L;, R;) « (L§, RS)

10: Output: (L, R) from II with largest f(L, R)

V. SIMULATION RESULTS

In this section, we demonstrate the performance of the NB-
MLC scheme and the performance of the codes designed using
the JRDO algorithm. We compare the performance with the
MLC scheme of [5] as well as with codes used in [5]] and
codes designed for the BIAWGN channel [13]]. For the JRDO
framework, we optimize degree distribution L(x) = 22:2 Ly
where we set L to be zero and a maximum VN degree of 5.
For non-JRDO codes, we find and use the rate that results in
the largest key rate (for that particular layer of the NB-MLC
scheme) by exhaustively iterating over the message length m;.
The latency of the NB-MLC scheme is calculated as the sum
of the decoding latencies of all the layers in the NB-MLC
scheme. We use a code length N = 2000 and FFT-based sum-
product LDPC decoding (SW version [16]) in our simulations.

In Fig. |3} we study the effect of the MLC bit size a on
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Fig. 3: Key rate and latency for different g as the NB-MLC bit size a is varied. The ET-QKD system has a b1nw1dth of 300ps. Left panel:

Key rate vs. a; Middle panel: Latency vs. a; Right panel: Key rate vs. latency where each point on a curve for a particular g represents a
different value of a (the values of a are marked on the curves). All curves use LDPC codes mentioned in Section with L(z) = .

the key rate and latency of the QKD system. Recall that the
QKD system has 27 bins per frame implying a total bit size
of g. From Fig. [3] left panel, we can see that for all values
of g, the key rate is non-monotonic in a and has a maximum
when a is strictly between 1 and g. The reason the key rate is
non-monotonic in a is the following. Increasing the value of
a makes the NB-MLC scheme use NB-LDPC codes from a
larger Galois field which are stronger resulting in greater FER
performance and hence better key rates per layer. However,
due to layering, correct decoding in the earlier layers still
contributes to the overall key rate even if decoding failures
exist in the later layers. This additive effect (due to Eqn. (2))
improves the overall key rate with more layers (small a). Due
to the above two effects, the overall key rate is non-monotonic.
In Fig. |3| middle panel, we plot the latency of the NB-MLC
scheme as a function of a for different values of ¢q. From the
plot, we see that the latency becomes significantly large as
a becomes large (close to g). This trend is because a larger
a implies an NB-LDPC code from a larger Galois field and
hence a larger decoding latency. Note that as a increases, the
increase in decoding complexity is sometimes offset by the
decrease in the number of decoding layers in the NB-MLC
scheme, and thus latency is non-monotonic in a (also evident
in Fig. 3| right panel). In Fig. [3|right panel, we plot the key rate
vs. latency achieved due to different values of a in the NB-
MLC scheme. From the figure, it is clear that the best trade-off
is obtained for a small value of a (3 or 4). Increasing a further
results in higher latency at no increase in key rates.

In Fig. [ left panel, we compare the key rates across
different values of binwidths in a QKD system with ¢ = 6. We
compare the key rates for a = 1,3, and 6. Similar to Fig.
we can again see that across all binwidths, @ = 3 has a higher
key rate compared to a = 1 (MLC scheme of [5]] with binary
LDPC codes) and a = 6 (a scheme with complete NB-LDPC
codes and no layering). Overall, the NB-MLC scheme with a
small value of a > 1 results in the best system performance.

In Fig. @] middle and right panels, we compare the key rates
obtained by different code constructions. The diamond marked
curves correspond to LDPC codes used in [5]. As per [5], these
LDPC codes are randomly constructed such that each VN has
a constant degree of 3. Note that there is no limitation on
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Fig. 4: Left panel: Key rate vs. binwidth for different values of NB-MLC bit size a. The QKD system has 25 bins per frame; Middle panel:
Key rate vs. a for different LDPC codes. The QKD system has 2° bins per frame and a binwidth of 300ps; Right panel: Key rate vs. binwidth
for different LDPC codes. The NB-MLC scheme uses a = 3. The QKD system has 2° bins per frame.

the CN degree distribution in [S[]. However, the LDPC codes
considered in this paper (see Section [[I-3) have a two-element
CN degree distribution. The triangle marked curves correspond
to the degree distribution provided in [13| Table I] with a
maximum VN degree 5. Note that this degree distribution is
optimized for the BIAWGN channel. The circle marked curves
correspond to LDPC codes with regular VN degree distribution
L(z) = 3 (similar to [5]]) but with a two-element CN degree
distribution. Finally, the square marked curves correspond to
degree distributions obtained using the JRDO algorithm. From
the figures, we make the following observations. The key rates
for the diamond marked curves are worse compared to the
circle marked curves. This trend suggests that it is better to
use a two-element CN degree distribution (as done in our
paper). The key rates for the triangle marked curves (BIAWGN
optimized degree distribution) are worse compared to using
regular LDPC codes with VN degree 3 (circle marked curves).
This trend demonstrates that codes optimized for non-QKD
channels do not perform well when used for the QKD channel.
Finally, in Fig. @ middle and right panels, we see that JRDO-
LDPC codes (square marked curves) result in the largest key
rates which is because the JRDO-LDPC codes are optimized
for the QKD channel. In Fig. {]right panel, we additionally plot
the key rates achieved using the techniques of [5] i.e., MLC
scheme (a = 1) and VN degree 3 regular LDPC codes and no
limitation on CN degree distribution (plus marked curve). We
see that our techniques (square marked curve) provide around
40% improvement in key rates compared to [S].
VI. CONCLUSION

In this paper, we considered the problem of information
reconciliation in ET-QKD and proposed a generalization of
the multi-level coding (MLC) scheme of [5]] called NB-MLC
that uses NB-LDPC codes. We showed that the NB-MLC
scheme offers flexibility in system design in terms of key rate
and latency, and the NB-MLC scheme with a small bit size
per layer results in the best trade-off between key rate and
latency. Finally, we proposed a framework based on different
evolution called JRDO that jointly optimizes the rate and
degree distribution for the LDPC codes used in the NB-MLC
scheme. JRDO-LDPC codes are optimized for the ET-QKD
channel and result in a significant improvement in the key

rates compared to LDPC codes used in prior work. Ongoing
research is focused on optimizing the edge weight distributions
(along with JRDO) to further improve the key rates.
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