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Differentially Private Medians and
Interior Points for Non-Pathological Data

Maryam Aliakbarpour* Rose Silver’ ~ Thomas Steinke¥ ~ Jonathan Ullman®

Abstract

We construct differentially private estimators with low sample complexity that estimate the
median of an arbitrary distribution over R satisfying very mild moment conditions. Our result
stands in contrast to the surprising negative result of Bun et al. (FOCS 2015) that showed there is
no differentially private estimator with any finite sample complexity that returns any non-trivial
approximation to the median of an arbitrary distribution.

1 Introduction

A statistical estimator is an algorithm that takes data drawn from an unknown distribution as input
and tries to learn something about that distribution. While the input data is only a conduit for learning
about the distribution, many statistical estimators also reveal a lot of information that is specific to the
input data, which raises concerns about the privacy of people who contributed their data. In response,
we can try to design estimators that are differentially private (DP) [DMNS06], which ensure that no
attacker can infer much more about any person in the input data than they could have inferred in a
hypothetical world where that person’s data had never been collected.

Differential privacy is a strong constraint that imposes significant costs even for very simple statis-
tical estimation tasks. In this paper we focus on two such tasks: interior point estimation and median
estimation. In the interior point problem, we have a distribution P over R, and our goal is simply to
output some point y with

inf support(P) < y < sup support(P). (1)

There is a trivial estimator for solving the interior point problem—draw a single sample from P and
output it—but this estimator is clearly not private. More generally, we can try to find an a¢-approximate
median of the distribution, which is a point y such that

%—asxl(’_rp[xSy]S%+a. (2)
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There is also a simple estimator for computing an approximate median—draw O(1/a?) samples and
return the median of the samples—but this estimator also fails to be private. While these problems are
nearly trivial to solve without a privacy constraint, a remarkable result of Bun, Nissim, Stemmer, and
Vadhan [BNSV15] showed that there is no differentially private estimator that takes any finite number
of samples and outputs even just an interior point of an arbitrary distribution! Since the interior point
problem is a special case of finding an approximate median, learning threshold functions, learning
halfspaces, and more, this negative result has far reaching implications.

In light of this negative result, there have been two main approaches to privately solving the interior
point problem and its generalizations. The first is to assume the data comes from a finite domain, such
as the integers [T] := {1,2,..., T}, in which case the optimal sample complexity is now known to be
n= (5(10g>k T) [BNS13, BNSV15, ALMM19, BDRS18, KLM*20, CLN*22]. The primary drawback of this
approach is that a lot of data does not live in a discrete domain, so it has to be rounded to a discrete
domain. This rounding requires both care and additional knowledge by the user of the algorithm so as to
not destroy too much information. However, rounding can be cumbersome, and additional knowledge
may be difficult to obtain when the data is private.

The second approach, which is the approach we adopt in this paper, is to assume that the distri-
bution satisfies some additional properties that allow us to bypass the Bun et al. lower bound. Results
along this line have considered a range of assumptions such as Gaussian distributions [KV18], dis-
tributions with positive density in a neighborhood around the median [DL09, TVGZ20, BAM20], and
distributions with bounded density [HRS20], which hold for common parametric families of continuous
distributions. While these assumptions are natural, they are quite restrictive, and there is a huge gap
between distributions satisfying these assumptions and the highly contrived distributions constructed
in the Bun et al. lower bound.

In this work we show that a very weak, and qualitatively different assumption—bounded normal-
ized variance—is sufficient to privately find an interior point. Specifically, a distribution P satisfies
C-bounded normalized variance if )
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Excp[IX - pl]?
for some constant C > 1. This assumption is satisfied by essentially all natural parametric families of
distributions, both discrete and continuous, and thus we consider it quite weak.

Theorem 1.1 (Informal). There is an (¢, §)-differentially private algorithm that takes n = Oc,s(1) sam-
ples from an arbitrary distribution P over R satisfying C-bounded normalized variance (3) and, with high
probability, returns an interior point (1) of P. Here Oc . s(1) denotes that the number of samples depends
only on the privacy parameters ¢, > 0 and the bounded normalized variance parameter C.

Our result shows that the impossibility of privately finding an interior point [BNSV15] is extremely
brittle, and can be circumvented for essentially all reasonable data distributions.

In the worst-case setting, finding an approximate median can actually be reduced to finding an in-
terior point, however this reduction does not preserve the property of bounded normalized variance,
so we cannot use it directly to obtain a private median algorithm. Moreover, we will see that we can
turn any distribution on a bounded support into a distribution satisfying bounded normalized vari-
ance without changing the median, so our assumption is not sufficient to circumvent the lower bound.
Nonetheless, we show that a slight (and necessary) strengthening of this assumption is enough to find
an approximate median. Intuitively, this assumption is bounded normalized variance around the median,



which means that bounded normalized variance holds even if we condition on the part of P that lies
between the % —«a and % + a quantiles.

Theorem 1.2 (Informal). There is an (¢, §)-differentially private algorithm that takes n = Ocs4(1)
samples from an arbitrary distribution P over R satisfying C-bounded normalized variance around the
median, and, with high probability, returns an a-approximate median of P. Here O¢ .. s.,(1) denotes that
the number of samples is an absolute constant depending on C, ¢, d, a.

We note that there are many other richer tasks, such as privately learning halfspaces and privately
finding a point in the convex hull in R?, where the best private algorithms for worst-case distributions
are based on reductions to interior point or closely related problems that can be reduced to interior
point [BMNS19]. Theorem 1.2 suggests that identifying approximate mild distributional assumptions
to make these problems tractable is a fruitful direction.

1.1 Technical Overview

At a high level, our interior point algorithm follows the approach taken by Karwa and Vadhan [KV18]
for finding an approximate median of a Gaussian distribution, but with a much more general analysis
that allows us to rely on only weak assumptions about the distribution. First, suppose that we know
the first central absolute moment of the distribution, and have rescaled the distribution so that
E [IX-pll=1and E [|X-pl’]<C

EIX—pll=1and B [IX-ul] <C.
where p = E[X]. In this case, by Chebyshev’s inequality, we know that most of the probability mass for
P is not too far from the mean pi. Moreover, it cannot be that the mass is almost entirely contained in
a single sub-interval of size < 1/2, as this (combined with the fact that outliers in P are relatively rare)
would imply that Ex. p[|X — p|] < 1. Thus, if we divide the real line into an infinite set of intervals
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then there will be at least two distinct intervals that contain a significant amount of mass (more than
1/poly(C) mass). Using standard techniques for computing differentially private histograms, we can
identify two of these intervals privately, and any boundary between them must be an interior point of
the distribution.

The next step is to resolve the fact that we do not know the first central absolute moment Ex . p[|X—
#|], and we need to privately estimate this quantity up to a small multiplicative factor. To do this, we
take a set of 2n samples x1, . . ., X2, and create a new set of n samples y; = |x2;-1 — x2;|. Note that each
of these samples y; is sampled as |X — X’| where X, X" are drawn independently from P. We will use
the y;s to approximate E[|X — X’|], which is in turn a constant-factor approximation of E[|X — pu].
Specifically, we divide [0, c0) into the infinite set of intervals

D (53[5, 1).[1,2),[2,4),[4,8),...

Using the bounded normalized variance condition, we argue that the largest interval that contains
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a significant amount of mass is a good approximation to the first central absolute moment (up to a
poly(C) factor). As before, this largest interval can be identified privately via techniques for computing
differentially private histograms. Chaining this algorithm with the previous algorithm gives us our
complete algorithm for finding an interior point of a distribution with bounded normalized variance.



We might hope that bounded normalized variance is sufficient to also find a good a-approximate
median for small a, but that is actually false. To see why, first note that the Bun et al. [BNSV15] lower
bound says that there is no differentially private algorithm that can find an interior point of an arbitrary
distribution, even if the distribution is supported on some bounded interval, such as [—%, %) Given an
arbitrary distribution P on this interval, we can create a new distribution P’ by adding mass at —1
with probability 1/4 and mass at +1 with probability 1/4. A simple calculation shows that this new
distribution will have O(1)-bounded normalized variance. Moreover, any 1/5-approximate median for
P’ will be an interior point of P. Since we can easily simulate access to P’ using access to P, any private
algorithm for computing an approximate median of a distribution with bounded normalized variance
can be used to privately compute an interior point of an arbitrary distribution, which is ruled out by
Bun et al. [BNSV15].

Thus, our algorithm for finding an a-approximate median requires a stronger assumption on the
distribution P. First, observe that an a-approximate median of P is just any interior point of the distri-
bution P, that consists only of the middle 2« slice of the distribution P. That is, P, is the distribution P
restricted to the space between the % —a and % + a quantiles of P. We now assume that the distribution
P, has bounded normalized variance. Intuitively, our algorithm works by finding an interior point of
the distribution P, by using a subset of our samples from P to simulate samples from P,, but we cannot
exactly generate samples from P, without knowing the quantiles of the distribution P itself, which is
exactly what we are trying to estimate. To get around this issue, we instead take a collection of n sam-
ples, then sort them to obtain x(;) < x(;) < -+ < x(»), and then use the middle (1 - 1/k)2an samples
Xo as an approximation of samples from P, (where k is some well-chosen quantity). The 1 — 1/k term
is to ensure that the samples in xo come from within P,, instead of being in a situation where a small
number of them may come from outside of it. While this collection x¢ of samples does not quite have
the same distribution as i.i.d. samples from P,, we are nonetheless able to argue that they come from a
distribution with O(C)-bounded normalized variance. Thus our interior point algorithm will succeed
in identifying an interior point of P,, and thus in identifying an a-approximate median of P.

2 Preliminaries

Let P be a data distribution. We indicate that a data point x is drawn from P by writing x < P. We
indicate that x = (xy, ..., x,) isa set of n i.i.d. data points drawn from distribution P by writing x « P".
We refer to x as a dataset. We use [, to denote the indicator random variable for the property ¢.

2.1 Background

We say that two datasets x and x’ are neighboring datasets if they differ in at most one data point, i.e.
Ham(x, x") = 1 where Ham denotes the Hamming distance.

Definition 2.1. Let & > 0,0 < § < 1. An algorithm A : X" — Y is (¢, §)-differentially private if, for
every E C Y and neighboring datasets x,x’ € X", A satisfies Pr[A(x) € E] < e’ Pr[A(X') € E] +6.

Definition 2.2. Let f : X" — R be a function. The global sensitivity A of f is defined as

A= sup f(x) = f&E)]h
Ham( )1



The truncated Laplace mechanism. We make use of the standard approach of adding noise pro-
portional to the global sensitivity [DMNS06] to ensure differential privacy. Since we are interested in
adding noise to a histogram with infinitely many bins, we need to make use of the truncated Laplace
distribution rather than the standard Laplace distribution. Given parameters A, Zy,.x, we define the trun-
cated Laplace distribution TLap (A, Zyax) over the support [—Zmax, Zmax] With density f(z) o« e~ 2/,

Lemma 2.3. [Truncated Laplace Mechanism] Let f : X" — R be a function with global sensitivity A. For
every e, 8 € (0,1), if Zmay is at least A1n(4/0) /¢, then the truncated Laplace mechanism M(x) = f(x)+Z,
where Z « TLap(%, Zmax) is (&, 8)-differentially private.

While the above lemma is considered folklore in the field, we include a proof in Section A.4 for the
sake of completeness. A standard application of this mechanism is computing histograms, possibly in
infinite dimension (see e.g. [Vad16]).

Lemma 2.4 (Differentially Private Histograms). Let X be a domain and let X, ..., X, be a partition
of the domain into (a possibly infinite number of) bins. Define the function f : X" — R™ as f(x); =
2iz1 Lyex;. Then the mechanism

M(X) = f(X) + (Z19 ... ’Zm)’

where each Z; « TLap (%, mf/a)) is (¢, 8)-differentially private.

2.2 Problem Definitions

The interior point problem. Let P be an unknown distribution over R, and let x « P”" be an n-
dimensional data set whose entries are sampled i.i.d. from P. As noted earlier, we define an interior
point of P to be any point y satisfying inf support(P) < y < sup support(P). Similarly, we define an
interior point of x to be any point y satisfying minx; < y < maxx;. Observe that any interior point
Xi€X X;€X

for x is guaranteed to also be an interior point of P.

Approximate medians. For a distribution P, let Fp(x) = Prx. p[X < x] denote the CDF of dis-
tribution P. We use Qp(p) = F,'(p) to denote the p-th quantile of P for any p € [0,1]. That is,
Qp(p) = inf{x | Fp(x) > p} for p € [0, 1]. For a dataset x, we can similarly define Qyx(p) = x(| pn)) for
p € [1/n,1]. We say that m1 is an a-approximation to the median Qp(0.5) if |Fp(m) — 0.5] < a.

For the interior point problem, we focus on data distributions with the following property:

Definition 2.5. Let P be a distribution with mean p = Ex. p[X]. The distribution P has C-bounded
normalized variance for some value C if

Excpl|X - pl’]
ExcplIX —pll? =

As shorthand, we will sometimes say simply that such a distribution is C-bounded.

For the approximate median problem, we will be interested in the case where the middle 2a-percentile
of the distribution is C-bounded, rather than the entire distribution itself.



3 Interior Point Algorithm

In this section, we introduce an algorithm (Algorithm 1) that privately solves the interior point problem
when the data points are coming from a C-bounded distribution. Recall that, given a dataset x, the goal
of such an algorithm is to privately output a point y that falls within the minimum and maximum
values in x. Formally, we show that Algorithm 1 is an (¢, §)-differentially private algorithm that, if P is
C-bounded, returns an interior point of x with probability at least 1 — f if the size of x is sufficiently
large (depending on the values of §, ¢, §, and C).

The basic idea is to apply bounded normalized variance to a private histogram. In particular, the
domain of P is partitioned into contiguous bins B of a fixed width, and each bin counts the number of
samples from x that reside in the corresponding subset of the domain. Then, random truncated Laplace
noise is added to the count of every bin to ensure privacy. In essence, every bin keeps a noisy count of
the number of points x € x which land in the bin.

To demonstrate the benefit of this private histogram, suppose that there are two bins B; and B; in
the domain of P, each of which has a sufficiently high noisy count. In particular, if the counts are high
enough, then each of bins By and B, must contain at least one x € x (i.e., the large counts cannot be
created entirely by the truncated Laplace noise). Moreover, any point in the domain between B; and
B, must be an interior point of x. The convenience of this observation is that, even though the exact
locations of x in each of B; and B, are unknown (and even the exact number of points in B; and B is
only known up to truncated Laplace noise), it is still possible to return an interior point.

There are two possible failure modes that the algorithm might incur. The first is that the points in
x are so spread out that no bin contains very many samples. The second is that the samples in x are so
tightly concentrated, that only one bin contains a large number of samples. In order for the algorithm
to succeed, we need to ensure that at least two bins contain a significant number of samples.

The key insight is that, if P is C-bounded, and if the bin width is chosen in the right way, then
the algorithm is guaranteed to succeed with probability at least 1 — . It turns out that, in order to
choose the appropriate bin width, one must first compute an estimate for the first central absolute
moment of P—this is performed by a subroutine estimate-first-moment which, as we shall discuss
in Section 3.1, also exploits the C-boundedness of P. By using a bin width that is slightly smaller than
the first-moment estimate produced by estimate-first-moment , we are able to argue that at least
two bins will have high noisy counts, and hence that the algorithm will succeed.

We present the guarantees of Algorithm 1 in the following Theorem:

Theorem 3.1. Suppose we are given four parameters e > 0, € (0,1), f € (0,1), and C > 0. Algorithm 1
is (&, 6)-differentially private. Furthermore, if P has C-bounded normalized variance for some C > 2, and
X < P" contains n data points where

n > keC*\logC- (6 In5~" +1n ") (4)

for some sufficiently large positive constant k, then Algorithm 1 returns an interior point of x with proba-
bility at least 1 — J.

Proof (Theorem 3.1). We begin by establishing differential privacy. By Lemma 2.4, the functions estimate-first-moment
find-interior-point each satisfy (¢/2, §/2)-differential privacy. In the full algorithm, the output of
estimate-first-moment is used as an input for find-interior-point . It follows by the standard

composition lemma (see, e.g., [SU21]) that interior-point-main satisfies (¢, §)-differential privacy.



Algorithm 1: Interior Point Algorithm

1 Function estimate-first-moment (x; ¢,6,C):

2
3
4
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23
24
25

Set kK = 3000 and n = |x|.

Set q = (q1, ..., qn/2), Where q; = |x2; — x3;_1].

For all £ € Z, set ¢,(q) = #{q; | ¢ € (2°,2"']} and é,(q) = c;(q) + Z;, where each
Zp — TLap(%, M) independently.

Set S ={¢| ¢/ (q) =3n/(8k’'ClogC)}.

if |S| > 1 then

‘ return max
teS

2[+1

else
L return L.

Function find-interior-point(x;¢,8,C,m):

Set K’ = 3000, k = 4096k, and n = |x]|.

Forall £ € Z, set B, = [m/(zk'c Tog c) (t+ 1)m/(zk'c Tog c)).

Forall £ € Z, set ¢;(x) = #{x; | x; € B;} and ¢,(x) = ¢;(x) + Z;, where each
Zp — TLap(%, M) independently.

Set S = {{’ | (%) = 3—"}

TE e
if |S| > 2 then
return ; (min —LMm 4 max M)
tes (2k'c logc) tes (2k'c 1ogC)
else
L return L.

Function interior-point-main(x;¢,6,C):

m « estimate-first-moment(x; ¢, §, C).
if m # L then

‘ return find-interior-point(x; ¢, 8, C, ).
else

L return 1.




Next we turn our attention to the probability of interior — point —main returning an interior
point. Let P be a C-bounded distribution for some C > 2 and let y = Exp[X]. Finally, let x « P"
where n satisfies (4). Critically, the fact that n satisfies (4) will allow for us to apply Proposition 3.2 and
Proposition 3.8.

By Proposition 3.2, we have with probability at least 1- /2 that est imate-first-moment(x;s,5,C) re-
turns a value rm satisfying

B [IX - pll < i < (6000CylogC) B [1X - p]. 5
B IX -] < 0gC) B [1X -yl (5)
Conditioned on (5), it follows by Proposition 3.8 that find-interior-point returns an interior point
of x with probability at least 1 — /2.

Thus, with probability at least 1 — 8, interior-point-main (x;é¢, §, C) returns an interior point of
x. This completes the proof. ]

3.1 Privately Estimating the First Central Absolute Moment

In this section, we introduce estimate-first-moment , a private algorithm for estimating the first
central absolute moment of the data distribution P, up to a multiplicative factor of 6000C+/log C. The
first central absolute moment approximately measures how much a random variable deviates from its
mean on average. More formally, the first central absolute moment is defined as Ex. p[|X — p|] where
u = Ex. p[X] is the mean of the distribution.

Privately estimating first central absolute moments without estimating . In order to calculate
the first central absolute moment of P, it would be helpful to have a good approximation of y. Unfortu-
nately, it is hard to privately calculate a good approximation to g when the samples are unbounded; any
function that averages samples together would have unbounded sensitivity, meaning that an enormous
amount of noise would need to be added in order to maintain privacy.

Instead, we consider another strategy for estimating the first central absolute moment of P. For
independent X, X’ « P let Q be a random variable that indicates the difference of X and X’: Q :=
|X — X’|. The random variable Q is advantageous for directly estimating the first central absolute
moment of P. This is in part due to the expected value E[Q] being a good proxy to the first central
absolute moment of P, as shown by Lemma 3.3. Moreover, we will see that the distribution of Q enables
us to privately calculate E[Q].

Overview of the algorithm. The algorithm estimate-first-moment estimates E[Q] and uses it
as a proxy for the first central absolute moment of P. It takes as input x «<— P" and extracts samples
q < Q"2 It then creates a histogram over the domain of Q, consisting of contiguous bins whose sizes
are increasing powers of 2. Each bin maintains a count of the number of samples g € q that land in
the bin, and truncated Laplace noise is added to each count, to maintain privacy. The algorithm then
eliminates all bins with small counts. Finally, the algorithm finds the largest of the remaining bins and
outputs a fence post of this bin. Critically, the correctness of this algorithm will again rely heavily on
the fact that P is C-bounded.

To understand why estimate-first-moment returns a good estimate of the first absolute moment
of P, it helps to focus on the distribution of values for Q. We show that the larger values of Q appear
with low probability. In particular, values of Q more than ¢C times larger than E[Q] have probability
that drops as a function of 1/t%, as evidenced by Lemma 3.4. Thus, the really large bins (which are
simultaneously the bins very far away from E[Q]) will not have much probability mass in expectation



and will be eliminated. At the same time, the bins that live very close to E[Q] will receive a large
fraction of the mass in expectation, as evidenced by Lemma 3.5. Since estimate-first-moment re-
turns the fence post of the largest bin of those remaining after elimination, then the algorithm is likely
to return a point in the domain of Q close to E[Q]. We give the exact details of the performance of
estimate-first-moment in Proposition 3.2.

Notation. Assume the data distribution P is C-bounded, and let ¢ = Ex. p[X] denote the mean of
samples from P. Our privacy parameters are ¢ and §. Our confidence parameter is f: that is, the
algorithm outputs the appropriate answer with probability at least 1 — .

Proposition 3.2. Lete > 0,6 € (0,1), and § € (0,1). Let P be a C-bounded distribution for C > 2. Let
x « P?" be a dataset of 2 n data points from P where n satisfies

>

n > k Clog(C) (ln (2/B) + M)

for a sufficiently large constant k. Then, there exists a constant k’ such that estimate-first-moment (x;
€,0,C) returns an estimate m for which the following guarantee holds with probability at least 1 — f:

B [IX - pll <1 < (2K'CyflogC) B [IX — pll. ©)

To prove Proposition 3.2, we use the following lemma, which states that E[Q] is within a multi-

X«P

plicative factor of 2 of the first central absolute moment. The proof of this lemma is deferred to the
appendix.

Lemma 3.3. Let X and X’ be two random variables independently drawn from P with mean 1, and let Q
be a random variable that indicates the difference of X and X’: Q = |X — X’|. Then, we have

B IX -l <E[Ql <2 E TIX —pl].

As previously mentioned, the bins in the private histogram that are very far away from E[Q] are
highly likely to be eliminated by estimate-first-moment . We demonstrate this with Lemma 3.4,
whose proof is deferred to the appendix.

Lemma 3.4. Let X and X’ be two random variables independently drawn form a distribution, namely P,
and let Q be a random variable that indicates the difference of X and X’. Suppose P is C-bounded for some
C > 1. Foranyt > 0, we have

Pr[Q - B[Q] 2 CE[Q] < .

Consider the interval 7 = [% E[Q], k'Cy/logC E[Q]] which surrounds E[Q] (k’ is a constant). We
show that there exists a bin in this range that receives a high count in expectation. The proof of
Lemma 3.5 is deferred to the appendix.

Lemma 3.5. Let k' = 3000, C > 2. If P is C-bounded, then there is some ¢ satisfying

1
2[, 2{’+1 cT dP 2[, 2{’+1 >
(2" e Tand PriQ e (2L2M] 2 s



We now give the proof of Proposition 3.2

Proof (Proposition 3.2). Recall that the algorithm estimate-first-moment first createspointsqy, ..., qn
and then uses these points to realize a noisy histogram over intervals (2, 2/*!]. It then identifies all
intervals with ¢,(q) larger than the threshold 3n/(8k’Clog C). Of these intervals, it chooses the largest
¢ and outputs i = 2/*! for this £. By Lemma 3.3, if this largest interval (2¢, 2*!] satisfies (2¢,2*1] C 7,
then i = 2! satisfies (6).

We now turn our attention towards the two ways in which estimate-first-moment can fail to
output an estimate i satisfying (6). The first mode of failure occurs if there is no such ¢ € S such that
(2f,2%1] C 1. In particular, we can define E; to be the event that for all £ such that (2¢,21] C I,
¢/(q) < 3n/(8k’ClogC). The second mode of failure occurs if the output 2/*! is too large; in particular,
we can define E, to be the event that there exists an ¢ such that (2¢,24'] C [k’Cy/log CE[Q], )
and ¢,(q) > 3n/(8k’ClogC). The following two lemmas bound the probability of these bad events
occurring;:

Lemma 3.6. Lete > 0,5 € (0,1), f € (0,1), and let C > 2 be parameters. Let k’ = 3000 and k = 8k’.
Let x < P?" be the samples fed into the algorithm estimate-first-moment . If we have both that P is
C-bounded and that n > kClog C (In(2/f) + 161n(16/6)/¢), then Pr[E{] < /2, where the probability is
taken over both the randomness of the samples x and the truncated Laplace mechanism.

Proof. Let
"= argmax ¢.(q).
est (20,2041]CT

Lemma 3.5 implies that

n

£ 5" +1
Bler(@)] =nPr|0 € 22| 2 e ™)
Thus,
3n
Pr [E;] =
oz il [c" (@ < Feco gC]
= Pr|ep(q) + Zp < —
T T LS e CTog C
3n 161n(16/5)
<P [Cf (@) < 8k’C10gC " ]
n
<Pr [c[ (q) < 8k’ClogC 8k’ClogC] (by assumption on n)
4n
=P [Cf @) < e gC]
Co+
< Pr [cﬁ(q) < %] . by (7)

Let Q; be the indicator random variable for whether q; € (2¢,2*1] and note that c;+(q) = Z?:l Qj.

10



Thus, by a Chernoff bound,

b o) < E[cf;(q)]] < exs (_E[c[*(q)])

8
< - (by (7)
= P\ T8k Clog C y
< exp (—In(2/p)) (by assumption on n)
= f/2.
This completes the proof. O

Lemma 3.7. Lete > 0,5 € (0,1), and € (0,1) be parameters. If P is C-bounded for some parameter
C > 2, and n > kClog C (In(2/p) + 167 In(16/6)), then Pr[E;] < f/2, where the probability is taken
over both the randomness of the samples x and the truncated Laplace mechanism.

Proof. Define c,+(q) to be the number of points g, .. ., g, that land in [k’C+/log CE[Q], o0). First note
that

Blec (q)] = nPr|Q > K'Cylog CE[Q]|

= nPr[Q - EIQ] > (k'Cyiog CEIQ] - 1) E[Q]]

k’C+/log CE
< fo-erg) » KOYRECEIQ)
l16n
< - by L 3.4
< (M)2ClogC (by Lemma 3.4)
and thus "
Blee (@) < foiore ®

for sufficiently large k. Define ¢,+(q) := c/+(q) + Z; and note that é,+(q) < cp+(q) + M. This gives
us

[ 3n
PI'[Ez] < Pr Cpx (q) > W]
: 3n 161n(16/5)
< Priee (@ > Sorioac e ]
[ 3n n .
< Pr »c[*(q) > S ClogC - Sk’ClogC] (by assumption on n)

“H Y secloge |

Let Q; be the indicator random variable for whether g; € [k'C+y/log CE[Q], o0), and note that c,+(q) =
2j=1Qjand Efcp(q)] < W by (8). Thus, by a Chernoff bound,

< exp (-Q(In(2/p)) < p/2

p (@ > 2n
Y7 kClog e

which completes the proof. O
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The algorithm estimate-first-moment fails to output the desired estimate a if either E; and/or
E; occur. Lemma 3.6 tells us that Pr[E;] < f/2, and Lemma 3.7 tells us that Pr[E,] < /2. Thus, by a
union bound,
Pr[E; UE;] < Pr[E;| +Pr[E;] < B

which implies the proposition. O

3.2 Finding an Interior Point, Given a Fixed Bin Width

In this section, we give a guarantee on the success probability of find-interior-point . Recall that
the algorithm instantiates a histogram, counting the number of samples in x that fall into sets of contigu-
ous bins (where the width of each bin is slightly smaller than the output of estimate-first-moment ).
The algorithm adds truncated Laplace noise to the count of each bin, ensuring that the histogram is
private. Then, the algorithm isolates all bins with large counts. Of all the isolated bins, the algorithm
picks two and finally returns a value which falls between the domains of each of the two bins.

Bounded normalized variance induces multiple full bins. If the algorithm is able to identify
multiple bins that each have samples from x, then the algorithm is guaranteed to succeed. The C-
boundedness assumption on the data distribution guarantees the existence of at least two such bins
with high probability (at least 1 — f) over the samples.

The basic idea behind the analysis is as follows. If there is a large probability mass concentrated in
a single bin (but not in any others), then we would be able to use C-boundedness in order to deduce that
the true first central absolute moment of P is actually much smaller than our bin size—this would con-
tradict Lemma 3.7. On the other hand, if P’s probability mass is so spread out that no bin is expected to
contain a large noisy count, then we could use C-boundedness in order to argue that P violates Cheby-
shev’s inequality, again leading to a contradiction. Thus we are able to conclude (in Lemma 3.10) that
at least two bins should have large noisy counts (with high probability). The full guarantees provided
by find-interior-point are laid out in Proposition 3.8.

Proposition 3.8. Lete¢ > 0,5 € (0,1), § € (0,1), k' = 3000, k = 4096k’. Let P be a C-bounded
distribution for C > 2 and mean p, and let x ~ P" for

161In(1
n > kClogC (1og(z//3) + M) .
€
IfExcp[|X—-pl]l <m< (2k’C\/log C) Excp[|X —pl], then find-interior-point(x;e,d,C,m) returns
an interior point of x with probability at least 1 — J.

Proof. To simplify notation, we let Z = |X — | for X « P. We start by turning our attention to the set S,
introduced in find-interior-point , which stores the indices to bins with counts above a desirable
threshold. Observe that S branches find-interior-point into two cases: either |S| > 2 or |S| < 2.
To analyze these two cases, we must begin by making the following claim about S and consequently
c¢(x), the non-noisy count of each bin:

Claim 3.9. Forallt € S, we have that c;,(x) > 0.

12



Proof (Claim 3.9). By construction, £ € S if ¢,(x) > . Since ¢,(x) = ¢p(x) + Z,, this implies that

kC3 \/1 ogC

3n

c(x) > ————-Z
ST kesflogC
o 3n _16In(16/9)
~ kC3+flogC €
> 0. (by assumption on n)
This completes the proof of the claim. O

We show that, in the case where |S| > 2, the algorithm will always return an interior point. In this
case, the algorithm picks two £, £, € S and outputs a point p in the domain that lies between B, and
By,. By Claim 3.9, we know that B, and By, each receive at least one sample each from x, and so p must
be an interior point of x.

In the case where |S| < 2, the algorithm will always fail to output an interior point (since the
algorithm defaults to L in this case). Thus, we prove the proposition by showing that |S| < 2 with
probability at most S.

To analyze the probability that |S| < 2, we need to look at the distribution P. It turns out that, if P
is C-bounded for some known C > 1, we are guaranteed that there exists two disjoint regions, at most
a distance E[Z]/2 apart, that each contain support in P. In particular, we have the following lemma,
whose proof is deferred to the appendix:

Lemma 3.10. Suppose P is C-bounded for some known C > 1. Let k; > 2. Then

E
Pr [X € (,u + %,p + 16CE[Z])] 1218C 9)
and
Pr [X € (,u —-16CE[Z], u - %)] > ﬁ (10)

This implies that, there exists two disjoint intervals B,, and B, with support in P. If |S| < 2, then
at least one of these two intervals did not receive any samples from x, and either #; ¢ Sor £, ¢ S. We
begin by lower bounding the expected number of samples in By, i.e. E[c,, (x)]. Lemma 3.10 tells us that

E[Z] 1
Pr |x —2 4+ 16CE[Z]]| = —.
xip[ © (”+ ok, HH1CCEL ])] 128C

The size of each interval By is rh/(Zk’C log ) and the size of the interval (;1 + z[kZ] S U+ 16CE[Z]) is

at most 16C E[Z]. Thus, the number of intervals B, within (,u + E[Z] ,u+16CE[Z ]) is at most

CBlZ] 16CE[Z] (2k'c logC)

py (2k'c 1ogc) < 17 < 16C (2k’c logC).

This implies that there exists an ¢ such that By, C (,u + 5= E[Z] S+ 16CE[Z]) and

1 n

1285C ¢ (2k'c logC) - kC*\flogC’

Ele, (x)] 2
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Thus, it follows that

3n
kC34/log C
n__, 161n(16/5)}

C3flogC £

3n
Pr |é,(x) <

x«—P" Z, C3 /10g C

=Pr [ctz1 xX)+Z, <

<Pr »cﬁ (x) < p

<p7()< n__ " (by th ti )
< Prcg(x e assumption on n
B kCologC  kCoAlogC| P
[ E
< Pricy(x) < w]
E[C[I (x)]
< exp ra— (by a Chernoff bound)
In(2
< exp (— n(8/,[3) ) (by the assumption on n)
<L
2
By symmetry, we can also show that there exists an ¢, satistfying B,, C (;1 - 16CE[Z], u — Ez[—,i])
and
3—’1 1 3
Pr [c;z (x) < = \/@] < f/2. Putting the pieces together, we have that
Pr[|S| < 2] =Pr[B, ¢ SUBy, ¢S]
<Prlen(x) < — | 4 Pr|ep(x) < —0
< ey (X) < ———— r{ce(x) < ———
8 kC3+/log C . kC3+flog C
< p/2+p/2
=p
which completes the proof. O
4 Medians

In this section, we introduce a private algorithm (Algorithm 2) for finding an a-approximate median
of a distribution. We show that, if the middle 2a-percentile of the data distribution is C-bounded, then
the algorithm returns an a-approximation of the median with probability at least 1 — S.

As a convention in this section, we shall use P to refer to the data distribution from which x is
sampled. We will then use P, to refer to the middle 2a-percentile of P, thatis, P, =P | P € (Qp(0.5 —
@), Qp(0.5+ a)). Note that, rather than requiring that P is C-bounded, we require that P, is C-bounded.

Overview of Algorithm 2. Suppose we had direct sample access to the data distribution P,. An
interior point of P, is trivially an a-approximation to the median of P. If P, is C-bounded, then by
Theorem 3.1, we could obtain an a-approximation to the median. Unfortunately, we cannot assume
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direct sample access to P, without infinitely-many samples. Thus, Algorithm 2 instead takes as input
the dataset x « P", isolates samples xo € x which make up almost the middle 2« fraction of x, and
runs Algorithm 1 on this smaller dataset xo. While x, is not sampled i.i.d. from P,, we prove that, with
high probability, xo comes from a family of distributions similar to P, that are C’-bounded for some
C’' =0(0).

To construct xgy, we isolate the middle (2a — 1/k)-percentile of x, for some parameter k that ends
up being a function of C and a. The parameter k plays a critical role here, as it guarantees that x, ends
up coming from a distribution that is contained in P,, rather than from a distribution that contains P,,.
As we shall see in the analysis, this distinction allows for us to establish that the distribution P’ from
which x is sampled is O(C)-bounded.

We now introduce Theorem 4.1 which gives the formal guarantees of Algorithm 2:

Algorithm 2: Median Algorithm

1 Function main(x; ¢,d,a, C):

2 Let k = 1024Ca~ L.

3 Letxo = {x; | x; € (Qx (0.5 -+ 5¢),Ox (0.5+a — 5)) }-
4 return interior-point-main (xg;¢,d, 64C).

Theorem 4.1. Let f,6,6 € (0,1), and a € (0,0.25). Suppose P is a data distribution such that the
conditional distribution on the middle 2a-percentile of P has C-bounded normalized variance for some
C > 2. If x contains n datapoints where

CPlogC(e 'Iné ' +Inp™") C?Inp!
g 2

[24 [24

n > ko max

for a sufficiently large positive constant k,, then Algorithm 2 returns an a-approximation of the median
with probability at least 1 — . In addition, for any &,6 € (0,1) and C > 0, we have that Algorithm 2 is
(&, 8)-differentially private.

Proof. Suppose x and x” differ only in one data point. Note that to obtain x,, we sort the elements
in x and take all the elements that have ranks between |n - (0.5 — @ + %)J and |[n- (0.5+a — ﬁ)J
It is straightforward to show that if we change one data point in x, at most one data point in x, will
be changed. Moreover, previously in Theorem 3.1, we have shown that the procedure for finding the
interior point is (¢, §)-differentially private. Hence, Algorithm 2 is (e, §)-differentially private.

By Lemma 4.2, we have that with probability at least 1 — /2 that

Ox (0.5—0{+%) € (QP(O.S—O{),QP (0.5—0{+%)) (11)

and

Ox (0.5+a— %) € (Qp (0.5+a— %),QP(O.5+(Z)) (12)

For the rest of the proof, we condition on some arbitrary fixed outcome for the values of Oy (0.5—a+ ﬁ)
and Qx(0.5+ a — ﬁ) such that (11) and (12) are satisfied.

Note that, once we condition on the outcomes of Oy (0.5 — a + #) and Q4 (0.5 + a — ﬁ), then xq
consists of i.i.d. samples from the distribution P,, :== P | P € (Qx(0.5 — a + #), 0,(05+a— #)) By
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(11) and (12), this distribution Py, can be expressed as

1 1
P,=PlPe|Qp|05-—a+—]|,0p|05+a— —
ki ks
for some ki, ky > k.
Finally, since k = 2048C/(2c), we can apply Lemma 4.5, which says that P, is 64C-bounded. Also
note that, by assumption on n,

1
Ixo| = (20{ - E) n>koC>logC- (¢7'Iné ' +Inp").

Thus, we can apply Theorem 3.1, which says that, with probability at least 1-f/2, interior — point —main (X, ¢, 8, 64C
will return an interior point to x¢. This, in turn, is an @-approximation of the median of P with proba-
bility at least 1 — S. O

We remark that, in the following lemmas, as well as in the statement of Algorithm 2, we have
not made any effort to optimize the constants involved. We have opted to give explicit constants for
concreteness, but with more careful bookkeeping, these constants could almost certainly be made much
smaller.

Our next lemma establishes that the endpoints of xy are guaranteed to (1) be contained within the
middle 2a-percentile of P; and (2) be very close to the endpoints of that middle 2a-percentile.

Lemma 4.2. Let f € (0,1), @ € (0,0.25), and k > 1. Let P be a distribution, and let x < P" for
n > 108k? log(4/B). With probability at least 1 — f,

Ox (0~5 —a+t %) € (QP(O.5 —a),0Qp (0.5 —-a+ %))

and

Ox (0.5 +a- %) € (Qp (0.5 +a- %) ,0p(0.5+ a)) .

Proof. Let Xi,...,X, be niid. samples from P, and define Y; for alli € {1,...,n} as

o 0 otherwise.

{1 if X; < 0p(0.5 - @)

Define Y := )}, Y;. Note that E[Y] = I, Pr[X; < Qp(0.5 — a)] = (0.5 — a)n. Thus,
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Pr [Qx (0.5 -+ %) < Qp(0.5 - a)] =Pr :Y > (0.5 —a+ %) n]

_prly s (05 fp— ]
- = (0. _a)n( +2k(0.5—a))

=Pr|Y>E[Y][1+ -
R 2k(0.5 — a)
1

I -

-E[Y
< exp ( 3 k[2 ] ) (by a Chernoff bound)

—(0.5-a)n
= exp T

-n
s e (33)
< p/4. (by the assumption on n)

Likewise, for all i € {1,...,n}, let

g - 1 ifX; > Qp(0.5—a+7)
' 0 otherwise.

Define Z := )}, Z;. Note that E[Z] = Y}, Pr [Xi >Qp(05—a+ %)] =(05-a+ %) n. Thus,

=Pr|Z <

procfos-ar ) > 0rf05-as 1] |
=Pr|Z < (0.5—0{+l)n(1—;)
i k 2k(0.5—a+7)

| 3k

—E[Z]
< exp T (by a Chernoff bound)

—(05—a+7)n
- P 27k?

n

= exp ( 1082 )
< B/4. (by the assumption on n)

Thus, by a union bound, we have that, with probability at most 5/2, Qx(0.5 — @ + #) ¢ (Qp(0.5 -
@), Qp(0.5—a +1/k)). By symmetry, it follows that Q(0.5+ a — i) ¢ (Qp(0.5+a—1/k),0p(0.5+a))
with probability at most /2. Thus by another union bound, the lemma holds. m]
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Our next lemma shows that, if we take a C-bounded distribution P, and condition on being in its
first 1 — 1/k percentile for large enough k, then the resulting conditional distribution P}, will be O(C)-
bounded. Note that the complement of this is not true: if the conditional distribution P/, is C-bounded,
then the larger distribution P, need not be O(C)-bounded. This is why it is critical that x, is constructed
in such a way that it is contained within the middle 2a-percentile of P (rather than containing the middle
2a-percentile).

Lemma 4.3. Let C > 1, and let P, be a C-bounded distribution. Fix any number k > 128C. Define

P, =P, | P, € [Qp,(0),0p,(1—1/k)] to be P, conditioned on being in the first 1 — 1/k percentile. It
follows that P,, is 8C-bounded.

Proof. We introduce notation which will be used throughout the proof. Let P,/ be the distribution P,
conditioned on being in the last 1/k percentile, i.e. P;/ := P, | P, € [Qp, (1 —1/k),Qp,(1)]. Finally, let
X & Py, X" <P, and X" « P/;let p = Ex[X], p = Ex/[X'], and p” = Ex [X"].
To show that P, is 8C-bounded, we must show that
E , XI _ 2
X P

Ex [I1X" = p'l]
By the C-boundedness of P,, it suffices to show

r_ 2 —_ 2

Ex (X' -yl _ o Ex[IX—pl]

< . (13)
Ex[1X" = pl]? Ex[1X = pl]?
We break the proof into two pieces by showing
E[1X - |*] <2B[1X - pl? 14
(X' - #[!] < 2B[IX - 4l (19
and .
E[1X - ¢/|]* > - E[|X - pl]% 1
E[X = 11° 2 S BIIX -l (15)

To prove (14), note that E[|X’ — 1/|?] < E[|X’ — u|?] since 4’ minimizes the expectation. It follows that
E [IX = pl* - Tx<gp, (i1 | =B [IX = pl* | X < Qp, (1= 1/K)| - Pr [X < Qp, (1 - 1/K)]
=B [IX' - pl’] (1= 1/k)
which rearranges to
_ Bx [1X = pl* - Ix<op, (1-1/0) |
1-1/k
< 2% [|X - ,u|2 ']IX<Qpa(1—1/k)] (by assumption on k)
[1X = ul’],
15), we begin by expanding Ex[|X — y|] in the following way:
E[IX = pl] = Pr [X < Qp, (1= 1/K)| - B [IX = pl | X < Qp, (1= 1/k)]
+Pr[X > Qp, (1-1/K)| - B[IX = pl | X > Qp, (1-1/k)]

E X/_ 2
EIIX' - 4l

<2

e

and so indeed (14) is true. To prove

—~~

k-1 / 1 "
= ENX —pll+ - ETIX7 = ]
-1 k-1 1
P 7 R . "o _
< — EBIX =yl —— W —pl+ - EIIXT = pl]
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which rearranges to

’ ’ k k 44
BIX -4l 2 Pl b E[IX - ,UI]——I,U —#|——)I{E‘§,[|X —pll)- (16)

To lowerbound Ex- [|X” — ¢/|] as in (15), we seek to upperbound |y’ — u| and E[|X”" — y|] in terms of

Ex[|X — y|]. As an intermediate step, we can express |¢' — | and E[| X" — p|] in terms of (p”" — ) and
then upperbound (p” — ) in terms of Ex [|X — ul|]. It is not difficult to show that | —p'| = k_il (7" —p)
and E[|X” — p|] = p”” — p using both Chebyshev’s and the C-boundedness of P, (see Claim A.8 and
Claim A.7 in Appendix A.3 for the full details).

We upperbound p” — u by the following claim, which we prove in Appendix A.3:

Claim 4.4. Ifk > 128C, then /'’ — u < 3VCkEx[|X — pl].

Putting the pieces together, we see that

k k-1, .,
B 11> £ (B0 =) = S0 - = 3 B I =)
k 1 144 ’”
= m( (X = pl] = 2 —#)——(# —/1))
k
S (1—— 3\/_) [1X — pl] (by Claim 4.4)
> %%[lX - pl]. (by assumption on k)

This implies Ex/[| X’ — ¢/|]?> > %EXHX — p|1?, proving (15) and thus completing the proof of the
lemma. O

Applying Lemma 4.3 twice, one arrives at the two-sided version of it that we use in the proof of the
theorem:

Lemma 4.5. LetC > 1, and let P, be a C-bounded distribution. Define P, := Py | Py € [Qp,(1/k1),Qp, (1
1/ky)] for some ky, ky. If k1, ko > 2048C, then P, is 64C-bounded.

Proof. Define P, = P, | P, € [Qp,(0),Qp,(1 —1/k;)]. As P, is C-bounded and k, > 128C, we have by
Lemma 4.3 that P,, is 8C-bounded. Next note that P,, = P, | P, € [Qp,(1/k1),0Qp,(1 - 1/kz)] = P, |

€ [Qpa (m),Qpa(l)]. As P/, is C'-bounded and k; (1 — 1/k;) > ky/2 > 128C’, we have by
Lemma 4.3 that P, is 8C’-bounded and thus P,, is 64C-bounded. O
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A Appendix

A.1 Technical proofs for estimate-first-moment

In this section, let P be a data distribution. Let y = E[P]. Let Z = |[P — p|. Let Q = |X — X’| for
independent X, X’ « P.

Lemma 3.3. Let X and X’ be two random variables independently drawn from P with mean p, and let Q
be a random variable that indicates the difference of X and X’: Q = |X — X’|. Then, we have

WEIX —pll <E[Q] <2 E [I1X —pll.

Proof. The upper bound follows from the triangle inequality:

= 2B[|X —pl].
For the lower bound, we begin by expanding E[Q] and the total law of probability:

B[Q] = E [IX-XI]
=Pr(X > pl- B [IX-X|1X>ul+Pr[X <pl- B [IX-X|X<pl

2Pr[X>;1]- X[X XX > pl +Pr[X < p] - ] [X ~X | X <yl
=Pr(X >p] - BIX-p[X>p]+PrX <p]- E[u—XlXSu]
=Pr[X > y]- @[IX X > pl +Pr[X <p]- [Iu—XIIXSu]
=E[IX - pl]

We briefly introduce a claim, useful for the proof of Lemma 3.4.

Claim A.1. Let X and X’ be two random variables independently drawn from P, and let Q be the absolute
difference of X and X’. Then, we have: E[Q?] = 2 Var(X).

Proof.

E[Q"] =E[IX -X"]
=E[((X - p) - (X" = p)?]
=E[(X -+ X -p?-2(X - (X" - p)]
=B[(X - ?] +B[(X' = ] — 2B [(X = (X’ ~ )]
=2E[(X — p)?] - 2E[X - ] E[X’ - p] (by independence of X and X”’)
= 2B[(X - p)?]
=2Var(X).
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Lemma 3.4. Let X and X’ be two random variables independently drawn form a distribution, namely P,
and let Q be a random variable that indicates the difference of X and X’. Suppose P is C-bounded for some
C > 1. Foranyt > 0, we have

P[0 -B[Q] > (CE[Q]] < -
Proof. We first focus on the variance of Q.

Var(Q) = E[Q°] - E[Q]*
=2 Var(X) — E[Q]? (by Claim A.1)
=2 E[IX - ul*] - E[Q]°
< 2C E[|X - p|]* - E[Q]? (by assumption)
< 4C E[Q]? - E[Q]? (by Lemma 3.3)
< (4C-1)E[Q]?
< 4C E[Q]*.

Using the above inequality and Chebyshev’s inequality, we obtain

Var(Q) _ 4CE[QF _

4
PrlQ~EIQ] = {C EIQI] < eggron < pagion = 7c-

We now introduce the following claim, useful for the proof of Lemma 3.5.

Claim A.2. Suppose P is C-bounded for someC > 1. Let I’ be the following interval [% E[Q],128C E[Q]]
Then, we have the following bound for the contribution of the domains element in I’ in the expected value
of Q:

E[Q]

E[Q Toer] = —=.

Proof. One can write a random variable Q via three indicator variables depending where in the domain
it belongs:

Q=0 (Io<gfoy/z + lger +Ios128c E[0]) -
Given this identity, we expand E[Q] as follows:
E[Q] =E[Q - Io<sio1/2] +E [Q - Iper | +E[Q - Ips12sc Efo]] -

[ S —
Ti:= T,:=

We call the first and the third terms above T; and T, respectively. Now, if we rearranges the above
identity, we get:

E[Q -Iger| =E[Q] - T - T. (17)
Note that our goal is to find a lower bound for E [Q : ]Ierf]. Hence, we proceed by upper-bounding
Ty and T. It is not hard to see that T; is bounded by E[Q]/2, since Q - Io<g[p]/2 is never larger than

E[Q]/2:
E[Q]

T =B[Q lo<riol] < —— (18)
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Next, we focus on bounding T, from above. We expand this term via the integral identity for non-
negative random variables to get:

T, =E[Q - Ips12scEfo]] =/ Pr[Q - Ips128c B[0] > q] dg
0

128 C E[Q] 00
= / Pr[Q - Ios128c E[Q] > ql dg +/ Pr[Q > q] dq.
q=0 q=128 C E[Q]

Observe that Q - Ips123¢ g[Q] is zero whenever Q < 128C E[Q], and it is larger than 128 C E[Q]
otherwise. Hence, for any ¢ < 128 C E[Q], the probability of O - Ip-125c [0] being larger than g is
exactly the probability of Q being larger than 128 C E[Q]. Thus, we obtain:

(o8]

T, =128 C E[Q] - Pr[Q > 128C E[Q]] +/ Pr[Q > ¢]dg
g=128 C E[Q]

(o0

= 128C E[Q] - Pr[Q > 128 C E[Q]] + CE[Q] / Pr[Q > tCE[Q]] dt,

t=128

where the last line is due to the change of variable in the integral using ¢ = t C E[Q]. Now, we use
Lemma 3.4 to bound the probability terms above:

4 ® 4
TSlZSCE[]-—+CE[]-/ ——dt
’ < (128)*C < t=128 12 C (19)
_4B[Q] | 4B[Q] _ E[Q]
128 128 16
By (17), (18), and (19), we have that:
E E E
E[Q loer] =EIQ] T - T, 2 Blo] - -  Flel, FlOL.
16 4
Hence, the proof of the lemma is complete. O
We can now prove Lemma 3.5.
Lemma 3.5. Let k' = 3000, C > 2. If P is C-bounded, then there is some ¢ satisfying
1
£ ot+ly £ ot+1y] 5 .
(25,21 € T and Pr [Q € (2°,2"*"]] > FClogC
Proof. Let k' =3000,C > 2,and I’ = [% E[Q],128C E[Q]] By Claim A.2, we have that
E[Q -Iger] = E[Q]/4. (20)
On the other hand,
EIQ-locr] = [ q-PrlQ=qldq < 128C B[Q] -PrlQ < ') (21)
qel’
Together (20) and (21) give
E[Q] /
e <128C E[Q] - Pr[Q € I'],
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which implies that

1
P Il > )
rlQ € ]_4-128C

Let £* € Z be such that (2, 2°*!] C I is the set in 7’ with the most probability mass. It follows that

Pr[Q € (2[*,2[*“]] 2 4- 1128C ’ [{(2¢,2t+1] | (;t’, 20+1] € T’}
1 1
> 3.128C Tog(128C E[Q]) —log(E[0]/2) + 1
1 1
T 4-128C log(2-128C) + 1
> @. (by assumptions on k’, C)

Finally, let £’ € Z be such that (2¢,2¢*!] C T is the set in 7 with the most probability mass. Note
that 7’ C 7 by the assumption on k, and thus

' ot'+1 5t +1 ;
Pr{Q € (2,21 2 PrlQ € (2", 27"] 2 frp

which completes the proof. O

A.2 Technical proofs for find-interior-point

Lemma A.3. Fora random variable X and constant y, let Z = |X — 1|, and suppose that E[Z]*> < E[Z?] <
CE[Z]? for some known C > 1. Let b = E[Z] /k; for some k; > 1. It follows that

1
Pr[X —b/2,u+b/2)] <1- —.
r[X € (u—-b/2,p+b/2)] e

Proof. Let p =Pr[X € (u—b/2,u+b/2)], and let 0 = \/E[Z?]. First note that

E[Z
b= []<E[Z]SGS g
kl l—p
and thus
b o
2 N1-p
Expanding E[|X — pu|] gives
B[|X - ] = E[Z]
= Pr[Z > z]dz
z=0
b/2 o/\1-p 0
= Pr[Z > z]dz+/ Pr(Z > z]dz+/ Pr[Z > z]dz
z=0 z=b/2 z=c/\1-p
=T+L+T;

We will now bound each of Ty, T, and T3 from above.
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We first have the following bound on T,

b/2
T =/ Pr[Z > z]dz
z

=0
b/2

S/ 1-dz
z=0

=b/2.

Note that a 1 — p fraction of mass is outside of (z—b/2, u+b/2). We can bound T, by assuming that
this 1 — p fraction is as far away from y as possible, i.e. this 1 — p fraction sits at least ﬁ away from
u. Thus,

o/Vi-p
T, = / Pr[Z > z]dz

=b/2
a/\1-p
S/ (1-p)dz
z=b/2
o/\1-p
=(1-p)z
b/2
o b
=(1- - =
( p)( = 2)

b b
=0'(\/1—p)—5+?p.

We can bound T3 using Chebyshev’s inequality:

(o0

T = / Pr[Z > z]dz
z=a/T-p

= / Pr(Z > kolodk (By a change of variables)
k=1/T-p

< '/k ) k%dk (By Chebyshev’s Inequality)
=1/y1-p

N

=041 - p.

Thus,

E[IX-pull <Th +T+T;
b b bp
< E+O’(\/1—p)—§+7+0(\/1—p)
= b?p+20'(\/1—p)

< E[l)z(—k:'u”-p+2\/E-E[|X—p|]w/l—p.
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Dividing both sides by E[|X — pu|], we have

1< %p+2\/6\/1 —p.
1

Since k; > 1 and p < 1, it follows that

1
1< 5+2\/E\/1—p,

which rearranges to
1
<l-—.
P 16C
o

Lemma A.4. For a random variable X and constant y, let Z = | X — pi|, and suppose that E[Z?] < CE[Z]?
for some known C > 1. Let t > 0. It follows that

1

Pr [X € (u—kVCE[Z], u+VCE[Z])| = 1- .

Proof. Let ¢ = \/E[Z2] = Var[Z]. (Note that o < VCE[Z].) The lemma immediately follows from
Chebyshev’s inequality:

Pr [X € (4 - tNCE[Z], u + NCE[Z]) | = Pr[Z < +VCE[Z]]
> Pr[Z < to]
=1-Pr[Z > to]

1
Zl—t—z.

O
Lemma A.5. For a random variable X and constant y, let Z = | X — pi|, and suppose that E[Z?] < CE[Z]?

for some known C > 1. Let b = E[Z]/k; for somek; > 1. Let S = (u — 8CE[Z],u + 8CE[Z]) \ (p -
b/2, p+b/2). It follows that

| -

Pr[X € S] >

Q.
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Proof. By Lemma A 4, it follows that

Pr[X € (j—8CE[Z], u+8CE[Z])] > 1 - &

Likewise, by Lemma A.3, it follows that

1
Pr[X -b/2 b/2)] <1-—
X € (u=b/2p+b/D)] < 1- —

26



Thus, we have

Pr[IX eS| >Pr[X € (u—8CE[Z],p+8CE[Z])] =Pr[X € (u—b/2, u+b/2)]

1 1
>1-——[1-—
64C ( 16C)
1
> —.
32C
O
We introduce the following claim, which is used in an ensuing lemma.
Claim A.6. For any random variable X satisfying E[X] = p,
E[1X — pl]
BI(X - ) - Txou] = =
Proof.
0=E[X —y]
=/ (x — ) Pr[X = x] dx
x—y—oo .
=/ (x =) Pr[X = x] dx + (x — p) Pr[X = x] dx.
X=—00 X=H
This implies
U o
—/ (x—,u)Pr[X=x]dx=/ (x — ) Pr(X = x] dx. (22)
x=—00 x=p
Likewise,
BIX -l = [ - ulPrX =2l dn
= e .
=—/ (x—,u)Pr[X=x]dx+/ (x — p) Pr[X = x] dx.
X=—00 X=H
This implies that
« E[|X -
BI(X — ) Teyd = [ Gom ) BriX = x] de = I AL
x=p
O

Finally, we hard-code p as E[X], and show that there is a non-negligable fraction of probability
mass in both (g — 16CE[Z], p — b/2) and (u+ b/2, p + 16CE[Z]).
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Lemma 3.10. Suppose P is C-bounded for some known C > 1. Let k; > 2. Then

E
Pr [X € (,u+ 2[l<21]"u+ 16CE[Z])] > ﬁ 9)
and o
1
Pr [X € (,u - 16CE[Z], u — Z[kl])] > Tsc (10)

Proof. Set X’ = max(X, p). By Claim A.6, if we define Z’ = X’ — u, we have

B[Z'] = E[X' — 4] = E[IXZ— ull _ E[ZZ] |

Furthermore, we note that E[(Z’)?] = E[ (X’ —p)?] < E[(X —p)?] = E[Z?]. Combining these two facts,
it follows that

E[(Z')%] < E[Z*]
< CE[Z]?
=4CE[Z']>.
Setting C’ = 4C and b’ = E[Z’]/(k1/2), we define S’ as follows:
S = (u-8C'E[Z'],p+8C'E[Z’ ]\ (u—b' /2, p+ b /2)
(ysoac BZ g a0 BIAL [, BIZ1 | ELZ]
G Rl R )\(“ z(kl/z)’“z(kl/z))
E[Z'] E[Z']
PR )
E[Z]  E[Z]
T 2k1)
= (u—16CE[Z], u + 16CE[Z] \ (1 — b/2, i+ b/2).

= (4 — 16CE[Z], u + 16CE[Z] \ (u -

= (u—16CE[Z],p+16CE[Z] \ (

We can apply Lemma A.5 to X’ to deduce that

1
Pr[X €] > -
rl 1255 = &

Since X’ = max(X, ), this implies (9). One can similarly show (10) by symmetry. ]

A.3 Technical proofs for median

Claim A.7. Let k > 128C. It follows that Qp, (1 — 1/k) > p.
Proof. First, note that, when k > 128C,

E[|X — pll] 1
> >
PriX>p+ 2 e (by Lemma 3.10)
1
> =
k
—Pr|x>0p(1-2
= Pr > QOp k-
which implies that Qp_(1 - 1/k) > p. O
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Claim A8. |p— /| = ﬁ(y” — ).

Proof. By the definitions of y, i/, and p”” we have that

— 1_1 /+l 7
Rearranging gives
R PR N
U TR TR TR
1 1
1-= = () —
( k)(” H) k(” 1)

H—H =m(ﬂ — -

By Claim A.7 and assumption on k, we have that Qp, (1—1/k) > p which implies that y” —p > 0. Thus,

o 1 77
=== W = p.

O
Claim 4.4. Ifk > 128C, then /'’ — u < 3VCkEx[|X — pl].
Proof. By Claim A.7, Qp(1 — 1/k) > u. Also,
Pr [X — > JCIRE[X - y|]2] <Pr [|X — | > \JCZKE[IX = pl]?
E[|X — p|?
< C2ik[I|E[| X'u—l;]1|]2 (by Chebyshev’s inequality)
CE[|X — pl]?
< COKE[X = ]2 (by the C-bounded property)
1
< o
These equations imply that
- 1
Pr [X—,u > \/CZ’kE[|X—p|]2] <Pr|X—-p=>Qp (1 - ﬁ) —,u]
and thus
1 -
0r (1 - ﬁ) — 4 < CTREIX ~ IFe. (23)
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So note that

0op(1)
w-n= [ (x - ) Pr[X” = x] dx
X

=Qp(1-1/k)

= Qp(l—ﬁ)
:Z/ (X—y)Pr[X”:x]dx

=0 x=Qp(1—ﬁ)

i/gp(l_m)( (1 ! ) ) Pr[ X" 1d
< R _
- =0 x:Qp(l—ﬁ) Qr i+l | H) Fr x| dx

@ 0p(1-5in) )
- 1— ——| - wkPr[X =x]dx
. ; '/xZQP(l_ﬁ) (QP( 21+1k) Wk Pr[ x]
SZ(QP(l—m)—y)W

i=0

IA

2 VC2FRENX 4l - o5

i=0
o 1
= VCREIIX - 4] ) —
P 21+1

< 3VCKE[|X — pl].

This completes the proof of the claim. m]

A.4 Truncated Laplace mechanism

Lemma 2.3. [Truncated Laplace Mechanism] Let f : X" — R be a function with global sensitivity A. For
every e, 8 € (0,1), if Zmay is at least A1n(4/0) /¢, then the truncated Laplace mechanism M(x) = f(x)+Z,
where Z TLap(%, Z max) 1s (&, 8)-differentially private.

Proof. Our goal is to show that for every two neighboring datasets x and x in X" and every measurable
set S:
Pr[M(x) € S] <e-Pr[M(x’) € S]+6.

We use the following notation in this proof: Let I := [ f(X) — Zmnax, [ (X) + Zmax] and I’ == [ f(X") —
Zmax> [ (X') + Znax] indicate the domain of M(x) and M(x’) respectively. Let ¥ be the normalizing
constant in the truncated Laplace distribution, which is:

Zmax _ﬂ ZA _SZmax
Y= e Adz:—-(l—e A )
z

=—Zmax €

Given the above notation, we focus on bounding the probability of M(x) being in a measurable set
S. One can partition S into two sets, SN I’' or S \ I’, and write:
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Pr[M(x) € S] =Pr[M(x) e SNI'] +Pr[M(x) € S\ I']
:/ Pr[M(x) = u] du+Pr[M(x) € S\ I']
uesSnr’
S/ Pr{f(x)+Z =u] du+Pr[M(x) ¢ I']
uesnr

_elu-f)l
A
< / £ ° du+Pr[Mx)¢l],
uesnr ¥

where in the last line we use the definition of the truncated Laplace distribution. Next, we leverage the
fact that the sensitivity of f is bounded by A (i.e., |f(x) — f(x’)| < A). Thus, we have:

_e(u-fE)I-If @ -FEDD
A

Pr [M(x) € S] S/

uesnr ¥
e(lu=f()1-A)

5/ C  qu+Pr[M(x)¢r]
uesSnr ¥

du+Pr[M(x) ¢ I']

_ellu=r )

e

< ef./ C gu+Pr[Mx) ¢I].
uesnr ¥

In the first term above, u is in I’. Hence, by the definition of the truncated Laplace mechanism, we get:

Seg-'/ Pr(f(x')+Z =u] du+Pr[M(x) ¢TI
ueSnr’

=e - Pr(M(x') e SNI'] +Pr[M(x) ¢ I']
<e -Pr[M(x') eS| +Pr[M(x)¢I].

Now, to prove our statement, it suffices to show that the probability of M (x) landing outside of I’ is
at most . Given the symmetry in the Laplace noise, without loss of generality, assume f(x) > f(x’);
Otherwise, one can multiply f(x) and f(x’) and Z’s by —1, and the proof remains unchanged. We
know that M(x) must be in [ f(X) — Zmnax, f (X) + Zmax]- Now, given that x and x’ are two neighboring
datasets, we know that f(x’) is at least f(x) — A. Therefore, the probability of M(x) being ouside of I’
is bounded by the probability of Z € [Zyax — A, Zmax] Where Z is a drawn from TLap(A, Zy,ax). Note
that every Z in this interval is positive, so we obtain:

1 Zmax £lz|
Pr(M(x)¢I']| <Pr[Z € [Zmax — A Zmax]] = = / e 5 dz
\Il z=Zmax— A
_ £(Zmax—4) _ £Zmax
1 Zimax s A (e A —e )
=—- / e hdz=
¥ z=Zmax—A ¥-e
_ &Zmax . e _ _ &Zmax
_e (ef —1) < ¢
£Zmax - _ &Zmax —
2- (1 —e A ) 1—e 2
Hence, the proof is complete. O
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