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Providing safety guarantees for autonomous systems is difficult
as these systems operate in complex environments that require the
use of learning-enabled components, such as deep neural networks
(DNNs) for visual perception. DNNs are hard to analyze due to
their size (they can have thousands or millions of parameters),
lack of formal specifications (DNNs are typically learnt from
labeled data, in the absence of any formal requirements), and
sensitivity to small changes in the environment. We present an
assume-guarantee style compositional approach for the formal
verification of system-level safety properties of such autonomous
systems. Our insight is that we can analyze the system in the
absence of the DNN perception components by automatically
synthesizing assumptions on the DNN behaviour that guarantee
the satisfaction of the required safety properties. The synthesized
assumptions are the weakest in the sense that they characterize
the output sequences of all the possible DNNs that, plugged into
the autonomous system, guarantee the required safety properties.
The assumptions can be leveraged as run-time monitors over a
deployed DNN to guarantee the safety of the overall system; they
can also be mined to extract local specifications for use during
training and testing of DNNs. We illustrate our approach on a
case study taken from the autonomous airplanes domain that
uses a complex DNN for perception.

Index Terms—Autonomy, Closed-loop safety, Assumptions.

I. INTRODUCTION

Autonomy is increasingly prevalent in many applications,
such as recommendation systems, social robots and self-driving
vehicles, that require strong safety guarantees. However, this
is difficult to achieve, since autonomous systems are meant to
operate in uncertain environments that require using machine-
learnt components. For instance, deep neural networks (DNN5s)
can be used in autonomous vehicles to perform complex
tasks such as perception from high-dimensional images. DNNs
are massive (with thousands, millions or even billions of
parameters) and are inherently opaque, as they are trained
based on data, typically in the absence of any specifications,
thus precluding formal reasoning over their behaviour. Current
system-level assurance techniques that are based on formal
methods, either do not scale to systems that contain complex
DNNs [1} 2], provide no guarantees [3], or provide only
probabilistic guarantees [4} [5]] for correct operation of the
autonomous system. Falsification techniques [6] can be used
to find counterexamples to safety properties but they cannot
guarantee that the properties hold.

Moreover, it is known that, even for well-trained, highly-
accurate DNNGs, their performance degrades in the presence of
distribution shifts or adversarial and natural perturbations from

the environment (e.g., small changes to correctly classified
inputs that cause DNNs to mis-classify them) [7]. These phe-
nomena present safety concerns but it is currently unknown how
to provide strong assurance guarantees about such behaviours.
Despite significant effort in the area, current formal verification
and certification techniques for DNNs [8, 9] only scale to
modest-sized networks and provide only partial guarantees
about input-output DNN behaviour, i.e. they do not cover the
whole input space. Furthermore, it is unknown how to relate
these (partial) DNN guarantees to strong guarantees about the
safety of the overall autonomous system.

We propose a compositional verification approach for
learning-enabled autonomous systems to achieve strong as-
surance guarantees. The inputs to the approach are: the
design models of an autonomous system, which contains
both conventional components (e.g., controller and plant
modeled as labeled transition systems) and the learning-enabled
components (e.g., DNN used for perception), and a safety
property specifying the desired behaviour of the system.

While the conventional components can be modeled and
analyzed using well-established techniques (e.g., using model
checking for labeled transition systems, as we do in this paper),
the challenge is to reason about the perception components.
This includes the complex DNN together with the sensors
(e.g., cameras) that generate the high-dimensional DNN inputs
(e.g., images), which are subject to random perturbations
from the environment (e.g., change in light conditions), all
of them difficult, if not impossible, to model precisely. To
address this challenge, we take an abductive reasoning approach,
where we analyze the system in the absence of the DNN
and the sensors, deriving conditions on DNN behaviour that
guarantee the safety of the overall system. We build on our
previous work on automated assume-guarantee compositional
verification [10} [I1], to automatically generate assumptions
in the form of labeled transition systems, encoding sequences
of DNN predictions that guarantee system-level safety. The
assumptions are the weakest in the sense that they characterize
the output sequences of all the possible DNNs that, plugged
into the autonomous system, satisfy the property. We further
propose to mine the assumptions to extract local properties
on DNN behavior, which in turn can be used for the separate
testing and training of the DNNs.

We envision the approach to be applied at different de-
velopment phases for the autonomous system. At design
time, the approach can be used to uncover problems in the
autonomous system before deployment. The automatically
generated assumptions and the extracted local properties can



be seen as safety requirements for the development of neural
networks. At run time, the assumptions can be deployed as
safety monitors over the DNN outputs to guarantee the safety
behaviour of the overall system.

We summarize our contributions as follows: (1) Analysis
with strong safety guarantees for autonomous systems with
learning-enabled perception components. The outcome of the
analysis is in the form of assumptions and local specifications
over DNN behavior, which can be used for training and testing
the DNN and also for run-time monitoring to provide the
safety guarantees. (2) Demonstration of the approach on a
case study inspired by a realistic scenario of an autonomous
taxiing system for airplanes, that uses a complex neural network
for perception. (3) Experimental results showing that the
extracted assumptions are small and understandable, even if
the perception DNN has large output spaces, making them
amenable for training and testing of DNNs and also for run-
time monitoring. (4) Probabilistic analysis, using empirical
probabilities derived from profiling the perception DNN, to
measure the probability that the extracted assumptions are
violated when deployed as run-time safety monitors. Such an
analysis enables developers to estimate how restrictive the
safety monitors are in practice.

II. PRELIMINARIES

a) Labeled Transition Systems: We use finite labelled
transition systems (LTSs) to model the behaviour of an
autonomous system. A labeled transition system (LTS) is a
tuple M = (Q, 3,0, qo), where

e ( is a finite set of states;

o X, the alphabet of M, is a set of observable actions;

e I CQx (ZU{r}) xQ is a transition relation;

e ¢o € @ is the initial state.

Here 7 denotes a local, unobservable action. We use «(M) to
denote the alphabet of M (i.e. a(M) = X). A trace 0 € &*
of an LTS M is a sequence of observable actions that M can
perform starting in the initial state. The language of M, denoted
L(M), is the set of traces of M. Note that our definition allows
non-deterministic transitions.

Given two LTSs M; and M, their parallel composition
M, || My synchronizes shared actions and interleaves the
remaining actions. We provide the definition of || (which
is commutative and associative) in a process-algebra style.
Let M = (Q,%,d,q0) and M’ = (Q',¥,¢,q) be two
LTSs. We say that M transits to M’ with action a, written
as M % M, iff (qo,a,q) € 6, X = ¥/, and § = &
Let M, = (Q1721,51,ql,0) and My, = (QQ,EQ,&Q,QZQ).
M || My is an LTS M = (Q, %, 0, qo) such that Q = Q1 X Q2,
g0 = (q1,0,¢2,0), & = 31 U5 and J is defined as follows:

M; % M{,a &%,
My || My % My || M,

My % M, My % My,a# 1
My || My % M7 || M3

We also use LTSs to represent safety properties P. P can
be synthesized, for example, from a specification in a temporal
logic formalism such as (fluent) LTL [12]]. The language of
P describes the set of allowable behaviours for M; M = P
iff L(Mlnpy) € L(P) where a(P) is the alphabet of of P.

The |y operation hides (i.e., makes unobservable by replacing
with 7) all the observable actions of an LTS that are not in .
The verification of property P is performed by first building
an error LTS, P.,., which is the complement of P trapping
possible violations with an extra error state err, and checking
reachability of err in M || Py

b) Weakest Assumption: A component (or subsystem) M,
modeled as an LTS, can be viewed as open, interacting with its
context (i.e., other components or the external world) through
an interface Xy C «(M). For a property P, the weakest
assumption characterizes all the contexts in which M can
be guaranteed to satisfy the property. We formalize it here,
generalizing from [11] to consider a subset of ;.

Definition 1 (Weakest assumption). For LTS M, safety prop-
erty P (a(P) C a(M)) and ¥ C X1, the weakest assumption
AZ for M with respect to P and Y is a (deterministic)
LTS such that o(AZ) = X and for any other component
N, Mis || N P iff N = A%

Prior work [[11] describes an algorithm for building the
weakest assumption for components and safety properties
modeled as LTSs. We modify it for our purpose in this paper.

III. COMPOSITIONAL VERIFICATION OF
LEARNING-ENABLED AUTONOMOUS SYSTEMS

We present a compositional approach for verifying the safety
of autonomous systems with learning-enabled components. We
model our system as a parallel composition of LTSs; however
our approach is more general, and can be adapted to reasoning
about more complex, possibly unbounded, representations, such
as transition systems with countably infinite number of states
and hybrid systems, by leveraging previous work on assuming-
guarantee reasoning for such systems [13} [14]]. We focus on
cyber-physical systems that use DNNs for vision perception (or
more generally, perception from high-dimensional data). These
DNNSs are particularly difficult to reason about, due to large
sizes, opaque nature, and sensitivity to input perturbations or
distribution shifts.

Let us consider an autonomous system consisting of four
components; systems with more components can be treated
similarly. The system contains a Perception component (i.e.,
a DNN) which processes images (img € I'mg) and produces
estimates (s.s; € F'st) of the system state, a Controller that
sends commands{]_-] (c € C'md) to the physical system being
controlled in order to maneuver it based on these state estimates,
the Dynamics modeling the evolution of the actual physical
system states (s € Act) in response to control signals, and the
Sensor, e.g., a high-definition camera, that captures images
representing the current state of the system and its surrounding
environment (e € Fnv). There may be other sensors (radar,
LIDAR, GPS) that we abstract away for simplicity.

Suppose that each of these components can be modeled
as an LTS. The alphabet of observable actions for each
component is as follows: a(Perception) = Img U Est,
a(Controller) = EstUCmd, a( Dynamics) = Act UCmd,

'We use “commands” instead of “actions” since we already use actions to
refer to the transition labels of LTSs.
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Fig. 1: Autonomous system using a DNN for perception

and a(Sensor) = ActU EnvUImg. We can write the overall
system as System = Sensor || Perception || Controller ||
Dynamics.

Although simple, the type of system we consider resembles
(semi-)autonomous mechanisms that are already deployed in
practice, such as adaptive cruise controllers and lane-keeping
assist systems, which similarly use a DNN for visual perception
to provide guidance to the software controlling electrical and
mechanical subsystems of modern vehicles. An example of
such a system designed for autonomous taxiing of airplanes
on taxiways is illustrated in Figure [1} Section |IV]includes a
detailed explanation of this system.

We aim to check that the overall system satisfies a safety
property P. For the example described in the next section, one
such safety property is that the airplane does not go off the
taxiway, which can be expressed in terms of constraints on the
allowed actual system states. In order to check this property,
one could run many simulations, using, e.g., XPlane [15].
However, simulation alone may not be enough to achieve the
high degree of confidence in the correctness of the system
necessary for deployment in a safety-critical setting (e.g., an
airplane in our case). We therefore aim to formally verify the
property, i.e., we aim to check that System = P holds.

Formally verifying System presents serious scalability
challenges, even ignoring the learning-enabled aspect, since the
conventional components (Controller and Dynamics in our
case) can be quite complex; nevertheless they can be tackled
with previous techniques, possibly involving abstraction to
reduce their state spaces [|13]]. The DNN component makes the
scalability problem extremely severe. Further, the perturbations
from the external world can not be modeled precisely.

a) Assume-guarantee Reasoning: To address the above
challenges, we decompose System into two subsystems—
M; = Controller || Dynamics, i.e., the conventional com-
ponents, which can be modeled and analyzed using estab-
lished model-checking techniques, on one side, and M, =
Perception || Sensor, i.e., the perception components, which
are challenging to analyze precisely, on the other side. The
interface between M; and M consists of the updates to the
actual system states, henceforth called actuals (performed by
the Dynamics component) and to the estimated system states,
henceforth called estimates (performed by the Perception
component); let us denote it as 3y = Act U Est. We then
focus the analysis on M.

Formally checking that system-level property P holds on M;

in isolation does not make too much sense, as M; is meant to
work together with Ms and will not satisfy P by itself (except
in very particular cases). Assume-guarantee reasoning addresses
this problem by checking properties using assumptions about
a component’s context (i.e., the rest of the system). In the
assume-guarantee paradigm, a formula is a triple (4, M, P),
where A is an assumption, M is a component, and P is a
property. The formula is true if whenever M is part of a
system that satisfies A, the system also guarantees P, i.e., VM’,
M| M= A= M|| M= P. For LTSs, this is equivalent
to A|| M | P; (true, M, P) is equivalent to M = P.

Using these triples we can formulate rules for compositional,
assume-guarantee reasoning. The simplest such rule allows
us to prove that our System, composed of M; and Mo,
satisfies property P, by checking that M satisfies P under an
assumption A and discharging A on Ms:

<AaM17P> <tTue,M2,A>
(true, My || Ms, P)

We then seek to automatically build an assumption A such
that (A, M;, P) holds; one such assumption is the weakest
assumption described in Section @ for some alphabet > C Xy;
i.e., by definition (A>, My, P) is true. If we can also show that
(true, My, AZ) is true, then, according to the rule, it follows
that the autonomous system satisfies the property.

Formally checking (true, My, AZ) is infeasible due to the
complexity of the DNN and difficulty in mathematically
modeling the Sensor component as well as the random
environment conditions (as explained before). Instead, we show
how the assumption can be leveraged for monitoring (at run-
time) the outputs of the DNN, to guarantee that the overall
system satisfies the required property. Furthermore, we show
how automatically generated assumptions can be leveraged for
extracting local DNN specifications, which in turn can be used
for training and testing the DNN.

b) M, Analysis and Assumption Generation: We first
check that M7 does not violate the property assuming perfect
perception (i.e., a simple abstraction that maps each actual to
the corresponding estimate). This allows us to uncover and fix
all the errors that are due to interactions in the controller and
dynamics, independent of errors in perception.

We then build the weakest assumption for M; with respect
to property P and interface alphabet ¥ C ;. We use
Algorithm [[TL.T] which adapts the algorithm from [TT] for our
purpose. The function BuildAssumption has as parameters
an LTS model M (M; in our case), a property P, and an
interface alphabet X. The first step builds M || Py (Peyy is
the complement of P) and applies projection with 3 to obtain
the LTS M’. The next step performs backward propagation of
err over transitions that are labeled with either 7 or actuals (i.e.,
actions in Act) thus pruning the states where the context of M
can not prevent it from entering the err state. The resulting
LTS is further processed with a determinization step which
performs 7 elimination and subset construction (for converting
the non-deterministic LTS into a deterministic one). Unlike
regular automata algorithms, Determinization treats sets
that contain err as err. In this way, if performing a sequence



Algorithm IILI.1: Computing Weakest Assumption

Inputs: LTS model M, property P, and interface
alphabet ¥ C ¥;
Output: Assumption A> for M with respect to P, ¥
1 BuildAssumption (M, P, X):

2 M' = (M| Perr)ls

3 M" := BackwardErrorPropagation(M’)
4 AZ = Determinization(M")

5 A2 = CompletionWithSink(AZ.)

6 A = ErrorRemoval(AEE”)

7 | return AZ

of actions from X does not guarantee that M is safe, it
is considered as an error trace. Subsequently, the resulting
deterministic LTS AZ is completed such that every state has
an outgoing transition for every action. This is done by adding
a special sink state and transitions leading to it. These are
missing transitions in AZ.  and represent behaviors that are
never exercised by M; with this completion, they are made
into sink behaviors and no restriction is placed on them. The
assumption AZ is obtained from the complete LTS by removing
the err state and all the transitions to it.

This procedure is similar to the one in [11] with the
difference that the backward error propagation step is performed
not only over 7 transitions but also over transitions labeled
with actuals. Intuitively, this is because the actuals are updated
by M (via the Dynamics component in our system) and are
only read by Ms; thus, the assumption should restrict M; by
blocking the estimates that lead to error but not by refusing
to read the actuals. Another difference is that we allow the
assumption alphabet to be smaller than Y; (this is needed as
explained later in this section).

By construction, AZ! captures the traces over X} = (Act U
Est)* that ensure that M; does not violate the prescribed

safety property, i.e. AZ7||M; |= P and therefore (A2, My, P).

w
Furthermore, AE} is the weakest assumption, so it does not

restrict M, unnecessarily.

Theorem 2. Let AZ! be the LTS computed by
BuildAssumption(My, P,%;), then AZT is the weakest,
i.e., VMQ.MQ ’: AE}I lffMlnMQ ’: P.

Proof. (Sketch) ‘=’ similar to [11]]. ‘<=’ by contradiction.

Assume My [~ AZT although M;||My |= P. Then there is
a trace 0 € L(Malyx,) that is also in L(AZL). From the
construction of the assumption, either (1) o or (2) o.a is
in L((M1||Perr)dx,), where a € Act represents an update
to the actuals by M; and . denotes concatenation. Case
(1) is similar to [11]. Case (2) is new. By construction,
o must end in an estimate (due to our special backward
error propagation). Furthermore, for our system, actuals and
estimates are alternating; thus, M> must perform a read of the
actuals after the estimate and that actual must be a; thus o.a is
also in L(Mslx, ), and can be used to build a counterexample
for M;||M> = P, which is a contradiction. O

c) Uses of Assumptions:
AEst for Run-time Monitoring. The assumptions A% can

potentially be used as a monitor deployed at run-time to ensure
that the autonomous system guarantees the desired safety
properties. One difficulty is that X; refers to labels in both
Est and Act which represent the estimated and actual values
of the system states, respectively. However the autonomous
system may not have access to the actual system state—the
very reason it uses a DNN is to get the estimated values of
the system state.

While in some cases, it may be possible to get the actual
values through alternative means, e.g., through other sensors,
we can also set the alphabet of the assumption to be only in
terms of the estimates received from the DNN, i.e., ¥ = E'st,
and build a run-time monitor solely based on ALt

Since AE“ is modeled only in terms of the E'st alphabet,
it follows that it can be deployed as a run-time monitor on the
outputs of a DNN that is used by the autonomous system.

We note the following property which relates weakest
assumptions for different interface alphabets.

Proposition 3. Given LTS M, property P, and interface
alphabet X1 C a(M), VE, ¥. S C ¥ C ¥ = L(AY) C
L(AL) € L(AG).

The intuition is that projection with a smaller alphabet
results in more behaviours in M leading also to more error
behaviours; consequently, the corresponding assumptions are
more restrictive (contain less behaviours). Conversely, by
adding actions to the interface alphabet, the corresponding
assumption becomes weaker, more permissive (see also [16]).

Thus, AZ is only weakest with respect to a particular
interface alphabet Y. Moreover, L(AZ) can be empty if
no assumption with alphabet ¥ can ensure that the system
M satisfies property P. In section we will describe an
experiment that aims to quantify how permissive the assumption
APEst s in the context of a system that uses a realistic DNN
for perception.

AEst for Testing and Training DNNs. The extracted assump-
tions over alphabet E'st can also be used for testing a candidate
DNN to ensure that it follows the behaviour prescribed by
the assumption. For many autonomous systems (see e.g., the
airplane taxiing application in section [IV)), the perception DNN
is trained and tested based on images obtained from simulations
which naturally come in a sequence, and therefore, can be
easily checked against the assumption by evaluating if the
sequence of DNN predictions represents a trace in L(ALs?).
The assumption can also be used during the training of the
DNN as a specification of desired output for unlabeled real
data, thus reducing the burden of manually labeling the input
images. We leave these directions for future work.

AZ1 for Synthesizing Local Specifications. We also propose
to analyze the (complement of the) weakest assumption
generated over the full interface alphabet ¥; = Act U E'st
to synthesize local, non-temporal specifications for the DNN.
These specifications can be used as formal documentation of the
expected DNN behavior; furthermore, they can be leveraged to
train and test the DNN. Unlike the temporal LTS assumptions,
evaluating the DNN with respect to local specifications does
not require sequential data, making them more natural to use
when evaluating DNNGs.



Algorithm IIL2: Synthesizing Local Specifications

Output: Local specifications ¢
SynthesizeSpec (A2 ):

¢ = {}

foreach ¢ € Q do

if Ja.(q,a,err) € 6 then

1
2
3
4
5 E = {a](q,a,err) €}
6
7
8
9

E = Est—FE
foreach (¢',a’,q) € § do

¢ = (s=d) = Viep/(sest = a)
® = dU

10 return ¢

Algorithm describes a procedure for synthesizing
such local specifications. The input to the algorithm is the
complement of the assumption, i.e., the output of line 4
in Algorithm which encodes the error traces of the
assumption. We aim to extract local specifications from the
error transitions. We first note that in AZ! | only transitions
corresponding to estimates (i.e., labeled with elements from
E'st) can lead to the err state; this is due to our special error
propagation. Furthermore, actuals and estimates are alternating,
due to the nature of the system. Algorithm exploits this
structure in AZ! to synthesize local specifications.

For each state ¢ in A2 (line 3) that can directly transition to
the err state (line 4), the algorithm first collects all the actions
a that lead to err (line 5). As described earlier, these actions
belong to E'st. Next, for each incoming transition to ¢ (line 7),
we construct a local specification ¢ (line 8). Each incoming
transition to ¢ corresponds to an action a’ € Act as described
earlier. The synthesized local specification expresses that for an
actual system state s with value a’, the corresponding estimated
system state (seq;) should have a value in E’ to avoid err.

We can argue that if My = Perception || Sensor satisfies
these local specifications then it also satisfies the assumption
(proof by contradiction). Intuitively, this is true because
the local specifications place stronger requirements on Mo
compared with the assumption A>Z.

Theorem 4. For AZ! and My = Perception || Sensor, if My

satisfies local specifications ® = SynthesizeSpec(AZL),
then (true, My, A1) holds.

Proof. (Sketch) Assume that (true, Mo, AZ1) does not hold,
i.e., there is a counterexample trace o of M5 that violates the
assumption; this is a trace in A2 . Due to our error propagation,
it must be the case that the last action in this trace is an estimate
Sest € FEst. Let ¢; be the state in Agl that is reached by
simulating ¢ on AE/ prior to the last, violating estimate Scg;.
Since M, satisfies the local specification for ¢; it means there

can be no s.4 leading to err from g;, a contradiction. O

Furthermore, if (true, My, AZ1) holds, then, according
to the assume-guarantee reasoning rule, it follows that the
System = M; || M, satisfies the required properties.

While it may be infeasible to formally prove such properties
for M5, these local specifications can be used instead for testing

and even training the DNN. Given an image ¢mg labeled
with the underlying actual o’ (i.e., the Sensor produces img
when the actual state is a’), we can test the DNN against the
local specification s = a’ = \/ ./ (Sest = a), by checking
if the DNN prediction on img satisfies the consequent of
the specification. Compared with the standard DNN testing
objective that checks if the state estimated by the DNN matches
the underlying actual system state, our local specifications yield
a relaxed testing objective. Similarly, these specifications can
also be used during training to relax the training objective.
Instead of requiring the DNN to predict the actual system state
from the image, under the relaxed objective, any prediction
that satisfies the corresponding local specification is acceptable.
Such a relaxed objective could potentially lead to a better DNN
due to the increased flexibility afforded to the training process,
but we leave the exploration of this direction for future work.

IV. THE TAXINET SYSTEM

We present a case study applying our compositional approach
to an experimental autonomous system for center-line tracking
of airplanes on airport taxiways [[17, 4]. The system uses a
DNN called TaxiNet for perception. TaxiNet is a regression
model with 24 layers including five convolution layers, and
three dense layers (with 100/50/10 ELU [18] neurons) before
the output layer. TaxiNet is designed to take a picture of the
taxiway as input and return the plane’s position with respect
to the center-line on the taxiway. It returns two outputs; cross
track error (cte), which is the distance in meters of the plane
from the center-line and heading error (he), which is the angle
in degrees of the plane with respect to the center-line. These
outputs are fed to a controller which in turn manoeuvres the
plane such that it remains close to the center of the taxiway.
This forms a closed-loop system where the perception network
continuously receives images as the plane moves on the taxiway.

The architecture of the system is the same as in Figure
For this application, state s captures the position of the airplane
on the surface in terms of cte and he values.

a) Safety Properties: We aim to check that the system
satisfies two safety properties, as provided by the industry
partner. The properties specify conditions for safe operation in
terms of allowed cte and he values for the airplane by using
taxiway dimensions. The first property states that the airplane
shall never leave the taxiway (i.e., |cte] < 8 meters). The
second property states that the airplane shall never turn more
than a prescribed degree (i.e., |he| < 35 degrees), as it would
be difficult to manoeuvre the airplane from that position. Note
that the DNN output values are normalized to be in the safe
range; however, this does not preclude the overall system from
reaching an error state.

b) Component Modeling: We build a discrete-state
model of M; = Controller || Dynamics as an LTS. We
assume a discrete-event controller and a discrete model of the
aircraft dynamics. The Controller and the Dynamics operate
over discretized actual and estimated values of the system
state. We use a fixed discretization for he and experiment with
discretizations at different granularities for cte, as defined
by a parameter MaxCTE. For instance, when MaxCTE = 2,



Controller = SO,

S0=(turn — est[cte:CTERange] [he:HERange] — Sl[cte] [he]),
S1l[cte:CTERange] [he:HERange] =

if (cte==0 && he==0) then (cmd[0] — S0)

else if (cte==1 && he==1) then (cmd[2] — S0)

else if (cte==1 && he==2) then (cmd[1l] — S0)

else if (cte<l && (he==0 || he==1)) then (cmd[2] — SO)
else if (cte<l && he==2) then (cmd[0] — SO0)

else if (cte>1 && (he==0 || he==2)) then (cmd[1l] — SO)
else if (cte>1 && he==1) then (cmd[0] — SO).

Dynamics = (start[1][0] — SO[1]([0]),

SO0 [cte:CTERange] [he:HERange] =
[cte] [he] [c]),

S1l[cte:CTERange] [he:HERange] [c:CmdRange] =

if ((he==1 && c==1)|| (he==2 && c==2)) then (err — ERROR)

else if ((cte==0 && he==0 && c==1) || (cte==2 && he==0 && cC
==2)) then (err — ERROR)

(turn — cmd[c:CmdRange] — S1

else if ((cte==0 && he==1 && c==0) || (cte==2 && he==2 && cC
==0)) then (err — ERROR)
else if (he==0 && c==0) then (act[cte][0] — SO[cte] [0])

else if ((he==0 && c==1) || (he==1 && c==0)) the
-1]1[1] — SO[cte-11[1]) //move left one posi n
(he==2 && c==0)) then (act[cte

21) //move rigk one positior
|| (he==2 && c==1)) then (act[cte

n (act[cte

else if ((he==0 && c==2) ||
+1]1[2] — SO[cte+1][

else if ((he==1 && c==2)
1[0] — SO[cte] [0]).

Fig. 2: Controller and Dynamics in the process-algebra
style FSP language for the LTSA tool. Identifiers starting with
lowercase/uppercase letters denote labels/processes (states in
the underlying LTS), respectively; — denotes labeled transitions
between states. Both labels and processes can be indexed.
Conditionals have the usual meaning.

the discretization divides the cte and he as follows.

0 if cte € [8,—2.7) {1 if he € [-35,—11.67)
1if cte € [-2.7,2.7] he = { 0 if he € [~11.67, 11.66]
2 if cte € (2.7, 8] 2 if he € (11.66, 35.0]
For simplicity, we use cte and he to denote both the discrete
and continuous versions in other parts of the paper (with
meaning clear from context).

cte =

Figure gives a description of the Controller and
Dynamics components. We use act[cte][he] to denote actual
states s in the Act alphabet and est[cte][he| to denote the
estimated states s.s; in E'st. While we could express the
safety properties as property LTSs, for simplicity, we encode
them here as the ERROR states in the LTS of the Dynamics
component, where an error for either cte or he indicates
that the airplane is off the taxiway or turned more than the
prescribed angle, respectively. Tools for analyzing LTSs, such as
LTSA [19], can check reachability of error states automatically.

The Controller reads the estimates via est-labeled tran-
sitions. The Controller can take three possible actions to
steer the airplane—GoStraight, TurnLeft, and TurnRight
(denoted by cmd[0], cmd[1], and cmd[2] respectively). The
Dynamics updates the system state, via act-labeled tran-
sitions; the initial state is act[1][0]. Action turn is meant to
synchronize the C'ontroller and the Dynamics, to ensure that
the estimates happen after each system update.

We analyze My = Controller || Dynamics as an open
system; in M; the estimates can take any values (see
transition labeled est[cte : CTERange] he : HERange]| in the
Controller), irrespective of the values of the actuals. Thus,
we implicitly take a pessimistic view of the Perception DNN
and assume the worst-case—the estimates can be arbitrarily

wrong—for its behavior. It may be that a well-trained DNN
with high test accuracy may perform much better in practice
than this worst-case scenario. However, it is well known that
even highly trained, high performant DNNs are vulnerable
to adversarial attacks, natural and other perturbations as well
as to distribution shifts which may significantly degrade their
performance. We seek to derive strong guarantees for the safety
of the overall system even in such adversarial conditions, hence
our pessimistic approach.

Note also that when using an optimistic Perception com-
ponent, LTSA reports no errors, meaning that the system is
safe assuming no errors in the perception.

c) Assumption Generation: We build an assumption,
using the procedure described in Algorithm that restricts
M in such a way that it satisfies the safety properties. At the
same time, the assumption does not restrict M; unnecessarily,
i.e., it allows M; to operate normally, as long as it can be
prevented (via parallel composition with the assumption) from
entering the error states.

For the assumption alphabet, we consider X»; =
act[CTERange|[HERange| U est[CTERange][HERange| which
consists of actual and estimated values exchanged between M,
and M,. As mentioned in Section while the resulting
assumption AZ7 can be leveraged for synthesizing local
specifications, using it as run-time monitor can be difficult
since the actual values of the system state may not be available
at run-time with the system accessing the external world only
through the values that are estimated by the DNN. We therefore
define a second alphabet, Y=est[CTERange|[HERange]|, which
consists of only the estimated values, and build a second
assumption AE5!, We describe these two assumptions in more
detail below.

Assumption AZs!, Figure [3| shows the assumption that was
generated for the alphabet X consisting of only the estimated
values (est[CTERange|[HERange]).

In the figure, each circle represents a state. The initial state
(0) is shown in red. Let us look at some of the transitions
in detail. The initial state has a transition leading back to
itself with labels est[0][2], est[1][0], est[2][1]. This indicates
that if the DNN keeps estimating either [0][2] or [1][0] or
[2][1] for cte and he, then the system continues to remain
safe, regardless of the actuals. Intuitively, this is true because
the system starts in initial actual state [1][0] and all three
estimates ([0][2], [1][0], [2][1]) lead to the same action issued
by the controller, which is GoStraight, ensuring that the
system keeps following the straight line, never going to error.

The assumption can be seen as a temporal specification of
the DNN behaviour which was derived automatically from the
behaviour of M; with respect to the desired safety properties.
Assumption AY7. The code for AZ!, generated for
the purpose of synthesizing local specifications using
the alphabet 3; with both actual and estimated val-
ues (act[CTERange|[HERange], est[CTERange|[HERange)), is
shown in Figure ] Recall that this code is the result of step
4 in Algorithm [[II.T} thus it encodes the error behaviour of
the perception in terms of estimated and ground-truth (actual)
output values for the DNN.
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Fig. 3: Assumption AZs! for TaxiNet when MaxCTE = 2.

mat (9] (204121100, (21(2]}

MaxCTE | Assumption My Time Memory
size size (seconds) (KB)
e ) 2 7 99 0.079 9799
™ 4 13 261 0.126 10556
. 6 19 495 0.098 9926
7 14 43 2151 0.143 13324
30 91 8919 0.397 31056
50 151 23859 2919 45225
100 301 92709 81.529 132418

r = QO0,

Q0 = (est{[0][0..1], [1][1])— 0l
lest([0][2], [11(0], [2][1]} — Q8
lest([11[2], [2].1[0], [2]}} — Q9),

01 = (act[2][2] — Q3),

03 = (est{[0][0..2], [1][0..1], [2][1]} — ERROR
lest([11[2], [2].{[0], [2]}} — Q4),

Q4 = (act[2][0] = Q5),

05 = (est{[0][0..1], [1][1]} — ERROR
lest{[0][2], [1][0], [2][1]} — Q4
lest{[11[2], [2].{[0], [2]}}— Q6),

06 = (act[1][1] — Q7),

Q7 = (est{[1](2], [2].([0], [2]}} — ERROR
lest{[0][0..1], [1][1]} — Q8
lest{[0][2], (11[0], [2]1[11}— Q9),

Q8 = (act[1]1[0] — QO0),

09 = (act[0][1] — Q10),

Q10 = (est{[0J[2], [1].{[0], (2]}, [2]1[0..2]} — ERROR
lest{[0][0..1], [1][1]}— Ql11),

011 = (act[0][0] — Q12),

Q12 = (est{[1][2], [2]).{[0], [2]}} — ERROR
lest([0][2], [11(0], [2][1]}— Q11
lest([01[0..1], [1]1[1]}— Q13),

013 = (act[1][2] — Q14),

014 = (est{[0][0..1], [1][1]} — ERROR
lest([0][2], [11[0], [2]1[1]}— Q1
lest([11[2], [2].{[0], [2]}} — Q8)

Fig. 4: AZI for TaxiNet when X; = Est U Act and

MaxCTE = 2. We show it in textual form for readability.

Let us consider how Algorithm synthesizes local, non-
temporal specifications using this code. For instance, in state
Q3, estimates {[0][0..2], [1][0..1], [2][1]} lead to error, thus only
estimates [1][2], [2][0], and [2][2] are safe. Furthermore, Q3 is
reached (from Q1) when the actual state is [2][2]. Following
similar reasoning, in state Q5, estimates [0][2], [1][0], [1][2],
[2][0..2] are safe (since estimates {[0][0..1],[1][1]} lead to
error) and Q5 is reached when actual is [2][0]. Similar patterns
can be observed for Q7, Q10, Q12, and Q14.

From Q3, we can infer the following local specification for
the DNN: (cte* =2 A he* =2) = ((cte=1 A he =2) V
(cte =2 Ahe=0)V (cte =2 A he = 2)). Here *’ denotes
actual state values. This specification gets translated back to
the original, continuous DNN outputs as follows: (cte* €
[2.7,8) Ahe* € (11.66,35.0]) = ((cte € [-2.7,2.7] A he €
(11.66,35.0]) V (cte € [2.7,8) A he € [-11.67,11.66]) V
(cte € [2.7,8) A he € (11.66,35.0])). This specification can
be interpreted as follows. For an input image that has ground
truth cte* € [2.7,8) A he* € (11.66, 35.0], the output of the
DNN on that image should satisfy (cte € [-2.7,2.7] Ahe €
(11.66,35.0]) V (cte € [2.7,8) Ahe € [-11.67,11.66]) V
(cte € [2.7,8) Ahe € (11.66, 35.0]).

Thus, the specification tolerates some DNN output values
that are different than the ground truth, as they do not affect
the safety of the overall system. The industry partner is using
these specifications to help elicit DNN requirements, which are
always a challenge in learning-enabled system development.

TABLE I: Effect of discretization granularity on assumptions.

The specifications can also be used to support sensitivity
analysis of the DNN. The requirements and sensitivity analysis
are important contributors in the assurance of learning-enabled
safety-critical systems.

V. EVALUATION

a) Assumptions for Increasing Alphabet Sizes: Our
approach is general, and is not dependent on the granularity of
discretization used for the system states (cte and he); however,
this granularity defines the size of the interface alphabet and
can thus affect the scalability of the approach.

We experimented with generating assumptions AZ*t for
the TaxiNet case study, under different alphabet sizes; i.e.,
different values of MaxCTE defining the granularity for cte;
the granularity of he stays the same. Table [I] shows the results;
we used an implementation in LTSA on a MacBook Air.

We first note that the generated assumptions are much smaller
than the corresponding M; components. For instance, for
MaxCTE = 2, M; has 99 states (and 155 transitions) while
the assumption is much smaller (7 states); it appears for this
problem, the assumption size is linear in the size of the interface
alphabet, making them good candidates for efficient run-time
monitoring. The results indicate that the assumption generation
is effective even when the size of the interface alphabet—
corresponding to the number of possible DNN output values—
is large. For instance, when MaxCTE = 100, it means that cte
has 101 intervals while HE has 3 intervals, thus the DNN can
be seen as having 1013 = 303 possible discrete output values.
The generated assumption has 301 states and the assumption
generation is reasonably fast. The results indicate that our
approach is promising in handling practical applications, even
for DNNSs (classifiers) with hundreds of possible output values.

In case assumption generation no longer scales, we can
group multiple DNN output values into a single (abstract)
value, guided by the logic of the downstream decision making
components (similar to how we group together multiple
continuous DNN output values into discrete values representing
intervals in the TaxiNet example). Incremental techniques, that
use learning and alphabet refinement [20] can also help alleviate
the problem and we plan to explore them in the future.

b) Assumptions as Run-time Safety Monitors: The goal
of this evaluation is to: (i) check that the TaxiNet system
augmented with the safety monitor is guaranteed to be safe, (ii)
quantify the permissiveness of the monitor, i.e., the probability
of the the assumption being violated during system operation.

To this end, we devised an experiment that leverages proba-
bilistic model checking using the PRISM tool [21]]. We built
PRISM models for the TaxiNet C'ontroller and Dynamics
components that are equivalent to the corresponding LTSs
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Fig. 5: Probability of the assumption being violated. n indicates
horizon length. Low and High correspond to lower and higher
accuracy DNN:gs.

encoded in the FSP language. We also had to encode the
Sensor and Perception components since our goal is to study
the behavior of the overall system. For this purpose, we use our
prior work [4] to build a conservative probabilistic abstraction
of My = Sensor || Perception that maps every actual system
state value to a probability distribution over estimated system
state values; the probabilities associated with the transitions
from actual to estimated values are empirically derived from
running the DNN on a representative data set provided by the
industrial partner (11,108 images).

PRISM results. We first double-checked that the PRISM
model of the TaxiNet system, augmented with the run-time
monitoﬂ does not violate the two safety properties, which
PRISM confirmed, validating the correctness of our approach.
We also analyzed a PCTL [21]] property, P =?[F(Q = —1)],
that asks for the probability of the system reaching Q = —1,
which encodes the error state of the assumption. The results for
this property are shown in Figure [5 for two different versions
of the DNN that vary in their accuracies. While the probability
of violating the assumption as the horizon length increases
tends towards 1 for both the DNNs, the rate of growth for the
higher accuracy DNN is much slower. Developers can use the
analysis to evaluate the permissiveness of the run-time monitor.

VI. RELATED WORK

There are several approaches for formally proving safety
properties of autonomous systems with low-dimensional sensor
readings [22} 23| [24, 25| |26, 27]]; however, they are intractable
for systems that use rich sensors producing high-dimensional
inputs such as images. More closely related works aim to build
models based on the analysis of the perception components.
However, they either do not provide guarantees [3|] or do not
scale to large networks [[1].

The most closely related approach is the one in [J5]], which
builds abstractions of the DNN components as guided by
system-level safety properties. The method does not provide
strong system-level guarantees; instead it only provides a
probabilistic result that measures empirically how close a
real DNN is to the abstraction. Another difference is that
the approach in [5]] uses the training data to help discover the
right abstraction, whereas we do not rely on any data.

In recent work [4]], we built a probabilistic abstraction of the
camera and perception DNN for the probabilistic analysis of

2We provide the code of the monitor in the appendix.

the same TaxiNet case study. The approach facilitates obtaining
probabilistic guarantees with respect to the satisfaction of safety
properties of the entire system. Another recent work leverages
assume-guarantee contracts and probabilistic model checking
to evaluate probabilistic properties of the end-to-end autonomy
stack [28]]. In contrast, we focus here on obtaining strong
(non-probabilistic) safety guarantees.

The work in [2] aims to verify the safety of the trajectories
of a camera-based autonomous vehicle in a given 3D-scene.
Their abstraction captures only one environment condition (i.e.,
one scene) and one camera model, whereas our approach is
not particular to any camera model and implicitly considers
all the possible environment conditions.

In a previous white paper [29]], we advocated for a compo-
sitional framework with input-output DNN contracts obtained
from a DNN-specific analysis. However, in that work, we
left open the problem of how to precisely relate the contracts
to the system level properties. We solve that problem here,
where instead of input-output contracts for a DNN, we derive
assumptions that are based solely on the outputs of the DNN.
The assumptions are derived without a DNN-specific analysis.

Our work is also related to safe shielding for reinforcement
learning [30]. That work does not consider complex DNNs
as part of the system and therefore does not discuss suitable
techniques for them. Nevertheless, we note that our assumptions
are monitoring the outputs of the DNN instead of the actions
of the controller (as in shielding), and can thus be used to
prevent errors earlier. They also act as local specifications for
the DNN behaviour, enabling other activities such as testing
or training.

VII. CONCLUSION AND FUTURE WORK

We presented a compositional approach based on automated
assumption generation for the verification of autonomous
systems that use DNNs for perception. We demonstrated our
approach on the TaxiNet case study. While our approach
opens the door to analyzing autonomous systems with state-
of-the-art DNNgs, it can suffer from the well known scalability
issues associated with model checking (due to state-explosion).
We believe we can address this issue via judicious use of
abstraction and compositional techniques. Incremental, more
scalable, techniques for assumption generation can also be
explored, see. e.g. [31].

We have presented our approach in the context of compo-
nents modeled as LTSs. However, such components are often
modeled as more complex hybrid automata. We believe that
our proposed approach can be extended to reasoning about
such systems, leveraging our previous work on assumption
generation for hybrid automata [14].

Another direction for future work is to investigate au-
tonomous systems with multiple machine learning components
(e.g., using both camera and LIDAR for sensing) and to develop
techniques that decompose the generated global assumption into
assumptions for each such component. These assumptions can
then be used to guide the development of the components and
can also be deployed as component-specific run-time monitors.
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//Ms= Sensor || Perception

[] cte=1 & pc=1— 0.962: (cte_est’=1) & (pc’=2) + 0.002: (
cte_est’=0) & (pc’=2) + 0.036: (cte_est’=2) & (pc’'=2);

[1] cte=0 & pc=1— 0.681: (cte_est’=1) & (pc’=2) + 0.319: (
cte_est’=0) & (pc’'=2);

[] cte=2 & pc=1— 0.398: (cte_est’=1) & (pc’=2) + 0.602: (
cte_est’=2) & (pc’=2);

[1] he=0 & pc=2— 0.675: (he_est’=0) & (pc’=3) + 0.304: (
he_est’=1) & (pc’=3) + 0.021: (he_est’=2) & (pc’'=3);

[] he=1 & pc=2— 0.043: (he_est’=0) & (pc’=3) + 0.957: (
he_est’=1) & (pc’=3);

[] he=2 & pc=2— 0.377: (he_est’=0) & (pc’=3) + 0.107: (
he_est’=1) & (pc’=3) + 0.516: (he_est’=2) & (pc’'=3);

// Safety Monitor

[1 0=0 & pc=3 & ((cte_est=0 & he_est=2)| (cte_est=1 & he_est
=0) | (cte_est=2 & he_est=1)) — 1: (Q'=0) & (pc’=4);

[1 0=0 & pc=3 & ((cte_est=0 & he_est<2) | (cte_est=1 & he_est
=1)) = 1: (Q'=1) & (pc'=4);

[] 0=0 & pc=3 & ((cte_est=1 & he_est=2) | (cte_est=2 & (
he_est=0|he_est=2))) — 1: (Q'=4) & (pc’'=4);

[1 0=1 & pc=3 & ((cte_est=0) | (cte_est=1 & he_est<2) | (
cte_est=2 & he_est=1)) = 1: (Q’'=-1) & (pc’'=6);

[] 0=1 & pc=3 & ((cte_est=1l& he_est=2) | (cte_est=2 & (he_est
=0lhe_est=2))) — 1: (Q'=2) & (pc’'=4);

[1 0=2 & pc=3 & ((cte_est=0 & he_est<2) | (cte_est=1 & he_est
=1)) = 1: (Q'=-1) & (pc’'=6);

[] 0=2 & pc=3 & ((cte_est=0 & he_est=2)
=0) | (cte_est=2 & he_est=1)) — 1: (

[1] 0=2 & pc=3 & ((cte_est=1 & he_est=2)
he_est=0|he_est=2))) = 1: (Q'=3) &

| (cte_est=1 & he_est

Q'=2) & (pc'=4);

| (cte_est=2 & (
(pc’=4);

Fig. 6: TaxiNet M, and safety monitor in PRISM.

APPENDIX
A. PRISM Encoding for TaxiNet with Safety Monitor

We show the PRISM code for M, and the safety monitor
in Figure [6] We use the output of step 4 in procedure
BuildAssumption (Section [[I-0b) as a safety monitor, i.e.,
the assumption LTS has both err and sink states, with a
transition to err state interpreted as the system aborting.

The PRISM encoding of the safety monitor closely follows
the transitions of the assumption computed for M; over
alphabet ¥ = FE'st.

In the code, variable pc encodes a program counter. Mo is
encoded as mapping the actual system state (represented with
variables cte and he) to different estimated states (represented
with variables cte_est and he_est). The transition probabil-
ities are empirically estimated based on profiling the DNN;
for simplicity we update cte_est and he_est in sequence.
The monitor maintains its state using variable Q (initially 0);
it transitions to its next state after cte_est and he_est have
been updated; the abort state (Q = —1) traps behaviours that
are not allowed by the assumption; there are no outgoing
transitions from such an abort state.
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