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Abstract
Byzantine reliable broadcast is a primitive that allows a set of processes to agree on a message
broadcast by a dedicated source process, even when some of them are malicious (Byzantine). It
guarantees that no two correct processes deliver different messages, and if a message is delivered by a
correct process, every correct process eventually delivers one. The primitive is known not to scale, as
it requires Ω(n2) message exchanges, where n is the number of system members. The quadratic cost
can be explained by the inherent need for every process to relay a message to every other process.

In this paper, we explore ways to overcome this limitation, by casting the problem to the
probabilistic setting. We propose a solution in which every broadcast message is validated by a
small set of witnesses, which allows us to maintain low latency and small communication complexity.
In order to tolerate the slow adaptive adversary, we dynamically select witnesses through a novel
use of locality-preserving hash functions. Our simulations demonstrate significant scalability gains
of our solution with respect to existing protocols.
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1 Introduction

Modern distributed computing systems are expected to run in extremely harsh conditions.
Besides communicating over weakly synchronous, or even purely asynchronous communication
networks, the processes performing distributed computations may be subject to failures:
from hardware crashes to security attacks or malicious behavior. In these environments,
ensuring that a system never produces wrong outputs (safety properties) and, at the same
time, makes progress by producing some outputs is extremely challenging. The distributed
computing literature reveals a plethora of negative results, from theoretical lower bounds and
impossibility results to empirical studies, that exhibit fundamental scalability limitations.

A popular way to address these challenges is optimism: hope for the best, but prepare for
the worst [12, 24, 6, 17]. A typical optimistic protocol is tuned to exhibit high performance in
good runs, believed to be the common case. A good run can have, e.g., timely communication
and benevolent participants. At the same time, when communication turns asynchronous
and some participants turn rogue, the protocol will preserve safety but may slow down or
even stop making progress.
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In this paper, we explore an alternative form of optimism. What if we prioritize progress
over safety? Think of a protocol that would preserve stably high progress guarantees in
all runs, but would gracefully degrade safety properties, should the environment get more
hostile.

This might be an adequate choice for applications that are able to (temporarily) stand
slight inconsistencies. As an example, let us consider cryptocurrencies, by far the most popular
decentralized application nowadays. Indeed, we may tolerate some overspending of users’
accounts as long the responsible parties are eventually detected. Originally, cryptocurrency
systems were designed on top of consensus-based blockchain protocols [32, 36]. But consensus
is a notoriously hard synchronization problem [15, 12, 6, 7]. It came as a good news that we do
not need consensus to implement a cryptocurrency [18, 20], which gave rise to asynchronous,
consensus-free cryptocurrencies [11, 1, 22] that confirmed to exhibit significant performance
gains over the consensus-based protocols. At a high level, these implementations replace
consensus with (Byzantine) reliable broadcast [2], where a designated sender broadcasts a
message so that no two correct processes deliver different messages (consistency), either
all correct processes deliver a message or none does (totality), and if the sender is correct,
all correct processes eventually deliver the broadcast message (validity). The broadcast
algorithm must tolerate a certain fraction of Byzantine (arbitrarily misbehaving) processes,
potentially including the sender.

Starting from the classical Bracha’s algorithm [3], Byzantine reliable broadcast algo-
rithms [27, 29, 34] are known to scale poorly, as they typically have O(n) per-process
communication complexity, where n is the number of processes. The reason for this is their
use of quorums [28, 35], i.e., sets of processes that are large enough (typically more than
2/3n) to always intersect in at least one correct process. By relaxing the quorum-intersection
requirement to only hold with high probability, the per-process communication complexity
can be reduced to O(

√
n) [30]. Guerraoui et al. [19] describe a protocol that replaces quorums

with randomly selected samples. A three-phase gossip-based broadcast where each phase
consists in exchange with a small (of the order O(log n)), randomly selected set of processes,
which would give O(log n) per-process communication cost. It is shown that assuming a
static adversary and an underlying uniform random sampling mechanism, the protocol can
be tuned to guarantee almost negligible probabilities of failing the properties of reliable
broadcast in realistic settings.

In this paper, we explore an alternative path. Our goal is to develop a reliable-broadcast
protocol which guarantees stably high performance in the presence of a slowly adaptive
adversary. We achieve this by assigning every broadcast message with a dynamically selected
small subset of processes that we call the witnesses of this message. The witnesses are
approached by the receivers to check if no other message has been issued by the same source
and with the same sequence number. To anticipate the adversary corrupting the witnesses
of any particular events, the processes choose the witness set by applying a carefully tuned
locality-preserving hash function to the current system state. The state is represented as
the set of messages accepted by the process so far. When the communication is close to
synchronous, which we take as a common case, the divergence between the states evaluated
by different processes and, thus, the witness set for the given broadcast event, is likely to
be very small. More generally, we evaluate the divergence in witness-set evaluations as a
function of the current “amount of synchrony”: the more synchronous is the network, the
more accurate is the witness-set evaluation. Notice that we do not need the processes to
perfectly agree on the witnesses for any particular event, a sufficient pairwise overlap is
enough for making sure that any double-spending attempt is prevented.
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Under the realistic assumption that it takes much longer to corrupt a node than to
communicate a message, we argue that it is very hard for the adaptive adversary to attack
the witnesses before they complete their task. As a result, under normal circumstances, the
probabilities of double spending and the loss of progress are negligible, while the witness sets
are of size O(log n). In the protocol, the witnesses take care of making sure that the message
is delivered by every correct process, the total communication load per broadcast message
remains O(n log n), and the average per-process load in a long run remains O(log n), similar
to sample-based gossiping [19]. However, as our probability analysis shows, we have higher
chances of maintaining consistency in the presence of slowly adaptive adversary, due to the
fact that we know where to look (the choice of witnesses is “quasi-determistic”).

When the network synchrony degrades, i.e., the variance of effective message delays gets
higher, there is a chance that witness sets do not always have sufficient overlap. We describe
a recovery mechanism that can be used to anticipate the potential loss of consistency to
prevent using witnesses. In the worst case of complete asynchrony (that we assume to be
rare), the communication complexity may coincide with that of conventional quorums and
we boil down to the classical reliable broadcast algorithms [2].

We analyse performance and security properties of our witness-based protocols experi-
mentally, via simulations, and we discuss two potential applications of our broadcast protocol:
an efficient, broadcast-based cryptocurrency and a generic lightweight accountability mecha-
nism [21].

In Section 2, we describe the system model and in Section 3, we formulate the problem of
probabilistic reliable broadcast and present our baseline witness-based protocol. In Section 4,
we describe how locality-preserving hashing can be used to implement our witness oracle.
In Section 5, we present the outcomes of our simulations and in Section 6, we describe a
recovery mechanism that can be used to complement our baseline protocol. In Section 7, we
overview the applications of the broadcast protocol and in Section 8, we conclude the paper
with discussing related work.

2 System Model

Processes. A system is composed of a set Π of processes. Every process is assigned an
algorithm (we also say protocol). Up to f < |Π|/3 processes can be corrupted by the adversary.
Corrupted processes might deviate arbitrarily from the assigned algorithm, in particular
they might prematurely stop sending messages. A corrupted process is also called faulty (or
Byzantine), otherwise we call it correct.

We assume a slow adaptive adversary: it decides which processes to corrupt depending
on the execution, but it takes certain time for the corruption to take effect. When selecting
a new process p to corrupt at a given moment in the execution, the adversary can have
access to p’s private information and control its steps only after p has terminated δ protocol
instances, where δ is a predefined parameter.1 In addition, we assume that previously sent
messages by p cannot be altered or suppressed.

Channels. Every pair of processes communicate through asynchronous authenticated reliable
channel: messages are signed and the channel does not create, drop or duplicate messages,

1 In this paper we consider broadcast protocols (Section 3), so that an instance terminates for a process
when it delivers a message.



XX:4 Dynamic Probabilistic Reliable Broadcast

and there are no bounds on the time required to convey a message from one correct process
to another.2

Digital signatures. We use asymmetric cryptographic tools: a pair public-key/private-key
is associated with every process in Π [5]. The private key is only known to its owner and
can be used to produce a signature for a statement, while the public key is known by all
processes and is used to verify that a signature is valid. We assume a computationally
bounded adversary: no process can forge the signature for a statement of a benign process.

3 Probabilistic Reliable Broadcast

The Byzantine reliable broadcast abstraction [2, 5] exports operation broadcast(m), where m

belongs to a message set M, and produces callback deliver(m′), m′ ∈M. Each instance of
reliable broadcast has a dedicated source, i.e., a single process broadcasting a message. In
any execution with a set F of Byzantine processes, the abstraction guarantees the following
properties:

(Validity) If the source is correct and invokes broadcast(m), then every correct process
eventually delivers m.
(Consistency) If p and q are correct processes and deliver m and m′ respectively, then
m = m′.
(Totality) If a correct process delivers a message, then eventually every correct process
delivers a message.
(Integrity) If the source p is correct and a correct process delivers m, then p previously
broadcast m.

In executions of an ϵ-secure probabilistic reliable broadcast, the properties of reliable
broadcast are guaranteed with a (bounded) probability of failure. Formally, let ϵ > 0 (ϵ is
called the security parameter), in addition to Integrity, the following properties are satisfied:

(ϵ−Validity) If the source is correct and invokes broadcast(m), then every correct process
eventually delivers m with probability at least 1− ϵ.
(ϵ− Consistency) If p and q are correct processes and deliver m and m′ respectively, then
m = m′ with probability at least 1− ϵ.
(ϵ− Totality) If a correct process delivers a message, then eventually every correct process
delivers a message with probability at least 1− ϵ.

Long-lived reliable broadcast. In a long-lived execution of reliable broadcast, each process
maintains a history of delivered messages and can invoke broadcast an unbounded number
of times, but correct processes behave sequentially, i.e., wait for the output of a broadcast
invocation before starting a new one. The abstraction can easily be implemented using an
instance of reliable broadcast for each message, by attaching to it the source’s id and a
sequence number [2].

If one uses instances of probabilistic reliable broadcast instead, there is a fixed probability
of failure in every instance, therefore, in an infinite run (assuming processes broadcast
messages an infinite number of times) the probability of failure converges to 1. We therefore

2 We discuss how the network environment affects the security of the proposed protocols in Sections 4
and 6.
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consider the expected failure time of a long-lived probabilistic reliable broadcast as the expected
number of instances by which the protocol fails.
Witness-Based Protocol. We first present an algorithm that implements Byzantine
reliable broadcast using a distributed witness oracle ω. Intuitively, every process pi can query
its local oracle module ωi to map each event e = (id, seq) (a pair of a process identifier and a
sequence number) to a set of processes that should validate the seq-th event of process id. The
oracle module ωi exports two operations: getPotWitnesses(id, seq), which returns a set Vi of
processes potentially acting as witnesses for the pair (id, seq), and getOwnWitnesses(id, seq),
that returns a set Wi ⊆ Vi of witnesses particular to pi, referred to as pi’s witness-set.

We now describe an algorithm that uses w to implement Byzantine reliable broadcast,
a variation of Bracha’s algorithm [2] that instead of making every process gather messages
from a quorum 3, we delegate this task to the witnesses. Each process waits for replies from
a threshold k of its witnesses in Wi to advance to the next protocol phase. Since witness-sets
can differ, messages are sent to Vi to guarantee that every process acting as a witness can
gather enough messages from the network. The protocol maintains correctness as long as
for each correct process pi, there are at least k correct witnesses and at most k − 1 faulty
witnesses in Wi. Moreover, Vi should include the witness-set of every other correct process.
In Section 4, we describe a method to select k and a construction of ω that satisfies these
criteria with high probability.

3.1 Protocol Description
The pseudo-code of a single instance of Byzantine reliable broadcast (parameterized with a
pair (id, seq)) is presented in Algorithm 1. Here we assume the set of participants Π (|Π| = n)
to be static: the set of processes remains the same throughout the execution. f denotes the
number of faulty nodes tolerated in Π (see 3.2).
Initialization. At the source s, a single instance of Witness-Based Broadcast (WBB)
parameterized with (s, seq) is initialized when s invokes broadcast(m) (on the application
level), where (s, seq) is attached to m. On the remaining processes, the initialization happens
when first receiving a protocol message associated to (s, seq). Upon initialization, processes
sample Vi and Wi from ωi, which are fixed for the rest of the instance.
Roles. Each action is tagged with [S], [W ] or [Π], where [S] is an action performed by the
source, [W ] is performed by a process acting as witness and [Π] by every process. A process
pi can take multiple roles in the same instance and always takes actions tagged with [Π],
but performs each action only once per instance. Moreover, pi (correct) acts as witness iff
pi ∈ Vi. We assume every broadcast m to include the source’s signature so that every process
can verify its authenticity.

Algorithm 2 uses WBB as a building block to validate and deliver messages. Clearly,
if the validation procedure satisfies the reliable broadcast properties, then Algorithm 2
implements long-lived reliable broadcast.

3.2 Protocol Correctness
We now present a proof sketch of correctness for Algorithm 1, a detailed proof can be found
in Appendix A.

3 A quorum is a subset of processes that can act on behalf of the system. A Byzantine quorum [28] is
composed of q = ⌊ n+f

2 ⌋ + 1 processes, for a system with n processes in which f are Byzantine.
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Algorithm 1 Witness Based Broadcast

1 [Π] upon init - (id, seq):
2 Vi ← ωi.getPotWitnesses(id, seq);
3 Wi ← ωi.getOwnWitnesses(id, seq);

4 [S] operation broadcast(m):
5 send ⟨NOTIFY, m, Π⟩ to every w ∈ Vi;

6 [W ] upon receiving ⟨NOTIFY, m, Π⟩:
7 send ⟨ECHO, m, W ⟩ to every p ∈ Π;

8 [Π] upon receiving ⟨ECHO, m, W ⟩:
9 send ⟨ECHO, m, Π⟩ to every w ∈ Vi;

10 [W ] upon receiving ⌊n+f
2 ⌋+ 1 ⟨ECHO, m, Π⟩ or f + 1 ⟨READY , m, Π⟩ messages:

11 send ⟨READY , m, W ⟩ to every p ∈ Π;

12 [Π] upon receiving ⟨READY , m, W ⟩ from k witnesses in Wi:
13 send ⟨READY , m, Π⟩ to every w ∈ Vi;

14 [W ] upon receiving ⟨READY , m, Π⟩ from ⌊n+f
2 ⌋+ 1 processes:

15 send ⟨VALIDATE , m⟩ to every p ∈ Π;

16 [Π] upon Upon receiving ⟨VALIDATE , m⟩ from k witnesses in Wi:
17 deliver(m);

Algorithm 2 Long-Lived Reliable Broadcast

Local Variables:
seq ← 0; /* Sequence number of pi */
Hist ← ∅; /* Delivered messages */

1 operation broadcast(v):
2 seq + +;
3 m← (v, pi, seq);
4 WBB.broadcast(m);

5 upon WBB.deliver(m):
6 Hist ← Hist ∪ {m};

Assumptions. Consider an instance of WBB where f < |Π|/3 and for every pi correct:

1. Wi has at least k correct witnesses and at most k − 1 faulty witnesses;
2. for every pj correct, Wj ⊆ Vi.

Then the following theorem holds:

▶ Theorem 1. Algorithm 1 implements Byzantine reliable broadcast.

Proof Sketch. Since witness-sets have at least k correct processes, they are responsive and
every participant is able to receive enough replies in each phase, and because there are
at most k − 1 faulty processes, at least one correct witness reply is received. Moreover,
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consistency holds due to witnesses waiting for ⌊n+f
2 ⌋+ 1 processes, which guarantees two

correct witnesses always receive a message from a common correct process. ◀

Theorem 1 implies the following:

▶ Theorem 2. If 1) and 2) are satisfied with probability at least 1− ϵ, then Algorithm 1
implements ϵ-secure probabilistic reliable broadcast.

Complexity. For a single broadcast instance, the message complexity depends on the size
of Vi (the set of potential witnesses). Let |Π| = n and v the expected size of Vi, the message
complexity is O(n · v). We assume that parameters for the witness-oracle (Section 4) are
chosen such that v is Ω(log n), resulting in a complexity of O(n log n). Moreover, WBB’s
worst case latency is 6 message delays.

4 Witness Oracle

The witness oracle is responsible for selecting a set of witnesses for each broadcast message.
This selection should be unpredictable in advance so that it is known only with close proximity
to the time of receiving the broadcast message. We implement this service locally on each
node and require that for every broadcast message and for any pair of nodes, the locally
selected witness sets will be similar.

In order to provide unpredictable and yet similar outputs each node uses the hash of the
history of broadcast messages it received and verified as a source of randomness. In order to
support high rate of broadcast messages, the nodes do not wait or try to establish the same
histories before hashing. Instead we use a novel locality sensitive hashing scheme of histories
that guarantees that small differences in histories will result with small differences in the
selected witness set.

Since each broadcast message in the histories has unique combination of source and per
source sequence number, the histories can be regarded as sets. However, existing locality
sensitive hashing algorithms for sets, such as those based on MinHash [4], are less sensitive to
small differences between sets the bigger the sets. This does not fit well the case of histories
which are expected to ever expand. Note that hashing just a sliding window within histories
is very “noisy" when nodes do not agree on the same order of broadcast messages (of different
nodes).

Another disadvantage of existing locality sensitive hashing algorithms is their vulnerability
to messages crafted to manipulate the hash result. For example in MinHash based algorithms,
adding an item with extremely small hash value will most likely keep the hash of the entire
set constant for long time regardless of insertions of new items. In our case, when using
history hash for witness selection, it could allow the adversary to make the witness selection
predictable.

Next we show a construction of safe locality sensitive hashing for histories (SLASH ), a
hashing scheme that guarantees high degree of unpredictability and also similar outputs for
similar histories. Later we show how SLASH can be used for witness selection.

4.1 Constructing a safe locality sensitive hashing of histories
We consider a history as a set of binary strings and we assume the existence of a family
of one-way functions Hc = {hi : {0, 1}∗ → {0, 1}c}. For example, for c = 256, we can use
hi(x) = SHA256(x⊕ ri) where ri is a predefined random binary string with length at least
c and ’⊕’ is the bit concatenation operator.
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We define a family of SLASH functions Fr,b,Hc =
{

fi : P ({0, 1}∗)→ Zb
r

}
, where b < 2c.

Each of these functions can hash a set of arbitrary binary strings into a vector in b-dimensional
mod r ring and should be locality sensitive in the sense that sets with small differences
should be hashed to vectors with small distance, i.e., for any function fi ∈ Fr,b,Hc and sets
S, T ∈ P ({0, 1}∗):

RingDistr,b(fi(S), fi(T )) ≤ SetDist(S, T ) (1)

where SetDist(S, T ) is simply the number of items which are on one set but not in the other,
i.e., SetDist(S, T ) := |(S ∪ T )− (S ∩ T )|, and RingDistr,b is similar to the norm-1 distance
in Rb

r and defined as follows: RingDistr,b(X, Y ) =
∑b−1

j=0 min(Xj − Yj mod r, Yj − Xj

mod r).
Our construction of SLASH functions Fr,b,Hc

can be described as follows: Each evaluation
of fi ∈ Fr,b,Hc on a set S ⊆ {0, 1}∗ defines a random walk in Zb

r where each item x in S

accounts for an independent random step based on the hash of x. More specifically we define
fi as follows:

fi(S) := ⟨g (S0) , g (S1) , ...g (Sb−1)⟩ ,

where Sy := {x ∈ S. hi(x) ≡ y mod b} and g(V ) =
∑

v∈V (−1)hi(v)÷b mod r.
Easy to see that the distance between any two sets is not affected by shared items

while each non-shared item increases or decreases the distance by at most 1. Therefore the
construction is locally sensitive as defined in inequality 1. The limited impact of any single
message also contributes to the safety of the construction since the adversary cannot have
lasting effect on the function state by sending one (or even many) messages.

The safety of the SLASH construction depends on the unpredictability (e.g., uniform
distribution) of the massage hashes. Using one-way functions Hc can only guarantee such
condition for the messages sent by benign nodes which can add randomness to the messages,
however since each message hash is mapped to one out of only 2b possible SLASH state
updates (b dimensions and either increment or decrement operation), malicious nodes can
craft messages with designated effect.

In order to mitigate this threat and provide unpredictability, we require that each message
sent by node i to include a commitment to the c bits value that will be used to select the
SLASH state update for the message that will be sent by node i in the future in about δ

instances. Such commitment can be the hash of that value where the value itself will be
revealed at time in the future. This removes the usability of the crafted messages for the
adversary since the gain of sending these packets is unpredictable.

A good δ value should guarantee that after δ messages the SLASH state (b-dimensional
mod r values) will distribute (almost) uniformly in Zb

r (regardless of previous state). By
generalizing known bounds for one dimensional ring[9] we can approximate such δ by b · r2.

4.2 Using SLASH functions for witness-set selection

We consider all node ids to be binary strings of length c and we assume there exists a
mapping M c

r,b : {0, 1}c → Zb
r from node id space to multi dimensional ring Zb

r. In order to
select witness-sets, all nodes in the network are initialized with the same SLASH function
f ∈ Fr,b,Hc

and a distance parameter d ∈ R+. In addition, during the execution, each node
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i maintains a view regarding the set of currently active node ids4 Πi ⊆ {0, 1}d and the
delivered message history Di.

Upon receiving a new message m, with source s and source sequence number qs, node i

computes yi = f(Di) + M c
r,b(h(s⊕ qs)) and then selects the witness set W m

i as all node ids
at distance at most d from yi, i.e.,

W m
i = {v ∈ Πi.RingDistr,b(M c

r,b(v), yi) ≤ d}. (2)

However, the selection criteria above allows the adversary to insert or compromise nodes
with close proximity ids and wait until the combination of history hash (which can be seen
as a random walk) and message hash will select these nodes together as a witness-set for
a target message. We adapt the above scheme so that for each node id v ∈ Πi we use
a different instance of the history hash, so ids proximity cannot guarantee joint selection
as witnesses. More specifically, instead of comparing any node id v to the same yi, we
maintain a higher (B > b) dimensional SLASH of the history which we permute and filter
based on h(v) to generate a different history hash, i.e, in Equation 2 we replace yi with
yi,v = P B

h(v),b(f ′(Di)) + M c
r,b(h(s ⊕ qs)) where f ′ ∈ Fr,B,Hc

is a B-dimensional SLASH
function and P B

z,b(x) performs a random permutation of B dimensional vector x and random
selection of b out of its B values according to a pseudo-random generator with seed z.

Note that locality sensitive property of the witness selection is unharmed by the above
extension since when testing v as witness, all the nodes in the network apply the same
permutation and vector index selection on close proximity vectors.

4.3 Probability Analysis
Given the witness-set selection mechanism, we calculate the probability of failure (ϵ, also
called security parameter) of a single WBB instance. There are two adversary strategies
we need to consider: the adversary waits until the history hash reaches a desirable value, or
they continuously send messages until they get a favorable witness-set. In the first case, the
adversary needs to wait until k out of f random walks in Rb

r meet in a determined area (of
radius d), a detailed discussion of this attack is presented in Appendix D. In the remaining
of this section, we focus on the second adversary strategy.

In order to maintain correctness in Algorithm 1, every witness-set of a correct process
should have at least k correct witnesses and at most k− 1 faulty witnesses. We first calculate
the probability that a single witness-set does not satisfy the conditions above (the details
of this calculation can be found in Appendix B). This is equivalent to considering every
history of a correct process to be the same, resulting in a single global witness-set (we call it
base-line security). Afterwards, we analyse how the probabilities degrade with the increase
on the history differences.
Selecting k. The higher k is, the higher is the probability of reaching a correct witness, and
the lower k is, the higher is the probability of receiving enough replies. We select k such that
both probabilities are the same.

Figure 1 shows the relation between ϵ and the expected witness-set size given that correct
processes have a common witness-set. With |Π| = 1024, f = 0.1 and witness-set size of 100,
Figure 1 shows a base-line ϵ value of approximately 10−11. As a comparison, [19] uses a
gossip-based protocol to implement probabilistic reliable broadcast, where security depends

4 Despite considering Π to be a common set in the probability calculations and correctness proofs, the
witness-set selection mechanism does not constrain Π to a static (or common) set.
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on the sample size (similar to our witness-set size). With similar parameters, they achieve a
security parameter of 10−8. However, in our approach ϵ also increases with the difference in
histories.

Next, we discuss how ϵ increases with the difference in histories, and describe how to
select SLASH parameters such that ϵ does not degrade significantly.

Figure 1 Security parameter as a function of the witness-set size (single witness-set). Here,
|Π| = 1024 and f denotes the number of faulty processes in Π.

Uncertainty. Processes with different histories may hash yi,v for the same v to different
positions. As a result of the SLASH construction, if the histories differ by l messages, the
hash positions are distant by at most l. According to the difference between all histories, i.e.,
the number of messages in any history that are not common to all, the possible values for
yi,v will fall within an area of bounded radius. We call this radius the uncertainty µ of the
hashing, and use µ to give a conservative estimation of the degradation of ϵ in Appendix B.

Increasing the size of the dimensions in Rb
r (i.e., the value of r) decreases the sensibility

of ϵ with the history differences. Intuitively, with larger dimensions the resulting radius d

needed to cover enough area for the witnesses selection is also larger. If µ is proportionally
smaller to d, then the resulting impact on the security parameter is also smaller.

Figure 2 Security parameter according to the total difference between histories. 16 dimensions
are used for the SLASH construction, each with size 216. Here, |Π| = 1024 and f = 0.25.

To avoid having unresponsive witnesses, each process pi uses two different witness-sets:
Vi and Wi. The range d chosen for selecting Wi is based on the expected witness-set size,
while the range d′ for selecting Vi is increased by some constant γ, i.e., d′ = d + γ, where
γ is calculated based on how much histories can differ. Although processes only consider
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witnesses (and act as one) based on their own local history, in Section 6 we show how one
can ensure that a slow process does no try to reach a witness-set that differs too much from
others, limiting the histories impact over the security.

As an example, consider a case where the histories of most processes differ by 400 messages
when initializing instances. When using an expected witness-set size of 300, with SLASH
parameters being the same as in Figure 2, setting γ to account for a history difference of 400
(and thus allowing every correct witness to be responsive) will cause ϵ to degrade by a factor
of 102. To account for the case when correct processes cannot make progress through their
witnesses (e.g. slow processes), we add the possibility of using a timeout mechanism and use
a recovery protocol, described in Section 6.

5 Simulations

We use simulations to make a comparative analysis between Bracha’s reliable broadcast,
the probabilistic reliable broadcast from [19] (hereby called scalable broadcast) and our
witness-based reliable broadcast. We implemented all three protocols in Golang. For the
simulation software, we used Mininet [25] to run all processes in a single machine. Mininet
leverages OS-level virtualization features, such as processes and network namespaces to
provide node isolation, allowing control over communication parameters such as bandwidth
and network delays between nodes.

Setup. We used a Linode dedicated CPU virtual machine [26] with 64 cores, 512GB of
RAM, running Linux 5.4.0-148-generic Kernel with Mininet version 2.3.0.dev6 and Open
vSwitch [33] version 2.13.8.

Protocol parameters. For the witness-set sizes in WBB, we use W = 3 log(n) and
V = 4 log(n), with a witness threshold of W/2 + 1. The parameters selected for the SLASH
construction are the same as in Figure 2, i.e., 256 bits hash and 16 dimensions. To have
a comparable communication cost, we also use 4 log(n) as the sample size in the scalable
broadcast5.

Description. Since in a simulated environment we can change network parameters to
modify the system’s performance6, we analyze normalized values instead of absolute ones,
using Bracha’s protocol as the base line. Each element in the curves of Figures 3 and 4 is an
average over 5 experiments.

In the first simulation, we observe each protocol’s performance with a high volume of
transmitted messages and how it relates to the number of processes. Each process initiates
broadcast of a new message once the previous one was delivered throughout all the experiment.
We then measure the achievable throughput (number of delivered messages per second) and
average latency for different system sizes as it’s show in Figure 3. Both witness-based and
scalable broadcast have similar performances throughout the tests, which indicates that
the protocols have a similar constant for the chosen parameters. The better asymptotic
communication cost is clearly displayed for the probabilistic protocols as the number of nodes
increases, but it only undermines the high initial constant with around 100 nodes.

5 For simplicity, the same sample size is used in every protocol phase.
6 Simulating hundreds of nodes in a single server poses many performance challenges. On intensive

throughput tests for a large number of nodes, we use nodes with reduced resources (bandwidth an
CPU time), decreasing the overall system’s performance. Nevertheless, the relative performance’s trend
remains the same.
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Figure 3 Left: Throughput according to the number of nodes. Right: Average latency according
to the number of nodes. Each node has 10Mbps bandwidth and the probability of packet loss in
channels is 1%. The values are normalized according to Bracha’s protocol results.

In the second simulation, we observe each protocol’s good case latency (without load)
and how it relates to the number of processes. To achieve this, we keep only a single client
node issuing messages7, we also increase the bandwidth to 100Mbps per node and the base
channel’s delay to 100ms (the communication impact on latency is more evident with higher
base delays). Packet loss is kept at 1%.

Figure 4 Good case latency according to the number of nodes. Each node’s bandwidth is set to
100Mbps, channels base delay to 100ms and packet loss to 1%. The values are normalized according
to Bracha’s protocol results.

As we can observe from Figure 4, starting from 80 processes the number of processes has
a significant impact on Bracha’s protocol performance. Even though links are not saturated,
the higher number of messages increases the probability that longer delays will occur.

Comparing protocols. As we can observe from Figure 3, witness-based protocol demon-
strates a stably higher performance than scalable broadcast given a high load of the system,
both in terms of throughput and latency. On the other hand, scalable broadcast presents a
better latency in good runs than the witnesses-based protocol (Figure 4). This indicates that
the witness protocol has a higher base latency, which can be improved by making the source
broadcast the initial notify message to all the processes (the same asymptotic complexity is
preserved). In addition, starting at 64 nodes, the latency of the witness-based protocol tends
to decrease with respect to the other two.

7 Only a single instance is active at a time, and the client node issues a new message once the previous
one is delivered.
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6 Timeout and Recovery

In the construction of our witness oracle (Section 4), the security parameter ϵ depends on the
execution. The current “amount of synchrony” affects the discrepancies in the local histories
of the correct processes and, thus, the probabilistic guarantees of our broadcast protocol.
Indeed, a process whose history diverges too much from the rest of the system might try to
validate messages through a non-responsive or corrupted witness set.

In this section, we present an extension of our protocol that includes a consistency fallback:
if it takes too long for a process to validate a message, a timeout mechanism and a recovery
protocol are triggered to ensure safety.
Recovery Protocol. First, to account for time, we modify the WBB initialization block:
after sampling the witnesses we call the method setTimeout()(Algorithm 3). This method
guarantees that a timeout is triggered after a predetermined amount of time has passed
without a successful validation. Once a process receives a protocol message containing a
new message m, it initializes a new instance of message validation and relays m to the
corresponding witnesses in a NOTIFY message.

Algorithm 3 WBB - Initialization Update

1 [Π] upon init - (id, seq):
2 Vi ← ωi.getPotWitnesses(id, seq);
3 Wi ← ωi.getOwnWitnesses(id, seq);
4 setTimeout();
5 if init after receiving m for the first time then
6 send ⟨NOTIFY, m, Π⟩ to every w ∈ Vi;

When a timeout event is triggered, a process resorts to the recovery protocol outlined in
Algorithm 4. The actions on the recovery protocol should be executed by every process, and
are performed only once a process triggers timeout or delivers a message in that instance.8

The idea behind the algorithm is to “recover” any value that could have possibly been
delivered in the witness validation procedure, and then execute Bracha’s Byzantine reliable
broadcast [2]. We achieve this by making processes echo the last WBB they acknowledged,
so that if a message is delivered by any process using WBB, no distinct message can be
delivered using the recovery protocol. A detailed description of the protocol, as well as
correctness proofs can be found in Appendix C.

6.1 Ensuring close histories
Theorem 1 is guaranteed if processes executing WBB select good witnesses, such that
consistency is still guaranteed. A problem arises when a process p is too slow and its history
differs by a significant amount, causing it’s witnesses to be very distinct from other processes.
This would in turn reduce the security of the protocol: due to network asynchrony any set of
witnesses might be chosen for a particular message. We overcome this problem by providing
processes a mechanism to identify when they are too slow, in which case they bypass WBB
and execute the recovery protocol directly.

8 Messages from the recovery protocol received by a process before satisfying any of these conditions are
then stored and treated later.
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Message logs. Processes are required to store a log including current delivered messages
and every message for which it sent READY , either in WBB or in the recovery protocol.
Security is maintained by periodically sharing its log with other processes9. Formally, each
process p proceeds in rounds of ∆ seconds, deciding in each round if it will to use WBB to
validate messages or go direct to the recovery protocol. In the beginning of each round, p

sends a message with current log to every other process.
For a given d ≥ 0, in the end of round r, p decides to use WBB throughout r + 1 iff:

1. There are at least n− f logs for which the set of delivered messages differs from p’s set of
delivered messages by at most d;

2. Let readyM be the set with all messages appearing in at least f + 1 READY logs, then
p’s set of delivered messages also differs from readyM by at most d messages.

Let thmax be the maximum achievable throughput (for the purpose of this section we use
throughput as the number of new distinct messages any correct process delivers in a second)
and γ the maximum tolerable difference between any pair of histories.

▶ Theorem 3. As long as γ > 3d + 2∆ · thmax , no pair of processes select witnesses in round
r + 1 with histories that differ by more than γ messages.

In Theorem’s 3 proof we assume n = 4f + 1, the proof is relegated to Appendix A. From
the first condition, it follows that in order to use witnesses on the next round, each node
should receive at least n − f logs in the previous one. γ is defined as in 4.3 according to
the desired security parameter, while thmax is given by the system’s capacity of processing
messages. ∆ and d can then be adjusted to satisfy Theorem 3.

6.2 Time of Failure
We measure the expected time of failure (When using the aggregated protocol in Algorithm 2)
in terms of the number of expected instances for the witness selection mechanism to fail. Let ϵ

be the (degraded) probability of failure described in Section 4 after selecting all witness-oracle
parameters. If Algorithm 2 uses the witness-oracle construction of Section 4, and ensures
close histories as described in 6.1 while providing the recovery protocol, then it implements
probabilistic long-lived broadcast with 1

ϵ expected time of failure.

7 Applications and Ramifications

In this section, we briefly overview two potential applications of our broadcast protocol:
asynchronous asset transfer and a generic accountability mechanism. We also discuss open
questions inspired by these applications.

7.1 Asset Transfer
The users of an asset-transfer system (or a cryptocurrency system) exchange assets via
transactions. A transaction is a tuple tx = (s, r, v, seq), where s and r are the sender’s and
receiver’s account id respectively, v is the transferred amount and seq is a sequence number.

9 For simplicity of presentation we assume the whole log to be sent each time, however any efficient
mechanism for informing the log’s content is sufficient (e.g. sending only the changes since previous
messages).
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Each user p maintains a local set of transactions T and it adds a transaction tx to T (we
also say that p commits tx), when p confirms that (i) all previous transactions from s are
committed, (ii) s has not issued a conflicting transaction with the same sequence number,
and (iii) based on the currently committed transactions, s indeed has the assets it is about
to transfer.10

One can build such an abstraction atop (probabilistic) reliable broadcast: to issue a
transaction tx, a user invokes broadcast(tx). When a user receives an upcall deliver(tx) it
puts tx on hold until conditions (i)-(iii) above are met and then commits tx. Asset-transfer
systems based on classical broadcast algorithms [2] exhibit significant practical advantages
over the consensus-based protocols [11, 1]. One can reduce the costs even further by using
our optimistic broadcast. The downside is that there is a small probability of double spending.
A malicious user may make different users deliver conflicting transactions and overspend
its account by exploiting “weak” (not having enough correct members) witness sets or over-
optimistic evaluation of communication delays in the recovery protocol. We can temporarily
tolerate such an overspending and compensate it with a reconfiguration mechanism that
detects and evicts misbehaving users from the system, as well as adjusting the total balance.
It is appealing to explore whether such a solution would be acceptable in practice.

7.2 Accountability and beyond
As a running example of our optimistic approach, we considered a probabilistic reliable
broadcast protocol, where every broadcast event was validated by a set of witnesses. The
validation here consists in ensuring that the source does not attempt to broadcast different
messages with the same sequence number. As a result, with high probability, all correct
processes observe the same sequence of messages issued by a given source.

One can generalize this solution to implement a lightweight accountability mechanism [21]:
witnesses collectively make sure that the sequence of events generated by a process corresponds
to its specification. Here a process commits not only to the messages it sends, but also to the
messages it receives. This way the witnesses may verify if its behavior respects the protocol
the process is assigned.

Notice that one can generalize this approach even further, as the verified events do not
have to be assigned to any specific process. In the extreme case, we can even think of a
probabilistic state-machine replication protocol [24, 6]. What if the processes try to agree
on an ever-growing sequence of events generated by all of them in a decentralized way?
Every next event (say, at position k) may then be associated with a dynamically determined
pseudo-random set of witnesses that try to make sure that no different event is accepted at
position k. Of course, we need to make sure that the probability of losing consistency and/or
progress is acceptable and a probability analysis of this kind of algorithms is an appealing
question for future research.

8 Related Work

Solutions designed for partially synchronous models [13] are inherently optimistic: safety
properties of consensus are always preserved, but liveness is only guaranteed in sufficiently
long periods of synchrony, when message delays do not exceed a pre-defined bound. This
kind of algorithms, also known as indulgent [17], were originally intended to solve the

10 Please refer to [11] for more details.
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fundamental consensus problem, which gave rise to prominent partially synchronous state-
machine replication protocols [24, 6] and, more recently, partially-synchronous blockchains.

Reliable broadcast protocols [2] provide a weaker form synchronization than consensus:
instead of reaching agreement on the total order of events, reliable broadcast only establishes
common order on the messages issued by any given source. This partial order turns out handy
in implementing “consensus-free” asset transfer [18, 20], by far the most popular blockchain
application, and resulting implementations are simpler, more efficient and more robust
than consensus-based solutions [1, 11, 22].11 To alleviate O(n2) communication complexity
of classical quorum-based reliable broadcast algorithms [3, 27, 29, 34], one can resort to
probabilistic relaxations of its properties [30, 19]. The probabilistic broadcast protocol
in [19] achieves, with a very high level of security, O(n log n) expected complexity and
O(log n/ log log n) latency by replacing quorums with randomly selected samples of O(log n)
size. In this paper, we propose an optimistic probabilistic reliable broadcast algorithm
that, in a good run, exhibits even better security (due to the “quasi-deterministic” though
unpredictable choice of witnesses) and, while achieving the same communication complexity,
constant expected latency. For simplicty, as a fall-back solution in a bad run, we propose the
classical O(n2) broadcast protocol [2]. However, one can also use the protocol of [19] here,
which would give lower costs with gracefully improved security.

In the Algorand blockchain [16, 8], scalable performance is achieved by electing a small-size
committee for each new block. To protect the committee members from a computationally
bound adversary, one can use verifiable random functions (VRF) [31]. The participants use
a hash of the last block and their private keys as inputs to the VRF that returns a proof of
selection. As the proof is revealed only when a committee member proposes the next block,
the protocol is protected against an adaptive adversary. The approach was later applied to
asynchronous (randomized) Byzantine consensus [10], assuming trusted setup and public-key
infrastructure (PKI). Similar to [16, 10], we use local knowledge for generating unpredictable
process subsets of a fixed expected size. In contrast, our protocol does not assume PKI or
trusted setup. We generate pseudo-randomness based on the local states, without relying
on external sources (e.g., the blockchain state). However, we only tolerate a slow adversary
(time to corrupt a node considerably exceeds communication delay).
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A Proofs

A.1 Witness-Based Broadcast
▶ Theorem 1. Algorithm 1 implements Byzantine reliable broadcast.

Proof. Let pi be a correct process. Since for every pj correct: Wi ⊆ Vj , all correct witnesses
in Wi are guaranteed to receive ⌊n+f

2 ⌋+ 1 in each protocol phase. Moreover, pi’s witness-set
is always responsive since there are at least k correct witnesses in Wi. Validity follows directly
from the responsiveness of witness-sets, and Integrity is satisfied by assumptions over digital
signatures (we assume every message to be signed by its source).

Because Wi also has at most k − 1 faulty processes, pi is guaranteed to hear from at
least one correct process in lines 12 and 16. Consistency holds from the fact that a correct
witness has to receive ⌊n+f

2 ⌋+ 1 ⟨READY , m, Π⟩ in order to send ⟨VALIDATE , m⟩. Since
f < |Π|/3, every subset of ⌊n+f

2 ⌋+ 1 processes intersects in at least one correct process, thus
two correct witnesses cannot send VALIDATE for distinct messages (this would require a
correct process to send READY for distinct messages).

If a correct process delivers m, than at least ⌊n+f
2 ⌋+ 1 processes sent ⟨READY , m, Π⟩

to a correct witness, thus, at least f + 1 correct processes sent ⟨READY , m, Π⟩ to every
witness. Consequently, correct witnesses receive f + 1 readies for a message and are able to
trigger line 11 to send ⟨READY , ·, W ⟩. In order to send READY without hearing from f + 1
processes, witnesses gather echoes from ⌊n+f

2 ⌋+ 1 processes. Similarly to the Consistency
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part of the proof, two correct witnesses cannot then send READY for distinct messages.
Finally, Totality holds from the responsiveness of every Wi since every correct witness sends
⟨READY , m, Π⟩ to all processes. ◀

A.2 Ensuring Close Histories
We now assume that processes are equipped with loosely synchronized clocks (such that
timeout values are much bigger than differences in clock measures). We also assume that
n = 4f + 1 and quorums used in all protocols are of size n − f . Consider rounds of
communication as defined in 6.1. The following conditions must be satisfied at the end of
round r to allow a process p to use WBB in round r + 1:

1. There are at least n− f logs for which the set of delivered messages differs from p’s set of
delivered messages by at most d;

2. Let readyM be the set with all messages appearing in at least f + 1 READY logs, then
p’s set of delivered messages also differs from readyM by at most d messages.

▶ Lemma 2. If a message m is delivered by a process at round r− 1 or earlier, then at least
2f + 1 correct processes send m in their READY log at round r.

Proof. If a correct process delivers m, then at least 2f + 1 processes sent READY for m

either in WBB or in the recovery protocol, and will include m in the log sent to every
process at round r. ◀

▶ Theorem 4. As long as γ > 3d + 2∆ · thmax , no pair of processes select witnesses in round
r + 1 with histories that differ by more than γ messages.

Proof. Let p and q be correct processes using WBB in round r + 1, and let Histp (resp.
Histq) be p′s history (resp. q′s) of delivered messages by the end of round r. From the first
condition, there must be a correct process c that sent it’s history Histc to p and q such that
Histp and Histq differ from Histc by at most d messages. This means that Histp differs from
Histq by at most 2d messages.

From Lemma 2, readyM for both p and q includes every message delivered up to round
r− 1 (which implies Histc ⊆ readyM ), and from the second condition, Histp and Histq differ
from readyM by at most d messages. Now suppose that no new message is delivered in
rounds r and r + 1, then by the end of round r + 1, the difference between Histp and Histq

can be at most 3d. When considering all new messages that can be delivered, by the end of
round r + 1 the difference between Histp and Histq can be at most 3d + 2∆ · thmax , which is
smaller than γ. ◀

B Probability Calculations

For a witness set selection to be successful, enough correct processes should be selected to
guarantee progress in the protocol. Moreover, to prevent inconsistency not many faulty
processes should be selected. Formally, given k ≥ 0, the witness set W should satisfy:

(Liveness) W contains at least k correct witnesses.
(Consistency) W contains at most k − 1 faulty witnesses.
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We assume the selection of witnesses for different pairs of source s and source’s sequence
number qs to be independent, meaning that ids are “shuffled” each time a witness-set is
sampled to validate a different message. We can ensure this by performing a transformation
on ids before calculating the distance to the history: for a particular identifier v, we compute
v′ = h(v ⊕ h(s, qs)). In the following, we consider every identifier v to be shuffled.

Let |Π| = n, f be the number of faulty processes in Π, and yi,v ∈ Zb
r be the hashed history

used for testing a particular identifier v ∈ Π as witness. In the following size(W ), corr(W )
and faulty(W ) denote random variables indicating the witness set size, its number of correct
processes and its number of faulty processes respectively. We now proceed to calculate the
probability that W satisfies availability and consistency given d.12 We first consider W to
be the same across all correct processes for simplicity of presentation, and later expand the
analysis to include the case where the histories differ.

Satisfying Liveness. Let area(v, d) denote the area of the ball with center v and radius d,
and c be the number of bits in the resulting sensitive hash. The particular hash position yi,v

falls within this ball with probability p = area(v,d)
2c . The selection can thus be modeled as a

sequence of n− f independent coin tosses (the number of correct processes), each of which
has a probability p of landing heads (here, landing heads means the process is selected as a
witness). The number of heads (k) in the sequence follows a binomial distribution:

Pr(corr(W ) ≥ k) =
n−f∑
i=k

(
n− f

i

)
pi(1− p)n−f−i

Satisfying Safety. Similarly, the number of faulty witnesses can be modelled as a sequence
of f independent coin tosses with probability p of landing heads. The probability of having
at most k faulty witnesses selected in then:

Pr(faulty(W ) < k) =
k−1∑
i=0

(
f

i

)
pi(1− p)f−i

Clearly the probabilities of selection of correct and faulty processes are independent, the
security parameter ϵ is then calculated as following:

ϵ = 1− Pr(corr(W ) ≥ k) · Pr(faulty(W ) < k)

Adding Uncertainty. Consider the case where histories differ by at most µ messages. For
a particular identifier v, the resulting hash position yi,v according to different processes in
the witness-set selection procedure will also be at most µ distant from one another. Let
center(yi,v) be the center-point in the ball with radius µ of potential hash-values, and let
d′ = d − µ. If center(yi,v) falls within the ball with center in v and radius d′, any hash
position yi,v will fall within the ball delimited by v and d. Thus, all hash positions that fall
within the ball delimited by v and d′ are common witnesses to all processes. Assuming each
center(yi,v) for v ∈ Π to be randomly distributed, the probability that a particular one falls
within this area is p′ = area(v,d′)

2c .

12 Recall that d is the radius in the space in Zb
r (with center-point yi,v when testing a particular v) used

to select the witnesses and is chosen in advance based on the desired expected number of witnesses in a
witness set.
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We can then calculate the probability of having at least k correct processes in the set of
guaranteed common witnesses W ′:

Pr(corr(W ′) ≥ k) =
n−f∑
i=k

(
n− f

i

)
p′i(1− p′)n−f−i

Let Wi be the witness-set of a correct process, when a correct process appears in W ′ it
also appears in every Wi (since W ′ ⊆Wi), consequently:

Pr(∀Wi, corr(Wi) ≥ k) ≥ Pr(corr(W ′) ≥ k)

On the other hand, let d′′ = d + µ, a process v can be a witness for some process only
if center(yi,v) falls within the the ball delimited by v and d′′. Let p′′ = area(v,d′′)

2c , the
probability of having at most k − 1 faulty processes in the set of all potential witnesses W ′′

is:

Pr(faulty(W ′′) < k) =
k−1∑
i=0

(
f

i

)
p′′i(1− p′′)f−i

And because Wi ⊆W ′′ for every Wi:

Pr(∀Wi, faulty(Wi) < k) ≥ Pr(faulty(W ′′) < k)

C Recovery Protocol

Protocol Description. A process pi first sends RECOVER to every process and includes
the latest WBB message it has sent with tag [Π]. If a process pj that has already delivered
a message m receives RECOVER, it replies with m. When pi receives f + 1 replies for
m, it knows at least one is from a correct process, and can safely deliver it. Moreover,
when receiving f + 1 RECOVER messages, pj also sends a RECOVER to every process
(this threshold ensures that at least one correct process should propose to initiate a reliable
broadcast instance).

When pi receives RECOVER from ⌊n+f
2 ⌋+ 1 processes, if a unique message m ̸=⊥ was

received so far, it then starts Bracha’s broadcast ECHO phase for m. Otherwise, pi waits
until it receives f + 1 ⟨READY , m, [Π]⟩ from the recovery messages to start echoing. The
traditional Byzantine reliable broadcast is then executed.
Correctness. For a particular instance f < |Π|/3, we assume that for every correct process
pi, Wi has at most k − 1 faulty witnesses:13 In addition, we assume the timeout time to be
set much smaller than the execution time of δ broadcast instances, such that the adversary
cannot change the composition of faulty processes in witness-sets before processes timeout.

▶ Lemma 5. If two correct processes p and q deliver m and m′, then m = m′.

Proof. There are three different scenarios according to the algorithm in which p and q deliver
messages: both deliver in line 17 (Algorithm1), one delivers in line 17 and the other in
lines 28 or 41 (Algorithm 4), or both deliver in lines 28 or 41.

13 Note that these assumptions are weaker than those of 3.2. This is because the addition of the recovery
protocol and a timeout compensate for the non-responsiveness of witness-sets.
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Algorithm 4 Recovery Protocol

18 upon triggering timeout:
19 if no message has been delivered then
20 mΠ ← last message sent tagged with Π;

/* mΠ ←⊥ if none */
21 send ⟨RECOVER, mΠ⟩ to every p ∈ Π;

22 upon receiving ⟨RECOVER, mΠ⟩ from pj:
23 recHist ← recHist ∪ {mΠ};
24 if already delivered m then
25 send ⟨REPLY, m⟩ to pj ;

26 upon receiving f + 1 ⟨REPLY, m⟩ messages:
27 if no message has been delivered then
28 deliver(m);

29 upon receiving ⟨RECOVER, ·⟩ from f + 1 processes such that no RECOVER was
sent:

30 mΠ ← last message sent with tag [Π];
31 send ⟨RECOVER, mΠ⟩ to every p ∈ Π;

32 upon receiving ⟨RECOVER, ·⟩ from ⌊n+f
2 ⌋+ 1 processes such that no ECHO was

sent:
33 if there is a unique m ̸=⊥ such that ⟨·, m, [Π]⟩ ∈ recHist then
34 send ⟨ECHO, m⟩ to every p ∈ Π;

35 upon having f + 1 ⟨READY , m, Π⟩ ∈ recHist such that no ECHO was sent:
36 send ⟨ECHO, m⟩ to every p ∈ Π;
37 upon receiving ⌊n+f

2 ⌋+ 1 ⟨ECHO, m⟩ or f + 1 ⟨READY , m⟩ messages:
38 send ⟨READY , m⟩ to every p ∈ Π;
39 upon receiving ⟨READY , m⟩ from ⌊n+f

2 ⌋+ 1 processes:
40 if no message has been delivered then
41 deliver(m);

In the first case, since at most k − 1 witnesses are faulty in each witness set, correct
processes receive messages from at least one correct witness in lines 12 and 16, which
guarantees Consistency (see proof of Theorem 1).

For the second case, if q delivers m′ in line 28, it is guaranteed to receive a reply from at
least a correct process r. Since processes only take step in Algorithm 4 after timing out or
delivering a message, it must be that r delivered m′ in line 17. From the first case, m = m′.

On the other hand, if q delivers m′ in line 41, it received ⌊n+f
2 ⌋ + 1 ⟨READY , m′⟩.

Suppose that m ≠ m′, then ⌊n+f
2 ⌋ + 1 processes sent ⟨ECHO, m′⟩ (sufficient to make a

correct process send ready for m′). But since p delivers m after receiving ⟨VALIDATE , m⟩
from at least a correct witness, it is also the case that at least ⌊n+f

2 ⌋ + 1 processes sent
⟨READY , m, [Π]⟩.

Consequently, a correct process r must have sent both ⟨ECHO, m′⟩ and ⟨READY , m, Π⟩.
Two scenarios are possible: if r sent ECHO in line 34, then it had readies for m and m′ stored
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(since r receives ⌊n+f
2 ⌋+ 1 recovery messages, as least one contains a ⟨READY , m, Π⟩), a

contradiction with the guard of line 33. If it was in line 36, then a correct process sent
⟨READY , m′, Π⟩, also a contradiction since two correct processes sent ⟨READY , ·, Π⟩ for
distinct messages m and m′ (see proof of Theorem 1).

In the third case, suppose p delivers m in line28 and q delivers m′ in line41. There is
a correct process r that delivers m in line 17 and sent a reply to p, which from the second
case above implies m = m′. If both deliver m and m′ in line 41, there is at least one correct
process that send both ⟨READY , m⟩ and ⟨READY , m′⟩. Since correct processes do not send
readies for distinct messages, m = m′. ◀

▶ Lemma 6. If a correct process delivers a message, then every correct process eventually
delivers a message.

Proof. A correct process p can deliver a message in three possible occasions: in line 17
(Algorithm 1), and lines 28 and 41 (Algorithm 4).

If p delivers m in line 17, because p’s witness-set has at least one correct witness
that sends ⟨ECHO, m, W ⟩ to everyone, every correct process either times-out or delivers a
message in line 17 (using witnesses). Moreover, from Theorem 5, no correct process delivers
m′ ̸= m. At least one correct witness w sent ⟨VALIDATE , m⟩ to p, ⌊n+f

2 ⌋+ 1 processes sent
⟨READY , m, Π⟩ to w, from which at least f + 1 are correct.

If another process q times-out, it can deliver m by receiving f +1 replies from a RECOVER
message. Suppose q does not receive enough replies, then at least f + 1 correct processes do
not deliver m in line 17 (Algorithm 1), that is, they timeout. Consequently, every correct
process receives f + 1 RECOVER messages and also send RECOVER (even if they already
delivered m). q then gathers ⌊n+f

2 ⌋+ 1 RECOVER messages, and since there is at least one
correct process among them that sent ⟨READY , m, Π⟩, q echoes m (if m is the only gathered
message, line 33).

If q receives a distinct m′ before echoing a message, it waits for f +1 RECOVER messages
containing ⟨READY , m, Π⟩, which is guaranteed to happen (since at least f + 1 correct
processes previously sent ⟨READY , m, Π⟩). Thus, every correct process echoes m, gathers
⌊n+f

2 ⌋+ 1 echoes and sends ⟨READY , m⟩. Any process that has not delivered a message
then receives ⌊n+f

2 ⌋+ 1 readies and deliver m.
In the case where p delivers m in line 28, at least one correct process sent reply to p and

delivered m in Algorithm 1, which implies the situation described above.
Now suppose that p delivers m in line 41, and no correct process delivers a message

in Algorithm 1. p received ⌊n+f
2 ⌋+ 1 ⟨READY , m⟩, which at least f + 1 are from correct

processes. Moreover, because correct processes wait for ⌊n+f
2 ⌋+ 1 echoes (or f + 1 readies)

before sending READY , they cannot send READY for distinct messages m and m′, since
that would imply that a correct process sent ECHO for both messages. Therefore, every
correct process q is able to receive f + 1 readies for m and also send ready for it. q then
receives ⌊n+f

2 ⌋+ 1 readies and deliver m. ◀

▶ Lemma 7. If a correct process broadcasts m, every correct process eventually delivers m.

Proof. If any correct process delivers m, from Lemma 6 every correct process delivers it.
Suppose that p is the source and that no process delivers m before it times-out. p then sends
RECOVER (including m) to every process, so that even if p reaches no correct witnesses,
correct processes still receive a protocol message and initializes the instance. Since no correct
process delivers m before timing-out, they also trigger timeout and send RECOVER with m.
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Because p is correct, it sends no protocol message for m′ ≠ m. Every correct process
then gathers enough RECOVER messages to send ECHO and later READY . p eventually
gathers ⌊n+f

2 ⌋+ 1 readies and deliver m. ◀

Lemmas 5, 6 and 7 imply Theorem 8.

▶ Theorem 8. The aggregation of Algorithms 1, 3 and 4 satisfy Validity, Consistency and
Totality.

D Security Against Passive Attacks

In the passive attack, the adversary waits until the history hash will be such that the selected
witness-set for a malicious message will contain many compromised nodes. The selection of
each compromised node depends on what can be considered as an independent random walk
(the per node history hash) arriving to a small subspace in Zb

r (within a defined distance
form the message hash).

The expected ratio of compromised nodes in the witness set is their ratio in the total
population. We argue that the number of random walk steps (new transactions) required to
obtain a much higher ratio of compromised witnesses can be very high. One key indication
that it takes long for multiple random walks to co-exist in the same region in Zb

r is the linear
speedup in parallel coverage time of Zb

r [14].

D.1 The Gathering Time Problem
In order to analyze the the passive attack time, we simplify the problem by ignoring the
number of naive selected nodes and only consider the time till the number of selected
compromised nodes exceeds a given ratio of the expected witness set size. We call this time
the Gathering Time since the attacker waits till enough random walks gather in a defined
area.

Our problem is related Hitting Time bounds [14] which were well studied in recent years
and which consider the time it takes for one (or many) random walks to arrive to a specific
destination point. The Gathering Time, differs from the Hitting Time in three aspects: 1)
instead of a single destination point we are interested in an entire destination area (subspace)
around a given point, 2) we require that the random walks will be at the destination area at
the same time and 3) we do not require all random walks to arrive at the destination but
instead we are interested in the first time that a subset of them, of a given size, will arrive
at the destination area. Next we provide an approximation for a lower bound which we
compare to simulated random walks results.

D.2 An Approximated Time Lower Bound
We consider nodes initially mapped to points in Zb

r and a witness selection based on L∞
distance of r · q/2 from a reference point in Zb

r. We assume the initial mappings of nodes
are uniform and independent and change as independent random walks over time (per given
message). Without loss of generality, since the space is symmetric and the initial mappings
are uniform, we consider the reference point to be the origin, i.e., the all-zeros b dimensional
vector.

The probability that a node i is found at distance at most p · r is equal to the probability
that in all b dimensions its location is at most p · r, i.e. Pr(disti ≤ p · r) = (2p)b. Therefore,
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the probability that a node is selected equals qb and the expected witness set size is n · qb. We
consider configurations where the witness set size is logarithmic with n, i.e., n · qb = c log2 n.

Next, we estimate the expected time until at least k out of f compromised nodes will be
selected (for a given message), where t < 1

3 and s > t are the ratio of compromised nodes in
the population and witness set respectively, i.e., f = t ·n and k = s · c ·n · qb = s · c log2 n. We
split the space into f equally sized subspaces ordered by their distance (from the reference
point). On average each subspace contains one compromised node and the k-th closest node,
ik, will be at the k-th closest subspace. We assume that nodes further than ik will require
more time to be selected and we estimate the gathering time for k out of f nodes by the
time till selection of the k-th closest node (ik).

The distance in the k-th closest sub-space is between r · pk−1/2 to r · pk/2 where for any
0 < j ≤ f we define

pj−1 := (j1/b · 1/f
1/b) = (j/f)1/b.

We can see that for every j, the probability to be at the j-th subspace is pb
j − pb

j−1 = 1/f .
By using previous notations we can get that the average distance that the k-th closest node
should make (in its worst dimension) till selected, Dk, is

Dk = r · pk−1/2− r · q/2 = q · r/2 · ((s/t)1/b − 1).

The expected time for one dimensional walk to travel a distance Dk is D2
k. Since there

are b dimensions and a step of the multi dimensional walk selects and affects only one of the
dimensions in random, then it will take an expected time of Tk := b ·D2

k to walk a distance
Dk at a specific dimension. Therefore we can obtain the following expression:

Tk = b · r2

4 ·
(

c log2 n

n

) 2
b

·
((s

t

) 1
b − 1

)2

(3)

We consider this expression as a lower bound since it ignores ik location in other dimensions
other than the worst dimension and it ignores the fact that nodes closer than ik might get
outside of the selection area by the time ik arrives there and becomes selected.

D.3 Experiments and Predictions
In order to evaluate the approximated lower bound we performed a series of (parallel) random
walk simulations. Due to the steep increase in gathering time, we implemented the simulations
in C and tested only small scale scenarios (100 nodes and small key sizes). The simulations’
results, provided in Figure 5 , suggest that the bound is valid.

We used the approximate bound to predict the security of scenarios beyond our random
walk and full protocol simulations. Considering realistic parameters, similar to those used
in the protocol simulations, with larger numbers of nodes, we obtained the results depicted
by Figure 6. The results demonstrate that extremely high number of transactions should
be accumulated before enough compromised nodes will be selected as witnesses for a given
message.

Note that the higher the number of nodes, we expect the rate of transactions to increase,
however such increment is insignificant considering the high number of expected transactions
until gathering.
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Figure 5 Parallel random walk simulation and approximated bound results (in solid and dashed
lines respectively) for the gathering time of at least 3 out of 25 random walks, which corresponds to a
system with n = 100 nodes of whom 25 are compromised and an attacker that waits to compromise
s = 60% of the witness set which is of size log2n.

Figure 6 Approximated lower bound for the gathering time for different number of nodes (n)
with different compromise ratios (t), considering b = 4 dimensional keys of total size 256 bits and an
attacker that waits to compromise s = 66% of the witness set which is of size 4log2n.
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