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Abstract—Wireless Sensor Networks (WSNs) have become
widely used in various fields like environmental monitoring,
smart agriculture, and health care. However, their extensive
usage also introduces significant vulnerabilities to cyber viruses.
Addressing this security issue in WSNs is very challenging due to
their inherent limitations in energy and bandwidth to implement
real-time security measures. To tackle the virus issue, it is crucial
to first understand how it spreads in WSNs. In this brief, we pro-
pose a novel epidemic spreading model for WSNs, integrating the
susceptible-infected-susceptible (SIS) epidemic spreading model
and node probabilistic sleep scheduling—a critical mechanism for
optimizing energy efficiency. Using the microscopic Markov chain
(MMC) method, we derive the spreading equations and epidemic
threshold of our model. We conduct numerical simulations to
validate the theoretical results and investigate the impact of key
factors on epidemic spreading in WSNs. Notably, we discover
that the epidemic threshold is directly proportional to the ratio
of node sleeping and node activation probabilities.

Index Terms—Epidemic spreading, epidemic threshold, wire-
less sensor networks, node sleep scheduling.

I. INTRODUCTION

IRELESS Sensor Networks (WSNs) are networks con-

sisting of small, low-power devices called wireless
sensors. These sensors communicate wirelessly using tech-
nologies like Wi-Fi, Bluetooth, and Zigbee [1l], [2]. They
collect and transmit data from the surrounding environment
to a central node or base station. WSNs are widely used in
domains such as environmental monitoring, industrial automa-
tion, healthcare, and surveillance for monitoring, analysis, and
decision-making purposes [3].

The increasing deployment of WSNs has brought about a
great concern for their security [4]. One of the prominent
threats emerging in WSNs is the spread of cyber viruses and
worms [3]]. These malicious entities are capable of replicating
and spreading throughout sensor nodes, posing a significant
risk to the confidentiality and reliability of the collected data as
well as the efficiency and functionality of WSNs. Real-world
instances have demonstrated the detrimental impact caused
by the infection of sensor nodes [6ll, [Z], [8]. Therefore, it
becomes imperative to mitigate the spread of viruses in WSNs.
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However, before devising effective control mechanisms, it is
crucial to understand the mechanisms underlying epidemic
spreading in WSNs through comprehensive modeling and
analysis.

The field of network science has dedicated its efforts to
understanding epidemic spreading processes across various
complex networks, such as social networks, computer net-
works, and biological networks [9], [10], [1I]. Numerous
models have been developed by researchers to study epidemic
spreading [[12], 13}, [[14], [13]. These models categorize nodes
into distinct compartments, including susceptible, infected, and
recovered states. The susceptible-infected-susceptible (SIS)
and susceptible-infected-recovered (SIR) models are widely
recognized as the most representative ones. In recent years,
some of these models have been applied to explain epidemic
spreading in WSNs [16], [17]. For example, Wang et al.
derived an iSIR model that incorporates the energy
consumption of nodes for propagating worms in WSNs. Feng
et al. proposed an improved SIRS model, considering the
WSN topology as uniformly distributed grid networks. Mishra
et al. [20] introduced the SEIRS-V model, which additionally
accounts for the exposed and vaccinated statuses of nodes to
better describe worm spread dynamics in WSNs. Furthermore,
Shen et al. extended the SIR model by including the dead
state of nodes, indicating energy depletion in WSNs.

In WSNEs, the sleep-active mode of nodes plays a crucial role
in conserving energy and prolonging the network’s lifetime.
During the sleep state, nodes reduce their power consumption
by deactivating certain components or entering a low-power
mode, resulting in minimal energy usage. Conversely, during
the active state, nodes are fully operational, performing tasks
such as sensing, processing, and communication. This mode
has a significant impact on the process of epidemic spreading
within the network. For instance, when nodes are in sleep
mode, they have no communication with other nodes, ren-
dering them unable to be infected or infect others. Several
works have considered node sleep scheduling in the modeling
of epidemic spreading. One example is the work by Tang
et al. [22]. They proposed a modified SI epidemic spreading
model in WSNs, where infected nodes can be cured during the
sleep phase. Building upon this model, Tang et al. further
introduced two adaptive network protection schemes aimed at
securing WSNs against virus attacks. In another study by Jiang
et al. [24]], the SIR virus propagation process in WSNs was
examined, taking into account the influence of the duty cycle
of sleep/listening.

So far how the sleep scheduling affects epidemic spreading
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in WSNs has not been fully addressed. Furthermore, the SIS
spreading dynamics in WSNs should be investigated, since the
nodes could be infected again after recovery in the context
of WSNs. The contributions of our work are summarized as
follows.

o We propose a new epidemic spreading model in WSNs,
which integrates the SIS epidemic spreading and the
node sleep scheduling. Our model serves as an extension
of previous models and offers valuable insights into
epidemic spreading in WSNs.

o We establish dynamic equations and drive the epidemic
threshold of our spreading model by using the micro-
scopic Markov chain (MMC) method. The theoretical
results reveal that the epidemic threshold is determined
by the node recovery rate, the largest real eigenvalue of
the adjacency matrix, and the node sleep scheduling. The
theoretical findings are further confirmed by numerical
simulations.

The remainder of this brief is organized as follows. In
Section II, we provide a detailed description of the proposed
spreading model. Section III presents the dynamic equations,
equilibrium state, and epidemic threshold of the model. In
Section IV, we present the numerical results to explore the
influence of key factors on the epidemic spreading. Finally,
Section V concludes our work.

II. MODEL DESCRIPTION

The underlying WSN consists of N sensor nodes that are
connected to their neighboring nodes using wireless com-
munication techniques. In this WSN, all sensor nodes are
assumed to be stationary. If all nodes are active, i.e., there
is no sleep scheduling, the network topology is fixed. The
adjacency matrix of this fixed network topology is denoted
by A = {a;j}~xn, where a;; = 1 indicates a connection
between nodes 7 and j, while a;; = 0 signifies no connection
between them. However, since we consider the node sleep
scheduling, the underlying network topology will be changing
with time, and the adjacency matrix at time ¢ is denoted as

A(t) = {ai(t)nxn.

A. Node sleep scheduling

In a WSN, sensor nodes are typically resource-constrained,
with limited battery power being one of the most critical
constraints. Node sleep scheduling aims to mitigate this
limitation by periodically putting sensor nodes into a low-
power sleep mode, where they consume minimal energy.
The concept behind node sleep scheduling is to dynamically
activate and deactivate nodes based on their task requirements,
network conditions, or specific application needs. When a
sensor node is scheduled to sleep, it turns off most of its
functionalities, including the radio transceiver, to minimize
energy consumption. By reducing the active time of nodes,
sleep scheduling effectively reduces energy dissipation and
prolongs the network’s operational lifetime.

In the sleep scheduling for WSNs, at each time step, every
node is in one of the two states: active (A) and inactive or sleep
(U). During each time step, all nodes independently determine

\\\ b
\\K il
5
RN
) N
) &
P ¥
R b
Infect
Recover

Fig. 1. The state transition diagram of the proposed spreading model, where
US, UI, AS and AI represent the sensor nodes are in inactive susceptible
state, inactive infected state, active susceptible state and active infected state,
respectively. Arrow lines indicate the transition directions between different
states.

their states for the next time step. A node transitions from the
active state A to the sleep state U with a probability denoted
as u, while a node transitions from the sleep state U to the
active state A with a probability denoted as v. Let N4 and
Ny represent the number of nodes in the active and sleep
states, respectively. Then, the node sleep scheduling can be
formulated as follows:

Na(t+1) = Na(t) — uNa(t) + vNy(t),
NU(t + 1) = Ny (t) + ulNa(t) — vNy(t).

When this scheduling reaches the dynamic equilibrium, we

have
]\7‘,4:’“1_1)]\77 (2)
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which means the ratio of sleep and active nodes is fixed to be
u/v.

B. Epidemic spreading model

The classical SIS model is utilized to analyze the dynamics
of infection states. In this model, each node is in one of the
two states: susceptible (S) and infected (I). The infected nodes
have the ability to transmit the infection to their susceptible
neighbors or transition back to a susceptible state through
recovery.

Our model combines the SIS model with node sleep
scheduling, resulting in four potential states: 1) US (inactive
and susceptible); 2) AS (active and susceptible); 3) Al (active
and infected); 4) UI (inactive and infected). It is important
to note that in our model, an infected node in sleep mode
cannot transmit the infection or recover from it due to a lack
of energy. Additionally, we assume that at a time step, an
active susceptible node becomes infected with a probability /3
when it comes into contact with an active infected neighbor,
and an active infected node transitions back to a susceptible
state with a probability +. The state transition diagram of our
model is depicted in Fig. [1l

III. ANALYTICAL RESULTS

In this section, we present the theoretical analysis of our
proposed model. Firstly, we derive the dynamic equations



governing the behavior of the model. Next, we investigate the
equilibrium state of the epidemic spreading. Finally, we derive
the epidemic threshold of our model.

A. Epidemic dynamics

Let PYS(t), PAS(t), PY1(t) and PAL(t) denote the proba-
bilities that node ¢ is respectively in states US, AS, Ul and Al
at time step t. Assuming that ¢;(t) represents the probability
that node ¢ will not be infected by any of its neighbors at time
step t. Then, we have

q(t) = H(l - aji(t)PgAI(f)ﬁ)- (3)

Based on the MMC method, the dynamic equations of our
model are expressed as

PYS(t+1) =PVS(#)(1 — v) + P (t)yu

+ PS5 (1)qi (t)u,
PAS(t+1) =P (t)v + P (1)y(1 - w)

+ P (1)gi(t)(1 - w), )
P (1 41) =P (1)(1 = v) + P (11 = )

+ PAS(1)(1 = q;(t))u,

PAM(t+1) PUI( Jo+ P11 =) ~u)

+ P9 ()(1 = qi(1) (1 — w).

The fractions of nodes in US, AS, UI and Al states in the
network at time ¢ can be respectively calculated as follows:

pus(t) = (X7 PYS(1)/N,
pas(t) = (Z PAS(t))/N, )
pur(t) = (37 PYI(t)/N,
par(t) = (X7 PAL(t)/N.

B. Equilibrium state analysis

As t — oo, the number of nodes in each state converges to
near-constant values. Assuming that

PUS(t+1) = PPS(t) = PPS,
PAS(+1) = PAS(t) = P, ©
PYI(t+1) = PYI(t) = PV,
PAI(t+1) = PAI(t) = P

Then, Eq. @) can be written as

PVS = PUS(1 —v) + PMyu+ PAqu,
PAS = PUSy + PAIy(1 —u) + PASq;(1 — u),
PUT =PVI(1 —v) + P (1 - y)u
+ PiAS(l - Qi)uv
PA =pUly + PA(1 —4)(1 — )
+ P (1 - gi)(1 — ).

)

In our model, when the spreading process reaches equilib-
rium, the system can enter either of the two states: epidemic
vanishment or epidemic persistence.

1) Epidemic vanishment: PAT = PYT = 0. In this state,
the epidemic eventually dies out, and there are no infected
nodes left in the network. Also, because PA! + PUT 4 PAS 4
PYS =1, we have PV + PAS =1, where

{szww+w,

PAS =v/(u+v). ®)

We can observe that Eq. (8) is consistent with Eq. @), i.e.,
after a finite period of time, the spreading process ends and
the network runs with only active-sleep duty cycling.

2) Epidemic persistence: P > 0 and PYT > 0. In this
state, the epidemic persists in the network, and the number of
nodes in each state stabilizes. By solving Eq. (), we obtain

Al _ v _1—qi

P = utv 1—qi+vy?’

pUl — upAl
7 v

s ©)
T utv 1-gi+y?

US _ upAS
PUS = upAS,

i
Eq. @) is a self-consistent equation with a trivial solution of
PiAI = Pl-UI = 0, where ¢; = 1. According to Eq. @, we
further have

Us Uur _
{B + P77 = u/(u+ o), 10,

PAS + PA = v/(u+v),

C. Epidemic threshold

Near the critical point of infection probability 3, where
the epidemic transitions from vanishing to persisting, we can
assume that PAY(t) = ¢; < 1, then, PV!(t) = (u/v)e;. By

2
substituting these assumptions into the last equation of Eq. (@),

we obtain the following expression,
Y — 61').
u—+v
Approximating Eq. (@), we can obtain the probabilities for
nodes not being infected by their neighbors as

t) ~1— BZaji(t)ej.
J
Substituting Eq. (I2) into Eq. (), we get
v
ut ’Uﬁ Z aji(t)ej + ﬂei Z aji(t)ej =0.
j J
By neglecting the higher-order terms in Eq. (13), we have

i_u_'_vﬁza]z

Let e;; be the element of the identity matrix £, Eq. (I4)
can be expressed as

e = (1 —q;)( (11)

12)

ve; — (13)

j =0.

(14)

N

) <78ﬁ s :}L Uﬂajz‘(t)) ¢j =0.

J

5)

Furthmore, this equation can be written in matrix form as

v
(’YE - u——i—vﬁA(t)) €e=0, (16)

T

where € = (€1,€2,...,en)" .
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Fig. 2. (Color online) The temporal evolution of the fractions of nodes of

different states. The parameter settings are § = 0.5, v = 0.3, v = 0.3, and
v = 0.7. The solid and marked lines are the theoretical and simulation results,
respectively. All results are obtained by averaging over 50 independent runs.

Theorem 1. Let Ao (A(t)) and Apas(A) be the largest
real eigenvalues of A(t) and A, respectively, the epidemic
threshold of our proposed model is given by
U v u g
c=(l+-)——=20+-)——F-
fe=( v ) Az (A(2)) ( v ) Az (A)
Proof. Due to space constraints, we have included the proof
in the supplementary material [23]], as it does not impact the
comprehension of our results and conclusions. |

a7

IV. NUMERICAL RESULTS

In this section, we present numerical results that serve to
validate the theoretical derivation and discuss the effects of
key factors on the epidemic threshold. We consider a wireless
sensor network with a scale-free network topology generated
by the Price model. The parameters of the network topology
are number of nodes N = 1000, average node degree (k) = 4,
and power-law index is n = 3. At time ¢ = 0, ten randomly
selected nodes are infected, i.e., par + puyr = 0.01. These
parameter values are kept constant unless stated otherwise.

Figure [2| depicts the temporal evolution of the fractions of
AS, US, Al, and UI nodes in our model. The results show
that, under the given parameter settings, the Al and UI curves
initially experience rapid increases followed by stabilization,
while the AS and US curves exhibit an initial decrease before
converging. Importantly, the simulation results align well with
the theoretical findings obtained using Egs. @) to (@), thus
emphasizing the efficacy of the MMC method in analyzing
our model.

Next, we present the result of the final fraction of nodes for
each state, p, as a function of the infection rate 5 in Fig.
From Fig. [Bla), it is evident that as (3 increases, there is a
phase transition of p for each of the four states. Moreover, the
epidemic threshold f., calculated to be approximately 0.085
using Eq. (17), is further supported by the numerical result.
Furthermore, it can be observed that when § < ., only US
and AS nodes remain in the network, indicating the eventual
vanishing of the epidemic. The fractions of nodes in these two
states agree with Eq. (8). On the other hand, when 3 > f,,
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Fig. 3. (Color online) (a): The fraction of nodes of each state p vs. infection
rate 3. The black arrow line points to the epidemic threshold S.. (b): The
stacked bar chart of the fraction of nodes of each state p for different values
of B. The parameter settings are v = 0.5, v = 0.3 and v = 0.7. All the
results are obtained by averaging over 50 independent runs.

all states coexist, indicating the persistence of the epidemic.
In Fig. Blb), a stacked bar chart illustrates the relationship
between p and (. It is evident that the fractions of A-state
nodes and U-state nodes remain constant with the increasing
infection rate, which aligns with Eq. (10).

We further investigate the influence of the infection recovery
rate v on the epidemic threshold S, for different settings of
u and v. The results are illustrated in Fig. @l The theoretical
results are derived using Eq. (I7). It can be observed that
all the curves exhibit a linear increasing trend, indicating that
0. is proportional to . The simulation results closely match
the theoretical predictions for .. These findings indicate that
a more rapid recovery process can effectively mitigate the
epidemic spreading.

Finally, we discuss the influence of the sleep scheduling
parameters « and v on the epidemic threshold /.. The results
are presented in Fig. [5] where the x-axis represents the ratio
of u to v, denoted as u/v. It is clear that 3. exhibits a propor-
tional relationship with «/v, implying a direct proportionality
between (3. and u, and an inverse proportionality between [,
and v. Once again, the simulation and theoretical results align
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Fig. 4. (Color online) The epidemic threshold . vs. infection recovery rate
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Fig. 5. (Color online) The epidemic threshold 3. vs. the ratio u/v with

uw={0.2:0.1:0.7} and v = {0.2 : 0.1 : 0.7}. The parameter setting is
v = 0.5. The lines and symbols are the theoretical and simulation results,
respectively. All results are obtained by averaging over 50 independent runs.

well.

V. CONCLUSION

In summary, our work focuses on the issue of epidemic
spreading in WSNs. We present a new epidemic spreading
model for WSNs that combines the SIS spreading dynamics
with node sleep scheduling. Using the MMC analysis method,
we derive the dynamic equations that govern the epidemic
spreading process in our model. Furthermore, we analyze the
conditions for the epidemic to vanish or persist and determine
the outbreak threshold for the spreading. In particular, we
discover that the epidemic threshold of our model is directly
proportional to the ratio of node sleeping and node activation
probabilities as well as the recovery rate. Conversely, it is
inversely proportional to the maximum real eigenvalue of
the network’s adjacency matrix. These theoretical findings
are strongly supported by the numerical results. We believe
that our work contributes to the understanding of epidemic
spreading in WSNs and offers some insights for preventing
virus attacks on these networks.
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