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Abstract—The function or performance of a network is
strongly dependent on its robustness, quantifying the ability of
the network to continue functioning under perturbations. While a
wide variety of robustness metrics have been proposed, they have
their respective limitations. In this paper, we propose to use the
forest index as a measure of network robustness, which overcomes
the deficiencies of existing metrics. Using such a measure as
an optimization criterion, we propose and study the problem
of breaking down a network by attacking some key edges. We
show that the objective function of the problem is monotonic
but not submodular, which impose more challenging on the
problem. We thus resort to greedy algorithms extended for non-
submodular functions by iteratively deleting the most promising
edges. We first propose a simple greedy algorithm with a proved
bound for the approximation ratio and cubic-time complexity.
To confront the computation challenge for large networks, we
further propose an improved nearly-linear time greedy algorithm,
which significantly speeds up the process for edge selection but
sacrifices little accuracy. Extensive experimental results for a
large set of real-world networks verify the effectiveness and
efficiency of our algorithms, demonstrating that our algorithms
outperform several baseline schemes.

Index Terms—Network robustness, graph vulnerability, forest
index, edge attack, robustness manipulation, edge centrality.

I. INTRODUCTION

ETWORKS or graphs are a powerful tool to describe
Na large variety of real systems, such as power grids
and computer networks, criminal organizations, and terrorist
groups. Most realistic networks are often subject to natural
failures or malicious attacks, which can lead to a corrosive and
detrimental risk to the functioning of societies, with regard
to costs, security and disruption [1]], [2]. For example, in
2017 the “WannaCry’ ransomware attack on NHS network of
U.K. eventually infected around 230,000 computers over 150
countries and caused damages of billions of dollars [3]]. Other
examples include breakdowns in power grids or water sup-
ply networks, equipment failures in communicating networks,
traffic and congestion in transportation networks, and so on.
Thus, it is of paramount importance for a network to continue
functioning when some of its components fail. This ability can
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be reflected by the robustness and vulnerability of a network,
which has become a fundamental subject of many studies in
the past years [4], [3].

One of the main concerns in the research of network
robustness and vulnerability is to find or establish a proper
measure to quantify network robustness, which constitutes
the basis to design, optimize, or control the robustness and
vulnerability of a network, in order to achieve a given goal.
In the past decades, numerous robustness measures have been
proposed based on partial or global information. For example,
clustering coefficient [6] and betweenness centrality [7] are
two robustness measures using partial network information,
with betweenness centrality only considering the shortest paths,
but neglecting the contributions of other paths, even the second
shortest paths. To better describe network robustness, some
measures capturing global structure are presented, such as
current-flow closeness centrality based on random walks [7]]
and network criticality based on electrical networks [8]], both
of which consider the contributions of all paths with various
lengths.

Another major concern within the field of network robust-
ness is to optimize and control the robustness through targeted
interventions on network structure. In some realistic scenarios,
a less robust network might be preferred, which is termed
as ‘network destruction’ in [9]. Here, we particularly cope
with the problem of breaking a given network by identifying
a set of critical links, whose removal has the most significant
impact on the network robustness. Note that similar strategy
of deleting edges has been exploited to various practical
applications related to robustness for different purposes, in-
cluding weakening terrorist networks [[10], blocking rumors or
misinformation in social networks [[11], containing the spread
of epidemic [12], [13l], [14] and preventing the propagation
of computer virus in computer networks [[15[], [L6], [L7], [L8],
among others. Thus far, the robustness optimization problems
by edge removal have been still an active research subject [19].

The vast majority of existing robustness metrics of a
network are introduced or designed for connected networks,
which often do not apply to disconnected networks or have
some limitations when applied to disconnected networks [3].
As is known to us all, many real-life networks are not
connected, with frequently cited examples inducing Mobile
Ad hoc Networks [20] and protein-protein interaction net-
works [21]. It is thus of theoretical and practical interest
to introduce a reliable metric to characterize the robustness
of disconnected graphs. On the other hand, previous related
optimization algorithms for optimally selecting edges to be
removed no longer work for disconnected graphs. It is signif-
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icantly important to design an effective and computationally
cheaper approach to optimizing the robustness of a discon-
nected graph based on a desirable robustness measure. These
two motivations inspire us to carry out this work.

Concretely, in this paper, we first propose to use the forest
index [22]], [23]], [24], [25] as a reliable robustness measure
for a network G, connected or disconnected. A smaller forest
index corresponds to a more robust network, and vice versa.
Then, we address the following optimization problem: given an
undirected graph G with n nodes and m edges, and an integer
k, how to strategically select a set S of k edges to delete, so
that the forest index of the resulting graph is maximized. Our
main contributions are summarized as follows.

e We propose to utilize the forest index as a reliable
measure of robustness for a disconnected graph, which
overcomes the weakness of existing measures. Based on
forest index, we propose a novel edge group centrality
C(S) for an edge group S, defined as the increase of
forest index when the edges in S are deleted.

e We formulate the problem of minimizing the robustness
of graph G by removing k edges as an attack strategy.
We show that our objective function of the optimization
problem is monotone, but not submodular.

e We present a simple greedy algorithm with a bounded ap-
proximation ratio that solves the problem in O(n?) time.
We also provide a fast algorithm to greatly accelerate
evaluating C(.S) with computation complexity O(mke?)
for any € > 0, where ¢ is the error parameter to meet
the performance-efficiency trade-off and the O(-) notation
suppresses the poly(logn) factors.

e We confirm the performance of the proposed algorithms
by executing extensive experiments over real-world net-
works of different scales, which demonstrate that our al-
gorithms are efficient and effective, outperforming several
baseline algorithms for deleting edges.

II. RELATED WORK

Here we briefly review related works in terms of robustness
measures, edge removal strategies for robustness optimization,
and network design problems.

Over the last years, various robustness metrics have been
reported in the literature [26], [4], [27], which can be roughly
classified into two categories: measures based on local infor-
mation and measures based on global information.

Local robustness measures assess network robustness using
relatively less structure information, with most being local
information, such as degree, triangles, shortest paths, and
motifs. Moreover, many local measures concentrate on the
network centrality, including degree centrality, betweenness.
Frequently used local measures are network diameter [28]],
edge clustering coefficient [6], degree centrality [29], be-
tweenness centrality [7] of a node or edge, and so on. The
diameter [28]] of a network represents the longest shortest path
between all node pairs. The clustering coefficient [6] of an
edge reflects the number of triangles containing the edge. The
degree centrality [29] of a node characterizes the number of its
neighbors. The betweenness centrality [7] of a node or edge

measures the fraction of the shortest paths passing through the
node or edge.

For those network robustness measures based on global
information, they incorporate massive information of the entire
graph, much of which is global even complete. Global robust-
ness measures include the number of spanning trees [30], [31],
Kirchhoff index [4]], [32], [33], [34], [5], the spectrum radius
of the adjacency matrix [26] or non-backtracking matrix [35],
[36], [37], and the Randic index [38]], [39], [40]. If a network
has a larger number of spanning trees, we say it is more robust.
The Kirchhoff index of a graph is defined as the average effec-
tive resistance between all pairs of nodes in the graph, with a
small Kirchhoff index corresponding to a more robust graph.
The spectrum radius is the largest eigenvalue or the leading
eigenvalue of a matrix concerned: the smaller spectrum radius,
the more robust the network. The Randic index quantifies the
network robustness as the average square difference of the
eigenvalues for the normalized Laplacian matrix from their
mean [38]], [39], [40]: the lower the Randic index, the more
robust the network. Furthermore, based on the eigenvalues for
the normalized Laplacian matrix, the Kemeny constant [41]],
[42] is leveraged to measure the network vulnerability [43].

Compared with local measures, global measures provide
more comprehensive insights into network robustness, es-
pecially for some real scenarios such as air transportation
networks [34]. However, existing local and global robustness
measures, have one or more of the following deficiencies:
capturing only partial structure information, being difficult
to compute, applying only to connected graphs, and non-
monotonically changing by edge modifications. For example,
previous global robustness measures including the aforemen-
tioned ones are not be suitable to assess the robustness of
disconnected networks, in spite of the facts that disconnected
networks are ubiquitous in real systems. Although the average
inverse distance can be used to describe the robustness of
disconnected graphs [27], its exact computation takes O(n?),
which is impractical for larger networks with millions of
nodes. In contrast, our proposed network robustness measure—
forest index— successfully avoids the pitfalls of the existing
measures.

Another body of researches related to ours are the optimiza-
tion of network robustness through link removals. Actually,
edge operations are convenient and practical to improve or
reduce the robustness of a network. As a consequence, a
concerted effort has been devoted to optimally removing
a fixed number of edges for different purposes in various
fields. In [44], [45], the edge removal strategy is exploited
to minimize the number of spanning trees. In order to contain
disease dissemination, link deletion is considered in [37]], [46],
[47] to decrease the spectral radius of related matrices, which
quantifies the epidemic threshold. In [48]], edge deletion is
applied to minimize the average inverse distance. Moreover,
the edge removal strategy is also used in other scenarios for dif-
ferent targets, such increasing the diameter [49] or the single-
source shortest path [S0], minimizing the size of the k-core
structure [S1f], reducing the total pairwise connectivity [S2],
[S3] or the closeness centrality of a given node group [54].
In contrast to prior studies, we address a novel optimization



TABLE I
NOTATION EXPLANATIONS.

Notation Definition and Description
g An undirected weighted graph
V,E,w Node set, edge set, weight function in G

Maximum and minimum weight among all edges in E/
The i-th smallest eigenvalue of Laplacian matrix L

Wmax, Wmin

1
N(u) The set of neighbours of node u
S A set of edges to be deleted from E
k The number of edges in S
c(S) Increase of forest index when edges in .S are deleted
e; The i-th standard basis vector
1, J Vector and matrix with all entries being ones
0,0 Vector and matrix with all entries being zeros
al, AT Transpose of vector a and matrix A
A=<B B — A is positive semidefinite
Tr (A) The trace of matrix A
Al Frobenius norm of matrix: ||A||p = 4/Tr (ATA)
amb 1—-ebp<a<(l+ed

problem, and present two new algorithms, with the faster one
being nearly linear.

Our optimization problem for network robustness also falls
into network design problems [3S5]], [S6], which aim to opti-
mize a certain network metric by modifying the network topol-
ogy [57]. Since networks have become a popular framework
for modeling real systems, including VLSI, transportation, and
communication systems, network design is critical to control-
ling realistic systems, which has been extensively applied to
various aspects for different goals [S5]. In [58], edge addition
is exploited to maximize the algebraic connectivity (the least
non-zero eigenvalue of Laplacian matrix) of a graph, which
measures the extent of connectedness of the graph. In [S9], the
edge addition operation is performed to maximize the number
of spanning trees in a connected graph. In [60], the edge
addition strategy is adopted to improve node group centrality
for coverage and betweenness of a graph. In [26] and [61]],
[62], both node-level and edge-level manipulation strategies
are proposed to optimize the leading eigenvalue of a network,
which is a key network connectivity measure. In [63]], the
fundamental limits about the hardness and the approximability
of network connectivity optimization problems are studied.
Finally, in [64], the measures and optimization related to
connectivity for multi-layered networks are studied.

III. PRELIMINARIES

This section collects basic concepts and relevant tools to
facilitate the description of our problem and the development
of our greedy algorithms. Table [l lists the main notations we
use throughout the paper.

A. Network and Matrices

We consider a general network topology presented by an
undirected, weighted graph G = (V| E, w) with |V| = n nodes,
|E| = m edges, and edge weight function w : E — R.. For
a pair of adjacent nodes ¢ and j, we write ¢ ~ j to denote
(1,7) € E. The set of neighbours N (i) of node i is denoted as
N (i) = {j|i ~ j}. The Laplacian matrix of G is the symmetric

matrix L = D — A, where A is the weighted adjacency matrix
and D is the degree diagonal matrix of G.

If each edge of G oriented arbitrarily, then one can define the
signed edge-vertex incidence matrix B, x,, for G. Concretely,
the elements of B are defined as follows: b., = 1 if node v is
the head of edge e, b., = —1 if node v is the tail of edge e, and
bey = 0 otherwise. Let W, «,, be the diagonal edge weight
matrix of graph G, with W.. = w,. Then, the Laplacian
L can also be represented as L = B" W B, which means
that L is singular and positive semidefinite with a unique zero
eigenvalue if graph G is connected.

LetO:A0§A1§A2§ §)\n,1bethen
eigenvalues of L for a graph G, and u; be the corresponding
orthogonal eigenvectors. Then, L has an eigendecomposition
of fom L = UAU'" = Y7 Nu;ul where A =
diag (Ao, A1, A2, .., Ap—1) and u; is the i-th column of matrix
U. Let A\pax and A, be, respectively, the maximum and
nonzero minimum eigenvalue of L. Then, A\pax = Ap—1 <
NWmax [6517 and )\min > wmim/n2 [66]

B. Forest Matrix

The forest matrix of graph G is defined as Q2 =
(I+L)"" = (Wij)nxn. It is symmetric and positive defi-
nite, with its eigendecomposition being 2 = UA U’ =
Z?;ol ﬁuluj , where A is a diagonal matrix given by
A = diag( ) 1+A1n72’ 1+/\1n71) satisfying 1 = —1+1Ao >
ﬁ > > ﬁ It has been shown [22], [23]] that Q
is doubly stochastic, obeying €21 = 1 and 1"Q =1". For
any connected graph, w;; > 0. Moreover, Z?:l w;i; = 1 for
i=1,2,...,n,and )1 jw;; =1forj=1,2,...,n.

1
1+Xo?

C. Submodular Functions and Greedy Algorithms

We give the definitions of monotone and submodular set
functions. For simplicity, we use S +u to denote SU{u}. For
a finite set X, let 2% be the set of all subsets of X.

Definition 1 (Monotonicity). A set function f : 2% — R is
monotone increasing if f(S) < f(T) holds for all S CT C
X.

Definition 2 (Submodularity). A set function f : 2% — R is
submodular if f(S+u)— f(S) > f(T+wu)— f(T) holds for
all SCT C X and u € X\T.

Many network topology design problems can be formulated
as maximizing a monotone submodular set function over a k-
cardinality constraint. Formally the problem can be described
as follows:

find a subset T satisfying 7 € arg max|p— f(T') where
f is a non-decreasing submodular set function.

It is inherently a combinatorial problem, which means that
the exhaustive search takes exponential time to obtain the opti-
mal solution. Thus, the brute-force method is computationally
intractable even for searching the optimal set with medium
k. However, utilizing the diminishing property, the greedy
approach of iteratively selecting the most promising elements
is known to enjoy a guaranteed (1 — 1/e) approximation ratio
for submodular maximization problems [67].



Nonetheless, for network topology design problems, there
are still a major class of important functions lacks submodu-
larity. To address this concern, a recent work [68] provides
a tight approximation guarantee of X (1 —e~?) for non-
submodular functions, where « and ~ are the submodularity
ratio and the generalized curvature, respectively.  and -y
capture the deviation of a function from being submodular
and supermodular, respectively. For consistency, we introduce

these two quantities below. Before doing so, we define a new
quantity ©g(T) def f(SUT)— f(T) to denote the marginal

gain of the set S C X with respect to the set 7' C X.

Definition 3 (Submodular Ratio). The submodular ratio of a
non-negative set function f is the largest v € Ry such that
Sfor two arbitrary sets S C X and T C X,

> 6i(T) > 704(T).

i€S\T

(1

Definition 4 (Curvature). The curvature of a non-negative set
Sfunction f is the smallest o € Ry such that for two arbitrary
sets S C X and T C X, and any element j € T\ S,

0;(T\juS) = (1 -a)8;(T\j). 2

For a non-decreasing function f, it has been proved [68]
that the submodular ratio v € [0, 1] with v = 1 if and only if
f is a submodular function; and that the curvature o € [0, 1]
with o = 0 if and only if f is a supermodular function. Using
these two quantities, it is possible to derive a performance
guarantee for the greedy strategy applied to a larger class of
optimization problems.

Theorem 1 ([68]). The greedy algorithm enjoys an approx-
imation ratio of at least X (1—e=®7) for the problem of
maximizing a non-negative non-decreasing set function f with
submodularity ratio v and curvature o

IV. FOREST INDEX AS A MEASURE OF ROBUSTNESS

In this section, we adopt a spectral measure in graph theory,
called forest index, to measure the robustness of disconnected
networks. For consistency, we start with introducing the forest
distance and the forest index.

A. Forest Distance and Forest Index

It has been shown [22]] that the elements of € satisfy the
triangle inequality: V7, j,k = 1,2, ..., n, wij+wit—wjr < wi;.
Thus, one can naturally define a distance metric, called forest
distance.

Definition 5 (Forest Distance). For an undirected graph
G(V,E,w), the forest distances p;; between a pair of nodes
1 and j is defined as

Pij é b;;ﬂb” = Wj; + Wij — 2wij.

In contrast to the standard geodesic distance, forest distance
ideally considers alternative paths of different lengths for all
pairs of nodes [22]]. For any pair of nodes ¢ and j in graph
G, 0 < p;j < 2 with the extreme cases that p;; = 0 if and
only if 4 = j and that p;; = 2 if and only if ¢ and j are two

distinct isolated nodes. On the basis of forest distance p;;, we
can further define the forest index, p or p(G), of a graph G.

Definition 6 (Forest Index). For an undirected graph
G(V, E,w), its forest index p(G) is defined as the sum of forest
distances over all node pairs. Namely,

n—1
1
POYED pig=n) 1 =nTr(@) —n.
i<j i=1 v

B. Robustness Interpretation

In this subsection, we show that the forest index captures
some desired properties, which make it a reliable robustness
metric for a network. Intuitively, the forest index explicitly
characterizes the redundancy of node-to-node paths. Moreover,
the forest index also captures the information of number of
walks of different length between all node pairs [22], [23].
Thus, it is a global measure, including the contributions of both
shortest paths and non-shortest paths. In addition, the forest
index not only is a distance metric, but also has clear physical
and structural meaning. In particular, it explicitly characterizes
the spanning forests of a network. For consistency, below we
introduce some notions about spanning forests.

For a graph G = (V, E, w), a subgraph H is a graph whose
node sets are subsets of V' and edge sets are subsets of I,
respectively. A subgraph H is spanning if H contains all the
vertices of G. A spanning forest of G is a spanning subgraph of
G that is a forest. A spanning rooted forest of G is a spanning
forest of G with a single node (a root) marked in each tree.
For a subgraph H of graph G, the product of the weights of
all edges in H is referred to the weight of H, denoted as
e(H). If H has no edges, its weight is set to be 1. For any
nonempty set S of subgraphs, we define its weight £(.5) as
£(8) = > yege(H). If S is empty, we set its weight to be
zero [22], [23].

Let I' be the set of all spanning forests of graph G and I';;
the set of those spanning forests of G where node j is in the
tree rooted at node ¢. It has been proved in [22], [23] that the
element w;; of forest matrix Q satisfies w;; = (I';;)/e(T)
where ¢(-) denotes the weight function of corresponding span-
ning forests. In the case that every edge in G has unit weight,
e(+) is equal to the number of spanning rooted forests. Since
2 is doubly stochastic, w;; can be explained as the fraction of
the connectivity of pair (i, j) in the total connectivity of ¢ (or
j ) with all nodes [23]]. Furthermore, w;; can be interpreted
a the proximity between nodes ¢ and j [22[]: the smaller the
value of w;;, the “farther” ¢ from j. For an arbitrary pair of
nodes 7 and j in G, w;; > 0 with equality if and only if there
is no path between v; and v; [69].

The number of spanning forests constitutes robustness in-
dices for both disconnected and connected graph [22], [23]]
while the number of spanning trees applies only to connected
graph. Since forest index is expressed in terms of the entries
of forest matrix {2, which encapsules the information of
number of spanning forests in a contracted form, it is thus a
global measure of robustness. Moreover, forest index is closely
related to network connectivity. For any graph G with n nodes,

"(n"Jr_ll) < p(G) < n(n — 1), with equality p = =2=1 jf




and only if G is the complete graph ("best connected"), and
equality p = n(n — 1) if and only if G is the empty graph
consisting of n isolated nodes ("poorest connected"). Thus, it
also captures the overall connectivity of a graph, with a lower
value corresponding to better connectivity.

Forest index ideally capture three desirable properties. First,
forest index reflects the global connectivity and communica-
bility in the network through alternative paths, which closely
relate to robustness. It combines the robustness with network
topology, graph spectra, and dynamical properties. Second,
forest index is able to capture the variation of robustness
sensitively even for disconnected networks where network
criticality and algebraic connectivity fail to. Finally, forest
index shows strict monotonicity respect to the addition/dele-
tion of edges [22], [23], which agrees with intuition while
algebraic connectivity does not show such monotonicity. These
desirable properties motivate us to consider index as a reliable
robustness metric.

V. PROBLEM FORMULATION

Given an undirected weighted network G = (V, E,w),
one could make attacks on the network by deleting a set
of essential edges in S, with the goal of breaking down the
network to the greatest extent. As a result of the attack, the
forest distance between any pair of vertices will increase and
the same holds for the forest index, as we will show later. Then
the following problem arises naturally: how to optimally select
and delete a subset S of F subject to a cardinality constraint,
so that the forest index of the resultant graph is maximized.

In order to tackle this problem, we first propose a centrality
measure, forest edge group centrality (FEGC), to capture how
the forest index changes under the deletion of a group of
edges from the network. Then, based on FEGC, we propose
an optimization problem serving as a guideline for selecting
k most important edges.

A. Forest Edge Group Centrality

We start with establishing the notion of forest edge group
centrality (FEGC). In our subsequent analysis, we will use
the following notation to improve readability. We use G — S
to denote the resulting graph obtained by deleting the edges in
S from E, ie., G — S = (V, E\S,w), where w : E\S — R
is the new weight function.

Definition 7 (Forest Edge Group Centrality). Let G =
(V, E,w) be an undirected weighted graph and S be a subset
of edge set E. Then, the forest edge group centrality C(S) for
an edge group S is defined as the increase of the forest index
of the graph G when all edges in S are deleted from E, that
is,

C(S) = p(G = 5) = p(9), 3
where p(G — S) is forest index of the resultant graph G — S.

For notational simplicity, we use C(e) and G — e, respec-
tively, to denote C'({e}) and G — {e} hereafter. In the case
that S only consists of a single edge e, C(e) is in fact a
metric characterizing the importance of edge e. It should be

€1 €2

) )
J o o

Fig. 1. A disturbed ring graph. It is obtained by adding an edge ez to a
9-node ring.

noted that C'(e) not only applies to disconnected graph but also
has a better discriminating power than other edge importance
metrics for connected graph, as the following example shows.
Example. Consider two edges e; and ey in the disturbed
ring graph in Figure [Il By intuition, e; plays an more im-
portant role than es for the following arguments: The shortest
path length between ¢ and j will increase by 12 if we delete e;.
On the contrary, the length of shortest paths between any node
pairs will increase by at most 1 as for removing e,. However,
betweenness centrality fails to distinguish the importance of
these two edges, since their betweenness centrality are equal
to 16. On the contrary, our proposed centrality verifies that
ey is relatively more important than ey, as C'(e1) = 3.56 and
C'(e2) = 1.73. Such a case agrees with human intuition.

B. Maximizing Forest Edge Group Centrality

Having established the centrality measure of edge group,
it is quite natural we transform the robustness optimization
problem to the problem of maximizing FEGC subject to a car-
dinality constraint. We now give a mathematical formulation
of Problem [Il in a formal way as follows.

Problem 1. Given an undirected weighted graph G =
(V, E,w), an integer k, find a subset S C E with
|S| =k so that C(S) is maximized. That is:

argmax C/(9). “4)

SCE,|S|=k

Such an robustness optimization problem has been the sub-
ject of many recent papers [S7]], [56]]. Solutions to the problem
are essential in many domains such as immunization [48],
critical infrastructure construction [31]], social collaboration
mining [20], bioinformatics analysis [21l], [37]], intelligent
transportation system design [11]. For example, how can
we maximally break down an adversary network such as a
terrorist network by cutting out some of its most important
communication channels? How can we effectively contain the
spread of a disease by removing some crucial links in the
contagion network? Compared with designing a new topology
from the scratch, the operation of deleting edges such as
cutting down airlines, hyperlinks, communication channels
or social links is a cheap and viable manner to improve or
enhance certain desired metrics of a network.

While our paper concentrates on decreasing the robustness
of a network, it is worth mentioning that our techniques may
also help fortify the robustness of the network. In infrastructure



networks such as power grids and transportation systems,
the full functioning of the systems is strongly dependent
on the connectivity of the underlying networks [31]. Our
approach could help the maintenance team to identify critical
facilities and transmission lines whose failure would sabotage
the connectivity of the entire network, so that precaution
and protection measures can be implemented proactively [10],
[S6].

VI. PROBLEM CHARACTERIZATION AND A NAIVE GREEDY
APPROACH

In this section, we first study the characterization of Prob-
lem [Il Then, we provide a bounded approximation greedy
algorithm.

We start with clarifying the theoretic challenges of Prob-
lem [II The main computation obstacle for the Problem [
involves two dimensions. On one hand, searching for the
best edge subset delivering the maximum of the objective is
inherently a combinatorial problem, which is computationally
infeasible to solve in a naive brute-force manner. On the other
hand, assessing the impact of a given subset of edges upon the
objective involves cubic-time matrix inversion. To be specific,
for each candidate edge set S coming from (‘f ‘) possible
subsets, we need to calculate the forest index of the resultant
graph, leading to an exponential complexity O((If I) . n3).

A. Monotonicity and Non-Submodularity

To tackle the exponential complexity, we resort to greedy
heuristics. Firstly, we find that the objective function is mono-
tone respect to the edge set 7. However, we observe that,
different from the case in other standard optimization settings,
neither submodularity nor supermodularity holds for our ob-
jective function. We present above results by the following
two propositions.

Proposition 1 (Monotonicity). C(S) is a monotonically in-
creasing function for the edge set S. In other words, for any
subsets S CT C FE, one has C(S) < C(T).

In order to explore the properties of objective funtion, we
need to understand how the deletion of a single edge e changes
the forest index of the network. To be specific, the variation
of the forest index under the perturbation of a single edge can
be expressed by the following lemma.

Lemma 1. For a candidate edge e € E connecting node u
and v with vector b, = e, — e,, one obtains

NWe

Cle) b, Q%b, > 0. (5)

B 1- We Pe

Proof. The deletion of an edge could be viewed as a rank-
1 correction of the Laplacian L. That is, if we perturb the
network by removing an edge e with weight w,, we obtain the
Laplacian L — webeb;r. The Sherman-Morrison formula [70]
for the matrix-inverse leads to:

weQb.b,. N

—1
(I+L—webebj) = (T4 D)7 e
— We e e

Fig. 2. An undirected graph to show the non-submodularity of C'(S).

Following the definitions of C(e) in Eq. (3), we can immedi-
ately obtain

Cle) = p(G —e) = p(9)

Qbbb Q2
=nTr Q—i—wi.l_e —nTr (Q)
1—w.b, Qb
. b Q2b,
— LTTT (QbebZQ) _ NWeDe 3% Be
1 —’U}ebe Qbe l_wepe

which completes the proof. O

Notice that the forest matrix €2 is positive definite, and so
is Q2. Thus, it follows that b;rQQbe > (. On the other hand,
pe < 1/we. Hence, C(e) > 0, which implies the monotonicity
of C(S). We then show that C'(.S) is not submodular.

Proposition 2 (Non-Submodularity). There exists an undi-
rected weighted graph G = (V, E,w) such that the objective
Sunction C(S) defined on E is not a submodular function of
S.

To show the non-submodularity of the function concerned,
consider the graph G shown in Figure [2] with Laplacian

3 -1 -1 -1
-1 2 -1 0
L= -1 -1 2 0
-1 0 0 1

To note non-submodularity, set S =0, T = {e2} and u = e;.
Then, we have

C(S+u)—C(S)=22<22381=C(T+u)—C(T),

which violates the requirement of submodularity. Thus, our
objective function in Problem [1] is non-submodular.

Greedy strategy has achieved the empirical success on a
significantly larger class of non-submodular functions [68].
Despite the fact that our objective C(S) is not submodular,
the greedy approach can still act as a proper manner to solve
Problem [I] with provable guarantee. We will detail the outline
and bounded guarantee of the greedy approach in the next two
subsections.

B. Naive Greedy Approach

Exploiting the performance guarantee in Theorem ] for non-
submodular functions, we propose a simple greedy approach,
denoted as Greedy. The general approach is as follows. We
first assess each candidate edge e with respect to its edge
centrality C'(e), and then iteratively select the most promising
edge for deletion until budget is reached.



The greedy approach starts with the result edge set S being
equal to the empty set. Then k& edges are iteratively selected
to the edge set from set E'\ S. At each iteration of the greedy
algorithm, the edge e in candidate set is chosen that gives the
highest centrality score C(e). The algorithm terminates until k
edges are selected to be added to S. A naive greedy algorithm
takes time O(kmn?), which is computationally difficult when
employed on large networks. To alleviate computation burden,
we resort to matrix perturbation theory. As shown in the proof
of Lemma[Il with (I + L)~! already computed, we can view
the deletion of a single edge e as a rank-1 update to the original
matrix (I + L)™', which can be obtained with a run-time of
O(n?) by using Sherman-Morrison formula [70], instead of
inverting the matrix again in O(n?) in each loop.

The above analysis leads to a greedy algorithm
Greedy(G, k), which is outlined in Algorithm To
begin with, this algorithm requires O(n?) time to compute
the inverse of I + L, and then it performs in k rounds, with
each round mainly including two steps: computing C(e) for
each e € E\ S (Line 4) in O(mn?) time, and updating
(I + L)~* (Line 8) in O(n?) time. Thus, the total running
time of Algorithm [l is O(n® + kmn?), much faster than the
brute-force manner.

Algorithm 1: Greedy(G, k)

Input : An undirected graph G; an integer k < |F|
Output : A subset of S C E and |S| =k

1 Initialize solution S = ()

2 Compute (I + L)~!

3fori=11t kdo

4 Compute C(e) for each e € E'\ S

5 Select e; s.t. e; « argmax,c g\ sC(e)

6 | Update solution S + SU {e;}

7 Update the graph G < G —¢;

8 | Update (I+ L)™'+ (I+L)! %
9 end )

10 return S

C. Bounded Approximation Guarantee

In this subsection, we analyze the proposed greedy approach
in terms of the bounded approximation guarantee. According
to Theorem [l the performance of the greedy algorithm for
non-submodular function can be evaluated by its submodular-
ity ratio v and curvature «. Here, we derive the bounds for
these two quantities of Problem [I] as stated in the following
lemma.

Lemma 2. The submodularity ratio +y of set function C(S) =

p(G —S) — p(G) is bounded by
1 2

1>yv> | ———++ ) 6
7—<1+An_1(13)> ©

and its curvature « is bounded by

1 2

0<a<l—|——+—1, 7
“= (1+)\n1(L)) @

where \,_1(L) is the largest eigenvalue of Laplacian matrix
L.

Proof. Let .S and T be two arbitrary subsets of F. To begin
with, we provide a lower and upper bound for the marginal
benefit function O7(S) = C(SUT) — C(S), respectively. We
use {)g to denote the forest matrix of the resultant graph G—S.
On the one hand,

Or(S) =C(SUT)—C(5)
= n(Tr (Q2sur) — Tr (Q2s))
n—1 1 1
= ”; 1+ N(Lsor) 1+ N(Ls)
i Ls) — Xi(Lsur)
2n 2 1+ )\n 1 Ls)) (1 + An—1(Lsur))
. Tr(Ls) — Tr (Lsur)
(1 4+ An=1(Ls)) (1 + A1 (Lsur))
203 e\ 5 We

T U+ A1 (L9) (L + A1 (Lsur)
On the other hand,

_nz

Ls) — \i(Lsur)
1+ )\n 1 Ls)) (1 + An—1(Lsur))
<n Tr (Ls) — Tr (Lsur)
(14 Xi(Ls)) (14 Ai(Lsur))
. MY e We
(T4 X (Ls)) (1 + M (Lsur))”

Combining the above two bounds together, we derive the
lower bound of the submodular ratio v

ZeET\S ©.(9) 2nwe
Or(S) - 66;3 (I+An—1(Ls)) 1+ An—1(Lsur)) 8
(1+ M1 (Ls) (1 + M (Lsur)) 1 ’
203 e s We 2 <1 —|—)\n71(L)) 7

which yields (&).
In a similar way, we derive an upper bound of the curvature
a. Let j be any candidate edge in S\T. Then, we have

@J(S\j U T) 2nw; %
@J‘ (S\j) - ()‘nfl(LS\juT)) ()\n—l(LSuT))
(14+M(Lsy)) 1+ Mi(Ls)) 1 ?
2nw; 2 (1 + )\nfl(L)> ’

which combining with the curvature definition in (2) com-
pletes the proof of (7). O
Lemma[2] together with the approximation guarantee stated
in Theorem [1l leads to a performance analysis for the greedy
algorithm. It is worth mentioning that in practice the greedy
approach has been shown to perform often very close to the
optimal solutions.

VIIL.

While computation time of Algorithm [1| is significantly
reduced compared with the naive algorithm, it is still com-
putationally difficult for large networks with millions of
nodes. Specifically, as can be seen from Eq. (@), it remains
questionable how to efficiently compute C'(e), which requires
computing the inverse of matrix I + L. To address this issue,

NEARLY-LINEAR TIME APPROXIMATION ALGORITHM



we first present C(e) in form of ¢5 norm of vectors, which
enables us to greatly facilitate the evaluation of C(e) by
several integrated strategies without needing matrix inversion.
Then, we propose an efficient approximation algorithm to
solve the problem in time O(kme~2) where the O(-) notation
suppresses the poly(logn) factors. We below provide its
mathematical framework, which leads to an e-approximation
estimator of C'(e), and then present the outline of FastGreedy
algorithm.

A. Mathematical Framework

For Algorithm[I] the main difficulty lies in calculating C'(e)
for each candidate edge e. According to Eq. (@), to evaluate

C(e), we need to estimate two terms Tr (Qbebzﬂ) and

beTQb6 in the numerator and denominator, respectively. In
order to facilitate our analysis, we explicitly represent the
concerned quantities in {5 norm of vectors. Note that the forest
distance p. between two end nodes of the deleted edge e can
be written in an Euclidean norm as

pe =blQb. = b QI + L)Qb. = b QI + B' WB)Qb.
=|Qb|* + | W2 BQb|.

The term Tr (QbebZQ) can be also recast as
Tr (Qbebjn) —b Q%b, = ||Q2b.|2.

In this way, the estimation of each part of C'(e) has been
reduced to the calculation of the ¢, norms ||Q2b.||?> and
| W/2BQb,||? of vectors in R™ and R™. To alleviate the
high computational cost of exactly computing these two {5
norms, we exploit the JL lemma [71], [72] to reduce the
dimensions. JL lemma states that if we project a set of vectors
v1,va, - ,v, € R? (like the columns of matrix Q) onto
a low p-dimensional subspace spanned by the columns of
a random matrix R,.4 with entries j:l/\/ﬁ , where p >
241ogn/ €2 for given ¢, then the distances between the vectors
in the set are nearly preserved with tolerance 1 =+ €, but the
computational cost could be significantly reduced. Formally,
given a random matrix R and a vector set v,

(1= )llvi —v;|* < [|Rvi — Ro [ < (1 + o)][vi — ;]

holds with probability at least 1 — 1/n.
Let Q,,, and Py, be two random +1/,/p matrices

where p = [24logn/(55)?]. Following the JL lemma,

6/1

IW2BQb.|* % | QW2 BQb. | and|Qb.|* K || PQb. |

hold for every edge e with probability at least 1 — 1/n.
However, direct computation of the above /5 norms remains
challenging since it involves matrix inversion, leading to a run-
time of O(n?). Here, instead of computing this inverse directly,
we resort to a nearly-linear time estimator [73] to solve some
linear equations. Recalling that Q = (I + L)~ *, the product
PQ is thus a solution to the linear system X (I + L) = P.
For a matrix X, we use X, to denote its i-th row vector.
Then, we turn to solve a linear system of only p = O(logn)
equations (I + L)X; = P;, instead of n systems that are
required for computing (I + L)~!. Thanks to the fact that

I+ L is a symmetric, diagonally-dominant M-matrix (SDDM),
the solution of each linear system could be obtained efficiently
by the SDDM linear system estimator [73]], which relies on
the approach of preconditioned conjugate gradients to give
the unique solution X; = (I + L)~!P;. Formally, given an
SDDM matrix S,,x, with m nonzero entries, a vector b €
R™, and an error parameter 6 > 0, the SDDM linear system
estimator returns a vector y = Estimator(S, b, §), satisfying
®)
with probability at least 1 — 1/n, where [|y||s e SyTSy.
The estimator runs in expected time O(m).

We below utilize the estimator in (8), to provide an approx-
imations to the term || W/2BQb.||2 in @B). Specifically, we
establish this estimator, which 1mp11es for any small € > 0,
we could choose § properly so that the approximation error
can be bounded by e with probability at least 1 — 1/n. To
proceed, let X = QWY?B, X = W'?BQ, X' = QX,
let X; = Estimator(I + L, X ;,01), and choose ¢; such that

ly = S7"blls < 0I5~ b|ls

< €Wmin 2(1 - 6/12)wmin
T 64wmaxn(n + 1)1/(1 + €/12) (nWmax + 1)1

®

We then show the constructed estimator || X b, ||? achieves an
(¢/3)-approximation to the term | W/2BQb, |2 as stated in
the following lemma.

Lemma 3. For any parameter € € (0,1), suppose that

€ —
(1——)I\X6ull2<|\X6 1< 1+ DX eu]?
holds for any node w € V' and that
[ [
1— =) Xbe® < | X be? < (1+ —=)|[ X b
(1= b < IX Bl < (1+ )| Kb |

holds for any pair of edge e in E. Then, the following relation
holds:

e

W 2BQb.|* = | Xbe|® % || X be|*.

Proof. We observe that

(X — X")b]| < 21X - X'||r

=2 ZHX X||2<J X = X7,
<2, (831X, € 200V FTIX e
=1
<251\/WJ S+ S)lXed?
=1

n
<261 VNWmax + 14/1 + % Z e/ Qe;
i=1

<261V nWmax + 1 \/_7

where (a) and (b) follow from the triangle inequality. The
inequality (c) holds since I < I + L, and (d) holds because
L < (nwpmax + 1) 1.



On the other hand, we derive a lower bound of || X'b.]|?
as:

€ R
1Xbel* > (1 = )l X be|?

€ Wmin

€ \pT 2
=(1-—=)b_ QLY. > (1 — —)————F———1| b,
( 12) ¢ > ( 12)wfnaxn2(n—|—1)2” I
€ Wmin
—2(1- S)— Wmin
( 12)wr2naxn2(n—|— 1)2

Combining the above-obtained results, we further obtain

1% bl — 11X b |
IX7b.]
<251wmax\/ﬁn(n + 1)v/(1 + €/12) (nwmax + 1) o€
- 2Wmin(1 — €/12) - 32

It thus follows that
[1X b2~ 1 X b ]
|1 % bl — XD

< [I X b + 11X b

€ € €
<=2+ )X b < = | X b
< S+ DX b < SIX bl
With the initial condition of the lemma, one gets || X b,||? &
|| X b.||?, which completes the proof. O

The analysis on the term ||P$2b.||? can be conducted in
a similar way as what follows. Let ¥ = P, Y = € and
Y' = PY. Let Y; = Estimator(I + L, Y ;,0,) with

5 < €v/2(1 — €/12)Wmin
* = 32(nwmax + D/ + €/12) (t0max + 1)

Then, the following lemma provides an efficient approxima-
tion to ||2b.[|%.

(10)

Lemma 4. For any parameter ¢ € (0, %) suppose

€
1— —
( 12

for any node w € V and

- € J—
Y eu]” <[[Y"eu] < (1+ ) Vel

€ —_ € —
1— ) Yb]* < || Y'be| < (1+ =) Yb|?
(1= ST < Vb < (1+ ) V|
for any pair of nodes u and v connecting an edge ¢ in E.
Then, the following relation holds:

190,12 = [V b|? % || Y b (11)

Based on the results obtained in Lemmas [3] and Leglmas Z1k
we are able to approximate the forest distance p by || X be||*+
| Y b.|? satisfying

Qe

pe = | Xbe|* + 1| Y be|.

B. Nearly-Linear Time Algorithm

The above-obtained results considerably provide a provable
approximation guarantee to each part of C(e). Now we are
ready to propose an algorithm ApproxC to approximate C'(e)
for every edge e in the candidate set E. The outline of
algorithm ApproxC is shown in Algorithm[2] with performance
given by the following theorem.

Theorem 2. For ¢ € (0,1), the value C(e) returned by

ApproxC satisfies
Cle) & C(e). (12)

with probability almost 1 — 1/n.

Algorithm 2: ApproxC(G, ¢)

Input  : An undirected graph G; a real number € € (0, 1)
Output : {(e,C(e)le € E}

Set 81, d2 according to Lemmas 3] and (]
p+ [24logn/(5)?]

Generate random Gaussian matrices Ppxn, @
Compute QB by sparse matrix multiplication
for : =1 to p do

X, « Estimator(I + L, X ;,01)

Y « Estimator(I + L, Y ;,d2)

pPXm

end
for each e € S do

‘ compute C(e) =
end A
return {(e,C(e)le € E}

NI L 7 NS S

nwe || Ybe >
1—we ([ Xbe |2+ Ybe|?)

[
<

-
N =

Finally, the complete methodology FastGreedy(G,k, ¢€) to
solve Problem [T] is given in Algorithm [l The idea is still
to greedily select one "best" edge in each round. Yet, we
exploit ApproxC to obtain the approximation of C (e) instead
of directly computing C(e) in each round, which only takes
time O(me~2). We then iteratively select the edge with the
highest centrality score C’(e) and update the solution set S
and graph G. Thus, the time complexity of Algorithm [3] is
O(mke=2).

Algorithm 3: FastGreedy(G, k, ¢)
Input

: An undirected graph G; an integer k < |E|;
a real number 0 < e < 1/2
Output : S: a subset of E and |S| =k
1 Initialize solution S = ()
2 fori=11to k do

3 {e,C(e)le € E\ S} « ApproxC(G, €)
4 Select e; s.t. e; +— arg maxeeE\SC’(e)
5 Update solution S + S U {e;}

6 Update the graph G +— G —¢;

7 end

8 return S

VIII. EXPERIMENTS EVALUATION

In this section, we present numerical results to evaluate
the performance and scalability of our two algorithms Greedy
and FastGreedy. For this purpose, we design and conduct
extensive experiments on real-world networks of various types
and scales to validate the effectiveness and efficiency of our
algorithms in a myriad of high-impact applications.
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TABLE Il
RUNNING TIME (SECONDS, §) AND RELATIVE ERROR (X 107~2) OF Greedy AND FastGreedy FOR MAXMIZING FOREST INDEX WITH k = 50 AND VARIOUS €.

Running time (s) for Greedy and FastGreedy Relative error (x 10~ 2)

Network n m
Greedy e=0.3 e=0.2 e=0.1 e=0.3 e=0.2 e=20.1

EmailUniv 1133 5451 3.56 6.21 13.79 64.24 1.68 1.36 1.34
Erdos992 5094 7515 195.26 56.67 127.27 541.72 9.63 8.16 4.12
Bespwrl0 5300 8271 219.42 88.99 203.57 770.53 3.20 3.31 1.84
Reality 6809 7680 445.93 59.45 135.52 528.91 0.19 0.20 0.20
PagesGovernment 7057 89429 492.36 660.62 1477.58 5876.43 2.27 1.60 1.17
Dmela 7393 25569 559.98 221.56 494.50 1967.26 4.67 3.74 2.28
HepPh 11204 117619 1849.59 933.56 2102.74 8303.21 2.99 2.80 2.00
Anybeat 12645 49132 2678.16 430.35 971.64 3904.42 5.23 4.27 3.72
PagesCompany 14113 52126 3665.19 541.76 1197.31 4778.98 5.61 5.11 3.24
AstroPh 17903 196972 7344.40 1716.95 3852.60 15367.60 2.92 3.34 2.12
CondMat 21363 91286  12470.50 929.77 2093.50 8280.84 5.54 5.49 2.20
Gplus 23628 39194  16611.82 368.33 829.80 3281.90 4.19 4.00 2.98
Doubanx* 154908 327162 — 968.77 2162.07 8533.24 — — —
Gowallax 196591 950327 — 2993.00 6601.74 26197.87 — — —
GooglePlus* 211187 1141650 — 3933.51 8621.27 34279.85 — — —
Citeseers 227320 814134 — 2620.55 5900.50 23530.06 — — —
MathSciNets 332689 820644 — 3277.76 7260.85 28696.81 — — —
TwitterFollows 404719 713319 — 2355.78 5177.25 20646.97 — — —
YoutubeSnaps 1134890 2987624 — 13723.63  30466.71 120837.71 — — —
Lastfms 1191805 4519330 — 20829.48  46099.36  184029.38 — — —
Flixsterx 2523386 7918801 — 35293.35  78904.72  317482.33 — — —

A. Experiment Setup

Datasets. The studied realistic networks are representatively
selected from various domains, including Criminal organi-
zations (Crime-moreno), Epidemic contagion networks (Bio-
diseasome), Biological networks (Bio-celegans), Social net-
work (Douban, TwitterFollows) and Infrastructure networks
(Inf-euroroad) and so on. The removal of edges may corre-
spond to cutting down airlines, hyperlinks, communication
channels or social links in the above-mentioned domains. The
networks are publicly available in the KONECT [74] and
SNAP [75]. For each network, we implement our experiments
on its largest components. Table [l shows the relevant charac-
teristics of all networks.

Machine and implementation. All algorithms in our exper-
iments are implemented in Julia using a single thread. In our
algorithms, we resort to the linear estimator Estimator [[76]], the
Julia implementation of which is available on the websitd]. All
experiments are conducted on a machine equipped with 32G
RAM and 4.2 GHz Intel i7-7700 CPU. The error parameter
is set to € = 0.3 for the approximation algorithm FastGreedy.
Note that one can adjust € to achieve a balance between effec-
tiveness and efficiency, where a smaller value of € corresponds
to better effectiveness but relatively poor efficiency.

Edge attack methods. The sets of k£ edges are selected
following eight different strategies: Optimum, Random, Be-
tweenness, DegProduct, DegSum, FastGreedy, TopFEGC and
SpGreedy. Note that there is no state of the art, as no existing
methods can solve our optimization problem, thus we turn to
heuristic methods. Optimum selects edge set |T'| = k with max-
imum C(S) by brute-force search. Random iteratively selects
k edges at random. FastGreedy iteratively selects k edges with
maximum C(e) returned by algorithm FastGreedy. Greedy
selects k edges with maximum C'(e) returned by algorithm

Uhttps://github. com/danspielman/Laplacians. jl

Greedy. We also consider three classical edge-centrality-based
attack strategies for our experiments. Betweenness, DegProd-
uct and DegSum iteratively select k edges with the highest
betweenness [[77]], the largest product of degrees of end-points,
and the largest sum of degrees of end-points, respectively, in a
greedy fashion. Top FEGC selects the top-k FEGC in one shot
(not in a greedy fashion). The objective of the comparison
between TopFEGC and FastGreedy is to verify the need of
an iterative greedy method.

Evaluation metrics. The performance of all above-
mentioned methods is evaluated with respect to the increased
forest index Ap(G) they achieve for the selected edge set. The
larger Ap(G) a method achieves, the more effective it is.

B. Effectiveness Comparison

We start with evaluating the effectiveness of proposed algo-
rithms, by comparing them with both the optimum solutions
Optimum and random scheme Random. To this end, we execute
experiments on four small realistic networks: Tribes with 16
nodes and 58 edges, Southernwomen with 18 nodes and 64
edges, Karate with 34 nodes and 78 edges and Dolphins with
62 nodes and 159 edges. Note that these networks are relatively
small, we are thus able to obtain the optimal set of edges. For
each case, we attack the network by removing k =1,2,...,6
edges. Figure [3] shows how the forest index is affected by
the deletion of an incrementally larger set of edges. Each
curve in the plot illustrates the gain by a different algorithm.
We can draw the following observations. On one hand, the
values returned by our two greedy algorithms and the optimum
solution are almost the same so that the three curves are
overlapped, demonstrating that our greedy algorithms perform
much better than the theoretical guarantee. On the other hand,
both of our algorithms perform significantly better than the
random scheme.
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In order to further show the effectiveness of our algo-
rithms, we proceed to compare the results of our methods
against the baseline schemes on eight relatively larger real-
world networks: EmailUniv with 1133 nodes and 5451 edges,
GridWorm with 3507 nodes and 6531 edges, GrQc with 4158
nodes and 13422 edges, WikiElec with 7118 nodes and 100753
edges, Crime-moreno with 829 nodes and 1476 edges, Bio-
diseasome with 516 nodes and 1188 edges, Bio-celegans with
453 nodes and 2025 edges, and Inf-euroroad with 1417 nodes
and 1174 edges. These networks are too large to get the
optimal solutions by brute-force search. For each network,
the performance of different methods for increasing value
of k are displayed in Figure M and Figure The results
for these networks are impressive; we can see that, firstly,
Greedy achieves the best performance as expected, and the
proposed FastGreedy is very close to the Greedy method.
Secondly, Greedy and FastGreedy consistently outperform all
five baselines and competitors, especially after the deletion
of a few edges, as our two algorithms obtain much larger
gain with fewer deletion, i.e., the forest index increases
faster requiring less edge modifications. In addition, though
TopFEGC performs close to FastGreedy for small values of
k, the difference between TopFEGC and FastGreedy grows
larger when k increases. Finally, Betweenness, DegProduct
and DegSum grow flat after a certain number of edge deletion.

C. Efficiency Comparison

Although both our greedy algorithms Greedy and
FastGreedy achieve remarkable performance in effectiveness,
we will show that FastGreedy runs much faster than Greedy.
To this end, we compare the efficiency of the two greedy
algorithms on a lager set of real-world networks. For each
network, we select £ = 50 edges to maximize the forest index
according to Algorithms [[l and Bl In Table [l we provide the
results of running time and the increase of the forest index
Ap(G) returned by our two greedy algorithms. We observe
that for moderate e, FastGreedy is significantly faster than
Greedy, with improvement becomes more significant when
the graphs grow in size. It is worth noting that Greedy is
not applicable to the last ten networks marked with "x" due
to the limitations of time and memory. In comparison with
Greedy, FastGreedy approximately computes Ap(G) within
several hours. Therefore, our algorithm FastGreedy achieves
remarkable improvement in efficiency and is scalable to large
networks with more than 10 nodes.

We proceed to show both algorithms almost yield the same
value on Ap(G). We define 5 and /3 as the increase of the
forest index after deleting edges selected, respectively, by
Greedy and FustGreedy. We use 0 = |3 — (|/8 to denote
relative error between B and 3. The results of relative errors for
different real networks and various parameter € are presented
in Table [l We observe that, for ¢ = 0.1,0.2 and 0.3, these
relative errors are negligible for all tested networks, with
the largest value equal to 5.61%. Thus, the results turns by
FastGreedy are very close to those associated with Greedy,
implying that FastGreedy is both effective and efficient.



IX. CONCLUSION

In this paper, we studied the measure and an optimization
problem for network robustness in graphs, especially discon-
nected graphs. We first proposed to apply the forest index as
a robustness measure for a connected or disconnected graph,
which overcomes the weakness of existing measures. Based
on the forest index, we then formulated a combinatorial opti-
mization problem of attacking k edges to maximally reduce
the network robustness. We showed that the objective function
of the problem is not submodular, although it is monotone. To
solve the problem, we defined a novel centrality C(S) of an
edge set S, based on which we developed two approximation
algorithms by deleting k& edges in a greedy fashion. The
first algorithm has a proved bound of approximation factor
and cubic-time complexity, while the second algorithm is
nearly linear. Finally, we performed extensive experiments in
various real-world networks, which show that our algorithms
outperform several baseline strategies for deleting edges.

We note that our method for determining the theoretical
bounds of the approximation ratio only applies to the case
that the objective function is monotonic. However, in some
application scenarios, the objective function is not monotonic.
As a topic for future research, it is interesting to extend or
modify our method to a non-monotonic objective function.
In addition, our obtained bounds for the approximation ratio
depend on the eigenvalues of graph Laplacian. Another future
work is to establish a constant approximation ratio, which is
independent of network parameters. Finally, it should be men-
tioned that although various edge-centrality based robustness
measures have been compared in terms of their discriminating
power [78], there is no standard answer to the question—which
robustness metric is prior to others, because it depends on
specific applications. However, since the forest index, as a
network robustness measure, can overcome those drawbacks
of existing measures, we believe that it is a promising metric
quantifying the robustness of a graph, especially disconnected
graph.
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