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Abstract—The advancement of biomedical research heav-
ily relies on access to large amounts of medical data. In
the case of histopathology, Whole Slide Images (WSI) and
clinicopathological information are valuable for developing
Artificial Intelligence (AI) algorithms for Digital Pathology
(DP). Transferring medical data ''as open as possible' en-
hances the usability of the data for secondary purposes but
poses a risk to patient privacy. At the same time, existing
regulations push towards keeping medical data "as closed as
necessary'' to avoid re-identification risks. Generally, these
legal regulations require the removal of sensitive data but
do not consider the possibility of data linkage attacks due
to modern image-matching algorithms. In addition, the lack
of standardization in DP makes it harder to establish a
single solution for all formats of WSIs. These challenges raise
problems for bio-informatics researchers in balancing privacy
and progress while developing Al algorithms. This paper
explores the legal regulations and terminologies for medical
data-sharing. We review existing approaches and highlight
challenges from the histopathological perspective. We also
present a data-sharing guideline for histological data to foster
multidisciplinary research and education.

Index Terms—Anonymization. Biomedical Research,
Confidentiality, Data Breaches, Sensitive Data, Whole Slide
Image.

I. INTRODUCTION

In recent years, the adoption of data management
systems and cloud technologies has made the healthcare
industry data-rich. Sharing medical data is essential for
fostering collaboration and accelerating scientific progress
in biomedical research and education. However, biomedical
research has long been hindered by limited access to medi-
cal data. For instance, Digital Pathology (DP) has consider-
able potential, where Artificial Intelligence (AI) algorithms
may help pathologists save considerable amounts of time,
make more precise diagnoses, and provide secondary opin-
ions [1]. Also, for education, pathologists can benefit from
understanding broad patterns of clinical conditions and rare
diseases by pooling large amounts of data from different

institutions worldwide. These large datasets are also advan-
tageous in developing more robust Al algorithms [1], [2]].
Developing Al algorithms for diagnosis and treatment also
requires a computational infrastructure, which is usually
unavailable at healthcare institutions, making it necessary to
transport medical data outside the premises [2], [3]]. Besides
the challenges in preparing large datasets, sharing data in
interdisciplinary research raises privacy concerns. Although
several regional and local regulations provide a general
framework for de-identifying sensitive information [4], they
compromise the vast usability of medical data for different
scenarios, such as epidemiology, prognosis follow-ups, etc.

Improper data sharing may lead to severe repercussions
for organizations, such as damage to reputation and hefty
fines. Various incidents of inadvertent data exposure and
compliance failure have occurred in the past, such as a
UK-based telecom company, TalkTalk, which faced a data
breach due to a database injection attack exposing the
personal information of 157,000 customers and facing a fine
of £0.4 million [5]. Similarly, Anthem, one of the largest
healthcare insurance companies, failed to comply with local
regulations in protecting the health data of nearly 79 million
people and received a penalty of $16 million [6]. In 2017,
the University of Rochester Medical Center (URMC) in
New York faced a data breach from unencrypted flash drives
containing information of 3,400 active patients [7]]. Their
failure to place adequate protection measures caused the
imposition of a $3 million fine. Among all incidents of data
breaches reported between 2005 and 2019, the healthcare
industry faced the highest number of breaches [8]. There-
fore, it has become essential for medical data custodians
to implement robust security measures and fully comply
with regulations for protecting sensitive information before
sharing it for multidisciplinary research.

De-identifying medical data may mitigate the risk of
drastic consequences such as data breaches, insider threats,
ransomware attacks, and other security issues [9]]. Despite
de-identification, technological advancements pose non-
trivial challenges, such as the risk of re-identifying patients,


https://orcid.org/0000-0002-8115-0558
https://orcid.org/0000-0002-8970-0067

possibly in combination with other available databases [[10],
[11]]. In the case of histopathology, Whole Slide Images
(WSIs) without metadata may still lead to identity dis-
closure attacks through image-matching algorithms [12]].
With relatively little computational effort, modern image-
matching algorithms can extract features from the tissue
in the original WSI and identify the hospital or lab based
on specific staining and possibly by combining information
about the hospital with the uniqueness of the disease. These
data linkage attacks make it hard to balance privacy and
progress by keeping data as open as possible for authorized
use and as close as necessary for unauthorized use.

Existing anonymization frameworks [13], [14)], [15]
(discussed later in section and FAIR (Findable, Ac-
cessible, Interoperable, and Reusable) principles [16] are
multifaceted and do not provide a straightforward solution
for DP. It is also due to the fact that the DP domain
itself lacks standardization in digitization and practices for
maintaining clinical information, and WSIs with different
data formats have a different structure for stored metadata.
Thus, a single solution is not applicable to histopathological
data from different sources. Moreover, confusion arises
from the widespread usage of different terminologies like
encryption/coding, anonymous, pseudonymization, and de-
identified data for privacy-preserving purposes. In this
article, we will explain legal regulations and these ter-
minologies and definitions under legal frameworks. This
paper reviews existing approaches and challenges in their
adoption in histopathology. We also provide guidelines and
ethical considerations for exchanging histopathological data
for research and future directions for facilitating cloud-
based DP services.

II. REGULATIONS FOR MEDICAL DATA SHARING

Medical data exchange must comply with local, na-
tional, and international laws, which provide a minimal
framework to facilitate the usage of medical data for
secondary purposes. In order to build an infrastructure for
sharing medical data, it is important to understand the legal
and regulatory aspects.

A. Legal and Regulatory Aspects

Though data protection rules and jurisdiction differ
from country to country, they all share the similar goal of
protecting patients’ confidentiality and privacy. Europe and
the United States (U.S.) have different laws defining "iden-
tifiable" and "non-identifiable" medical data. However, the
definitions do not consider recent technological advance-
ments. These regulations only provide minimal safeguards
to establish a secure environment that will ensure legal
certainty.

In the U.S., the Health Insurance Portability and Ac-
countability Act (HIPAA) of 1996 regulates the use of pro-
tected health information [17]]. HIPAA requires businesses

and the healthcare industry to avoid disclosing health data
without patients’ consent. HIPAA only applies to healthcare
providers and data hosting companies in the U.S., which
means that patients’ personal data may not be adequately
protected when shared with organizations outside of the
U.S. In the European Union (E.U.), the General Data
Protection Regulation (GDPR) regulates the handling of
sensitive personal data and defines provisions for medical
information [18]]. The GDPR sets the legal bar for the
minimal requirements for all E.U. countries on how to
exchange medical data. GDPR applies to all organizations
that process the personal data of E.U. residents, regardless
of where the organization is located. HIPAA and GDPR
are complex, leading to confusion and unintentional com-
pliance issues.

GDPR is lenient compared to HIPAA and imposes small
fines to encourage hospitals to protect patient information
instead of bankrupting them. Under GDPR, the data subject
owns the data, while under HIPAA, the covered entity
owns the data. Both regulations give the right to patients to
amend, inspect, or restrict the use of their data [19]]. These
regulations mandate that healthcare institutions have robust
security measures and data management policies, making
it hard for hospitals to share medical data for multidisci-
plinary research and ultimately affecting the innovation of
Al-based healthcare technologies.

B. Understanding Terminologies under Regulations

Encryption, de-identification, pseudonymization, and
anonymization techniques are all used to protect sensitive
data. While some of them are often confused with each
other, they hold key differences under legal regulations.
These privacy-preserving measures are applied to all iden-
tifiers in the datasets, which can be broadly divided into
two categories: direct identifiers and quasi-identifiers [20].
Direct identifiers are attributes, such as names, email ad-
dresses, phone numbers, and social insurance numbers, that
enable direct identification of individuals. In contrast, quasi-
identifiers are characteristics that can be used to indirectly
infer someone’s identity and include ethnicity, date of birth,
date of death, date of a visit to a clinic, and the postal code
of the address. Protecting both the direct identifiers and the
quasi-identifiers is, therefore, crucial.

« Encryption methods hide information in identifiers
using cryptography to avoid unauthorized access [21]].
Data encryption is usually applied when storing data
in a database, and protection is lost when the data
is decrypted. By design, encryption is considered an
appropriate security measure for privacy.

« Pseudonymization is the process of replacing direct
identifiers with pseudonyms. Encryption is sometimes
used to create pseudonyms from patient identifiers.
These pseudonyms can only be linked to specific
individuals by authorized entities (via a key).



« Data de-identification refers to removing all direct and
quasi-identifiers from personal data. De-identification
aims to make it difficult to re-identify individuals. The
term de-identification is often interchangeably used for
anonymization in the US but carries subtle differences
under GDPR [22]], [23]].

« Anonymization, on the other hand, involves trans-
forming the data in such a way that the identity of
individuals cannot be determined (only identifiable by
disproportionate effort and time). Anonymization is
considered irreversible and more secure than simpler
de-identification.

Pseudonymization and anonymization are two popu-
lar strategies employed when data leaves the institution’s
premises. Both HIPAA and GDPR differ in their approach
to the terms anonymization and pseudonymization. HIPAA
uses the term "de-identification” rather than anonymization
or pseudonymization, where de-identification is not the
same as anonymization in GDPR, as de-identified data
may still contain some indirect information [22]]. More-
over, GDPR does not recognize de-identified data as a
separate category. GDPR mentions pseudonymization as
a core technique for data protection and anonymization
as a privacy-enhancing technique [19]. Pseudonymized
data can be shared, provided that the correct data fields
are pseudonymized. Anonymized data, as opposed to
pseudonymized data, is no longer designated personal
information by the GDPR and is not further subject to
data protection legislation. Though anonymization offers
enhanced security over pseudonymization, it reduces the
utility of medical data. In short, pseudonymization is a more
flexible technique that allows data linkage from different
sources. At the same time, anonymization is a more secure
technique but, unfortunately, limits the usefulness of the
data for research purposes.

III. PRIVACY-PRESERVING FRAMEWORKS

Data is a valuable resource in this age of information ex-
plosion, but resources like medical data are often at a higher
risk of privacy leakage. Several methods (see review [4])
have attempted to re-identify patient information from
public datasets, while others (see review [24]) have added
layers of security to prohibit data linkage. Unsurprisingly,
the development of privacy-preserving frameworks has
been an emerging research topic with substantial literature.
These frameworks can be broadly categorized as traditional
anonymization, cryptographic, and distributed computation
techniques.

Traditional anonymization can be further grouped into
simpler anonymization and advanced anonymization tech-
niques. Simpler anonymization techniques alter or remove
explicit identifiers to reduce the risk of unintended dis-
closure. Some popular techniques in this group are gen-

eralization, suppression, and perturbation [13]], [24]. Gen-
eralization refers to replacing specific values with broader
categories to prevent individual identification. For example,
instead of reporting an exact age, age ranges can be used.
Suppression involves removing certain variables or data
points entirely from the dataset. Perturbation entails adding
random noise or slightly altering values to protect privacy
while preserving statistical properties. The second group,
advanced anonymization techniques, is more sophisticated
and aims to reduce disclosure risks by grouping quasi-
identifiers in such a way that they remain indistinguishable.
K-anonymity is a pioneering statistical disclosure control
technique that aims to ensure that each record in a single
dataset is indistinguishable from at least k-1 other records
with respect to certain identifying attributes. Other derived
methods in this group, such as t-closeness, 1-diversity, and
others, compensate for the cons of k-anonymity but do
not foresee the problem of data linkage to other avail-
able databases [14], [25]. Andrew er al. [13]] proposed a
protocol for multiple data owners to tackle internal and
external identity disclosure problems. Their approach was
based on k-anonymity groups and greedy heuristics to
allocate patients to groups. However, they did not con-
sider membership disclosure or similarity attacks between
groups. Recently, Mehta et al. [14] proposed an improved
I-diversity approach for scalable privacy solutions. Their
approach used a clustering-based technique to reduce infor-
mation loss. Unfortunately, the traditional anonymization
approaches are not applicable for sanitizing large data
enclaves (with multiple data owners) due to utility loss and
the possibility of disclosure and inference attacks.

Cryptographic techniques use encryption as a fun-
damental to ensure authorized use only. Attribute-based
Encryption (ABE) and Homomorphic Encryption (HE) are
popular techniques used for different purposes. ABE is used
for one-to-many data distribution where fine-grained access
control is established (using a key) between the patient and
data users. Xu et al. [21] developed ABE to grant control
of the data to the owner. Their revocable mechanism aimed
for flexible data control with cross-hospital expertise. Con-
versely, HE allows computations on encrypted data without
decrypting it. Kocabas et al. [26] explored implementation
aspects of HE for medical cloud computing. Later, Carpov
et al. [|27] developed a mobile application to offload medical
data over the cloud for analysis. Both of these works
have performance disadvantages in terms of complexity and
scalability for image data, and there is a need for more
efficient cryptographic techniques for histopathology.

With the advent of Multiparty Computing (MPC), large-
scale data processing is now possible by calculating com-
mon functions collaboratively, where chunks of data with
multiple parties are meaningless without other pieces. In
brief, secure MPC is cryptographic computing that can
help bring computation to private data and can be less
computationally complex than HE. Welten et al. [15]] pro-
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Fig. 1. A depiction of elements in histopathological data. The whole slide image container contains macro (a glass slide with a label), micro
(high-level tissue information), and metadata (technical and administrative information from the scanner). Healthcare institutions differently

maintain clinicopathological data based on their primary purpose.

posed a framework leveraging MPC for healthcare data.
They aimed to establish a distributed analytics platform
but did not consider AI model inversion attacks [28]].
Similarly, Federated Learning (FL) allows training AI mod-
els on premises without transferring data [2]. Geng et
al. [29] proposed a decentralized identity-based system for
facilitating trustworthy FL using a smart contract. Their
architecture concept lacked specifications for using large
medical images from multiple institutions and protection of
Al model weights. Even though the data is pseudonymized,
there are risks of information leakage while sharing the Al
model weights in FL [28]]. Nonetheless, MPC and FL can
be effective collaborative research and analysis solutions.
For processing very large histopathological images over dis-
tributed cloud resources, Wang et al. [3] proposed artifact
detection [1] cloud-based DP service. Their methodology
involved stripping metadata and other sensitive information
in trusted nodes before exporting image data to external
cloud resources. Their methodology utilized encryption
for the chunks of sub-image locations as a preventive
measure against the image-matching algorithm in case of
data leakage in computing nodes.

Apart from the known drawbacks of these privacy-
preserving frameworks, such as high communication costs,
complexity, and loss of information, they have limitations
when applied to histopathology. Identifying technical and
quantitative criteria to choose a particular approach for
histopathological data is challenging.

IV. HISTOPATHOLOGY: USE CASE

With the growing pressure from funding agencies to
make medical data public for multidisciplinary research, the
burden usually falls on healthcare institutions to comply
with regulations. Nevertheless, privacy laws and regula-
tions do not provide straightforward operational methods
for releasing different types of medical data [20]. Since

traditional histopathology involves preparing a glass slide
and observing it under a microscope, Whole Slide Scanners
(WSS) are used for digitizing, and different WSS vendors
use their own proprietary format for storing histopatholog-
ical images [30]. Despite numerous benefits, the lack of
industry-wide standardization in DP and the absence of
anonymization functionality in WSS have become major
obstacles to sharing histopathological data. Preserving pri-
vacy in histopathology poses unique challenges as sensitive
information lies in three elements: 1) clinical information
(often referred to as clinicopathological data), ii) Metadata
and a macro label in WSI container, and iii) tissue image
(micro), as shown in Figure |I|; Therefore, anonymization
of histopathological data can be intricate, as a practical
solution would require obfuscating identifiers in all three
elements.

A. Preparing Data for Release

Histopathological datasets can be prepared and released
for public, quasi-public, and non-public use [20]. Public
datasets are usually available to anyone with the least
restriction and a high degree of anonymization. TCGAD
and BreakHis E| are two examples of publicly available
histopathological datasets. Quasi-public datasets are pre-
pared with a relatively low degree of anonymization and
prohibit researchers from contacting patients or attempting
re-identification. TCGA ‘s controlled access tier, which in-
cludes RNA sequences, is an example of such a release. It
is open to only qualified researchers under institutional data
certification [31]. Non-public datasets are usually prepared
in a pseudonymized fashion with maximum data utility for
collaborative uses. In all three cases, data custodians in
the EU follow two procedures: i) obtaining the patient‘s

Thttps://www.cancer.gov/ccg/access-data
Zhttps://web.inf.ufpr.br/vri/
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consent and ii) applying an appropriate anonymization or
pseudonymization method.

The use of medical data for primary purposes, such
as diagnosis and treatment, does not require consent from
the patient. Complications like legitimate privacy concerns
arise when data is used for secondary purposes such as
research and education. Patient consent is usually evaluated
using active and passive approaches. In active consent, a
letter or request can be sent to the patient, and data sharing
is put on hold before the reply arrives. In passive consent,
a letter can be sent to the patient with instructions for the
patient to notify only if they do not want to consent to
use his/her data for research purposes. Anonymization is
used for public or quasi-public datasets. While anonymiz-
ing, minimizing the probability of re-identification and
retaining enough information is vital. Simpler or advanced
anonymization (as described in section can be applied
with different degrees for public and quasi-public releases.

Finally, the Regional Ethics Committee (REC) and Data
Protection Officer (DPO) oversee consent and compliance
with privacy regulations for approval prior to transferring
data outside the institution. An exception might be made
when the patient is deceased or while investigating a large
population where the REC can exclusively approve the use
of data because society has an overall huge interest in the
results of a study, which outweighs the disadvantages for
the patient.

B. Secure Data Storage Formats

Establishing a single anonymization tool for all formats
in DP is unfeasible due to the different structures of meta-
data in WSI formats, which encourages adopting a standard
format. Among possible future adoptions, DICOM E] and
OMERO E] formats are potential candidates as both are
already being used in several medical domains.

Digital Imaging and Communications in Medicine (DI-
COM) is a non-proprietary data interchange protocol that
standardizes medical images and metadata for interoper-
ability between healthcare systems. DICOM object includes
specifications for describing image graphics objects and is
usable with Picture Archiving and Communication Systems
(PACS). Microscopy Environment (OMERO) is an open-
source data management tool for exchanging microscopy
images and associated metadata. OMERO is customiz-
able, with a flexible data model for integration with other
software tools. PACS and OMERO are both used in the
medical field, but they are incompatible. WSI from other
data formats can be converted to DICOM or OMERO for
uniform metadata fields and step towards simplifying the
deletion of sensitive information in histopathological data.
Interestingly, there are several open-source anonymization
tools available for both DICOM and OMERO formats, such

3https://www.dicomstandard.org/using/security
*https://www.openmicroscopy.org/omero/

as DICOM Anonymizer El DICOM Cleaner ﬂ ARX ﬂ
including OMERO‘s built-in anonymization features.

C. Sharing Histopathological Data

There is always a trade-off between the selection of
pseudonymization and anonymization techniques based on
who/where the histopathological data is being used and the
level of openness required for the targeted research. The
ultimate objective of sharing histopathological data for Al
research is to benefit the development of Computational
Pathology (CPATH) services. The following guidelines and
suggestions can be considered for sharing histopathological
data:

« To mitigate the risks of insider threats, while medical
data collection is in process, hospital databases should
be encrypted, and access control mechanisms can be
implemented to avoid unauthorized access.

« The REC and DPO play an important role in approving
the use of medical data for multidisciplinary projects.
A legally enforceable agreement between the data
custodian and the data recipient must be in place to
address data ownership, permitted uses, data retention,
and safeguards to protect patient privacy.

o When researchers perform analysis of the histopatho-
logical data stored on the institution’s premises, organi-
zational measures for pseudonymization are sufficient.
A lightweight agreement between the data custodian
and the data recipient should be signed to preclude
re-identifying data subjects and/or inferring about a
specific person. If Al models are trained on images and
model weights are transported outside for distributed
learning, the agreement may also enforce guarantees
against deep leakage attacks [28]].

o For creating a large cohort of histopathological im-
ages from different institutions across the globe, WSIs
should be transformed into a single format to apply
the same degree of anonymization and harmonize the
structure of clinicopathological data for more accurate
analysis.

« Strong disassociation should be established while
sending WSIs prepared from the same tissue sample to
public and non-public datasets. Since the two datasets
(with varying degrees of data utility) may be aimed
at different analyses; there is a likelihood of inferring
information by image-matching algorithms due to rare
cancer diagnoses and mutations.

Shttps://dicomapps.com/dicom-anonymizer/index.html

®http://www.dclunie.com/pixelmed/software/webstart/
DicomCleanerUsage.html

"https://arx.deidentifier.org/anonymization-tool/risk-analysis/
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« Non-public datasets in collaborative research may not
be fully anonymous; therefore, permission to use data
should be time-constrained to re-assess the risk of
identification with evolving data-linkage attacks. In ad-
dition, if public servers are planned for computational
use, distributed histopathological image processing [3]]
should be applied to avoid leakage of the entire WSI.

« Metadata, macro image label, and all quasi-identifiers
should be removed from WSIs when releasing data
for public use. Moreover, a risk assessment for the
probability of re-identification should be performed, as
it becomes impossible to call back medical data after
its release.

V. DISCUSSION AND FUTURE DIRECTIONS

Research in DP has seen an increasing use of Al
algorithms. Developing Al-based CPATH services can ben-
efit clinical practices. However, developing robust Al al-
gorithms requires extensive medical data collection with
broad and diverse disease patterns. Though there are several
pseudonymization and anonymization techniques to allow
the secondary use of medical data, they introduce compli-
cations in facilitating data sharing for bio-informatics re-
search. First, a lack of understanding of the nuances of legal
and technical terminologies for researchers and educators
in interdisciplinary projects induces unintentional risks of
opening medical data to disclosure attacks. Secondly, there
is no firm agreement on the adaptability of a single method
as a standard for privacy preservation. Several articles [4]],
[25], [32] have also argued for the risk of re-identification
of de-identified data as it becomes easy to reverse using
the growing advancement of data linkage techniques [11].
Also, the concept of "reasonable effort” in re-identification
has been changed due to Al-powered de-anonymization
techniques. These challenges have halted the adoption of
a widely accepted framework for smooth data exchange.

In the histopathology domain, where the goal is to
develop CPATH systems for diagnosis, prognosis, and treat-
ment outcome prediction, the availability of WSI, meta-
data, and clinicopathological information is vital. Meth-
ods proposing complete anonymization of histopatholog-
ical data will limit the capacity for meaningful analysis.
Meanwhile, using pseudonymization as a substitute for
anonymization may help develop long-term applications
such as prognosis. To reduce the risks of inferring sen-
sitive data, a new strategy is required for applied data-
sharing techniques, which must incorporate organizational,
legal, ethical, and technical considerations. Unfortunately,
different geographies of health institutions and practices
in the DP community have slowed the process of the
census over a privacy-protected data exchange. One of the
obvious reasons is that standards like DICOM have yet
to be practically adopted in WSS, and practices for main-
taining clinicopathological data vary globally across health

institutions. Therefore, a new anonymization technique that
creates a balance by creating pseudo-anonymized data is
needed to boost biomedical research and education.

The future of medical data sharing relies heavily on the
effective combination of emerging technologies in privacy-
preserving frameworks. Several revolutionary concepts,
such as Federated Learning (FL), differential privacy, and
blockchain technology, offer promising solutions to existing
challenges for AI research in DP. Although FL suggests
moving computation to the data to reduce the burden of
applying traditional anonymization methods, it is mainly
unfeasible for healthcare institutions to own and maintain
high-performance resources on their premises [3]], and pro-
cessing WSIs in a timely manner is nearly impracticable for
ordinary computers. Differential privacy works by adding
controlled noise to the data, ensuring that any analysis
performed on the data will not reveal sensitive information.
However, the computational complexity involved in rigor-
ous mathematical modeling of the data makes it difficult
to determine the appropriate amount of noise to add to
the data to avoid negatively impacting the accuracy of
the analysis. Blockchain technology has the potential to
create a secure decentralized wallet that empowers data
custodians to allow the use of data on a need-to-know
basis. Transaction blocks in the blockchain offer immutable
storage of access records and provide a transparent audit of
data exchange. Nonetheless, If healthcare institutions adopt
different blockchain platforms, then their interoperability
would be a foreseen challenge.

For designing a trust-worthy data-sharing platform, the
stakeholders and governance frameworks must harmonize
GDPR and HIPAA regulations and adhere to ethical princi-
ples that ensure the responsible use of health data and give
maximum rights to the data owner. A reliable data exchange
platform with reasonable computational complexity would
promote transparency and trust in hassle-free medical data
sharing globally for the greater good. Anonymization is
not a one-time process but an ongoing effort. As new
computing technologies advance, staying updated on the
latest trends and data re-identification attacks is essential
while harnessing AI’s potential for CPATH. The future of
medical data sharing is bright as long as technological and
legal developments keep striking the right balance between
privacy and progress.

ACKNOWLEDGMENT

This research has received financial support from
CLARIFY project under Marie Sklodowska-Curie Actions,
grant agreement No. 860627. The authors have no relevant
financial or non-financial interests to disclose.

REFERENCES

[1] N. Kanwal, T. Eftestgl, F. Khoraminia, T. C. Zuiverloon, and
K. Engan, “Vision transformers for small histological datasets



(2]

[8]

(91

[10]

(11]

[12]

[13]

[14]

[15]

[16]

[17]

learned through knowledge distillation,” in Pacific-Asia Confer-
ence on Knowledge Discovery and Data Mining. Springer, 2023,
pp. 167-179.

Z. Tabatabaei, Y. Wang, A. Colomer, J. O. Moll, Z. Zhao, and
V. Naranjo, “Wwfedcbmir: World-wide federated content-based
medical image retrieval,” arXiv preprint arXiv:2305.03383, 2023.
Y. Wang, N. Kanwal, K. Engan, C. Rong, and Z. Zhao, “Towards
a privacy-preserving distributed cloud service for preprocessing
very large medical images,” in 2023 IEEE International Confer-
ence on Digital Health (ICDH). IEEE, 2023, pp. 66—68.

K. El Emam, E. Jonker, L. Arbuckle, and B. Malin, “A systematic
review of re-identification attacks on health data,” PloS one, vol. 6,
no. 12, p. 28071, 2011.

CYBERSTART.com, “Anthem data breach,” 2021, accessed on
June 5, 2023. [Online]. Available: https://cyberstart.com/blog/

how-an-outdated-database-led-to-a-data-breach-unpicking-the- talktalk—cyb;r—at;gcl;/

Taylor-Armerding-Synopsys.com,  “Anthem data  breach,”
2019, accessed on June 5, 2023. [Online].
Available: https://www.synopsys.com/blogs/software-security/
anthem- healthcare-data-breach/

HIPPA-Settlement, “University of  rochester medi-
cal center (urmc) data breach, office-of-civil-
rights,” 2019, accessed on June 1, 2023. [On-
line]. Available:  https://www.hhs.gov/hipaa/for-professionals/

compliance-enforcement/agreements/urmc/index.html

A. H. Seh, M. Zarour, M. Alenezi, A. K. Sarkar, A. Agrawal,
R. Kumar, and R. Ahmad Khan, “Healthcare data breaches:
insights and implications,” in Healthcare, vol. 8. MDPI, 2020,
p- 133.

Z. Halim, M. N. Yousaf, M. Waqas, M. Sulaiman, G. Abbas,
M. Hussain, I. Ahmad, and M. Hanif, “An effective genetic
algorithm-based feature selection method for intrusion detection
systems,” Computers & Security, vol. 110, p. 102448, 2021.

FE. Maritsch, I. Cil, C. McKinnon, J. Potash, N. Baumgartner,
V. Philippon, and B. G. Pavlova, “Data privacy protection in sci-
entific publications: process implementation at a pharmaceutical
company,” BMC Medical Ethics, vol. 23, no. 1, pp. 1-10, 2022.

L. Sweeney, “Matching known patients to health records in
washington state data,” arXiv preprint arXiv:1307.1370, 2013.

P. Holub, H. Miiller, T. Bil, L. Pireddu, M. Plass, F. Prasser,
I. Schliinder, K. Zatloukal, R. Nenutil, and T. Brazdil, “Privacy
risks of whole-slide image sharing in digital pathology,” Nature
Communications, vol. 14, no. 1, p. 2577, 2023.

J. Andrew, R. J. Eunice, and J. Karthikeyan, “An anonymization-
based privacy-preserving data collection protocol for digital health
data,” Frontiers in Public Health, vol. 11, p. 1125011, 2023.

B. B. Mehta and U. P. Rao, “Improved I-diversity: scalable
anonymization approach for privacy preserving big data publish-
ing,” Journal of King Saud University-Computer and Information
Sciences, vol. 34, no. 4, pp. 1423-1430, 2022.

S. Welten, Y. Mou, L. Neumann, M. Jaberansary, Y. Yediel Ucer,
T. Kirsten, S. Decker, and O. Beyan, “A privacy-preserving
distributed analytics platform for health care data,” Methods of
information in medicine, vol. 61, pp. el—ell, 2022.

N. Queralt-Rosinach, R. Kaliyaperumal et al., “Applying the fair
principles to data in a hospital: challenges and opportunities in a
pandemic,” Journal of biomedical semantics, vol. 13, no. 1, pp.
1-19, 2022.

R. Nosowsky and T. J. Giordano, “The health insurance portability
and accountability act of 1996 (hipaa) privacy rule: implications
for clinical research,” Annu. Rev. Med., vol. 57, pp. 575-590,
2006.

(18]

[19]

[20]

[21]

(22]

[23]

[24]

[25]

[26]

[27]

(28]

[29]

[30]

[31]

(32]

E. Union, “General data protection regulation (gdpr),”
European Union, White Paper, 2016. [Online]. Avail-
able: https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=
CELEX:32016R0679&from=EN
F. Pesapane, D. A. Bracchi et al., “Legal and regulatory frame-
work for ai solutions in healthcare in eu, us, china, and russia:
new scenarios after a pandemic,” Radiation, vol. 1, no. 4, pp.
261-276, 2021.
K. El Emam, S. Rodgers, and B. Malin, “Anonymising and
sharing individual patient data,” bmj, vol. 350, 2015.
G. Xu, C. Qi, W. Dong, L. Gong, S. Liu, S. Chen, J. Liu, and
X. Zheng, “A privacy-preserving medical data sharing scheme
based on blockchain,” IEEE Journal of Biomedical and Health
Informatics, vol. 27, no. 2, pp. 698-709, 2022.
R Chevrier, V. Foufi, C. Gaudet-Blavignac, A. Robert, and
Lovis,~ “Use and understanding of anonymization and de-
ton in the biomedical literature: scoping review,” Jour-
nal of medical Internet research, vol. 21, no. 5, p. e13484, 2019.
S. Garfinkel et al., De-identification of Personal Information:. US
Department of Commerce, National Institute of Standards and
Technology, 2015.
A. Majeed and S. Lee, “Anonymization techniques for privacy
preserving data publishing: A comprehensive survey,” IEEE ac-
cess, vol. 9, pp. 8512-8545, 2020.
K. Rajendran, M. Jayabalan, and M. E. Rana, “A study on
k-anonymity, l-diversity, and t-closeness techniques,” IJCSNS,
vol. 17, no. 12, p. 172, 2017.
0. Kocabas and T. Soyata, “Utilizing homomorphic encryption to
implement secure and private medical cloud computing,” in 2015
IEEE 8th International Conference on Cloud Computing. 1EEE,
2015, pp. 540-547.
S. Carpov, T. H. Nguyen, R. Sirdey, G. Constantino, and F. Mar-
tinelli, “Practical privacy-preserving medical diagnosis using ho-
momorphic encryption,” in 2016 ieee 9th international conference
on cloud computing (cloud). 1EEE, 2016, pp. 593-599.
J. Geng, Y. Mou, Q. Li, F. Li, O. Beyan, S. Decker, and C. Rong,
“Improved gradient inversion attacks and defenses in federated
learning,” IEEE Transactions on Big Data, 2023.
J. Geng, N. Kanwal, M. G. Jaatun, and C. Rong, “Did-efed:
Facilitating federated learning as a service with decentralized
identities,” in Evaluation and Assessment in Software Engineering
(EASE 2021). ACM, 2021, pp. 329-335.
N. Kanwal, F. Pérez-Bueno, A. Schmidt, K. Engan, and
R. Molina, “The devil is in the details: Whole slide image
acquisition and processing for artifacts detection, color variation,
and data augmentation: A review,” IEEE Access, vol. 10, pp.
58 821-58 844, 2022.
N. C. Institute, “TCGA Human Subjects Protection and
Data  Access Policies,”  https://www.cancer.gov/about-nci/
organization/ccg/research/structural- genomics/tcga/history/
policies/tcga-human- subjects-data-policies.pdf, 2014.
K. N. Vokinger, D. J. Stekhoven, and M. Krauthammer, “Lost
in anonymization—a data anonymization reference classification
merging legal and technical considerations,” Journal of Law,
Medicine & Ethics, vol. 48, no. 1, pp. 228-231, 2020.

.....


https://cyberstart.com/blog/how-an-outdated-database-led-to-a-data-breach-unpicking-the-talktalk-cyber-attack/
https://cyberstart.com/blog/how-an-outdated-database-led-to-a-data-breach-unpicking-the-talktalk-cyber-attack/
https://www.synopsys.com/blogs/software-security/anthem-healthcare-data-breach/
https://www.synopsys.com/blogs/software-security/anthem-healthcare-data-breach/
https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/agreements/urmc/index.html
https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/agreements/urmc/index.html
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R0679&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R0679&from=EN
https://www.cancer.gov/about-nci/organization/ccg/research/structural-genomics/tcga/history/policies/tcga-human-subjects-data-policies.pdf
https://www.cancer.gov/about-nci/organization/ccg/research/structural-genomics/tcga/history/policies/tcga-human-subjects-data-policies.pdf
https://www.cancer.gov/about-nci/organization/ccg/research/structural-genomics/tcga/history/policies/tcga-human-subjects-data-policies.pdf

	Introduction
	Regulations for Medical Data Sharing
	Legal and Regulatory Aspects
	Understanding Terminologies under Regulations

	Privacy-Preserving Frameworks
	Histopathology: Use Case
	Preparing Data for Release
	Secure Data Storage Formats
	Sharing Histopathological Data

	Discussion and Future Directions
	References

