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Quantum Key Distribution (QKD) is a physical layer encryption technique that enables two dis-
tant parties to exchange secure keys with information-theoretic security. In the last two decades,
QKD has transitioned from laboratory research to real-world applications, including multi-user
quantum access networks (QANs). This network structure allows users to share a single-photon
detector at a network node through time-division multiplexing, thereby significantly reducing the
network cost. However, current QAN implementations require additional hardware for auxiliary
tasks such as time synchronization. To address this issue, we propose a cost-efficient QAN that
uses qubit-based synchronization. In this approach, the transmitted qubits facilitate time synchro-
nization, eliminating the need for additional synchronization hardware. We tested our scheme by
implementing a network for two users and successfully achieved average secure key rates of 53.84
kbps and 71.90 kbps for each user over a 50-km commercial fiber spool. In addition, we investigated
the capacity of the access network under cross-talk and loss conditions. The simulation results
demonstrate that this scheme can support a QAN with 64 users with key rates up to 1070 bps. Our
work provides a feasible and cost-effective way to implement a multi-user QKD network, further
promoting the widespread application of QKD.

I. INTRODUCTION

The security of information exchange is of great sig-
nificance to human society. Quantum key distribution
(QKD) allows two authorized users to exchange keys with
information-theoretical security, and the security of the
key bits is guaranteed by the laws of quantum physics [1–
4]. Since Bennett and Brassard proposed the first QKD
scheme [1], known as the BB84 protocol, QKD has
rapidly matured through various theoretical schemes [5–
11] and continuous technological innovations [12–20]. Re-
cently, the secure key rate of QKD implementations has
reached several dozen megahertz [17, 18], and the record-
breaking distance has been extended to 1000 km [19].
Many multi-user QKD networks have been reported, in-
cluding metropolitan networks [21–25], integrated space-
to-ground quantum communication networks [26], and
networks with untrusted relays [27, 28].

The quantum access network (QAN) is a well-known
QKD network structure that provides last-mile services
for multiple users to access the QKD infrastructure [29–
36]. In general, there are two configurations of an access
network. The first, termed a “downstream network”,
involves placing the QKD transmitter on the network
node, and each user has a QKD receiver [34–36]. The
second configuration, known as the “upstream network”,
involves each user having a transmitter, and the receiver
is located at a network node [29–33]. In a downstream ac-
cess network, the cost of a single-photon detector is usu-
ally beyond users’ affordability. In addition, detectors
with complex designs are the most frequently attacked
devices [37–39], requiring further consideration of detec-

tion security in the network. In contrast, users of the
upstream access network require only a transmitter, and
the detectors are provided by the node, which greatly re-
duces the network cost [30]. Furthermore, upgrading the
security of the network is easier in a network structure
that is independent of the measurement device [40–44].
Owing to their cost advantages and upgrade flexibility,
QANs have gained widespread attention and have been
validated in a metropolitan network [45].

Even so, in existing upstream networks, each trans-
mitter not only must possess quantum state preparation
equipment but also requires additional optical synchro-
nization devices to ensure that photons fall into prede-
termined time slots. This makes the transmitter equip-
ment more complex. Furthermore, previous studies have
shown that in co-fiber transmission schemes, the use of
additional optical synchronization devices introduces Ra-
man scattering, which severely impairs the transmission
of quantum signals [29, 31]. Therefore, it is necessary to
add additional devices, such as filters, to improve the per-
formance of quantum signal transmission. This further
increases construction costs and network complexity.

In this study, we propose and demonstrate a cost-
efficient QAN scheme that exploits a recently reported
qubit-based frame synchronization method [46]. In our
scheme, we implement time synchronization between
each transmitter and the node by relying on the flying
qubits, thereby eliminating the need for additional syn-
chronization hardware. This approach further reduces
the network cost because each transmitter requires only
devices for qubit generation. To verify the feasibility
of the network scheme, we implemented a polarization-
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coding QAN with two users. Experimental results show
that the two users on the network achieved secure key
rates of 53.84 kbps and 71.90 kbps, respectively, over 56-
km commercial fiber spool. Additionally, we analyze the
capacity of the access network in the presence of cross-
talk and loss using the parameters of the cross-talk noise
measured in our setup. Simulation results show that the
network can support up to 64 users with key rates up to
1070 bps. Our work provides a feasible and cost-effective
way to implement a multi-user QKD network, further
promoting the widespread application of QKD.

II. QUBIT-BASED ACCESS NETWORK
ARCHITECTURE

A. Network architecture

First, we briefly introduce a typical QAN. As shown
in Figure 1(a), each user has a transmitter, where some
devices are used to prepare quantum signals, and an
additional synchronization system is used to achieve
time synchronization with the network node. The sig-
nals emitted by each user are coupled through dense
wavelength-division multiplexers, combined in time-
multiplexed pulse by pulse and sent to the network node.
With the help of synchronization devices for each user,
quantum signals can accurately fall into pre-set time
slots, ensuring that the QKD receivers in the node can
accurately detect the quantum signals from each user.
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FIG. 1. Each QKD transmitter prepares and sends quantum
signals in different time slots, which are transmitted to the
QKD receiver using a dense wavelength division multiplexer
(DWDM). (a) A typical quantum access network architecture.
The orange arrows represent classical synchronization optical
signals. They are coupled with the quantum signals through a
multiplexing module (MUL). (b) Our access network scheme.
The colored-filled positions include the quantum signals used
for time synchronization.

Figure 1(b) shows the proposed QAN scheme. Our

architecture is identical to that of a traditional QAN, ex-
cept that we removed the synchronization devices and
retained only the devices for preparing quantum states.
Furthermore, this scheme requires a passive basis decoder
and free-running single photon detectors. To achieve an
accurate key distribution with the network node, in ad-
dition to sending completely random BB84 quantum sig-
nals, as in traditional network methods, we also peri-
odically insert publicly known synchronization quantum
signals (represented by yellow, blue, or red squares in the
figure). These states are then coupled together and sent
to the network node. The network node uses a receiver
to detect and analyze these states, recording their arrival
times using its local clock. The data are then processed
using synchronization algorithms that enable the gener-
ation of raw secure keys for each user.

Figure 2 illustrates the entire operation of our network
using qubit-based synchronization, which can be divided
into the following steps:

1) Each user first utilizes a laser controlled by a local
crystal oscillator to emit weak light pulse to the receiver.
The receiver utilizes a free-running single-photon detec-
tor to measure its arrival time, ensuring synchronization
between each user and the receiver for a specific dura-
tion. Subsequently each user implement time-division
multiplexing based on this synchronization.

2) Subsequently, each user generates a unique publicly
known synchronization string of length L, and then gen-
erates a string of completely random bits used to modu-
late the four states of BB84. The synchronization string
generated by each user can be regarded as the user’s iden-
tifier. The user then divides this string into L individual
bits and periodically inserts these into the bits used for
random modulation to construct a bit frame. The frame
is used to encode a sequence of quantum signals based on
the transmitter’s local clock. This process ensures that
only qubits from one transmitter reach the receiver simul-
taneously. Qubits from different transmitters are coupled
and sent using time-division over a lossy channel.

3) The receiver measures the quantum signals from dif-
ferent transmitters and analyzes their states, recording
time-of-arrival measurements using its local clock. The
receiver’s main goal is to determine the sources of the
qubits within the detection time slots and identify the
positions of the received bits in the transmitter’s random
bit string. These operations are critical for the accurate
generation of raw key bits between each transmitter and
receiver and for effective sifting of key bits. To achieve
this, the receiver must accomplish three tasks: i) Re-
cover the clock τR from the detection events. ii) Sepa-
rate the qubits from different detection time slots. iii)
Derive the corresponding transmitters for the time slots
and calculate the time delay between the received and
sent strings. Below, we explain how to use the trans-
mitted quantum states to accomplish these three tasks,
enabling QANs without the need for additional synchro-
nization hardware.
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FIG. 2. Schematic of the operation of access network using a qubit-based synchronization method. Blue squares denote
random bits. Yellow and pink squares represent synchronization bits for distinct transmitters. The synchronization string St

1

is broken into individual bits and uniformly inserted at intervals of M into the random bit string, forming a bit frame of length
(M + 1) × L. The received frame contains detected bits (orange squares) and undetected bits (gray squares). Every received
frame must include a synchronization bit string and M random bit strings.

B. User identification and time recovery using
qubit states

Here we describe the construction of the transmitted
bit frames. For example, transmitter-1 generates a syn-
chronization bit string St

1 of length L and a random bit
string of lengthM×L. The string St

1 is decomposed into
individual bits and uniformly inserted with a preset bit
interval M into the random bit string, constructing a bit
frame of length (M +1)×L, as shown in Figure 2. Sim-
ilar to previously described methods [46, 47], St

1 exhibits
periodic correlations and is publicly disclosed to the re-
ceiver, whereas the random bit string is used to generate
secure keys and must be kept secret. Similarly, the syn-
chronization strings are encoded on two orthogonal bases;
for example, the horizontal and vertical polarizations of
the z-basis are assigned as +1 and −1. At the same time,
there is no correlation between St

1 and the synchroniza-
tion string St

i of transmitter-i, enabling the receiver to
identify the source of qubits through the specific string.

The receiver measures quantum signals from different
transmitters and records their arrival times tma using its
local clock. Owing to channel losses and detection noise,
the receiver cannot determine the delay of the detec-
tion time slot and thus cannot identify the source of the
quantum signals. Subsequently, we describe how the re-
ceiver achieves time recovery based on the measurements
and autocorrelation properties of the synchronization bit
string.

Our method first recovers the clock τR, enabling the
receiver to accurately reconstruct the bit intervals in the

raw key between consecutive detections. The receiver
initially estimates a clock τR0 from the arrival time based
on the Fourier transform, and then refines it using the
least-squares algorithm to obtain an accurate value. To
separate the detection time slots, the receiver employs
the recovered clock τR to calculate the modulo of the
quantum signal’s arrival time. This procedure effectively
segregates qubits into distinct time slots. Nevertheless,
owing to channel losses and detection noise, the receiver
faces difficulty in determining the source of qubits accu-
rately within these time slots. In other words, the demar-
cated slots may deviate from the slots pre-designated by
the calibration process. Consequently, the receiver must
identify the transmitters associated with each time slot
before calculating the time offset between the measured
string and the transmitter’s raw string.

Based on the above, the receiver can extract a received
frame from each time slot. Guided by the transmitted
frame structure of periodically inserted synchronization
bits, the receiver translates the received frame into a syn-
chronization qubit string of length L, and M sets of ran-
dom qubit strings each of length L. Considering that
the send synchronization string is encoded only on the z-
basis, the receiver similarly assigns the values +1 and −1
to the two orthogonal states in the z-basis, whereas re-
ceived qubits that are either undetected or collapsed into
the x-basis are assigned a value of 0. The receiver then as-
sociates the strings from different time slots with St

1. Ex-
ploiting the autocorrelation property of the synchroniza-
tion string St

1, as the maximum cross-correlation value
emerges, the receiver can determine the corresponding
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time slot for transmitter-1 and associate received bits
with the bits in the transmitter’s raw string. A detailed
description of the synchronization method is given in Ap-
pendix A. Furthermore, we discuss some practical issues
for the synchronization in Appendix B.

III. EXPERIMENTS
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FIG. 3. Schematic diagram of our experimental setup for
the upstream quantum access network. LD: commercial laser
diode; BS: beam splitter of 75:25; PM: phase modulator;
CPM: customized polarization module; ATT: optical atten-
uator; PC: polarization controller; DWDM: dense wavelength
division multiplexing; PAM: polarization analysis module;
SNSPDs: superconducting nanowire single photon detectors;
TDC: time-to-digital converter. CMP: a computer perform-
ing time synchronization algorithm.

To validate the feasibility of the proposed scheme, we
conducted a QAN experiment with two users. The ex-
perimental setup of our network is illustrated in Figure 3.
Each user adopts a polarization-coding QKD transmit-
ter [48] running the decoy-state BB84 protocol. The
transmitter uses a commercial laser (LD, WT-LD200-DL,
Qasky Co., Ltd.) to generate light pulses with a pulse
width of 200 ps and a repetition rate of 50 MHz. The
center wavelengths of the light pulses are 1549.44 nm and
1551.03 nm. The light pulses are fed into a Sagnac-based
intensity modulator, which produces signal and decoy
pulses with a fixed intensity ratio. The intensity modula-
tor contains a fixed 75 : 25 beam splitter (BS) and a phase
modulator (PM), achieving a fixed 4 : 1 intensity ratio
between the decoy state and the signal state. The ratio
is closed optimum parameter for all distance. Then, the
light pulse is coupled into a Sagnac-based polarization
modulator which comprises a customized polarization
module (CPM) and PM to prepare four BB84 polariza-

tion states |ψ⟩ = (|H⟩+eiθ|V ⟩)/
√
2, θ ∈ {0, π/2, π, 3π/2},

where θ ∈ {0, π} (θ ∈ {π/2, 3π/2}) represents the z(x)-
basis. Subsequently, the light pulses enter an optical at-
tenuator (ATT) to be attenuated to the single-photon
level and are sent to the receiver over a fiber spool with
a length of 50 km.

The quantum signals pass through a lossy channel to
reach the receiver, which includes a customized passive
polarization analysis module (PAM). This module serves

as a polarization reference for multiple transmitters. The
coupling ratio of the two measurement basis of the PAM
is set to 9 : 1. Each user uses a polarization controller
(PC) to calibrate their reference frame independently
with respect to the receiver. Two users are connected
to a 100G 1 × 4 dense wavelength division multiplexer
(DWDM) via a 50 km fiber. We add a 6 km optical fiber
between the DWDM and the network node, similar to
the QAN of Fröhlich et al. [30], where the passive optical
component and receiver are not co-located. The QKD re-
ceiver, located at the network node, includes four super-
conducting nanowire single-photon detectors (SNSPDs,
Photon Technology Co., Ltd.) with 50% detection effi-
ciency and 50 Hz dark count. Photon detection events
are recorded using a high-speed time-to-digital converter
(TDC, Timetagger20, Swabian Instruments). The detec-
tion data are input into the time synchronization algo-
rithm, which is executed on a computer.

IV. RESULTS

We implemented a QAN with qubit-based synchroniza-
tion accommodating two users over commercial optical
fibers. The channel transmission losses of transmitter-
1 and transmitter-2 were 12.164 dB and 12.131 dB, re-
spectively. We numerically optimized the secure key rate
for the channel transmittance of these links by selecting
appropriate parameters. Owing to the similar channel
transmittance for both users, their parameters were set
as follows: the intensities of the signal and decoy states
were µ = 0.52 and ν = 0.13, respectively. The prob-
abilities of preparing the signal and decoy states were
Pµ = 0.69 and Pν = 0.31, respectively. Additionally, the
probability of preparing the state in the z-basis was 0.9,
and that in the x-basis was 0.1. The bit frame used to
modulate the quantum states had a length of 2 × 105,
and the synchronization string had a length of L = 105.
Thus, the ratio M is equal to 1. The lower bound of the
secure key rate is given by

R ⩾(sLz,0 + sLz,1(1− h
(
ephz,1

)
)− λEC

− 6 log2
19

εsec
− log2

2

εcor
) · q · f/N,

(1)

where sLz,0 represents the lower bound of vacuum events

in the z-basis, sLz,1 represents the lower bound of single-

photon events in the z-basis, and ephz,1 is the phase er-

ror rate of single-photon events. λEC = nzfeh(ez)
represents the number of announced bits in the error-
correction stage, where ez denotes the quantum bit error
rate (QBER), and fe = 1.16 is the error correction factor.
h(x) represents the binary Shannon entropy, denoted as
h(x) = −x log2(x)− (1−x) log2(1−x). εsec and εcor are
the secrecy and correctness criteria, equal to 10−9 and
10−15, respectively. f is the repetition frequency and N
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（a） （b）

     
     

 
FIG. 4. Experimental results in a quantum access network with two transmitters using our qubit-based method. (a) The
intermediate results of the synchronization algorithm. The Fourier transform estimates the clock τR

0 . The inset indicates the
distribution of detection events separated from different time slots after accurate clock recovery. Red dots represent detection
events. The solid black line is a line fitted based on the distribution of user detection events. The distance between the black
dashed lines for each user is the detection gate width based on the fit line, which allows filtering some of the noise. (b) The
quantum bit error rates (QBERs) and secure key rates for each user. The QBER (filled green diamonds, transmitter-1; filled
blue triangles, transmitter-2) and secure key rate (open green squares, transmitter-1; open blue circles, transmitter-2) for each
z basis sifted key block with a size of 107.

（a） （b）

     
     

 
FIG. 5. (a) The relative increase in count rate caused by cross-talk. The cross-talk caused by the adjacent time slot are 0.43%
and 0.55%, respectively. The error bars correspond to one standard deviation of measurements. (b) The secure key rate of a
single user in a 64-user quantum access network with different number of active users.

represents the total number of optical pulses, including
synchronization and random pulses. q = M/(M + 1)
denotes the ratio of signals for key distribution.

We conducted time recovery on approximately 1 s of
detection data per iteration. The intermediate results
of the synchronization algorithm are depicted in Fig-
ure 4(a). The Fourier transform estimates the clock τR0
of the detected quantum signals from different users to be
50 MHz. The inset shows the distribution of the detected
events of the two users obtained through processing, after
recovering the precise clock τR.

For the finite-size analysis, we consider sifted keys
with a size of nz = 107, accumulating approximately
50 s of raw key data. As shown in Figure 4(b), the

average QBER for transmitter-1 (transmitter-2) was
0.69% (0.91%). Here, transmitter-2 exhibits a higher
QBER than transmitter-1 due to a larger inherent optical
misalignment. Average secure key rates for transmitter-1
and transmitter-2 were 53.84 kbps and 71.90 kbps, re-
spectively.

To estimate the capacity of our scheme, we conducted
a detailed analysis of the network’s performance with an
increasing number of users, considering our system pa-
rameters. As the number of users increased, cross-talk
between users and increased loss lead to a reduction in
the signal-to-noise ratio of the received frame. These ef-
fects negatively affect network time synchronization and
operation. Similar to the analysis conducted by Fröhlich
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et al. [30], we assessed the performance of each transmit-
ter’s secure key rate in the presence of cross-talk and loss.
Initially, we evaluated the cross-talk introduced for the
time slot of transmitter-1 by measuring the excess counts
introduced from different time slots. The cross-talk for
transmitter-1 was determined by recording the increas-
ing counts both with and without the presence of signals
from transmitter-2.

Based on the distribution of detection events in the
clock window, we set the width of the detection time
slot to 1 ns. For different transmitters with a repetition
rate of 50 MHz, this allows up to 20 users to access the
network simultaneously. Figure 5(a) shows the relative
increase in count rate introduced by transmitter-2 at dif-
ferent time slots. It can be clearly seen that time slots in
closer proximity to transmitter-1, specifically time slots
1-3 and 19, display a more rapid count increase and ex-
hibit increased crosstalk. Because there are statistical
fluctuations in transmitter-1’s signal, the effect of cross-
talk due to the remaining time slots was not considered.

The performance of users in an access network can
be simulated based on cross-talk test data. Figure 5(b)
shows the secure key rate of a single user in a 64-user net-
work with varying numbers of active users and channel
loss. The channel loss includes losses from the fiber spool
and a 1×64 splitter, which has a splitting ratio of 19.5 dB,
as obtained from a typical QAN experiment [30]. Here,
since splitters typically exhibits greater loss compared to
DWDM. Therefore, we utilize it to model a worst-case
scenario when estimating the QAN capacity.

For a small number of users, the transmission distance
can reach 60 km, enabling each user to achieve a secure
key rate of approximately 104 bps. If the transmission
distance is limited to the maximum distance for a gigabit
passive optical network (GPON) of 20 km, the network
scheme can accommodate 64 users simultaneously. Un-
der these conditions, the overall transmittance was 27.6
dB, and each user could achieve a secure key rate of 1070
bps. The simulation, which considers cross-talk, is de-
tailed in Appendix C.

V. CONCLUSION AND DISCUSSION

We proposed and experimentally demonstrated a cost-
efficient QAN that eliminates the need for additional
synchronization hardware. Moreover, we evaluated the
network’s performance with varying user capacities un-
der system cross-talk through a simulation. The results
demonstrate that our network can support up to 64 users
with key rates up to 1070 bps. Our network design ben-
efits from qubit-based synchronization, enabling user ac-
cess to QKD using simple, cost-effective devices.

Our scheme shows promise for building quantum in-
frastructure for a large user base. In addition, benefitting
from qubit-based synchronization, it naturally removes
the effect of Raman scattering of synchronous light on
quantum signals and is a promising new candidate for

integrated quantum networks [35, 49], which sacrifice
channel spacing to mitigate the impact of strong light on
quantum signals. Our network can further reduce costs
using a silicon-based transmitter chip [50–54]. Further-
more, in addition to secure key distribution, our scheme
can apply to other cryptographic protocols, such as secret
sharing [55–57], quantum private query [58] and digital
signatures [59, 60].
Finally, we conclude with some practical issues on the

application of our proposed QAN.
(1) Work mode of detectors: in our network, free-

running single-photon detectors are essential for qubit-
based synchronization. Hence, we employ a free-running
SNSPD in our demonstration. Moreover, we have the
option to replace the detector with cost-effective free-
running avalanche SPDs. Consequently, our method
promises cost reduction for commercial QKD systems
and enhances the attractiveness of our scheme.
(2) Network users with different distances and sys-

tem frequencies: our demonstration focuses on network
users with identical distances and frequencies. In prac-
tical networks, users have varying distances and system
frequencies. We can compensate for time differences re-
sulting from varying distances during the initial time syn-
chronization, ensuring synchronization between each user
and the receiver for successful time-division multiplexing.
Additionally, our scheme is not suitable for users with ar-
bitrarily different frequencies in principle. Fortunately, in
traditional optical communication networks, typical user
frequencies double. In these cases, each user needs only
to periodically align with a predefined time window to
facilitate clock recovery using our method. It is intrigu-
ing to investigate the feasibility of our method in these
doubled-frequency scenarios.
(3) Polarization feedback using qubit states: in a typ-

ical network, polarization feedback is required to main-
tain the low-error operation. We note that rapid po-
larization state feedback is not required in metropolitan
area networks. As reported in the literature [24, 61], po-
larization states in deployed optical fibers exhibit stable
transmission for over 1-2 hours, and similar observations
have been achieved in laboratory settings [14]. Therefore,
once we align the polarization reference frame through
calibration, subsequent QKD operations necessitate only
low-speed and time-division polarization feedback in the
network. In our recent work [53], we have demonstrated
the effective use of qubit synchronization methods to re-
cover the clock within optical fibers up to 150 km, en-
abling efficient polarization feedback. This method can
extend to network settings, with the key distinction being
the need to distinguish signals originating from different
users and correspondingly apply time-division feedback.
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Appendix A: Time synchronization method

Here, we describe qubit-based synchronization in the
QAN. Transmitter-i performs periodic correlation encod-
ing on the synchronization string St

i , splits it into single
bits, and periodically embeds each bit in a random string
to form a bit frame Fi, as shown in Figure 6(a). We de-
fine L as the length of the synchronization string, where
L1 is the length of the small period and N1 is the number
of periodic peaks. The length of a bit frame is 2L, that
is, each synchronization bit is followed by a random bit.
The number of random bits can be adjusted to increase
the effective secure key rate. For example, each synchro-
nization bit connects M random bits to form a bit frame
of length (M + 1)L. The frame is used to modulate a
sequence of quantum signals based on the transmitter’s
local clock τi, where the synchronization string is reused.

Each transmitter sends qubits frame by frame. These
qubits are sent to the receiver via a lossy channel. The re-
ceiver performs time synchronization based on the mea-
sured qubits. For transmitter-i, the receiver must de-
termine the expected time of arrival tei,a, which can be
expressed as

tei,a = ti,0 + ni,aτ
R + ϵi,a, ni,a ∈ N, (A1)

where ni,a is the order number of the qubit in the qubit
string sent by transmitter-i, a denotes the a-th detection,
and ti,0 is the absolute time offset between transmitter-i
and the receiver. ni,a is a variable that satisfies the nor-
mal distribution, with expected value zero and variance
σ2.
We first describe how the receiver recovers the clock

τR from the measured signals. The clock is initially esti-
mated based on the time-of-arrival signals by applying a
fast Fourier transform. We sample the time of the mea-
sured signal at a sampling rate of 4/τi. The number of
samples Nf used to perform the Fourier transform is set
to 106. Then, the least trimmed square algorithm is ap-
plied to these sampled signals to obtain a more precise
clock satisfying

1

D

D∑
b=1

∣∣EI
a(b)

∣∣2 ≃ σ2, (A2)

where Ea = tma − tea denotes the error between the mea-
sured and expected times of arrival for all transmitter
signals, and tma is the measured time-of-arrival of signals
with a ≥ 1. EI

a(b) = Ea+b − Ea indicates the time in-
terval error between two different detection events a and
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  FIG. 6. (a) Synchronization string St

i of length L is recon-
structed into the matrix Mi, where L1 is the length of the
small period and N1 is the number of periods. (b) Received
qubit frame rn of length 2L comes from a detection slot. The
string is divided into two strings: one containing synchronous
qubits and the other containing random qubits. Two strings
are reshaped into two matrices Cn and subjected to the cross-
correlation operation with the public synchronization matrix
Mi.

a+ b.The detection time slot Tn in the clock window τR

can be determined by

Tn = modτR(tma ). (A3)

The arrival time tmn,a of the different transmitters’ detec-
tion events can be correctly divided from tma based on
the recovered clock τR. Owing to channel loss and back-
ground noise, the demarcated slots may deviate from the
slots pre-designated by the calibration process. There-
fore, the receiver must identify the transmitter corre-
sponding to the time slot.
To determine which time slot transmitter-i corre-

sponds to and to recover the time offset ti,0, the receiver
calculates the correlation between the received frame and
the public synchronization string St

i . The synchroniza-
tion string is encoded on the z-basis and we label the
quadrature-encoded qubits as +1 and −1. In Figure 6(a),
to reduce the complexity of the cross-correlation algo-
rithm, the string St

i with periodic correlation is converted
into the matrix Mi, where L1 is the length of the small
period and N1 is the number of periodic peaks.
We extract the received qubit frame from each detec-

tion time slot. As shown in Figure 6(b), the receiver ex-
tracts a received qubit frame rn of length 2L, in which the
qubits not detected are recorded as 0, as are those clicked
on the x-basis detector. The qubits that click the z-basis
detector are assigned +1 and -1, consistent with the en-
coding definition of the synchronization string. Based on
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the structure of the bit frame sent by the transmitter, the
received qubit frame rn can be divided into two strings,
one for key generation and the other for synchronization.
The two strings are reconstructed into two matrices Cn

following the rule of matrix Mi. By exploiting the cor-
relation between the first column of matrices Cn and the
public matrix Mi, the maximal correlation helps identify
the synchronization qubit string and the corresponding
time slot. Finally, according to the maximum correlation
position between the received matrix Ci and the public
matrixMi, the time offset ti,0 between the received frame
and sent by transmitter-i can be recovered.

Appendix B: Practical issues for time
synchronization method

In this section, we discuss with some practical issues
on the application of the time synchronization.

(1) Synchronization using classical communication: we
note that while QKD necessitates classical communica-
tion for postprocessing, the latter cannot be directly uti-
lized for QKD synchronization. The reasons are well dis-
cussed in previous studies such as Refs. [47, 62]. Here,
we give a briefly summarizations: (a) Classical communi-
cation systems typically utilize self-synchronizing codes
for synchronization. Hence, an external synchronization
system is not readily available to extend to QKD synchro-
nization. (b) Employing classical systems for QKD syn-
chronization necessitates a physical connection between
“classical” and “quantum” hardware, alongside appropri-
ate modification of classical transceivers. (c) QKD imple-
mentation does not demand synchronous classical post-
processing in relation to quantum communication and
classical communication often operates at higher clock
rates compared to QKD. Therefore, additional upgra-
dation is needed to employ classical communication for
quantum communication synchronization.

(2) Requirements for time resolution of detector: es-
tablishing a precise model to analyze the requirement for
the detector’s time resolution is highly complex due to
the involvement of numerous practical system parame-
ters, including the pulse width and time jitter of light,
intrinsic error rate of the optical system, dark count of
the detector, among others. In this context, we only em-
ploy simplified time-jitter models for a qualitative anal-
ysis.

Here, we assume an ideal light pulse and a Gaussian
distribution of arrival light due to time jitter. The proba-
bility of light arriving within a time slot can be calculated
as

P =

∫ 1
2f

− 1
2f

1√
2πσ

· e−
t2

2σ2 dt, (B1)

where f is the system repetition frequency, σ = TFWHM

2
√
2 ln 2

represents the standard deviation, and TFWHM is the
half-maximum full width of the time distribution caused

by the time jitter of the detector. Assuming a zero er-
ror rate within the time slot and 50% outside, we can
calculate the total QBER caused by time jitter as

E =
1− P

2
(B2)

Combining Eqs. B1 and B2 allows us to determine
the minimum time resolution. For a quantitative view,
we consider a specific case where f = 10 GHz and the
threshold E ≤ 11% (a threshold value for secure key
distribution), and we obtain the time resolution of the
detector as TFWHM ≤ 80 ps. In practice, because of the
presence of background and other error contributions, the
required time resolution should be larger than the ideal
case.
(3) Minimum number of counts of synchronization sig-

nals: we consider the case of zero error and no dark
counts in the optical system and detector. Our scheme in-
herits the features of qubit-based synchronization, func-
tioning effectively as long as the received signal’s count
can achieve a high signal-to-noise (SNR) ratio or low
QBER. According to the formula provided in Ref. [47],
the SNR can be quantified by ∆ ≈

√
Lη, where L is the

length of the synchronization bit string, and η is the to-
tal transmittance for each user. Furthermore, ∆ ≥ 10 if
a successful time recovery is performed. Thus, the mini-
mum count for synchronization signals should be greater
than 100. In practice, the presence of background and
misalignment between the transmitter and the receiver
enhance the requirement of minimum number of counts.
Furthermore, we can determine the minimum length of
the L using L ≈ 100/η.

Appendix C: Channel model with cross-talk

We simulate the secure key rate per user based on the
measured cross-talk result. Intuitively, cross-talk leads
to an increase in the gain and error rate. The gain and
quantum bit error rate are similar to those of the model
considered by Fröhlich et al. [30], except for excluding
the after-pulse of the detector. Here, we use an SNSPD
to detect quantum signals. The SNSPD is also possibly
subject to after-pulsing that arises not from the SNSPD
itself, but rather from the electronic readout module [63–
65]. Marsili et al. [64] showed that this after-pulsing can
be eliminated with appropriate treatment. Thus, the
gain and QBER for intensity k ∈ {µ, ν} in z-basis are
given by

Qz,k = kη(1 +
pT

Nc − 1
(n− 1)) + pdc,

Ez,k =
kη(popt +

1
2

pT

Nc−1 (n− 1)) + pdc

2

Qz,k
,

(C1)

where Nc is the network capacity, n is the number of
active users, pdc is the dark count rate, and popt is the
optical error owing to misalignment. The overtransmit-
tance η of the system is given by η = ηchηsplηr, which
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includes the channel, splitter transmittance, and the en-
tire receiver transmittance. The channel transmittance
is ηch = 10−αL/10, where L is the fiber length and α is
the loss coefficient of standard fiber. In practice, each
user generally has different channel lengths correspond-
ing to different channel transmittance ηch. The splitter
transmittance ηspl can be calculated using the splitter pa-
rameters of a typical QAN experiment [30]. The splitting
ratio of a 1 × 64 splitter is 19.5 dB. The count increase
rate pT can be extracted from the cross-talk data shown
in Figure 5(a). The specific values of these parameters
are listed in Table I. Finally, the QBER in the z-basis is

given by

ez =
PµEz,µ + PνEz,ν

PµQz,µ + PνQz,ν
. (C2)

TABLE I. Practical parameters for numerical simulations, in-
cluding the optical misalignment popt, dark count rate pdc
and total receiver transmittance ηr. The count increase rate
caused by cross-talk is represented by pT . α denotes the loss
coefficient of standard fiber.

popt ηr pdc pT α
1% 38.8% 6× 10−8 0.98% 0.2 dB/km

[1] C. H. Bennett and G. Brassard, Quantum cryptography:
Public key distribution and coin tossing, in Proceedings of
IEEE International Conference on Computers, Systems
and Signal Processing (IEEE, New York, Bangalore, In-
dia, 1984) pp. 175–179.

[2] H.-K. Lo and H. F. Chau, Unconditional security of quan-
tum key distribution over arbitrarily long distances, Sci-
ence 283, 2050 (1999).

[3] P. W. Shor and J. Preskill, Simple proof of security of
the bb84 quantum key distribution protocol, Phys. Rev.
Lett. 85, 441 (2000).

[4] D. Gottesman, H.-K. Lo, N. Lütkenhaus, and J. Preskill,
Security of quantum key distribution with imperfect de-
vices, Quantum Inf. Comput. 4, 325 (2004).

[5] H.-K. Lo, X. Ma, and K. Chen, Decoy state quantum key
distribution, Phys. Rev. Lett. 94, 230504 (2005).

[6] X.-B. Wang, Beating the photon-number-splitting attack
in practical quantum cryptography, Phys. Rev. Lett. 94,
230503 (2005).

[7] H.-K. Lo, M. Curty, and B. Qi, Measurement-device-
independent quantum key distribution, Phys. Rev. Lett.
108, 130503 (2012).

[8] M. Lucamarini, Z. Yuan, J. F. Dynes, and A. J. Shields,
Overcoming the rate–distance limit of quantum key dis-
tribution without quantum repeaters, Nature 557, 400
(2018).

[9] X. Ma, P. Zeng, and H. Zhou, Phase-matching quantum
key distribution, Phys. Rev. X 8, 031043 (2018).

[10] X.-B. Wang, Z.-W. Yu, and X.-L. Hu, Twin-field quan-
tum key distribution with large misalignment error, Phys.
Rev. A 98, 062323 (2018).

[11] P. Zeng, H. Zhou, W. Wu, and X. Ma, Mode-pairing
quantum key distribution, Nat. Commun. 13, 3903
(2022).

[12] A. Boaron, G. Boso, D. Rusca, C. Vulliez, C. Autebert,
M. Caloz, M. Perrenoud, G. Gras, F. Bussières, M.-J. Li,
D. Nolan, A. Martin, and H. Zbinden, Secure quantum
key distribution over 421 km of optical fiber, Phys. Rev.
Lett. 121, 190502 (2018).

[13] F. Grünenfelder, A. Boaron, D. Rusca, A. Martin, and
H. Zbinden, Performance and security of 5 ghz repetition
rate polarization-based quantum key distribution, Appl.
Phys. Lett. 117, 144003 (2020).

[14] K. Wei, W. Li, H. Tan, Y. Li, H. Min, W.-J. Zhang, H. Li,
L. You, Z. Wang, X. Jiang, T.-Y. Chen, S. K. Liao, C.-Z.
Peng, F. Xu, and J.-W. Pan, High-speed measurement-
device-independent quantum key distribution with inte-
grated silicon photonics, Phys. Rev. X 10, 031030 (2020).

[15] T. K. Paraiso, T. Roger, D. G. Marangon, I. De Marco,
M. Sanzaro, R. I. Woodward, J. F. Dynes, Z. Yuan, and
A. J. Shields, A photonic integrated quantum secure com-
munication system, Nat. Photon. 15, 850 (2021).

[16] L. Zhou, J. Lin, Y. Jing, and Z. Yuan, Twin-field quan-
tum key distribution without optical frequency dissemi-
nation, Nat. Commun. 14, 928 (2023).

[17] F. Grünenfelder, A. Boaron, G. V. Resta, M. Perre-
noud, D. Rusca, C. Barreiro, R. Houlmann, R. Sax,
L. Stasi, S. El-Khoury, et al., Fast single-photon detectors
and real-time key distillation enable high secret-key-rate
quantum key distribution systems, Nat. Photon. 17, 422
(2023).

[18] W. Li, L. Zhang, H. Tan, Y. Lu, S. K. Liao, J. Huang,
H. Li, Z. Wang, H. K. Mao, B. Yan, et al., High-rate
quantum key distribution exceeding 110 mb s-1, Nat.
Photon. 17, 416 (2023).

[19] Y. Liu, W.-J. Zhang, C. Jiang, J.-P. Chen, C. Zhang,
W.-X. Pan, D. Ma, H. Dong, J.-M. Xiong, C.-J. Zhang,
H. Li, R.-C. Wang, J. Wu, T.-Y. Chen, L. You, X.-B.
Wang, Q. Zhang, and J.-W. Pan, Experimental twin-field
quantum key distribution over 1000 km fiber distance,
Phys. Rev. Lett. 130, 210801 (2023).

[20] Z. Y. Chen, X. Y. Wang, S. Yu, Z. Y. Li, and H. Guo,
Continuous-mode quantum key distribution with digital
signal processing, npj Quantum Inf. 9, 28 (2023).

[21] T.-Y. Chen, J. Wang, H. Liang, W.-Y. Liu, Y. Liu,
X. Jiang, Y. Wang, X. Wan, W.-Q. Cai, L. Ju, L.-K.
Chen, L.-J. Wang, Y. Gao, K. Chen, C.-Z. Peng, Z.-B.
Chen, and J.-W. Pan, Metropolitan all-pass and inter-
city quantum communication network, Opt. Express 18,
27217 (2010).

[22] M. Sasaki, M. Fujiwara, H. Ishizuka, W. Klaus,
K. Wakui, M. Takeoka, S. Miki, T. Yamashita, Z. Wang,
A. Tanaka, K. Yoshino, Y. Nambu, S. Takahashi,
A. Tajima, A. Tomita, T. Domeki, T. Hasegawa,
Y. Sakai, H. Kobayashi, T. Asai, K. Shimizu, T. Tokura,
T. Tsurumaru, M. Matsui, T. Honjo, K. Tamaki,

https://doi.org/10.1126/science.283.5410.2050
https://doi.org/10.1126/science.283.5410.2050
http://link.aps.org/doi/10.1103/PhysRevLett.85.441
http://link.aps.org/doi/10.1103/PhysRevLett.85.441
https://doi.org/10.26421/QIC4.5-1
https://doi.org/10.1103/PhysRevLett.94.230504
https://doi.org/10.1103/PhysRevLett.94.230503
https://doi.org/10.1103/PhysRevLett.94.230503
http://link.aps.org/doi/10.1103/PhysRevLett.108.130503
http://link.aps.org/doi/10.1103/PhysRevLett.108.130503
https://doi.org/10.1038/s41586-018-0066-6
https://doi.org/10.1038/s41586-018-0066-6
https://doi.org/10.1103/PhysRevX.8.031043
https://doi.org/10.1103/PhysRevA.98.062323
https://doi.org/10.1103/PhysRevA.98.062323
https://doi.org/10.1038/s41467-022-31534-7
https://doi.org/10.1038/s41467-022-31534-7
https://doi.org/10.1103/PhysRevLett.121.190502
https://doi.org/10.1103/PhysRevLett.121.190502
https://doi.org/10.1063/5.0021468
https://doi.org/10.1063/5.0021468
https://doi.org/10.1103/PhysRevX.10.031030
https://doi.org/10.1038/s41566-021-00873-0
https://doi.org/10.1038/s41467-023-36573-2
https://doi.org/10.1038/s41566-023-01168-2
https://doi.org/10.1038/s41566-023-01168-2
https://doi.org/10.1038/s41566-023-01166-4
https://doi.org/10.1038/s41566-023-01166-4
https://doi.org/10.1103/PhysRevLett.130.210801
https://doi.org/10.1038/s41534-023-00695-8
https://doi.org/10.1364/OE.18.027217
https://doi.org/10.1364/OE.18.027217


10

H. Takesue, Y. Tokura, J. F. Dynes, A. R. Dixon, A. W.
Sharpe, Z. L. Yuan, A. J. Shields, S. Uchikoga, M. Legré,
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[30] B. Fröhlich, J. Dynes, M. Lucamarini, A. Sharpe, Z. L.
Yuan, and A. Shields, A quantum access network, Nature
501, 69 (2013).
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